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Digital Complexity is Exploding
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Al is Raising the Stakes

Yesterday
Deterministic apps
Predictable behavior
Manual troubleshooting

Golden signals (latency, errors)
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Today
Agentic Al apps
Unpredictable, probabilistic outputs
Al-assisted, autonomous response

New signals (quality, cost, alignment)

alfret .
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The New Mandate: Digital Resilience for Al, with Al

For Al

Assure trust and
predictability for
agentic systems

Blfe]ir=]
Resilience

Use agentic Al to
optimize operations
and adapt faster



Cisco Data Fabric

A revolutionary new architecture to harness
the value of machine data with Al
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Cisco Data Fabric
2K ;.

Operate Unlock Unify
on machine data your proprietary data experiences for
at ludicrous scale for Al humans and agents
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Bringing Spluni to your d.
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Federated Search
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Federated search splunk > ‘ Sh% snowflake
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for Snowflake

a C1SCO company
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[ mounens

Cisco Time Series Model
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Optimized for machine data Accurate and scalable Adaptable to your domain

N
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Al Powered splunic
Search and Faster
Data Insights

an  2:04 PM

Could you write a search that returns events relate
to payment bypassing in our online service?

* Unprecedented Simplicity & Power:
Search Processing Language V2

| |
Yailable.

e Al Assistant 2:04 PM

v
I'll start by looking into the security data available. »
* Improved Accuracy with Agentic Al:
g > Ran get_indexes v relaE
Splunk Al Assistant for 1.4 i
> Ran get_index_info v

r field level

ZNfound 2 indexes that likely have information rg
urity and payment bypassing: jata o

« has the information
a query for the

an generate_SPL I

Here's a query that searches for payment bypassing

N
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Incidents (24h)

+
\gentic
Observability

\

32 Auto-resolved

4T Critical: 12 Warning: 20
Breakdown
17 Auto-detected 15 Manual rules
View

i
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Agentic Observability

Key Requirements

Observe Al .
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Agentic Observability

Key Requirements




Alpha
Now

Al

splunk>  splunk Observability Cloud Q + 0 ® @& | 2 e
— Incidents overview > Incidens o
1 _ « websocket-s
A Incident ID: Fd5sui9AoAM
H‘ 45 AM — Remediation agent executed a rolling restart of the affec
v & summand \EEDS ATTENTION:
e n tS ai The identified merge request must be reviewed and patched to perman
Dashboards Starting at 3:4. s. Synthetic tests alerted first, followed
within minute
- investigalion B+ Evidence timeline 4 Root cause analysis 4" Remediation [ "re2ched the 1 GB container imit.
Alerts Memory clim >d closing connections cleanly, letting
.43 ; | |
o Sir;(;dh\/‘at\?l: @ Alert - Synthetics 21 Sep 2025 3:43:39 AM @ High memory us
N : “Hh 3:43:17 AM Checked metrics for web-socket pod, and reg
v 1 H APM NEEDS ATTE
O F | X |SS u e S fa Ste r W | t h The identifiec Entity: cart-service-dd7b95987-44b2v (2

automated Root Cause
Analysis

* Makes everyone an expert
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Infrastructure

-
19
Digital
Experience

Logs

Y4

Metrics

o

Data
Management

# Alert - Memory

:43:39 AM
4 Evidence timeline Memory usage

lert - Kubernetes

# Alert - Synthe 100

3:43:117 AM ng limits

collection
# Alert - Memory 85%

3:43:39 AM

@ Alert - Kubernetes
3:43:45 AM

+ Evidence collection
3:43:49 AM

@ Pod Status
3:43:58 AM

® Pod Logs

2.20 2.4n 241 242 242

]
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Agentic Observability

Key Requirements

Observe Al ¢




Alpha
Now

A I Ag e n t splunk'> Splunk Observability Cloud Q + B ® B | S:J?i(:gg:{;orp’ net %
- - = Al Agent Monitoring
M O n Ito rI n g /ﬁ\ (C] .)};'h st Environment: pr
Home Agent Requests
Agents
1}
I _‘ 2 Dven o
= ™ earcn... CustomerDataAnalyst 342 { Prev Next > Showing50f17
’ Agent urity Risks Tokens Conversations
PY . . Alerts
Pinpoint root causes TrendDesian 194
CustomerDataAnaly: sk T 847K 57
4:; >
. . APM
* Visualize Al components and bricingProm 125 2k
. &
Se rVI Ce S Infrastructure PricingPromo risk & 445K 120
U CampaignGenerator 856
[} M ea S u re a n d Sec u re LLM Exg.egrii::ce CampaignGenerator risk L 298K 125
. SupportAgent
eXpe rrences g > ?:r:g::"\ge"t ird-party 289 No risk 267K 248
Al Agent
Monitoring
Performance
=}
Logs Requests Latency
i ro9
- 340 - 368 P20
o > ,"‘ \ A P50
Data management [\ / 7 ,r”\. A\
- o & / ‘\l\ ‘ e AN i \4 \\/_;_\/ A~
\ \ | NN
O SIS ‘ \
Settings 9 \‘v“ o
O o
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Agentic Observability

Key Requirements

Unify obser




GA Now

APM Su pport splunk>  splunk Observability Cloud 132daysleftintrial | O search | + 0 ® @l 2

& APM

Service Map

for hybrid apps & e s

o Do Search for group ] [ Group by: service.namespac

business transactions "~

Clear All C Refresh

ing all 8 groupings by request count service.namespace by Requests

86/5 8 ad-ecomm
54.3/5 8 AD-Ecomm
0.01/5 1 petclinic-r
001/ 1 default

APM > 0.01/5 1 petclinic-util

. ofe-

ameme. S 530 PM 5:30 PM
2 . e, YESTERDAY ODAY
&5 Infrastructure

IN OBSERVABILITY CLOUD S T B

5 r— . T

Wl L B o (A s I <ot 7e

B, Loss ozn-| | N“\J ,"ﬂ o et
L B O O B

5:30 PM 5:30 PM
YESTERDAY DAY

service.namespace by Latency (P90)
E Data Management >

Monitor business e
transactions

default 20ms

5:30 PM 5:20 PM
YESTERDAY DAY

Traces

View Trace ID

‘,‘ v .‘ L View Trace ID

‘A
{7 Database Query Performance

Organize complex p——

(@ Show Legend

architectures to teams

Gain code-level insights
with Call Graphs

@ Logs(0)

Correlate app and
infrastructure data

N
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Alpha
Now

Di git al splunk>  splunk Observability Cloud Q + N ® o | A T e ™

DEA > Cisco Store

= Website checkout funn
Experience |t e

Conversion of website checkout: Understand abandonment re

< | © Last24hours v

Analytics |

& 4" 87% of slow

IN OBSERVABILITY CLOUD 01 249 users arpring

Steps  Trend

[ @© Last24hours ¥ ]

R Allusers v ]

% are likely caused by errors in APM Service: Payment

| ¥a Anelyze Drop <" 87% of slow loads linked /. APM Service: Paymen

= Of 249 users dropping off in step 3, 95% of them experienced slowness ir,

>

i Gain inSightS intO CUStomer sk ;o;a(;users llg Analyze Dropoff ] > Replay Sessions ?::;:/zion rate
. l‘l
behavior
* 1. Landing page 4. Shippin 5. Order confirmation
* See how app performance S-S 880 b =
880 users 519 users 478 users

impacts user experience %

* Reduce engineering overhead >

()

9% 31% 6%

© 2025 Cisco and/or its affiliates. All rights reserved. 79 users 249 users 41 users 31 users



GA Now

Thousand Eyes +
Splunk Observability

Unified observability and assurance to
drive digital resilience across teams

-Correlate Network & App Health
-Pinpoint Root Cause Faster

Visualize Global Impact Instantly

© 2025 Cisco and/or its affiliates. All rights reserved.
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True Positive
Benign Positive

Poweringthe . _ <@ . WS
entic S(

Build a playbook to isolate a host with EDR.

S p l u n k Se C u rlty ' s, ,; ‘ To do this we will first need to get additional context of the suspicious

host with a custom code block and then isolate the host with an action
block.

sco andfo [ served.
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It’s never been easy in the S.O‘ W




Security Operations must evolve

i
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analyst

l experience _

rity Operations must evolve
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Controlled Availability

u
E n te r r I S e splunk>cloud Apps ¥ 4) Messages v Settings v  Actvity v Q Find ® QLscadmn~v @ Support & Services ¥
Mission Control Analytics ~ Security content  ~ Configure ~ .L? ﬁ Enterprise Security
u < Queue E¥ Investigation es-s7216 Potential insider# “ ® Info = e
e C u rI t Overview Response Events Automation ang |85 | Findingscore 895 | Intermed Owner Status
l Insider threat analyst v 1 l New o 1
Overview
Urgency Sensitivity
‘D = d = t = - ~ MITRE ATT&CK heatmap [ Low M 1 [ High M 1
L - " = . .
E: - Active Dir P Disposition
re l I l I e r E I I (| UEBA - Rare Successful VPN Log... sCU SCLLY =

Reconnaissance [

»  Search Closed
Sources

Resource Development [2

* Includes UEBA, SOAR and
Al Assistant

~ Intermediate findings

Entity TZ Taylor Zhang (88 | Findingscore

e Simplify your analyst
experience

UEBA - Rare Successful

Suspicious ChatGPT Activity.

Finding risk score

* Gain full visibility and
control

® Juy 2025

Initial Acg

60 UEBA - Rare Device Login by Win|

UEBA - Rare Device Login by Win...

‘ Undetermined

UEBA - Rare Successful VPN Log...

UEBA - Rare Successful

1D ES-87418

UEBA - Rare Device Login by Win. .. s Elfiotesasbon

Time Today 10:20 AM

= . b
UEBA - Rare Device Login by Win. .. Today 10:57 AM

Last updated

o Reference ID eb3222729-d5d5-4e90-afda-feBe20443cch v
oUsp
Investigation type Insider threat -
Description Potential insider threat - Taylor Zhang
895 - fF Notes ©
Tues 21 Tues 22 -
om Enter title
[ HBI S®MWH ®
ngs details 151 Enter note
Risk message ¥
+
Save
3 =
m v [DFiles o

Tues 21 Tues 22 Sat 26
Drop your files here or browse
allfile types supported
Intermediate findings details 151 1 2 3 4 5 16 Next > I Show 10 -
Created T Risk message % Risk rule * Findin... ¥ Annotation ¥ Threat object ¥
> July 20,831 AM Potentially suspicious ChatGPT Suspicious ChatGPT Activity 35 TA0043 -
activity - user tzhang
> July20,4:26 PM Rare successful VPN login location UEBA - Rare Successful VPN Login 90 TAO00O1, TAODO3 -
for tzhang@buttercupgames.com Location by User
> July 20, 4:26 PM Rare successful VPN login location UEBA - Rare Successful VPN Login 80 TAO00O1, TAODO3 -
for tzhang@buttercupgames.com Location by User
N hahs 9N &40 OKA Darn davinn lnmin  win ndn N1 ofn HIERA - Oarn Nesina | amin b &n  TAnNN1

© 2025 Cisco and/or its affiliates. All rights reserved.

CIdCO



2025 Cisco a

rity Operations must evolve

Accelerate the
SOC with Al &
l automatlon )

nd/or its affiliates. All

rights reserve

CCCCC



Controlled Availability

Settings v  Activity v  Q Find

A\l Assista

Security content ~

Configure ~

Search

‘ ‘ Last 24 hours

= ‘

In Enterprise

€D Finding groups € Findings + Aldisposition v
S lt { Prev 1 ext > lrshowzo v
execution FI-AB543 €G Charlie|
ick FI-AB198 NA Ny
* Embedded across all analyst e—r— — .
116.133.181
Workflows 3 within 24 hrs on device
FI-AB274 @ 10
* Guide investigations with Al-powered edfOMIOTEIINAG  lramsss] O 108
guery generation and summarization side of the Outiook directory [Frassez] @ Keni:
Pre t >

* Accelerate workflows with
embedded, context-aware Al insights

* Empower decisions with Al-driven
next step and remediation guidance

Currently available for Cloud users

© 2025 Cisco and/or its affiliates. All rights reserved.

| show2o ~

© Support & Services v

©@ L scadmin~
L? a Enterprise Security

Al Assistant for Security
Mali PowerShell

B X

Al Assistant for Security
Malicious PowerShell execution

Al Today, 8:30 AM

ding summarization

O A Today 830 aM

5, 2025, an obfuscated PowerShell command was executed using the -
Command flag by a low-privilege user during off-hours. The script contacted a
domain (185.99.132[.]22) linked to the MuddyWater APT group, as

by Cisco Talos threat intel.

~ Finding summarization
alysis showed the script downloaded a second-stage payload, created a
ask, and attempted credential theft. Shortly afterward, the host initiated
lateral movement, indicating early-stage compromise activity. Given the

dicators and threat intel correlation, this is assessed as a True Positive
nmediate response.

On July 25, 2025, an obfuscated PowerShell commar
EncodedCommand flag by a low-privilege user during
known C2 domain (185.99.132[.]22) linked to+1
confirmed by Cisco Talos threat intel.

osition

tion (O True positive

Reject ‘ v/ Accept

ng is likely a true positive based on following:

Sandbox analysis showed the script downloaded
scheduled task, and attempted credential theft
SMB-based lateral movement, indicating earh
behavioral indicators and threat intel corre’
requiring immediate response.

»mmand Behavior: Obfuscated script, spawned by powershell.exe
Sandbox Result: Credential theft + scheduled task creation
« Threat Intel: Talos C2 match
- User Context: Unusual activity from low-privilege user during off-hours
- Lateral Movement: SMB events observed post-execution

sas Splunk Attack Analyzer
v Severity

v <4 Alanalysis
Malicious - Script downloads an MSI from a remote host and silently installs it via msiexec. Uses

pestinares DN cgarcia v WebClient to fetch payload, silent installation, file cleanup
Destination Expected false v Show more
Destination IP address 3 20.50.50.60 m v

. Cisco Talos
Destination owner J ' jeunningham m v

Results
Destination PCl domain  untrust v

<4 Ask me anything about 9

> Related investigations (O o
Summarize the findings Generate investigation report Suggest SPL Discover Al Assistant skil

> History
Cisco



Alpha | Jan ‘26

|
I rl a g e Ag e nI splunk>cloud Apps v (@) Messages v  Seftings*  Activity  Q Find

Mission Control Security analytics ~ Security content ~ Configure ~

gs 4 Alsuggested disposition v

& True positive

&

Default views

Analyst queue

B All All types [2 Investigations

e Streamline alert

* Aldi ition: Tl iti . aps
.. . S owned byme ¥ Aldisposition: True positive @ [] Benign positive
prioritization 0> D ~
itle ~ apa Related i i
2+ Unassigned e [] False positive e
[ ] P I a n a n d exec ute (1) Riskscore D © Malicious PowerShell executio FI-AB543 O Other
1 1 1 24 hour risk threshold exceede
I nve St I gat I 0 n S \/ Savedviews O & user=administrator D Undetermined 4
FI-AB233
H H > My critical items O © Possible Phishing Attack
e Automate insights to reduce
> Unassigned SLA expiring D o Unusual network activities detected fr .
MTTR 52.218.245.82 to 52.216.133.181 NA Nyah Aamadu
© Insider threat D o 3 failed login attempts within 24 hrs on devi
10.34.56.354
D o Threat Activity Detected from 56.143.202.14 to Epiee o 8
8.108.191.107 -
D € Email files written outside of the Outlook directory ~ FI-AB352 KT Kenji Tanaka 6k

N
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Alpha Now

Detectio
Studic

Author and tune detections

e Streamline detection creation

workflows
e Evaluate detection health

* Expand versioning and
detection-as-code

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk>cloud Apps ~
Mission Control
< Filters

# Quick filters

Al detections

Detection KPls ©

Recommended O

Al

Al confidence

impact ©

Allimpact

Compatibility ©

Al compatibility

Performance ©

All performance
Detection Config. ©
Deployed State O

Al

Finding Type ©

Al -

Data ©

Data Source ©

All data sources

Modeled Data

All data models -

Un-Modeled Data ¢

Al services -

Security analytics ~

@ Messages = Settings = Activity = Q Find

Security content ~ Configure = Search

y content ~ Configure ~

Security content dashboard / Detections

Detections [Q Search Detections

ecurity content dashboard / Detec!

Overall detection technique coverage
Last 7 days

Detections | Q Search Detections

5% ..

Overall detection technique coverage
Last 7 days

5% 5%

Priority | High % Clear all

Detections 140

0O name

o) Sl

() Endeolnt-Potantial indic

Aversarias may modi

[]  Endeoint-Potential Text bz
ing DN

An acve

ik Priority = High X Clear all Save
o - Any Powershell Downlosd

The following analytic det

Detections 1423

[ EBGY-CMDEshoFipe- Escale
The fallowing analytic ident

Name
D ESCU - Detect RClone Command-Line Usag

“The fallowir dete

pabelp you identify instanmﬁww

ing snalytic detects the xec,

o g s Used For ST

The fallowing snalytic identifies madifications to

gistry p Via CommandLine IF Only - Rule - Rule
alytic detects the use of 'regexe’ to export gitry hives, w

0 ESCU - ICACLS Grant Command - Rule.
The fallowing analytic detests the usa of tha ICACLS cammand to grant

o ESCU - Network Discovery Using Route Windows App - Rule

High
Thefallowing analytic detects the execution of the “route.sne Windows application, cammonty used for ratwork disc..

] pL0 High
T following salyti [dentiies the e of the com v emaens 1o enum

D Cisca Network Interface Modifications. High
This snalyic detects the crestin o modification of nstwork Interfacss on Ciaca devicss, which could ndicate an atac

[ Claco Securs Firewall - Static Tundra Smart Install Abuse. T

int - Potential Automated File Collectio~

Highest priority det
Top 15% of detections wh

72

Y Filter Detection;

10

100 14
25 98
100 11
100 7
100 7
100 7

Show data metrics (i) EESEEERC

Lowest health detections

Top 15% of detections which have the lowest health

etections

Hightolow BE A @

rmance 2 Deployed State *  Actions

. oft [N
® Off @ [
. Off @ [
® Off @ R
® On ® N0
® off @0
®On ® R
e on @[
. Off @ [
® Off @ [
® off @0
. off ® 0
® Off @ R
® Off @ 0

A sc_admin = Support & Senvices =

i i Enterprise Security

~ (i) Details

eoff ~ | (R < > X

ESCU - ICACLS Grant Command - Rule
The following analytic detects the use of the ICACLS command to grant

how more
Priority High
Canfidence  So——————

Validity D ———

Impact

Detectiontype  Anemaly
Cloned from

Created By Tom Anderson

Last Edited By Tom Anderson
CreationDate  Jan 202023

Update Date Mar 7 2025

~ {j Detection Logic

tstats ‘security_content_summariesonly®
min(_time) as firstTime max(_time)

as lastTime from datamodel=Endpoint.Processes
where

Processes.process_name IN ( "icacls.exe",
“cacls.exe", “xcacls.exe") AND
Pracesses.process IN ("=fgrant*", “=fg:x« u=/g

iy

awn

by Processes.action Processes.dest
Processes.original_file_name
Processes.parent_process

? Processes.parent_process_exec
Processes.parent_process_guid
Processes.parent_process_id
Processes.parent_process_name
Processes.parent_process_path Processes.process
Processes.process_exec

Processes.process_guid Processes.process_hash
.process_id
Processes.process_integrity_level
Processes.process_name Processes.process_path
Processes.user Processes.user_id

8 vm~oau

=

ER=- i

b
b
3
a
b
H
H

231 Pracesses.vendor_product

24 | “drop_dm_object_name(Processes)*
25 | “security_content_ctime(firstTime)™
26 | “security_content_ctime(lastTime)*
27 | “icacls_grant_command_filter®

Openinsearch [2

v E compatibility

98 High compatibility

High compatibility ®

Past 7 days - 0

Data source
Type Staws

Email gataway logs

@ Hasdata 0 &
widwY



ree ingest of Cisco Firewall logs in Splunk

© 2025 Cisco and/or its affiliates. All rights reserved.

Secure Firewall Summary ~

Ovarview of Event Types in Securs Firewall

Time Range Input Title Event Type. Blocked? Impact Level See/Dest ip
Last 24 hours . Al - Al - Select a value - 0000
Connection Events Volume Inbound Volume Outbound File Events

Securty Intel Filtared Events Sacurty Intel Fitarad Events Natwork Fila Evants

13,819,344 2151cs 2,753cs 25,480

Intrusion Events IPS Events
Impact Laved Timeng

[m——

Event Detalls

Appey Finars ot the Top 10 Reduce the Dstaset 1 Indheunl Detasets that can ba Viewsd Hare
tima ¢ Event Typo ¢ Aot & Classification Src ¢
1PS EVEN
1PS EVENT 7
1PS EVENT [ 1 108

*Ingest up to 5GB/device/day requires Firewall Threat Defense subscription and Splunk license

1PS Events by Alert Message

Intrusion Events Intrusion - 10C's

5,546 479

Indications of Compromise

10C Evennts by Src 1P

by Client Application

1.2 3 4 5 Net>

]
cisco
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Profile
= Qa &8 0 Q20| &, -
D un al \ S SE——G——— <>

Analyst queue 547 v Q Search Last2ahours  ~ | Lostrefreshots30PM | Autorefr. v ||Q ||| |dl|| + |
o A 2 Ownedbyme 2+ Unassigned (1) Risk score TypeAll v My saved views v © Finding | Fr-ABS43
Ollama Path Traversal
ANl 478 < Pre 1 2 = 30 Next > Show20 ~ ) - @3 Isovalent Runtime Security finding
0O > mte- D - Entity ~ Fin.. > int.. - Related investigations Disposition - Cwmer Status
Unassigned v ‘ New
a € Ollama Path Traversal FI-AB543 Q Ollama pod 80 25 Undetermined
Sensitivity Urgency
| unknown - Mediu
D © Malicious powershell execution FI-AB233 A Administrator 25 2 Undetermined L s - l, ok
L[] Disposition
[ackle new threats with O > @ Lo tomnimouniocatn S @eow W4 s 2 e | (Undoried
- ] mgm D
expanded visibility 0 > @ o e e O . - e
52 Pinned
Z reshol cceed
0> & : m’-’:’?“z‘:‘GON:ax = FI-AB233 @8 - 3 4 Undetermined  Last updated Today, 5:57 AM
. . . Entity 2 Ollama pod (80
« Monit d detect em k ,
Onl Or an e eC e er In rIS S D €© Possible Phishing Attack FI-AB198 NA Nyah Aamadu n 1 False positive
Timely Aug 10,2025 7:21 AM
.
to open source LLMs like Ollama o s rasezs © sezisisvier 201 2 Undetermineg | Detectin
Entity priority high
failed login hin 24 h
(] ?0 R SeeE ;"’mp 2 within 24 Iws on device FrAB274 © 103456354 % 17 Undetermined | Entity type e
U g e T1083
* Utilize Splun ata Management e
Threat Actil Det fr 10.163.194.46
(] o ;;e 191 ;m:l sciec from 440t FI-AB558 Q 8108.191.101 94 8 False positive Original Splunk source  Isovalent Runtime Security
t » ] b " I -t 8. 5 10 . - o
ecurity domain
Ti \TT.
O enSu re VISI I I y D > ::L’::A &g;::ic;;:im Exceadac For FI-AB129 SP Sasha Patel u 4 17 Undetermined
~ Cisco Talos threat intelligence
A P ing Fi P
 Activate investigations and O > & pagenrromonsfonmrousynesst  gsoms  © torzsase B s Undoarmed | Lan updetd s v ot e
g Threat level Untrusted
. . [ O © Emall files written outside of the Outlook directory  FI-AB352 KT Kenji Tanaka [ 45] 6k False positive Threat categories Spyware and Adware
automation within Splun e N
Spyware and Adware activities.
. . O ::ﬁx;:a‘::::‘ JGMciS Losste kit FI-AB225 AN Ava Nguyen 90 874 Undetermined
Enterprise Security e
D © First Time Seen Running Windows Service FI-ABOO2 SR Sofia Rodriguez . 17 Undetermined Federated search - Network data
fr known > Related investigations (O o
O :‘;:;:::?636201’"0" ocation ES-AB416 KZ KaiZhang |m s 3 1 Undetermined

> Historv

N
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About Hospital Contributions Fund (HCF)

Australia’s largest not—for-profit health fund

Provides 2 million+ members health, life, travel,
pet, home and car insurance

89¢ of every dollar returned in benefits

Cisco & Splunk customer (Catalyst Center,
ThousandEyes, Splunk Cloud, Observability Cloud,

‘AppDynamics) + partner with AC3

2 Data Centers, AWS & Azure for Cloud

- 54 branches + dental, eyecare and call centers

Mix of in-house developed + some common SaaS
products.
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