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Every major technology disruption
changed the enterprise network

Al is the biggest disruption of all.
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Al is bringing challenges

Proliferation of Agents

1.000s

Al Agents per
enterprise expected

More security risks than ever

H1 risk

Al-enhanced
malicious attacks

Profound skills shortage

64%

of orgs face IT skills
shortage by 2026
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Architectural requirements are

Traffic pattern
changes
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Pervasive Zero
Trust security
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Architecture for
the Al-ready
secure network

AgenticOps =
for operational simplicity

Scalable devices
ready for Al

Security
fused into the network




Unlocking the Al era with simple,
secure, and scalable networks

Now uncing:

A major leap forward for Deploy branches in New scalable infrastructure
operational simplicity minutes, not months for the Al era

[

Global Overview 7 W ]
Unified Branch with Secure Routing

Cloud Management Branch as Code

Scalable Wi-Fi 7
AgenticOps calable TH=F




Michelle Fernando
Superintendent, OT Networks
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AgenticOps empowers
IT teams to focus on
what matters most
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BETA

Unified network —om

Global Overview Global Overview

Z Refresh

Drganization Health of networks & sites Offline/Poor devices
Select an organization ) . N
Poor health +}= Routers & WAN Appliances + Core Switches -}~ WLCs&CGs
09 o3 oz a
Cellular Gateways +* Distributios g Access Points
o os on

3 Access Switches

09

A single cloud dashboard experience o
integrating Meraki and Catalyst Center s :

Organization Controller Type Network: Critical Alerts  Routers & WAN Appliances () Cellular Gateway @) Switches s Access points

Global health visibility and actionable alerts e . = =

Canada Toronto

Secure SSO for seamless workflows

] Canada Toronto

Simplified Al-powered r_letwork operations across S
cloud and on-prem environments ] s

Canada Toronto
Canada Toronto
Canada Toronto
Canada Toronto

Canada Toronto
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Fabric

CIOUd_mar SanJoséc;mpus

Assurance Summary

Fabric devices

Simple deployment

17 Depiovad | 22 total devices

of plug-and-play
fabrics

Fast, secure fabric orchestration
to simplify large site management
from the cloud

© 2025 Cisco and/or its affiliates. All rights reserved.

© Deployed 8 Staged changes

VRFs Border configuration

©12 /15 @3/5

BGP peers

© 99% haaxty
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abric sut

Multi role deployment

23 depioyes [ 36 tota devices

Ext border peers
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VXLAN tunnels | Overlay subnets
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Al at every layer

Al in the network stack

< Al in the control plane

. Alin the operational

—  workflow



AgenticOps
The new standard for IT operations

cisco = |
Al Assistant = N—
Al Assistant Al Canvas
Accelerate network operations Cross-domain collaborative troubleshooting

seconds with Al-driven early with Al that

root cause and sees across the
resolution.

© 2025 Cisco and/or its affiliates. All rights reserved.

with lean teams and together with
ilt-in Al expertise. shared context
across teams.

Cut MTTR to near ‘ Catch critical issues Operate at scale ‘ Troubleshoot faster
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Outperforms general models by ~20%

Deep network model o
0.90
the most advanced oo
. 0.70
networking LLM 060
0.50
0.40
Purpose-Built for Networking 0.30
Up to 20% more precise reasoning for 0.20
troubleshooting, configuration, and automation. g-;g
Trusted Training
Fine-tuned on 40+ years of Cisco expertise and
expert-vetted for accuracy. e
O\
Continuous Learning I General model benchmark I Cisco-trained model

Evolves with live telemetry and real-world
Cisco TAC and CX insights.



Scalable devices for
mission-critical environments
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Silicon
High bandwidth and high performance.
Post-quantum ready

What does it mean to 0OS
bU|Id hardware fOf the Pervasive programmability, deep observability,
Al era? near-zero downtime architecture

System

Al driven visibility, programmable open
ecosystem, power efficient



Scalable devices, ready for Al

INTRODUCING

=]

Smart Switches Secure Routers Secure Firewall Wi-Fi 7 Industrial loT

N
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AVAILABLENOW
High-performance, °

tor e Our new family of Cisco Smart Switches
for the Al-powered campus

Cisco Silicon One +
co-processor for ®
security and Al

Quantum Resistant ®
& PQC Compliant-
ready

Intelligent energy ®
efficiency &

Cisco C9350 Fixed Access Cisco C9610 Modular Core
Smart Switch Smart Switch

N
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‘ AVAILABLE NOW

Minimize downtime
during software
reloads and upgrades

with extended fast software . e tpae
upgrade (xFSU) , | -

Complements In-Service Software Upgrades
(ISSU) (C9400, C9500, C9600) for C9300
switch family & Cisco C9350 Smart Switches

<5 second traffic downtime (I0S XE17.15.2)

No topology modification needed

N
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Secure networking

Orocessor ® |INTRODUCING

More throughput o O€CUre Routers for the
supportincreased - Al-powered unified branch

application
workloads

Hybrid mesh firewall

for secure branch ¢
connectivity
AVAILABLE
Post-quantum o

secure Cisco 8000 Secure Routers

Cloud or on-prem 4
management

N
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19 new Industrial Switches for secure, Al-driven operations
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6 New DIN-rail
Switches and 8
Expansion
Modules

‘ New!

8 New IP67
Switches

'New!
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2 New Compact
IP67 Switches

2 New Compact
IP30 Switches
with 4PPoE

1 New Mixed-
port Rackmount
Switch



Fast Dependable Wi-Fi for Every Site and Scale

Scalable infrastructure to power new possibilities

|
=
ol

Intelligent Wi-Fi 7 Cloud management for
for every site centralized wireless
architectures

Cisco Campus Gateway

Seamless wireless

for every campus

Cisco CW91711 Access Points :
Cisco CW9174] & oL
CW9174E Access Points

LE NOVEMBER LE NOVEMBER AILABLE

Wireless Controller

N
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Introducing

Wi-Fi and Ultra-Reliable Wireless
Backhaul unified infrastructure

One management platform

One wireless infrastructure to install

Best of Wi-Fi combined with
new use cases enabled by
URWB technology




Protect critical systems without
slowing them down.
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Threats are accelerating

Attack surface Quantum computing
-

Gartner

Exploits remain #1 330/ of infections start
o

itel Secure Your Network Against "Harvest Now,
as eXpIOItS Decrypt Later” Quantum-Enabled Attacks

infection vector

25 February 202 min read

By: Tim Zim Vatthew Brisse, Mark Horvath
Initiatives:|&

crvnt later” strateav nose I

Stolen credentials 2 92 days - average

grant longest access breach lifecycle? il
cconsent  THE WALL STREET JOURNAL.
. . Overview
loT devices are 1 / 3 of breaches involved ey Findings Quantum Computing Is Closer Than
targets and threat loT devices peesasncay e e ories@ - Byer, Everybody’s Too Busy to Pay
\_ Attention.
A technology that feels like it’s ‘always five years away’ may suddenly
be two years away—but businesses are a little preoccupied
Sources:

1. M-Trends 2025: Executive Edition, Apr 2025, “By the Numbers — The Data of M-Trends”
2. IBM cost of a data breach 2024
3. Verizon DBIR, 2025

N
© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco



Comprehensive security
fused into every layer

The device The network

Users, endpoints and apps
Secul Secul :

Secul

© 2025 Cisco and/or its affiliates. All rights reserved.




Securing the device

Secure from hardware to software, from boot time to runtime

Supply chain
attack

Hardware
tampering attack

BIOS/Rommon
attack

Software binary
attack

Runtime
attack

© 2025 Cisco and/or its affiliates. All rights reserved.
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Trustworthy
Technologies Verification

‘ No tampering detected

‘ Booted securely

a8 9 0 0 0 0 e

...........

fiececsene Image authenticated

...........

S ettt Hardware authenticated

* e 0 0 0 8 0 0 0

. No spoofing detected

‘ Data protected from MITM attack

]
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Network Device Security

Overview Device vulnerabilities

73 All vuinerabilities 12 Live Protect available for deployment ™Y 37 Live Protect deployed

= Filters

Vulnerability Details Live Protect
L - P t t CVE-2023-20198 New Web Ul Unauthorized Access Vulnerability Available
I V e ro e C CVE-2024-20169 Command Injection Vulnerability . Available
CVE-2023-20154 SNMP Remote Code Execution Available
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CVE-2024-20437 Buffer Overflow in HTTP Server .4 ) Observation

Rows per page | 20 ~




Cisco Live Protect
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Network Device Security

Overview Device vulnerabilities
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Securing the network

Protecting your data in motion across owned & unowned infra

Post-Quantum Cryptography
Future proof investments | Protect against quantum | Secure sensitive data

MACSec IPSec WAN
MacSec

N
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Securing network access

Scalable microsegmentation to protect every connection

N @

JAWAWAY

No . ooo

S A0 -~ So 0
lot )/ Factory
robot e \ control

y . ® [~
Policy Tags ’ x
y 1ag / FI_‘

D@ﬂ / T \ ® «

systems
Employee Identity Services Software Defined Scalable Group
devices Engine (ISE) Access (SDA) Tag (SGT)

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco



Cisco’s Universal ZTNA ~

Secure Security Trusted
SD-WAN service edge identity edge

SINGLE VENDOR SASE
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Architecture for
the Al-ready secure
network

AgenticOps =
for operational simplicity ¢

Scalable devices PN
(=Y-To\VA (o] gAY

Security
fused into the network
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