Navigating Tomorrow:

Emerging tech trends transforming the CISCO Live !

IT and business landscape
ITLGEN-2005

Carl Solder —

Chief Technology Officer for Australia & New Zealand




)(‘

’ ’
,,,,,

AL PR R \’\\\\\/ VYL o N
‘ x\%f\\\\i P e E
\ The PACE of innova

RN
AN
never
y':\ o\ AN

tion has =




There are many

in flight...

e "2 "2 "2 "2 "2 "2 "2 "2 ™
. Bare Metal Agentic Al Data Fabric Security by Networ.k & Cross Cloud Sl
Al Native Infra . . . Edge Compute . Security . Programmable
as a Service Operations Architectures Design Orchestration o
Convergence Buildings
\ A A A A A A A A Y,
e Y Y Y Y Y Y Y Y A
Al Threat Autonomous Hybrid Mesh Quantum Hyperscale Al Augmented Embedded Al Green IT Data Mesh
Landscape Operations Firewalls Ready Infra Data Centers Defense Engines Architectures
\ A A A A A A A A Y,
e Y Y Y Y Y Y Y Y A
Fault . . .
Management Al Pipeline Universal Workplace Hyper Quantum Low Code Soversign Al Industrial
Power Orchestration Zero Trust Reboot Automation Computing No Code Robotics
\ A A A A A A A A Y,
e Y Y Y Y Y Y Y Y A
Quantum Liquid Coolin Digital Twin & Gen-Al Infrastructure Auto Tuning Deep Fake Cloud Edge
Proof Security a 9 Simulations Copilots as Code Workloads Defense Repatriation Observability
\ A A A A A A A A Y,
e Y Y Y Y Y Y Y Y A
FIRETE Sustainable Intercloud Platform Modular Data Exte.nded Prompt GPUaaS & 5G Private
Interconnect " : . Reality for . .
. Hardware Portability Engineering Centers Engineering Neo Clouds Networks
Fabrics Workforce
\ A A A A A A A A y,

© 2025 Cisco and/or its affiliates. All rights reserved.

Session ID: ITLGEN-2005

]
CIsco



Edge First Al Native Infrastructure
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Wﬁen starting your Al Journey

The question is...
Where to host your

Models & Apps
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Edge Al Market

$270B

By 2032




A Few Reasons

Drivers behind this Movement

CCCCC



Ethically hosting sensitive data
in public clouds

Privacy standards, \GPDR

Sector SpeC|f|c Rules ==\
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Controlling proprietary model
weights/embeddings




Performance Latency and Edge Requirements
\ ]

Processing data closer to the

source

|

MS

Al apps have deterministic
latency requirements

FZZ37353113
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Avoiding network bottlenecks
transferring data
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E'GPU

GPU cloud.costs are
skyrocketing

\

Persistent Al Workloads cost
more to run

Cloud data egress fees are
substantial for-big data sets




Industry
Partnerships
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Integrated Tech
Stacks
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: Consumption
Models




Quantum Proof Security




Google’s Quantum Supremacy Experiment - 2019

aadr.

Sycamore Processor

- ,‘ Completed a task in ~
i

e« = 1= = 200 seconds that Google

— claimed would take

i - 10,000 years to complete on

- a then “current” state-of-

i - the-art supercomputer - =~ _
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Google’s Sycamore Quantum Computer could hold/process

9,007,199,254,740,992
values at the SAME time
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That equates to approximately

144 Petabytes of Memory

27753 complex numbers=9x10%"15 * 16 bytes
That’s a lot of storage!!

]
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T'he power of a Quantum Computer

DOUBLES

with each additional Qubit
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Visit Careers Access Quick Links Directory lon Caltech Today Alumni Give FIRE RECOVERY

About+~ Research. Academicsv Admissions & Aid+ Campus Life & Events v Q

Home / About / News / Caltech Team Sets Record with 6,100-Qubit Array

Caltech Team Sets Record with 6,100-Qubit
Array

28 September 24, 2025
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The Quantum Threat

Cracking todays encrypted data in real time
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RSA-2048 ~40,000 Qubits* 4 /11
AES-256 ~66,000 Qubits* /1"

* Using 10 Physical Qubits to 1 Logically Corrected Qubit reference point



The Quantum threat is Real

© 2025 Cisco and/or its affiliates. All rights reserved.

T Chinese scientists use quant. X o

c 25 tomshardware.com/tech-industry/quantum-computing/chinese-scientists-use-quantum-computers-to-crack-military-grade-encryption-quantum
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TRENDING Intel Arrow Lake AMD EPYC Nvidia Blackwell Intel Lunar Lake AMD Instinct MI355X

Tech Industry > Quantum Computing

Chinese scientists use quantum computers to crack military-grade
encryption — quantum attack poses a "real and substantial threat" to

RSA and AES
m By Mark Tyson published yesterday

Claim an effective attack on widely used encryption algorithms.
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tography (PQC)
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Universal Zero Trust




\ \" . b
Zero Trust Boundary and Scope
Continues to Expand
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Convergence of Network and Security

Proactive Threat Detection - Anomaly Identification - Automated Remediation



Wired + Wireless

J

Segmentation

A

Network Fabrics
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Its not just about the Tech
Thinking laterally to build a formidable UZTNA architecture




Universal Zero Trust Network Access
Expanding the security footprint for all UEe*rs',-Dga'pes and Things :

W Sl e -



Least Privileged Policies - Compllance TraveIS’VWtfrUg“Ts Across Netwo*rkskll'nl -
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Identlty at the core of ﬁﬁy 3
Al based Identity Intelligence VUnIerd Policy Fr A'~= Continued |




Infrastructure as Code goes Mainstream \
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Introduction of Programmatic Controls

W/Software Defined Networking
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DevOps

Developer Operations

The use of programmatic
controls in the infrastructure to
automate network
infrastructure
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Widespread use of IAC tools
Pulumi, Terraform & Cloudformation
J
)
</> . !
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Infra tied to Al GIT Repositories R
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~ . 5 : y ©
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Fully Automated Processes oinn -
Blue/Green, DR, Rollbacks, etc. rrctiond :
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Tomorrows IT Engineers
Prompt to Code - Al Infrastructure Mgmt. - Use Git Copilots =
N Al Module Generation - Al Automated Remediation |
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The Emerging Al Threat Landscape




Cyber Readiness Index
Customer Sentiment and Findings

o],
CISCO

2025 Cisco Cybersecurity
Readiness Index

Australia

CCCCC



86%

have experienced an Al related Cyber
Incident in the last 12 months

el
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The Challenge ofShadowsAl

Detect Unauthorized Al Apps - Prevent Data Leaks - Ensure Compliance S




To defend against
Machine Scale
Attacks you need
Machine Scale
Defense
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Al as a Defense Tool

Al Baselining - Policy Validation - Security LLMs
Al Security Insights - Policy Adjustment Automation




Foundation-Sec-8B
Open-Source Security LLM - Download from Hugging Face

" o o .

- SOC Acceleration z

Automated Triage,.Case Note Generation,
Evidence Collection

Proactive Threat Defense T
Simulate attacks, prioritize vulnerabilities, 1+« =
model attack behavior

SOC Enablement

Validate configs, assess compliance
evidence, improve security posture



There is another angle to consider...
Securing Al

CCCCC



The Al Prompt Conundrum
Securing Al prompts is difficult

CCCCC
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What can | help you with?

(+ Ask Anything 0 @)
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1 Securing Al © :
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Al Model Protection

©

Model Validation

J

Prompt Security

Ethical Framework




Smart Programmable Buildings
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7% Global CAGR

OT Convergence
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Power over
Ethernet




It Starts With [ |
Power over Ethernet




.9
©
- @®
Loy
(7p)
S
@)
©
c
=

.

Cameras

Conferencing
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Location Analytics
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Indoor Navigation
Space Utilization
Behavior Analytics
Asset Tracking
Environmental Monitoring
Asset Location

Location Troubleshooting
Rogue Device Detection
Smart Desking



The Workplace is being reimagined:to
support new ways\to collaborate

i

1
|
)




Distance Zero

Product Rosdmap
o

Extensions
Platform

Towd 20

306 Pamy bengrtion
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Detection
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Noise
Removal
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Meeting
Zones

Distance Zero Technology Innovations
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Multi-Cloud/Intercloud Portability
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Today, Multi-Cloud is a given

What’s evolving is
How well those clouds

talk to one another
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Growth in

Cross Cloud Al Orchestrat

Tools

ion

Simplify management, security &
administration of cross cloud apps and data




Unified
Identity, Access & Policy
Management

Simplified, Al Assisted Security: and
Compliance across disparate Cloud
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ift workloads basec

IT Team Skills

Fluent in Cloud Abstraction Layers and
Portable Infrastructure Design



Agentic Al Operations




The Operator Paradigm
is shifting FAST




B4 /U4 \ 1 | | i 4 |

End User Al assistants [

Ry

‘\\‘ E

-

-

O  Q Search, meet, and call 1F @Devie O — O X

Messaging Spring campaign * Meet Al Assistant X

All Direct Spaces Public Renegize
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Messaages +4
‘.z M Marketing compai.. 8& (9:21

\g) Austen Jones Yesterday, 12:38 PM &
Wait, | think there’s something missing. Isn't
a diagram supposed to be on page 4?

v Favorites %

Identity Design

m Graphic Design and Marketing @
(1]

Umar Patel Yesterday, 12:38 PM O Unread summary 8/

0l > Admin (4) Oh no, which one was that Today, 11:00 AM = Spring campaign
, supposed to be?
> Equipment design (2) [ ] « Austen and Umar discussed the content outline,
6 Austen Jones Yesterday, 12:40 PM agreeing to a structured approach with an
V' Other N

introduction, main points, and a conclusion. Key
messages and supporting data were highlighted.

F FY24 Kickoff Planning A feedback loop was established for team

members to provide constructive criticism and

Sourcin
Market\'n?; suggestions to enhance the presentation's quality.
«+ Atimeline was set, with clear deadlines for
G' Adrian Delamico content finalization, slide development, and
g Aehls " ehearsal sessions to ensure the presentation's -
| think it this one? S, S
m readiness on time.
O Giacomo Edwards é2)(@1)@C
New replies vV .
Is this helpful?
MR Maria Rossi QReply ) (R Collap™ - 4
¢ Summarise unread
GB' Gaurav Bacchan T Ee) g @ Shift + Enter...

[—

Writes, Summarizes, Translates
Finds Answers

B
.
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Al Assistants for /T Operators
O s — I

000 )

Day 0, 1, 2 Functions

How Do I?




| ‘ 'g
Al Agents fo gjjm

SN . r ]
AN 4
)
Rapid Engagement J Understand Context
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Personal Responses IM Conversational
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’ Ethical Al Framework
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Transparency Fairness Accountability Privacy

Security
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Reliability




Data Fabrics and Data Mesh Architectures




The reliance on the

network to be “Always-0On”
has become paramount
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You needs DATA —— T 5
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and a LOT OF DATA at that (=, =vent:function
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The esultln ro.blem .|s
.COST '

the more you Ingest,
the more it Costs ‘
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One possible answer

A Data Fabric
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Federated Searc 7,

Across multiple standalone
N ™ |
} - data sets

Structured Data - Unstructured Data - Sensor Data -
Time Sequenced Data - Transactional Data
Telemetry - Logs - Real Time Data - Historical Data -

Machine Data - Application Data
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SUMMARY
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Edge First
Al Native Infrastructure

Quantum Proof
Security

Universal
Zero Trust

Infrastructure as Code
goes mainstream

Emerging Al
Threat Landscape

il

Smart Programmable
Buildings

Multi-Cloud/Intercloud
Portability

Al

Agentic Al
Operations

Data Fabrics and Data Mesh
Architectures




