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Cisco Webex App
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Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until November 14, 2025
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKTRS-2008

Enter your personal notes here
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Who am I?

BRKTRS-2008

• Married and Father of two !
• Delhi born and raised.
• Started my own PC repairing 

Company
• Joined Cisco in 2007 (18 Years) 
• Worked in India, Singapore and 

Australia ( 8+ years)
• Customer Network Architect for 

20 years
• Meraki Pitch Winner ( APJ)
• Co-Author of Meraki Book
• CCIE

simesing@cisco.com



Cisco Unification
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Your IT operating model, your way
Visibility, flexibility, and simplicity
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Cloud Management
Cloud Configuration

Cloud first IT Transformation
Operational Simplicity

On-Premise

Do-it-Yourself
Operational Flexibility

Virtual Appliance

Physical Appliance

Configuration FlexibilityConverged Hardware

Cloud 
Management

Device Configuration

Cisco
Catalyst Center

Smart Switches Secure Routers Wireless Industrial IOT



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Cloud management, with cloud configuration
Full Cloud-managed experience

BRKTRS-2008

• Same look and feel as traditional 
Meraki

• Existing C9000 devices can be 
migrated to Cloud Configuration

• Migration = configuration ‘wipe’

• Rich telemetry and assurance

• Cloud CLI – Read Only

• Cloud-based configuration, ZTP, 
and firmware management

Cloud Native 
IOS-XE
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Introducing: Cloud management, with device configuration
Bringing Assurance to brownfield
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• Uses existing DNA Licensing

• Ideal for brownfield deployments – 
no data-plane configuration 
changes

• Troubleshooting telemetry and 
alerting

• Cloud CLI – Read or config mode

• Configuration local on the device

• Cloud stored configuration history 
and diff

• Firmware management is road-
mapped



Troubleshooting Methodology
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Non-Platform IOS-XE CLI Troubleshooting 
A difference in philosophy
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Show Commands / 
Live Tools / Show Log

Debug 
Commands

Packet Capture
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Meraki Monitor / Configure
Like IOS-XE Show Commands and Configure Terminal
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Show 
Commands

Conf Terminal
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Cloud Management Troubleshooting 
A difference in philosophy

BRKTRS-2008

Dashboard GUI 
Live Tools
Event Logs

Meraki Assurance 
RCA / Intelligence 
/ Alerts

Intelligent PCAPs 
and Analysis

Meraki Platform 
APIs

Dashboard Intelligence
Contextual analysis of available network 
data in the right place, at the right time

Machine Learning
Proactive response to changing conditions

Evergreen and no need to maintain management infrastructure 
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Introducing the AI Assistant

Monitoring

Troubleshooting

Automated Configuration
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What is the AI Assistant?

The Cisco® AI Assistant is a 
Generative AI solution designed for 
simplified, expedited network 
operations:

• Users make requests with natural 
language

• AI Assistant interprets request, 
determines relevant data, and 
gathers it

• Data is fed to the large language 
model (LLM) engine for response 
generation

• Natural language response and 
relevant tables or graphs are 
generated

The AI Assistant is launched via 
dashboard (see below):
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AI Assistant for Networking
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AI-generated summarization of 
Cisco document libraries and 
best practices

AI-driven RCA, end-to-end 
network correlation orchestrated 
through conversational interface

Client troubleshooting using 
unique partnership with Apple, 
Intel, Samsung

Conduct network change 
management by 
conversation

Accelerate network management through Gen-AI 
conversational interface



Dashboard Connectivity
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Meraki Management Tunnels
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• One tunnel per Meraki Device

• Only exception is stacked 
C9000+/MS390 switches (1 tunnel 
per stack)

• Legacy UDP 7351

• Modern TCP 443 FIPS-2 compliant

• SSL Decrypt must be disabled for 
*.meraki.com

• IPv6 has priority 

TCP 
443
Or
UDP 
7351
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Resilient connectivity to the cloud
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Changes via Traditional and Cloud Managed

BRKTRS-2008
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LSP
SSH

LSP
SSH

LSP = Local Status Page

Console
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Break Glass Option
Local Status Page
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Verify or restore cloud connectivity:
• View or edit

• Static IP assignments and DNS servers
• Port type, speed, and duplex
• VLAN assignments

Methods to access:
• Connect directly to mgmt. port or any LAN port
• All modern smart phones / tablets support 

USB-C style NIC
• Can be remotely accessed (Security!)

Tip: The LSP is intended to restore cloud 
connectivity, not to make configuration changes
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Using the Local Status Page
Troubleshooting Cloud Connectivity
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Note: Support bundle is encrypted

Node Gateway Internet Cloud

Port

Power (APs)

IP Address

Gateway

DNS

Support Bundle = Show tech-support

NTP

Public IPs

Meraki Cloud

Port Up? 

Sufficient PoE?

Valid IP?

Reachable?

Resolution?

Synced?

Internet?

UP!
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Topology and Change Best Practices 
Furthest from the edge first

BRKTRS-2008

Tip: When troubleshooting 
underlying changes to 
connectivity, focus on working 
from right to left

Traditionally topology must be verified 
by LLDP/CDP and MAC address tables

Visualization requires network diagrams 
which are only as accurate as the last 
update

Platform based topology is dynamically 
updates with native visualization



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Factory Reset
Force Config Reset and Pull Config

BRKTRS-2008
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If configuration is in a state that 
cannot recover you can reset factory 
and force re-download. This also 
resets the firmware and static IP.

1. Wipe configuration 
with reset

2. Synchronize 
config to device

Hold reset button for 10-15 seconds

Factory Reset in a platform 
world is not a defeat! 
Configuration, logs, and 
analytics are stored in the 
cloud
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Factory Reset

BRKTRS-2008
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Live Tools for Troubleshooting
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Dashboard Sync and Real - Time Tools
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Configuration Updates Live tools

Commands in real-time: ping, traceroute, DNS test, port 
status, DHCP leases, cycle ports, and more

Sync
(0-2 minutes)

Changes to 
Configuration

Real-timeCommands
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Live Tools Demo

BRKTRS-2008
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Live Tools
Ping

BRKTRS-2008
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Ping can be sourced from Meraki 
Device or from Meraki Cloud

Ping IP 
or 
Domain

Pinging from 
Device out

Pinging from 
Meraki Cloud in

Ping switch

L3 Source Interface 
Routing Details:

Note: L2 MS ICMP Sourced from 
Management Interface

Select Switch from List
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Live Tools
My Trace Route (MTR)
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Note: Packet loss in middle is sign of blocked ICMP
True packet loss will show loss at destination working up from bottom

MTR
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Live Tools
MAC Forwarding Table

BRKTRS-2008
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Note: This is the equivalent to “show 
mac address-table” 
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Live Tools
Cable Test

BRKTRS-2008
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Note: This is the equivalent to “test 
cable-diagnostics” command

Meraki Powered OSI Layer 1 
Troubleshooting

Also, great way to test new cabling 
installs

Per switch port
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Packet Capture

BRKTRS-2008
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Per Meraki Device

Tip: Run captures simultaneously on 
source/destination for troubleshooting

ICMP

ICMP

Example ICMP filter with real-time 
packet output
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Packet Capture – Meraki Powered

BRKTRS-2008

Simplified troubleshooting for Tier 1 Support and Help Desk – No IOS-XE CLI training required



Change Log and Event Log
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Change Log
The fastest way to get your bearings during an 
outage is to look for what has changed in last 2 
years

Searchable by Admin, Network, Tag, Time

Can be consumed by API, download-able as a CSV

Fulfills change-log compliance requirements such 
as PCI

BRKTRS-2008

Tip: Support usually starts here

https://developer.cisco.com/meraki/api-v1/get-organization-configuration-changes/
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BRKTRS-2008

Change Log
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Event Log

BRKTRS-2008
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Tip: When trying to find issues leverage the ‘event type ignore’ option (remove 
the hay to find the needle)

Logs can be exported 
to syslog servers



Firmware
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Firmware = Troubleshooting?
Firmware is absolutely part of the troubleshoot methodology 
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• Recent Firmware changes may 
be impacting the network

• Firmware bugs do exist

• Firmware features may change 
packet flow behavior

• When comparing, check 
Firmware differences

• Good excuse to reboot
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Firmware Management – Traditional Approach

BRKTRS-2008
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1. Obtain the Firmware

2. Copy to device

3. Set Boot Variable

4. Run install command

5. Reload

6. Clean up
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Firmware Management – Platform Approach

BRKTRS-2008
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1. Select your Firmware

2. Schedule your 

Upgrade

3. Take a break – you 

earned it!

Configuration Source: Device mode 
firmware upgrades road-mapped
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Firmware Management 

BRKTRS-2008
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Meraki Assurance
Dashboard Intelligence, 
Root Cause Analysis, 
Intelligent Alerting
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Operationalize and Day N NetOps
Introducing the Assurance Menu
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• Now organization-wide

• Full stack network 
health

• Tools haven’t moved

• Health score and trends

Organization-wide Network-specific

or
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Operationalize and Day N NetOps
Introducing the Assurance Menu

BRKTRS-2008

-
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Operationalize and Day N NetOps

BRKTRS-2008
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• Client, device, apps, 
and infrastructure health

• Drill-down to detected 
issues

• See impacted clients

• Direct link to 
troubleshoot

Network-specific
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Operationalize and Day N NetOps
ThousandEyes Assurance Integration

BRKTRS-2008
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• Per-application health

• Visibility beyond the 
WAN

• Differentiate internet and 
application issues

• Single-client workflows
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Organization Wide Intelligent Alerts
What’s happening across your network

BRKTRS-2008
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• Start your day or NOC view

• Alert filtering

• Alert trends

• Dismiss acknowledged alerts

• View recently resolved alerts
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Root Cause Analysis
Impact, evidence, and data-driven recommendations to solve complex problems

BRKTRS-2008
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• Fast, contextual identification of 
the root cause of issues across 
the network

• Clear recommendations to 
remediate detected problems

• Natural-language description of 
client connection behavior
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Intelligent troubleshooting and RCA

• Finds root cause—
not just the alert

• Provides full stack 
visibility

• Pinpoints the issue 
and guides the fix

BRKTRS-2008

-
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Device Health Tab
Providing visibility into health metrics for switching and wireless

BRKTRS-2008
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• Track physical statistics

• Power

• Temperature

• Resource Metrics

• CPU/Memory

• TCAM

• PoE
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Smart Thresholds for Wireless
Intelligent-Driven anomaly detection

BRKTRS-2008

54

• Simple, familiar UX, using new Wi-Fi dataset

• Machine learning powered anomaly detection

• Industry leading one month historical information

Not enabled by default
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Intelligent Capture
Streamline Troubleshooting - Schedule, Store, and Proactive Captures

BRKTRS-2008
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Intelligent Capture
Proactive Captures and Analysis

BRKTRS-2008
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• Health issues detected by Meraki will 
automatically trigger a Capture

• Monitors Association, Authentication, 
DHCP, and DNS failures

• 7 Days of retention up to 4GB per 
network
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Intelligent Capture Analysis
Quick and simple identification of issues at a packet level

BRKTRS-2008

57

• Quickly detect common 
issues in DHCP, ARP, and 
ICMP packets

• Analyze uploaded, 
scheduled, or ‘proactive’ 
captures

• Review findings and 
evidence



Summary
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Summary

BRKTRS-2008

•Operationalize using a platform approach

•Lean in and trust the dashboard

•Live Tools are real-time

•Leverage Meraki Assurance

•Embrace PCAP (it makes you a better network 
engineer)
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKTRS-2008
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKTRS-2008

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you
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