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Two obvious but key observations :

Applications are 

critical to modern 

businesses

Applications have 

dramatically evolved
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Some of the challenges

• Roles and responsabilities
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Embracing Cloud NativeK8s Full adoption

Application workloads evolution

Containers Pilot

Private

Hybrid

Private Public

4

Public Cloud pilotVirtualisationBare Metal

AppOps and DevOpsK8s AdministratorsCloud InfraOpsVM AdminSystem Admin
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Cloud Security Rubik cube
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Cloud Security use cases

NetOps

Cloud InfraOps

DevOps

SecOps

K8 Admins

Segm
en
tation

Visibility

Threat
Protection

Network 
Uptime

App
Uptime

Agile

Flexible

Fast

Automated

DevSecOps
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Some of the challenges

• Roles and responsabilities

• Understand the Applications behaviour to build a policy

• Different security Domains ( groups, objects, labels, Tags…)

• Speed of changes of applications

• Changing policy could break an application

• Several types of enforcement points

• Managing Vulnerabilities

• Dealing with 0 day threats

• …
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Some ideas toward an ideal solution ?

• Automatically discover new applications

• Understand the different way to identify applications

• Automatically map application behaviour to a Zero Trust policy

• Automatically adapt the policy when changes happen

• Test the policy before enforcing it

• Pick the best medium to enforce a policy

• Detect Application with vulnerable components

• Improve protection against 0-Day attacks

• …
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Our Vision

Simplification Acceleration Efficiency

AIPlatform Automation
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Cisco Cloud Security

Secure Firewall 
Threat Defense 

Multicloud 
Defense

Secure 
Workload 

Isovalent 
Enterprise* 

Hypershield 

Security Cloud Control
(Cloud Management)

Gateway Segmentation 

Secure Access 
FWaaS 

AI Defense

More Services

AI assistant 

Hypershield
(Smart Switch)Isovalent Agent

Hypershield 
Agent

Secure Firewall Threat Defense Virtual 
orchestration 

using Multicloud Cloud Defense

* Currently not included in the Security Cloud Control
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Security Cloud Control
Unified Security Platform

Cloud management

FTD

FTD virtual

Multicloud Defense

Meraki MX

Secure Workload

Hypershield

Secure Access

XDR

Splunk

CVM

ISE

3rd party

Redefined workflows

AI-assistant App dependency map

Centralized dashboard

Actionable insights / 
Predictive analytics

Context-based access

Policy auto-reasoning

Policy automation / 
3rd party orchestration

Centralized 
investigation

Consistent security 
policies

Policy optimization

Auto-compensating 
controls

AIOps

Migration tools

Sign-up:
security.cisco.com
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Hypershield 

Security Cloud Control

Autonomous Segmentation Distributed Exploit Protection Zone L4 Firewalling

Platform                                             Fine-grained Security Controls                        Self-qualifying updates 

Workload Enforcement

Linux Windows 
Coming Soon 

Network Enforcement

VM 
DPU 

Switch

Network Visibility 

Select Switches
Coming Soon

Server Enforcement

Coming Soon

Public Cloud Private Cloud 

Telemetry
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What should you expect … and not expect

- Introduction to Cisco Vision (short)

- Concrete solutions depending 
where you are in your Cloud 
adoption journey addressing your 
challenges

- Design and best practices

- No Deep dive

- No Configuration manual

- No Troubleshooting guide

- No AI Defense nor 
Hypershield
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Agenda

01 Introduction

02

03

Starting the journey On-prem

04 Moving to the Cloud

05

Embracing Cloud Native

Conclusion
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About Me

Fabien Gandola 
fgandola@cisco.com

TSA Cyber Security EMEA

26 years in Cisco
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Enter your personal notes here

Catalyst 9000 Series Switching Family - …

Cisco Webex App

BRKSEC-2571

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until 14 November 2025.

1

2

3

4

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2571
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Security Cloud Control
Unified Security Platform

Cloud management

FTD

FTD virtual

Multicloud Defense

Meraki MX

Secure Workload

Hypershield

Secure Access

XDR

Splunk

CVM

ISE

3rd party

Redefined workflows

AI-assistant App dependency map

Centralized dashboard

Actionable insights / 
Predictive analytics

Context-based access

Policy auto-reasoning

Policy automation / 
3rd party orchestration

Centralized 
investigation

Consistent security 
policies

Policy optimization

Auto-compensating 
controls

AIOps

Migration tools

Sign-up:
security.cisco.com
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The way we are doing it traditionally…

Firewall

(FTD, ASA)

Host based 
Firewall

SDN 
Infrastracture  
(ACI, NSX,…)
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Enforce Trust in the DC with Cisco ACI

“App”“DB”

Service 
Consumers

Leaf Nodes

Service Producers

APIC Controller

Spine Nodes
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Endpoint Groups Communications

Devices within an Endpoint group can communicate, provided that they have IP reachability 
(provided by the Bridge Domain/VRF). 

Communication between Endpoint groups is, by default, not permitted.

“EPG Web”

EP

EP

EP

EP

“EPG App”

EP EP

EP EP

“EPG DB”

EP EP

EP EP
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Contract : Kind of reflexive “Stateless” ACLs

“EPG Web”

EP

EP

EP

EP

“EPG App”

EP EP

EP EP

“EPG DB”

EP EP

EP EP

Filters
TCP: 80
TCP: 443

A contract typically refers to one or more ‘filters’ to 
define specific protocols & ports allowed between EPGs. 
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Application policy with contract

Form Factor

EPG

Contracts

TECSEC-2011
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Online Boutique
https://github.com/GoogleCloudPlatform/microservices-demo

Source/Consumer Target/Provider Target/Provider
Port

cart Redis cache TCP 6379

checkout cart 
currency
email
payment
product catalog
shipping

TCP 7070
TCP 7000
TCP 8080
TCP 50051
TCP 3550
TCP 50051

frontend adservice
cart
checkout
currency
product catalog
recommendation
shipping

TCP 9555
TCP 7070
TCP 5050
TCP 7000
TCP 3550
TCP 8080
TCP 50051

outside frontend TCP 80/8080

recommendation product catalog TCP 3550

frontend checkout

email

shipping currency

cart

product catalog

recommendationadservice

Redis cache

payment
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How do we establish trust groups?

192.168.150.0_24BD 192.168.151.0_24BD 192.168.152.0_24BD 192.168.153.0_24BD 192.168.154.0_24BD 192.168.155.0_24BD 192.168.156.0_24BD

tn-demo

vrf-01

192.168.150.0_24EPG 192.168.151.0_24EPG 192.168.152.0_24EPG 192.168.153.0_24EPG 192.168.154.0_24EPG 192.168.155.0_24EPG 192.168.156.0_24EPG
AP

FrontEnd

checkout

email

cart

product catalog

Services

Redis cache

currency payment

shipping

network-segments
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Not so fast – How do we establish trust groups?

192.168.150.0_24BD 192.168.151.0_24BD 192.168.152.0_24BD 192.168.153.0_24BD 192.168.154.0_24BD 192.168.155.0_24BD 192.168.156.0_24BD

tn-demo

vrf-01

192.168.150.0_24EPG 192.168.151.0_24EPG 192.168.152.0_24EPG 192.168.153.0_24EPG 192.168.154.0_24EPG 192.168.155.0_24EPG 192.168.156.0_24EPG
AP

FrontEnd

checkout

email

Services

Redis cache

payment

shipping

network-segments

Product ccatalog

product catalog

EPG CartEPG

cart

CurrencyEPG

currency
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Is subnet the right way to establish trust groups?

192.168.150.0_24BD 192.168.151.0_24BD 192.168.152.0_24BD 192.168.153.0_24BD 192.168.154.0_24BD 192.168.155.0_24BD 192.168.156.0_24BD

tn-demo

vrf-01

192.168.150.0_24EPG 192.168.151.0_24EPG 192.168.152.0_24EPG 192.168.153.0_24EPG 192.168.154.0_24EPG 192.168.155.0_24EPG 192.168.156.0_24EPG
AP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

network-segments
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Network agnostic endpoint security groups (ESGs)

tn-demo

vrf-01

online-boutiqueAP

Consumers

redis

PC ICCI

ESG
PC ICCI

frontend

PC ICCI

ESG
PC ICCI

checkout

PC ICCI

ESG
PC ICCI

payment

PC ICCI

ESG
PC ICCI

email

PC ICCI

ESG
PC ICCI

product
catalogue

PC ICCI

ESG
PC ICCI

adservice

PC ICCI

ESG
PC ICCI

cart

PC ICCI

ESG
PC ICCI

shipping

PC ICCI

ESG
PC ICCI

currency

PC ICCI

ESG
PC ICCI

recommendation

PC ICCI

ESG
PC ICCI
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all-servicesESG

Simpler to start with the DC Edge

tn-demo

vrf-01

online-boutiqueAP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

PC ICCI

Consumers

BRKSEC-2571
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2 conditions for traffic reaching destination
Before Service graph is deployed

EPG
Web

EPG
DB

EPG
App

BD: App
192.168.12.1/24
GW: 192.168.12.254

BD: DB
192.168.13.1/24
GW: 192.168.13.254

BD: DB
192.168.11.1/24
GW: 192.168.11.254

192.168.11.254 192.168.12.254 192.168.13.254

APIC relies on :

✓ Routing to forward traffic

✓ Contract to allow traffic

BRKSEC-2571
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3 main ways to insert a Firewall in ACI 

• “Network Stitching” Firewall Insertion

• Traditional Service Graph

• Service Graph with Policy Based Redirect

10.1.1.1 10.1.1.2

ESG 1 ESG 2

EPG
Web

EPG
DBEPG

AppNo contract and No Service Graph

BRKSEC-2571
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Enforce granular trust at N-S edge and E-W
Attach a Service Graph to a contract

Form Factor

EPG

Contracts

Contracts with 
Service Graph

BRKSEC-2571
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Policy Based Redirect is your Best Friend
With PBR Service Graph

EPG
Web

EPG
DB

EPG
App

BD: App
192.168.12.1/24
GW: 192.168.12.254

BD: DB
192.168.13.1/24
GW: 192.168.13.254

BD: DB
192.168.11.1/24
GW: 192.168.11.254

192.168.11.254 192.168.12.254 192.168.13.254

BD: FTD-Data
L3 Enabled

192.168.100.0/30

192.168.100.2

192.168.100.1

PBR redirects the traffic 
matching the contract(s) 
to the Security Service

BRKSEC-2571
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Where can we (re)use PBR?
Wherever contracts can be applied!

• Between EPGs or ESGs.

• Between L3Out EPGs.

L3Out EPG1
10.0.0.0/8

L3Out EPG2
172.16.0.0/16

• Between EPGs or ESGs in 
the same subnet.

ESG1 ESG2

10.1.1.1 10.1.1.2

• Between endpoints in 
the same EPG or ESG.

10.1.1.1 10.1.1.2

ESG1

BRKSEC-2571
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Application tiers across subnets

tn-demo

vrf-01

online-boutiqueAP

Consumers

redis

PC ICCI

ESG
PC ICCI

frontend

PC ICCI

ESG
PC ICCI

checkout

PC ICCI

ESG
PC ICCI

payment

PC ICCI

ESG
PC ICCI

email

PC ICCI

ESG
PC ICCI

product
catalogue

PC ICCI

ESG
PC ICCI

adservice

PC ICCI

ESG
PC ICCI

cart

PC ICCI

ESG
PC ICCI

shipping

PC ICCI

ESG
PC ICCI

currency

PC ICCI

ESG
PC ICCI

recommendation

PC ICCI

ESG
PC ICCI
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Complement ACI Contracts with Firewalls

tn-demo

vrf-01

online-boutiqueAP

Consumers

databasesAP

Inbound firewall

Database firewall

redis

PC ICCI

ESG
PC ICCI

frontend

PC ICCI

ESG
PC ICCI

checkout

PC ICCI

ESG
PC ICCI

payment

PC ICCI

ESG
PC ICCI

email

PC ICCI

ESG
PC ICCI

product
catalogue

PC ICCI

ESG
PC ICCI

adservice

PC ICCI

ESG
PC ICCI

cart

PC ICCI

ESG
PC ICCI

shipping

PC ICCI

ESG
PC ICCI

currency

PC ICCI

ESG
PC ICCI

recommendation

PC ICCI

ESG
PC ICCI

Payment firewall Firewall between 
“checkout”  and 

“payment”

Inbound Firewall between 
Consumers and 

application “frontend”

Single security zone 
for each application 

service

Backend Firewall between 
Application and Database
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all-servicesESG all-servicesESG

Microsegment with FTD using Intra-ESG SG 

tn-demo

vrf-01

online-boutiqueAP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

PC ICCI

Consumers
Firewall/IPSSingle isolated security 

zone for all application 
services

Intra ESG contract with 
Service Graph redirect 

to Firewall/IPS

BRKSEC-2571



How could I use all those 
groups in my Firewall Policy ?
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Doing more with Dynamic Attributes Connector

Consumers

{REST}

Azure 
       Connector

AWS 
       Connector

vCenter / NSX
       Connector

FMC
Adapter

Connectors

Dynamic 
Object

Mappings

Linux-

Servers

172.16.0.1

172.16.0.3

Windows-

Servers

10.0.1.11

10.0.1.14

10.0.1.20

Powered-On 10.0.1.14 Dynamic Attributes FiltersAdapters

Name Connecto
r

Query

Linux-
Servers

vCenter

os = 'RHEL 7 (64-bit)’ 
OR 
os = 'CentOS 7 (64-bit)’ 

Windows
-Servers

vCenter

os = 'MS Windows Server 2016 (64-bit)’
AND
network=‘PROD_NETW’
AND
Power=‘running’

Powered
-On

vCenter
Power=‘running’
AND
(network=‘PROD_NETW’ OR host=‘NODE1’)

CSDAC (Container)

Providers

APIC
       Connector

GCP
       Connector

FMC

BRKSEC-2571
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Attribute Based Policy 

BRKSEC-2571
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Dynamic Objects in Action

Managed 
Firewall

FMC

10.0.0.4

Workload A

Dynamic 
Object

Content:

Workload_A:
10.0.0.4

SFtunnel Update

(Automatic Without policy deployment)

10.0.0.5

10.0.0.5

Dynamic Feed Update

Automatic Without policy deployment

10.0.0.4

BRKSEC-2571
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Establish Trust - FMC Learns EPGs/ESGs

BRKSEC-2571
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Leverage CSDAC to use EPG and ESG in your FTD policy

tn-demo

vrf-01

online-boutiqueAP

Consumers

databasesAP

Inbound firewall

Database firewall

redis

PC ICCI

ESG
PC ICCI

frontend

PC ICCI

ESG
PC ICCI

checkout

PC ICCI

ESG
PC ICCI

payment

PC ICCI

ESG
PC ICCI

email

PC ICCI

ESG
PC ICCI

product
catalogue

PC ICCI

ESG
PC ICCI

adservice

PC ICCI

ESG
PC ICCI

cart

PC ICCI

ESG
PC ICCI

shipping

PC ICCI

ESG
PC ICCI

currency

PC ICCI

ESG
PC ICCI

recommendation

PC ICCI

ESG
PC ICCI

Payment firewall Firewall between 
“checkout”  and 

“payment”

Inbound Firewall between 
Consumers and 

application “frontend”

Single security zone 
for each application 

service

Backend Firewall between 
Application and Database

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

all-servicesESG all-servicesESG

Use CSDAC to use Dynamic Group in FTD

tn-demo

vrf-01

online-boutiqueAP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

PC ICCI

Consumers
Firewall/IPSSingle isolated security 

zone for all application 
services

Intra ESG contract with 
Service Graph redirect 

to Firewall/IPS

BRKSEC-2571
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Doing more with Dynamic Attributes Connector

Consumers

{REST}

Azure 
       Connector

AWS 
       Connector

vCenter / NSX
       Connector

FMC
Adapter

Connectors

Dynamic 
Object

Mappings

Linux-

Servers

172.16.0.1

172.16.0.3

Windows-

Servers

10.0.1.11

10.0.1.14

10.0.1.20

Powered-On 10.0.1.14 Dynamic Attributes FiltersAdapters

Name Connecto
r

Query

Linux-
Servers

vCenter

os = 'RHEL 7 (64-bit)’ 
OR 
os = 'CentOS 7 (64-bit)’ 

Windows
-Servers

vCenter

os = 'MS Windows Server 2016 (64-bit)’
AND
network=‘PROD_NETW’
AND
Power=‘running’

Powered
-On

vCenter
Power=‘running’
AND
(network=‘PROD_NETW’ OR host=‘NODE1’)

CSDAC (Container)

Providers

APIC
       Connector

GCP
       Connector

FMC

BRKSEC-2571
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Establish Trust - FTD/ASA can leverage SGTs

BRKSEC-2571
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Use dynamic attributes to enforce trust

Enterprise 
Backbone

ACI Policy Domain

ACI Spine (N9K)

N
e
tw

o
rk

 L
a
y
e
r

C
o
n
tro

lle
r L

a
y
e
r

N
e
tw

o
rk

 L
a
y
e
r

C
o
n
tr

o
lle

r 
L
a
y
e
r

ISE

App Server
10.1.100.52

ACI Leaf 
Enforcement

Cisco 
DNAC

BYOD
10.1.10.220

FMC Retrieves Dyn Attributes :  
  IP: 10.1.100.52  APP_EPG
  IP: 10.1.10.220  BYOD  

ISE Retrieves:  
  SGT: BYOD, 
  SGT Binding = 10.1.10.220

APIC Retrieves:  
  EPG Name: App EPG, 
  EPG Binding = 10.1.100.52

FMC

FTD

BRKSEC-2571
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Alternatively establish trust with Cisco ISE
Normalizing and sharing context across domains

Cisco Secure
A
cce

ss

M
ul

ti

Cloud Defense

C
is

c
o

D
U

O

CloudFM

C

C
isco

XDR

Cisco 
Security 

Cloud 
Control

Security
Domain

Context

Actions

Networking
Domain

Cloud Providers

ISE Partner Ecosystem

User/Devices/ Application Identity, 
Location, Device Posture

Threat Hunting/Investigation/Response 
and Policy Enforcement

Catalyst SD-W
A
N

M
an

a
g
e
r

M
eraki

N
o
n
-
A

C
I

CiscoACI

C
atalyst

Center

Exchange 
Hub 

(ISE/pxGrid)
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Context Sent to ACI

SGT added as 
External EPG

Newly added Group 
attached to existing 
Contract in APIC:

Provided
Contract

Consumed
Contract

Provided
Contract

BRKSEC-2571
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Walk before you run…

How do my applications 
communicate ? 

What are the services I must 
allow for this application to 
work?

Does the application team 
know how the application 
communicate ?

Can I trust the Application team 
to let me know accurately when 
application changes impacting 
communication occurs ?

BRKSEC-2571
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Dynamically securing the Workload Infrastructure

Secure your application workloads:

Monitor 
compliance

Identify 
communications that 

violate policy and
block if desired

Automated
policy

Unified policy 
across for all 

application workloads

Deploy 
controls

Fully automated,
dynamic 

attribute-based 
enforcement

Profile 
relationships

Full visibility 
of all

application
conversations

ProtectLearn AssureBuild

BRKSEC-2571
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Analytics Engine 
based on Big DataSecurity Policy

Enforcement

Server 
workload

Data Collection

Streaming Telemetry

Public

Process Behaviour

Infrastructure

End user

Data Collection

Context

Data Collection

Context

Network Load Balancer vCenter CMDB Kubernetes

Public

Cloud Connector

Secure Workload Architecture

BRKSEC-2571
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Baseline workload 
protection posture

Network 
communications

Process 
behaviour

Labels

Cisco Tetration Application 
Insights

Automated Application Policy Discovery

BRKSEC-2571
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Web SQL

Processing

App

Fund Mgmt

Baseline workload 
protection posture

Network 
communications

Process 
behaviour

Labels

Cisco Tetration Application 
Insights

Automated Application Policy Discovery

BRKSEC-2571
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Management

NTP

Authentication

Users

DNS

TCP 443

TCP 443

TCP 443

Shared Database

Web SQL

Processing

App

Fund Mgmt

Baseline workload 
protection posture

Network 
communications

Process 
behaviour

Labels

Cisco Tetration Application 
Insights

Automated Application Policy Discovery

BRKSEC-2571
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Auto-generated policies
Policy list view

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

Auto-generated policies
• Canvas App view

BRKSEC-2571
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Policy Lifecycle Mgmt. AI Policy Insights / Suggested Policy

Available Now -3.10.1

BRKSEC-2571
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AI Suggested Policies Available Now -3.10.4

BRKSEC-2571



One click away from 
enforcement
with CSW
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Policy ready to be enforced

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

Run Policy Experiment
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Bare metal

Process

Network infrastructure

Network interface

Virtual/Compute

Process

Hypervisor virtual network

Virtual interface

Network infrastructure

Denies Allows Denies Allows

Intent is rendered as security rules in native environment

• IP sets on Linux servers

• Windows Advanced Firewall or Windows Filtering Platform on Windows servers 

How does CSW enforce the Policy ?
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CSW-FMC Integration And Enforcement
Defense-in-depth Use Case

Support access control policy and dynamic object

Improved rule ordering

FMC domain awareness

Topology aware policy enforcement

Defense in depth

Support deployment across multicloud

Secure Firewall
Threat Defense

Secure 
Workload

Secure Firewall
Management Center (FMC)

Bare MetalVirtual Machines Containers

Segmentation policies enforcement 
at workloads (agent-based deployment)

Agent Not Supported

Segmentation policies enforcement 
at firewall (agentless deployment)

Ingest
Connector

NSEL
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all-servicesESG all-servicesESG

Use FTD to generate Netflow data for CSW

tn-demo

vrf-01

online-boutiqueAP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

PC ICCI

Consumers
Firewall/IPS

Learn workload network 
behaviour

Use initially a very 
open policy
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CSW-FMC Integration And Enforcement
Defense-in-depth Use Case

Support access control policy and dynamic object

Improved rule ordering

FMC domain awareness

Topology aware policy enforcement

Defense in depth

Support deployment across multicloud

Secure Firewall
Threat Defense

Secure 
Workload

Dynamic 
Policy Secure Firewall

Management Center (FMC)

Bare MetalVirtual Machines Containers

Segmentation policies enforcement 
at workloads (agent-based deployment)

Agent Not Supported

Segmentation policies enforcement 
at firewall (agentless deployment)

Ingest
Connector

NSEL
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all-servicesESG all-servicesESG

Enforce automatically Policy from CSW

tn-demo

vrf-01

online-boutiqueAP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

PC ICCI

Consumers
Firewall/IPS

Implement policy 
suggested by CSW
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Bare metal

Process

Network infrastructure

Network interface

Virtual/Compute

Process

Hypervisor virtual network

Virtual interface

Network infrastructure

Denies Allows Denies Allows

Intent is rendered as security rules in native environment

• IP sets on Linux servers

• Windows Advanced Firewall or Windows Filtering Platform on Windows servers

• Access Policies in Firepower Threat Defense 

How does CSW enforce the Policy ?

Firepower

Flow

Network infrastructure

Denies Allows
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Workload Runtime Observability
In-Depth Visibility of Workload Estate

• Processes information

• Resource consumption

• Malicious processes

• Software packages

• Vulnerabilities

• Risk-Based information

• Process-tree and forensics
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Cisco Secure Workload
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Differentiator: Prioritized Vulnerability Policy
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FTD

CSW

Publish specific CVE data to Firewall 
Management Center

Apply precise IPS policy to protect against 
CVE exploits

Secure Workload agents collects CVE 
data from workloads 

Use Firewall recommendations to generate 
precise IPS policy

North-South

internet

East-West

Map CVEs to 
Signatures

software package 
inventory for 
workloads

Web App Db LDAP

CSW agent

IPS Policies

FMC

Virtual patching - Cisco Secure Firewall
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CSW: Manage > Connector > FMC > Virtual Patching

Virtual patching rule to publish CVEs:
For invoice app workloads, publish CVEs with CVSS score >= 9 and

 attack vector as network

FMC: Analysis > Hosts > Third party vulnerabilities

Virtual patching - Cisco Secure Firewall
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ACI Integration
High Level Architecture

New 
4.0

Finance App Payment App

ACI 
Connector

Ecomm App

2. Scope to VRF 
Mapping and 

Discovery3. Enforcement on 
APIC and constant 

monitoring

1. Telemetry 
from Agents

• Telemetry via agents installed on workloads
• New ACI Connector (Secure Workload):
• Workload Discovery
• Policy optimization and TCAM monitoring
• Dynamic push ESG contracts on ACI

Integration Highlights
TCAM and labels

Policies

TCAM and labels

Policies

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

Secure Workload Objects and Policy Mapping

PAY_APP_ESG

DC

ACI Mapped 
Scope

Finance App
Web Tier
App Tier
DB Tier
Others

Payment App
FIN_APP_ESG

FIN_APP_ESG_Web

FIN_APP_ESG_App

FIN_APP_ESG_DB

DC_ESG

Secure 
Workload

Scope 
Tree

ACI
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Secure Workload Policies to ACI Contracts

Finance App 
Scope

Fin_app_db_tier

Fin_app_app_tier

Shared Services

Fin_app_db_tier

Fin_app_db_tier

Secure Workload
Finance App Scope

Inventory_Filter_Fin App
Payment App

Scope

ACI Contracts

Catch-all Deny

Finance App ESG  
Fin App db tier ESG

Fin App app tier ESG
Common ESG

Fin App db tier ESG Fin App db tier ESG

Fin App  Inv Filter App ESG Fin App db tier ESG

Fin App Inv Filter App ESG Common ESG

Policy 1

Policy 2

Policy 3

Policy 4

No Deny Catch-all Contract. ACI policy 
model is allow-list (implicit deny)
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Network Centric & Application Centric Design

Bridge Domain
10.0.0.254/24

EPG (VLAN 10)

A security group 
in 1 subnet

Network Centric Application Centric

Multiple security groups
in 1 subnet

10.0.0.3
10.0.0.2

10.0.0.1

Security groups across
subnets

Bridge Domain
10.0.0.254/24

EPG
(VLAN 11)

10.0.0.3
10.0.0.2

10.0.0.1

EPG
(VLAN 12)

EPG
(VLAN 13)

Bridge Domain
10.0.0.254/24
20.0.0.254/24

EPG
(VLAN 11)

20.0.0.1
10.0.0.2

10.0.0.1

EPG
(VLAN 12)

BD
10.0.0.254/24

EPG
(11)

20.0.0.1
10.0.0.2

10.0.0.1

BD
20.0.0.254/24

EPG
(VLAN 20)

Security groups across
bridge domains

ESG ESG

== 5.0 ==
Endpoint Security Group 

(ESG)

Sharing a broadcast domain 
brings another security 

concern

What if multiple subnets 
need to share the same 

security rules?

Need more granular 
security group

EPG
(12)

Flexible security grouping

BRKSEC-2571



Bare Metal…virtual… What 
about Containers ???
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Application Dependency Mapping
Kubernetes Policy Discovery – Pod/Services/Namespaces/Node/Cluster and More!
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Application Dependency Mapping
Kubernetes Policy Discovery – End-to-End Discovery
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Why Do Customers Use Kubernetes?
• Scalability

Kubernetes allows applications to scale up or down automatically based on demand, 
ensuring optimal performance and cost efficiency for both small businesses and large 
enterprises.

• High Availability & Reliability
Kubernetes provides automated failover, self-healing, and load balancing, which help 

maintain application uptime and stability even during failures or traffic spikes.

• Automation & Operational Efficiency
By automating deployment, scaling, updates, and rollbacks, Kubernetes reduces 
manual intervention and operational overhead, freeing teams to focus on innovation.

• Cost Optimization
Kubernetes maximizes resource utilization by efficiently distributing workloads, 
reducing idle capacity, and helping businesses avoid over-provisioning infrastructure.

• Faster Time to Market
Kubernetes supports rapid development and deployment cycles, enabling continuous 
integration and delivery (CI/CD) practices, which accelerate feature releases and 
business agility.

• Multi-Cloud & Hybrid Flexibility
Kubernetes enables workloads to run seamlessly across on-premises, public, or 
hybrid cloud environments, helping organizations avoid vendor lock-in and optimize 
their cloud strategy.

• Improved Security & Ecosystem Support
Kubernetes benefits from a robust open-source ecosystem, with extensive tooling for 
monitoring, security, and integration, supporting enterprise-grade requirements.
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A Hybrid and Multi-Cloud Infrastructure Layer Supporting Both Modern & Legacy Workloads

Kubernetes

v

Containers

Rapid Deployment and Scaling.

v

AI / ML Workloads

High Performance and 
Adaptability.

v

Legacy VM Workloads

Seamless Migration and Integration

Bare Metal

Kubernetes - The New Standard To Deploy Applications

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

Why Do Customers Use Kubernetes?
• Scalability

Kubernetes allows applications to scale up or down automatically based on demand, 
ensuring optimal performance and cost efficiency for both small businesses and large 
enterprises.

• High Availability & Reliability
Kubernetes provides automated failover, self-healing, and load balancing, which help 

maintain application uptime and stability even during failures or traffic spikes.

• Automation & Operational Efficiency
By automating deployment, scaling, updates, and rollbacks, Kubernetes reduces 
manual intervention and operational overhead, freeing teams to focus on innovation.

• Cost Optimization
Kubernetes maximizes resource utilization by efficiently distributing workloads, 
reducing idle capacity, and helping businesses avoid over-provisioning infrastructure.

• Faster Time to Market
Kubernetes supports rapid development and deployment cycles, enabling continuous 
integration and delivery (CI/CD) practices, which accelerate feature releases and 
business agility.

• Multi-Cloud & Hybrid Flexibility
Kubernetes enables workloads to run seamlessly across on-premises, public, or 
hybrid cloud environments, helping organizations avoid vendor lock-in and optimize 
their cloud strategy.

• Improved Security & Ecosystem Support
Kubernetes benefits from a robust open-source ecosystem, with extensive tooling for 
monitoring, security, and integration, supporting enterprise-grade requirements.

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

Why Do Customers Use Kubernetes?
• Scalability

Kubernetes allows applications to scale up or down automatically based on demand, 
ensuring optimal performance and cost efficiency for both small businesses and large 
enterprises.

• High Availability & Reliability
Kubernetes provides automated failover, self-healing, and load balancing, which help 

maintain application uptime and stability even during failures or traffic spikes.

• Automation & Operational Efficiency
By automating deployment, scaling, updates, and rollbacks, Kubernetes reduces 
manual intervention and operational overhead, freeing teams to focus on innovation.

• Cost Optimization
Kubernetes maximizes resource utilization by efficiently distributing workloads, 
reducing idle capacity, and helping businesses avoid over-provisioning infrastructure.

• Faster Time to Market
Kubernetes supports rapid development and deployment cycles, enabling continuous 
integration and delivery (CI/CD) practices, which accelerate feature releases and 
business agility.

• Multi-Cloud & Hybrid Flexibility
Kubernetes enables workloads to run seamlessly across on-premises, public, or 
hybrid cloud environments, helping organizations avoid vendor lock-in and optimize 
their cloud strategy.

• Improved Security & Ecosystem Support
Kubernetes benefits from a robust open-source ecosystem, with extensive tooling for 
monitoring, security, and integration, supporting enterprise-grade requirements.

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

A Hybrid and Multi-Cloud Infrastructure Layer Supporting Both Modern & Legacy Workloads

Kubernetes

v

Containers

Rapid Deployment and Scaling.

v

AI / ML Workloads

High Performance and 
Adaptability.

v

Legacy VM Workloads

Seamless Migration and Integration

Bare Metal

Kubernetes - The New Standard To Deploy Applications
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Ok but, where is my network ?

Ingress
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NoSQL

tcp/SQL
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Key K8 Components - Services

Cluster

User Ingress

Ingress managed 
load balancer

Ingress
Controller

Service

Service is an abstraction which defines a logical 
set of Pods and a policy by which to access 

them

Service provides a single DNS name for a set 
of Pods and can load-balance across them

Pods are ephemeral 
and dynamic

Pods

Service provides stable 
endpoint IP and name
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Kubernetes Networking

Node Network (192.168.0.0/16)

Pod Network (10.0.0.0/16)

10.0.1.6

192.168.50.4

Node 1

10.0.1.33 10.0.3.4

192.168.50.11

Node 2

10.0.3.7

Control Plane

Name: a-svc
IP: 172.5.24.11
NodePort: 3150
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Complicated Policy Enforcement

Firewall Service Pods Database
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APP

IP Address

APP

IP Address

APP

IP Address

Firewalls
& VPNs

Security Reliability

Load
Balancers

Routers &
Switches

Scale &
Performance

Taps, Logs,
SIEM

Observability

The Network has Always Been Essential to Applications
But Kubernetes Environments Are Challenging for Enterprise Infrastructure Teams
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APP

IP Address
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IP Address
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IP Address

Firewalls
& VPNs

Security Reliability

Load
Balancers

Routers &
Switches

Scale &
Performance

Taps, Logs,
SIEM

Observability

The Network has Always Been Essential to Applications
But Kubernetes Environments Are Challenging for Enterprise 
Infrastructure Teams

Kubernetes

APP
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Kubernetes

APPAPP APP

Cilium Enterprise CNI

SecurityReliability
Scale &

Performance
Observability

Micro-service

APP

IP Address

APP

IP Address

APP

IP Address

Firewalls
& VPNs

Security Reliability

Load
Balancers

Routers &
Switches

Scale &
Performance

Taps, Logs,
SIEM

Observability

The Network has Always Been Essential to Applications
But Kubernetes Environments Are Challenging for Enterprise 
Infrastructure Teams
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powers many things
Capabilities For Your Cloud Native Journey
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This is Why Cisco Acquired Isovalent. 
It’s the Technology Foundation for Cisco’s Hybrid & Multi-Cloud Networking & Security Strategy

GKE AKSEKS

Kubernetes
Application
Workloads

Any Transport
Cisco Hrdw

On Prem
VMware / OpenShift / Private Cloud / Colo

Networking, Security Policy, and Observability, Consistent Across All Enterprise Infrastructure

Consistent
Network & Security

Platform

Kubernetes

APP APP APPAPPAPP APP

Private Cloud

Isovalent Enterprise CNIIsovalent Enterprise CNI
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Where is my interface and network cabling
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Key Functions of a CNI Plugin
IP Address Management (IPAM)

 

CNI plugins are responsible for assigning 
IP addresses to pods, ensuring that each 
pod has a unique IP address within the 
cluster.

https://isovalent.com/labs/cilium-ipam/
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Key Functions of a CNI Plugin
Network Isolation

CNIs can implement network policies to 
control the traffic flow between pods. This 
helps in ensuring security and compliance 
by isolating workloads as needed.

+---------------------------------------------------------------+

|           Network Isolation in Kubernetes                     |

|                                                               |

|  [Namespace: dev]    [Namespace: prod]    [Namespace: test]   |

|   [Pods]             [Pods]               [Pods]              |

|                                                               |

|  <---- Default: All pods can talk to each other ---->         |

|                                                               |

|  [NetworkPolicy applied to prod namespace]                    |

|   - Some arrows between pods/namespaces are blocked           |

|   - Only allowed traffic passes (e.g., API -> DB)             |

|                                                               |

|  Example Policy:                                              |

|  kind: NetworkPolicy                                          |

|  spec:                                                        |

|    podSelector: { app: db }                                   |

|    ingress:                                                   |

|      - from: { app: api }                                     |

|                                                               |

|  Key Functions:                                               |

|   - Namespace-based logical isolation                         |

|   - Fine-grained traffic control                              |

|   - Enforced by CNI plugin                                    |

|   - Supports security & compliance                            |

+---------------------------------------------------------------+

https://isovalent.com/labs/tetragon-getting-started/
BRKSEC-2571
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Key Functions of a CNI Plugin
Routing and Connectivity

A CNI plugin configures the underlying network to 
ensure that pods can communicate with each 
other, regardless of the node they are running on. 
This involves setting up appropriate routing rules 
and network bridges.

1 2

https://isovalent.com/labs/cilium-lb-ipam-l2-announcements
BRKSEC-2571
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Key Functions of a CNI Plugin
Integration with Host Networking

https://isovalent.com/labs/ebpf-getting-started/

CNI plugins manage the integration 
between the container network and the 
host network. This includes setting up 
network interfaces and ensuring correct 
routing of traffic to and from the pods.
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eBPF – Extended Berkely Packet Filter
Makes the kernel programmable in a secure and efficient way

userspace

Kernel

app

Event

System calls

eBPF program

What Javascript is to the 
browser, eBPF is to the 

kernel.

• eBPF runs in a restricted execution environment

• Before eBPF script is compiled: 

• Verifier ensures things such as memory safety

• Hardening process 
(program execution protection, mitigation against spectre, 
constant blinding, …)

• eBPF can only access pre-approved 
kernel functions and data structures
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Micro-Segmentation
Label based East-West Application or Multi-tenet Security Enforcement 
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API-Aware Security
Safely Secure API Endpoints by filtering Protocols, Methods and Paths 

BRKSEC-2571
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DNS-aware Cilium Network Policy
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Transparent Data Encryption
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Hubble CLI

Hubble is a fully 
distributed networking 
and security observability 
platform for cloud native 
workloads. Hubble is 
open source software 
and built on top 
of Cilium and eBPF to 
enable deep visibility into 
the communication and 
behaviour of services as 
well as the networking 
infrastructure in a 
completely transparent 
manner.

BRKSEC-2571
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Basic Lab Deployment – Netpolicy - validate

default

root@server:~# hubble observe --pod client --protocol icmp

..~ client (ID:12606) -> server-default (ID:3255) to-stack FORWARDED (ICMPv4 EchoRequest)

..~ client (ID:12606) <> server-default (ID:3255) policy-verdict:none INGRESS DENIED (ICMPv4 Ec

..~ client (ID:12606) <> server-default (ID:3255) Policy denied DROPPED (ICMPv4 EchoRequest)

..~ client (ID:61243) -> server-jupiter (ID:31088) policy-verdict:L4-Only EGRESS ALLOWED (ICMPv

..~ client (ID:61243) -> server-jupiter (ID:31088) to-stack FORWARDED (ICMPv4 EchoRequest)

..~ client (ID:61243) -> server-jupiter (ID:31088) to-endpoint FORWARDED (ICMPv4 EchoRequest)

..~ client (ID:61243) <- server-jupiter (ID:31088) to-stack FORWARDED (ICMPv4 EchoReply)

..~ client (ID:61243) <- server-jupiter (ID:31088) to-endpoint FORWARDED (ICMPv4 EchoReply)

root@server:~# hubble observe --pod client --protocol icmp --last 

50 --verdict=DROPPED

..~ client (ID:12606) <> server-default (ID:3255) policy-verdict:none INGRESS DENIED (ICMPv4 EchoR

..~ client (ID:12606) <> server-default (ID:3255) Policy denied DROPPED (ICMPv4 EchoRequest)
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root@server:~# hubble observe --pod client --protocol icmp
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Basic Lab Deployment – Netpolicy - validate

default
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Is there a GUI?
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Start with App Dependency Map & DNS visibility
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Explore microservice interactions
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Visualize policy

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

Add layer 7 visibility and enforcement
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Automated by Hypershield
Manual Autonomous

• Deep understanding 

of app behavior

• Comprehensive inputs

 for policy creation

• Constantly adapting to 

changing apps

Autonomous Segmentation & Distributed Exploit Protection

Innovations from Isovalent

Isovalent Enterprise: Hubble UI

• Mitigate known and 

unknown 

vulnerabilities

• Surgical mitigating 

controls

• Protection within 

minutes, while app 

keeps running
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Zero Trust coverage for apps from on-premises to cloud

Cisco Security Cloud Control with Hybrid Mesh Firewall

Container Bare Metal VM

ACI

Secure Firewall

ADC
AGENTS

SECURITY GROUP

VPC - 1

VPC - 2

AGENTS

NETWORK SECURITY GROUP

VNET - 1

VNET - 2

VPC - 1

VPC - 2

AGENTS

GCP FW

SECURE FIREWALL

VPC Sec

SECURE FIREWALL

VNET Sec VPC Sec

SECURE FIREWALL

VPC/VCN Sec

SECURE FIREWALL

On Premise Public Cloud

Bare Metal Servers Virtual Machines Containers

Baremetal Server 
with DPU

Hypervisor with DPU

Agent

Anywhere

Windows Desktop

Windows Server

IBM AIX

Oracle Solaris

Oracle Linux

Centos, Rocky, 
Alma Linux

Ubuntu, Debian

SUSE Linux

RedHat Linux

Amazon Linux

OpenShift

Kubernetes

User Identity Tags and Labels Vulnerability

Threat Feed Application Encryption Domain/FQDN Cisco Security Risk Score

Agentless

Firewalls

Loadbalancer (ADC)

Data Center Fabric (SDN)

Network Security Group

Security Group

Cloud Network Firewall

On-Prem

AWS, GCP, Azure

Multicloud Defense*

NVIDIA Smart NIC (DPU)

NVIDIA Smart NIC (DPU)
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Moving to the Cloud…
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Two new parameters to consider in Cloud

Public Cloud Service ModelNew Infrastructure skills for each Service 
Cloud Providers

FaaS
(Apps)
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IaaS compared to PaaS Compared to FaaS

Manage :
 -   Network services

- Operating Systems
- Framework
- Applications

Manage :
- Network limited
- Applications

Manage :
 -  code

FaaS
(Apps)
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#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

The way we do it in the Cloud…

Firewall                 
(Multicloud Defense, FTDv)

Host based 
Firewall

Public Cloud 
Infrastructure

TECSEC-2011
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Macrosegmentation in the Cloud
Security Groups and Network Access list
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Use security group as Source within VPC

BRKSEC-2571



Back to Network security with
Firewall



© 2025 Cisco and/or its affiliates. All rights reserved.

FTD insertion with HA
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Limits of this design
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Cluster_VPN-routers
10.204.0.0/16

TGW-Solar

Cluster_RAVPN
10.200.0.0/16

Cluster_APP
10.201.0.0/16

Security Insertion with Service VPC

Remote
User

Cluster_NGFW
10.202.0.0/16

Cluster_mgnt
10.203.0.0/16
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VpcClusterVPNrouters
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TransitGatewaySolar

VpcClusterRAVPN
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Remote
User

VpcClusterAPP
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FTD-RAVPN-A FTD-RAVPN-B

VpcClusterNGFW
10.202.0.0/16
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mgntNGFWAZa
10.202.91.0/24
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NATgw4websolarA
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router-A router-B
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Multi-Cloud Security configuration complexity

Security VPCs

VPC and DNS Flow Log capture

Network Load Balancer 

Gateway Load Balancers
 

Multicloud Defense Gateways
(Deployment, Insertion, Autoscaling)

AWS Transit Gateways
(New or existing, TGW attachment)

VPC subnet routing to TGW

What do we need to 
configure?

BRKSEC-2571
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Cisco Multicloud Defense automates orchestration

Security VPCs

VPC and DNS Flow Log capture

Network Load Balancer 

Gateway Load Balancers
 

Multicloud Defense Gateways
(Deployment, Insertion, Autoscaling)

AWS Transit Gateways
(New or existing, TGW attachment)

VPC subnet routing to TGW

What do we need to 
configure?

AUTOMATED BY 
MULTICLOUD DEFENSE

AUTOMATED 
BY 

MULTICLOUD 
DEFENSE
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Cisco Multicloud Defense
Combining multicloud networking, automation, and cloud-native network security controls

INGRESS 
PROTECTION

SEGMENTATION 
(EAST-WEST)

EGRESS  
SECURITY

NETWORK 
VISIBILITY

SECURITY AUTOMATIONROUTING & CONNECTIVITY

Multicloud Networking

Unified Security Policy

Cisco Multicloud Defense 
Controller 

MULTICLOUD 
CONNECTIVITY

Cloud networking & cloud netsec “as code”
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Cisco Multicloud Defense
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INGRESS 
PROTECTION

SEGMENTATION 
(EAST-WEST)

EGRESS  
SECURITY

NETWORK 
VISIBILITY

SECURITY AUTOMATIONROUTING & CONNECTIVITY

Multicloud Networking

Unified Security Policy

Cisco Multicloud Defense 
Controller 

MULTICLOUD 
CONNECTIVITY

Cloud networking & cloud netsec “as code”

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Multicloud Defense
Combining multicloud networking, automation, and cloud-native network security controls

INGRESS 
PROTECTION

SEGMENTATION 
(EAST-WEST)

EGRESS  
SECURITY

NETWORK 
VISIBILITY

SECURITY AUTOMATIONROUTING & CONNECTIVITY

Multicloud Networking

Unified Security Policy

Cisco Multicloud Defense 
Controller 

MULTICLOUD 
CONNECTIVITY

Cloud networking & cloud netsec “as code”

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Multicloud Defense
Combining multicloud networking, automation, and cloud-native network security controls

INGRESS 
PROTECTION

SEGMENTATION 
(EAST-WEST)

EGRESS  
SECURITY

NETWORK 
VISIBILITY

SECURITY AUTOMATIONROUTING & CONNECTIVITY

Multicloud Networking

Unified Security Policy

Cisco Multicloud Defense 
Controller 

MULTICLOUD 
CONNECTIVITY

Cloud networking & cloud netsec “as code”

SaaS controllerGateways (firewalls)
Highly available

Auto scaling
Auto recovery
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Fully Orchestrated

TECSEC-2011
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Secure multicloud infrastructure in mins with Cisco 
Multicloud Defense

Securely onboard Cloud accounts Enable DNS query & VPC/NSG flow logs Orchestration and Automation
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© 2025 Cisco and/or its affiliates. All rights reserved.

Multicloud Defense Demo
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Deployment Models

Security VPC/VNet

AZ-1

AZ-2
InternetEgress 

Gateway

Spoke VPC/Vnet 1

Internet

Egress 
Gateway

Internet

Egress 
Gateway

Internet

Egress 
Gateway

Cisco Multicloud Defense 
Controller 

Cisco Multicloud Defense 
Controller 

Spoke VPC/VNet2

Spoke VPC/VNet1

Spoke VPC/VNet 2 Spoke VPC/Vnet 3

Centralized Security Model Distributed Security Model
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Centralized Security Model
Amazon Web Services 

Orchestration

Security VPC
Network Load Balancer
Gateway Load Balancer

Transit Gateway and attachments
Autoscale and auto heal

Traffic Engineering – Route Table

Lifecycle management 

Ingress and Egress Gateway 
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Centralized Security Model – Egress Traffic
Amazon Web Services 

Orchestration

Security VPC
Network Load Balancer
Gateway Load Balancer

Transit Gateway and attachments
Autoscale and auto heal

Traffic Engineering – Route Table

Lifecycle management 

Ingress and Egress Gateway 
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Centralized Security Model – Ingress Traffic
Amazon Web Services 

Orchestration

Security VPC
Network Load Balancer
Gateway Load Balancer

Transit Gateway and attachments
Autoscale and auto heal

Traffic Engineering – Route Table

Lifecycle management 

Ingress and Egress Gateway 
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Centralized Security Model _ East/West Segmentation
Amazon Web Services 

Orchestration

Security VPC
Network Load Balancer
Gateway Load Balancer

Transit Gateway and attachments
Autoscale and auto heal

Traffic Engineering – Route Table

Lifecycle management 

Ingress and Egress Gateway 

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

Multicloud Networking
Site-to-cloud connectivity: Centralized Security Model

app1-vpc-aws
 10.1.1.0/24

app1 (role = prod)

app2-vpc-aws
10.1.101.0/24

app2 (role = shared)

Internet

ingress-gw-aws

Multicloud Defense 
Egress Gateway

Network 
Load Balancer

Gateway 
Load Balancer

Gateway 
Load balancer 
Endpoint

VPC attachment

VPC attachment

Internet 
Gateway

Multicloud Defense 
Ingress Gateway

egress-gw-aws
Transit 

Gateway

svpc-aws
10.21.1.0/24

Datacenter 172.16.1.0/24

dcapp1 (role = dcapp1)

ASA
or

FTD

Management

IPsec 
Multicloud Networking 

(site-to-cloud)

Cisco Security 
Cloud Control

Multicloud 
Defense Controller

Management

API

FWs are managed by Security Cloud Control

Multicloud Defense Controller and Security Cloud 
Control Orchestrates VPN configuration

API integration for Multicloud Defense Controller and 
Security Cloud Control
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Secure Firewall Threat Defense Virtual

Private Cloud Public Cloud Gov/IC Cloud

Virtual firewall performance-based licensing from 100Mbps up to 16 Gbps

Cloud Leadership

Dynamic Policy 

Clustering & Auto Scaling

Quickstarts, Infrastructure as       
Code and Automation

Integration with cloud native    
services & infrastructure

Gateway Load balancer 
integration 

Accelerated Networking

Snapshots

Smart & Tiered Licensing

FTDv5 (100Mbps), FTDv10 (1 Gbps), FTDv20 (3 Gbps), FTDv30 (5 Gbps), FTDv50 (10 Gbps), and FTDv100 (16 Gbps)
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Firewall Management

Firewall Management Center
(Hardware or Virtual) 

Secure Firewall Threat Defense

Security Cloud Control

Security Cloud Control Firewall Management 

Secure Firewall Threat Defense

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

Secure Firewall Threat Defense Virtual orchestrated by 
Multicloud Defense Controller 

• Simplifies Secure Firewall (FTDv) deployment 

• Deploy one or more firewalls, along with load balancers

• Configures all necessary routing 

• Identical workflow for all public cloud providers

• Simplifies Secure Firewall (FTDv) operations

• Automatically scales in or out FTDv’s to adjust to load

• Monitors health of each FTD and replace unhealthy unit

• Performs registration and license management 

• Bootstraps FTDv

• Configure interfaces, device group, platform settings, NAT, and routing 

• Creates all objects on the FMC that are needed for FTDv deployment

• For policy consistency, any existing ACP can be utilized

BRKSEC-2571
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Cisco Secure Firewall Virtual Orchestrated by Multicloud 
Defense Controller
AWS architecture (Single AZ) 

VPC A

Applications

Applications 

Internet

Cisco Secure 
Firewall

Network 
Load Balancer

Gateway 
Load Balancer

Gateway 
Load balancer 

Endpoint

VPC attachment

Internet 
Gateway

Transit 
Gateway

VPC attachment

Service VPC

VPC B

Cisco Secure 
Firewall

NAT Gateway 
(Optional)

Orchestrated by Multicloud Defense Controller 

Future

Security Cloud Control

Security Cloud Control Firewall Management 

Firewall 
auto-registration
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Cisco Secure Firewall Virtual Orchestrated by Multicloud 
Defense Controller
Azure architecture (Single vNET) 

VNet A

Applications

VNet B

Applications

Internet
Internal 

Load balancer

VNet peering

VNet peering

Public
Load balancer

Service VNet

Cisco Secure 
Firewall

Cisco Secure 
Firewall

NAT Gateway 
(Optional)

Orchestrated by Multicloud Defense Controller 

Future

Security Cloud Control

Security Cloud Control Firewall Management 

Firewall 
auto-registration
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Autoscaling

Cisco Secure 
Firewall

Network 
Load Balancer

Gateway 
Load Balancer

Gateway 
Load balancer 

Endpoint Internet 
Gateway

Service VPC

Cisco Secure 
Firewall

NAT Gateway 
(Optional)

Internal 
Load balancer

Public
Load balancer

Service VNet

Cisco Secure 
Firewall

Cisco Secure 
Firewall

NAT Gateway 
(Optional)

Multicloud Defense controller handles autoscaling of FTDv

• Monitor metrics – CPU usage and Memory 

• No Cloud Formation or ARM templates needed – 
Autoscaling is natively handled by the Multicloud Defense 
Controller

• Auto-scaled firewalls are automatically added to the Security 
Cloud Controller Firewall Manager

• Auto-scaled firewalls are automatically added to the load 
balancer

• Lifecycle managed of firewalls is handled by the controller

• Health status monitoring 

• Auto healing 

• Traffic engineering 

• No Manual configuration is needed

Internet
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Secure Firewall Orchestration by Multicloud Defense Demo

VPC A

Applications

Applications 
Cisco Secure 

Firewall

Gateway 
Load Balancer

Gateway 
Load balancer 

Endpoint

VPC attachment

Internet 
Gateway

Transit 
Gateway

VPC attachment

Service VPC

VPC B

NAT Gateway 
(Optional)

Orchestrated by Multicloud Defense Controller 

Internet

Security Cloud Control

Security Cloud Control Firewall Management 

Firewall 
auto-registration
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Cisco 
Secure 

Workload

Enforce Trust with Cisco Secure Workload
Unified policy across host, network and cloud

Host Based

Secure 
Firewall

Firewall 
Policies

Network

AKS

Cloud

EKS

pxGrid

BRKSEC-2571



© 2025 Cisco and/or its affiliates. All rights reserved.

Improving Security in IaaS Model
Leveraging Cisco Secure Workload to segment within a VPC or a subnet

CSWCSWCSW

BRKSEC-2571
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VPC
Flow Logs

Cisco Secure 
Workload

AWS 
Connector VPC

Cisco Secure Workload Cloud-Based Sources

AWS Connector consolidates: 

- VPC flow logs ingestion

- Context gathering (AWS tags and labels)

- AWS cloud-managed Kubernetes 
orchestration (Kubernetes object labels 
and annotations)
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Enable cloud connector 
and select the required 
capabilities

Download and deploy the 
CloudFormation, add the AWS 
API credentials to Secure 
Workload.

Ingesting cloud telemetry – VPC flow logs and AWS tags/labels

Select the AWS VPCs and 
refine the required 
capabilities for each VPC. 

AWS Connector

1 32
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AWS Connector – Select Capabilities

Enable and configure the connector capabilities

1
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AWS Connector - IAM

• Secure Workload automatically generates  a 
CloudFormation template with the required 
IAM policy

• Users can download and deploy the 
CloudFormation template.

• Proxy and AWS Security Groups limits can 
be configured

2
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AWS Connector – Select VPCs

• Multiple VPCs can be selected

• Capabilities can be customized 
and refined for each VPC 
individually

3
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Zoning & (Macro/Micro)Segmentation Demo
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Cloud Management (Security Cloud Control)

Hybrid Mesh Platform

App to App (Hybrid Mesh Firewall)

Zero Trust for Applications Everywhere

Segmentation
Distributed Exploit 

Protection

Flexibility to choose your journey
The right capability agent or agentless for the right use case

Going beyond security with CNI, service mesh and observability 

Secure Workload

Isovalent Enterprise

Hypershield future

Firewalling
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKSEC-2571
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