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Two obvious but key observations

Applications are
critical to modern
businesses

Applications have
dramatically evolved
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Some of the challenges

* Roles and responsabilities
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Application workloads evolution
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Cloud Security Rubik cube




Cloud Security use cases
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Some of the challenges

* Roles and responsabilities

» Understand the Applications behaviour to build a policy

- Different security Domains ( groups, objects, labels, Tags...)
» Speed of changes of applications

» Changing policy could break an application

» Several types of enforcement points

« Managing Vulnerabilities

» Dealing with O day threats
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Some ideas toward an ideal solution ?

« Automatically discover new applications

» Understand the different way to identify applications

« Automatically map application behaviour to a Zero Trust policy
« Automatically adapt the policy when changes happen

» Test the policy before enforcing it

* Pick the best medium to enforce a policy

» Detect Application with vulnerable components

* Improve protection against 0-Day attacks
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Simplification

Platform

Cloud Management (Security Cloud Control)
Major trust boundaries Everywhere

L7 Threat Protection Al Model Protection* Segmentation Distributed Exploit

Protection
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Cisco Cloud Security

Gat

eway

Security Cloud Control
(Cloud Management)

Al assistant

Segmentation

Isovalent
Enterprise*

Hypershield

Secure
Workload

Isovalent Agent

Secure Access
FWaaS
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(Smart Switch)

g, Hypershield
Agent

More Services
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Al Defense

* Currently not included in the Security Cloud Control
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il Security Cloud Control

Security Cloud Control

Unified Security Platform

& Organization
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Meraki MX Al-assistant App dependency map

Context-based access Auto-compensating
controls
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@' Hypershield

Secure Workload & Multicloud Defense

Hypershield

Policy automation /

Secure Access Migration tools

3rd party orchestration

«» Secure Workload
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Hypershield

Security Cloud Control

Autonomous Segmentation Distributed Exploit Protection

Platform Fine-grained Security Controls

Workload Enforcement Network Enforcement Network Visibility

- DPU Select Switches
i Windows
Elul s Coming Soon M Switch Coming Soon

Public Cloud | Private Cloud
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Zone L4 Firewalling

Self-qualifying updates

Server Enforcement

Coming Soon
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What should you expect ... and not expect

- No Deep dive
- No Configuration manual
- No Troubleshooting guide

- No Al Defense nor
Hypershield
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Introduction to Cisco Vision (short)

Concrete solutions depending
where you are in your Cloud
adoption journey addressing your
challenges

Design and best practices
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Agenda
Introduction

Starting the journey On-prem

Embracing Cloud Native

Moving to the Cloud

Conclusion
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Cisco Webex App
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QueStionS? < Catalyst 9000 Series Switching Family - ...
Use C|SCO Webex App to Chat session will talk about the component at the
. . heart of these switches which is the ASIC. It
with the speaker after the session will also cover common attributes,

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

HOW Kenny Lei

Cisco Systems, Inc. | Technical Market.

ﬂ Find this session in the Cisco Live Mobile App Categories

Technical Level
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w Join the Discussion

Notes

Webex spaces will be moderated by the speaker until 14 November 2025.

Enter your personal notes here
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ciscolivebot/#BRKSEC-2571
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It starts on-p
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The way we are doing it traditionally...

csco SECURE

\\orkload

Inf StDNt Firewall Host based
NTrastractiure :
(ACI, NSX,...) (FTD, ASA) Firewall

'
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Shortest intro to ACI




Enforce Trust in the DC with Cisco ACI

Spine Nodes

Leaf Nodes
Service Producers / “._.:._j-f
; rvi
APIC Controller Service
Consumers
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Endpoint Groups Communications

“EPG Web” / “EPG App” \ / “EPG DB” \

EP «——EP

SRED —

EP ——EP

Devices within an Endpoint group can communicate, provided that they have IP reachability
(provided by the Bridge Domain/VRF).

Communication between Endpoint groups is, by default, not permitted.
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Contract : Kind of reflexive “Stateless” ACLs

Filters
“EPG Web” TCP: 80 / “EPG App” \

TCP: 443

“EPG DB”

A contract typically refers to one or more ‘filters’ to
define specific protocols & ports allowed between EPGs.

co and/or its affiliates. All rights reserved. BRKSEC-2571 CIsco



Application policy with contract

Summary Topology Palicy Stats Health Faults History
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Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo

v

[ frontend ]P[ checkout ]
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How do we establish trust groups?
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Not so fast - How do we establish trust groups?

- tn-demo
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Is subnet the right way to establish trust groups?

- tn-demo
W vif-01
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Network agnostic endpoint security groups (ESGs)
B o i |
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Simpler to start with the DC Edge
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How do | Insert a Firewall ?




2 conditions for traffic reaching destination

Before Service graph is deployed

192.168.13.254

192.168.11.254 192.168.12.254
—=3 =
%%%E% %EHHH;] %%gﬂﬁﬁfﬂﬂﬁﬂ
APIC relies on:
cPe v Routing to forward traffic
pp
‘ v Contract to allow traffic
BD: DB BD: App BD: DB
192.168.11.1/24 192.168.12.1/24 192.168.13.1/24
GW: 192.168.11.254 GW: 192.168.12.254 GW: 192.168.13.254
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3 main ways to insert a Firewall in ACI

« “Network Stitching” Firewall Insertion

No contract and No Service Graph '

, BD:Web
192.168.11.1/24
GW: 192.168.11.254

L3out
0.0.0.0/0
Service Graph

EPG BD: App
T e -’ - =3 192.168.12.1/24
i L App GW: 192.168.12.254
10.1.1.254  10.1.1.1
Contract BD: DB
192.168.13.1/24
GW: 192.168.13.254

. Traditional Service Graph

oS
— g

« Service Graph with Policy Based Redirect

Service Graph Service Graph
N N

Contract

Contract
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Enforce granular trust at N-S edge and E-W

Attach a Service Graph to a contract

@ Healthy

eSO 000
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Policy Based Redirect is your Best Friend

With PBR Service Graph

PBR redirects the traffic
matching the contract(s)
to the

e EEmm . ——
192.168.100.1

BD: FTD-Data

L3 Enabled
192.168.100.0/30

192.168.100.2

BD: DB BD: App BD: DB
192.168.11.1/24 192.168.12.1/24 192.168.13.1/24
GW: 192.168.11.254 GW: 192.168.12.254 GW: 192.168.13.254
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Where can we (re)use PBR?

Wherever contracts can be applied!

Between EPGs or ESGs. Between EPGs or ESGs in Between endpoints in
Between L30ut EPGs. the same subnet. the same EPG or ESG.

\

Yy

2

ESG1

L30ut EPG1 L30ut EPG2
10.0.0.0/8 172.16.0.0/16 10.1.1.1 10.1.1.2 10.1.1.1 10.1.1.2
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u u u
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Complement ACI Contracts with Firewalls
e

- cart Redis cache TCP 6379
tn-demo

| checkout cart TCP 7878

- currency TCP 7@00

- vrf-01 email TCP seee

- - ConSUmerS ............ . payment TCP 58851

H . product catalog TCP 3558

Single security zone Loy Inbound firewall shipping TcP sees1
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= cart TCP 7e7e
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H consumers and product catalog TCP 3550
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online-boutique application “frontend” shipping TCP 58851
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recommendation product catalog TCP 3558
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adservice

C gCClI
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Backend Firewall between
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Database firewall
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Microsegment with FTD using Intra-ESG SG

Source/Consumer Target/Provider Target/Provider
Port
cart Redis cache TCP 6379
tn-demo
: checkout cart TCP 7@70@
P _ currency TCP 7eee
‘ vrf-01 email TCP 5Seee

= ] = Consumers . piﬁm::t ol TCP 58851
Single isolated security . Firewall/IPS Shipping T Tep seest
zone for all application : frontend adservice Tep 9555
services Currency Tch 7000

product catalog TCP 3558

. . recommendation TCP 8e8e
all-services outside frontend TCP g@/8088
Intra ESG contract with

. . recommendation product catalog TCP 3558
[ tontend ] Service Graph redirect
to Firewall/IPS

cart TCP 7878

[ payment

™,
e,
v

S
] [ currency
7
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How could | use all those
groups in my Firewall Policy ?




Doing more with Dynamic Attributes Connector

Dynamic Mappings

Object

Linux- 172.16.0.1

Servers 172.16.0.3
) 10.0.1.11

Zl“dows 10.0.1.14
ervers 10.0.1.20

Powered-On 10.0.1.14

ﬂapters

_______________

FMC

{REST}
| i Ill_J )

FMC

—+—
aes

RN .

Adapter -

Linux-
Servers

Windows
-Servers

Powered
-On

Dynamic Attributes Filters

os = 'RHEL 7 (64-bit)’

vCenter 0s = 'CentOS 7 (64-bit)’
os = 'MS Windows Server 2016 (64-bit)’
vCenter network=‘PROD_NETW’
Power=‘running’
Power=‘running’
vCenter

(network=‘PROD_NETW’ host=‘NODE1’)

CSDAC (Container)

Connecth

Azure
- Connector

vCenter / NS
- Connector

APIC
- Connector
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Attribute Based Policy

# Name Source Zones Dest Zones Users Aj . Dest Ports :ou_rce Dynamic Resungiion Dynamic Action
A ttributes 5 b
> Mandatory - Attribute-Based Policy (-) — "
e e L 1 | a8 vmware
1 Workload_1 - WorkloadObj_615c486dc9  WorkloadObj_615cB066483 :}#
L 0T S N ——
2 loT Support Service loT_WVN loT_Suppaort loT
[ - H
3 Machine Authentication Corporate_VN Shared_Services Machine_Auth
SNMP ;"'F'ziE:'r':iH'Z&H&?&"éﬁﬁ-"iﬁxiﬁﬁﬁ'
4 Pri 2 Corporate_VN Data_Center_Edge ICMP-PING - EL?E;HV?‘?:('S EEEECSSEE N: AF’IC A_ESG_Print_Servers
L] . - -
Spooler_Service Xerox-WorkCentre-5135 RN
reeerook
Google+
: . LConUaciars......
5 Block Social Media VN External Ir'!slagram Bran{:h Lﬂcatlons
Tinder  suasssssssisessssssssssas
Twitter
...................................... — {5385 Common
5] 0365 Access Corporate_VN External * lab-local/Domain Users HTTP 1 0365_Exchange E
e : 0365_SharePoint \
. ! SecureX_Quarantined_| IP3§
7 SecureX Threat Containment Corporate_VN Data_Center_Edge ! SecureX_Suspicious_IPs : Honeypot_Service
/ e
g ISE Threat Containment Corporate_VIN Data_Center_Edge Se cure >\ Honeypot_Service
'Azure_HR_Workload
9 Cloud App Access Corporate_VN WAN : ! Azure_Intranet_Service Qllﬂw
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Dynamic Objects in Action

Automatic Without policy deployment

FMC SFtunnel Update Managed
. Firewall
Dynamic Feed Update g (Automatic Without policy deployment)
/;_\ ““““““““““““““““““““““ imly------------=-=-=-—=-=-=-=-=-=-- >
\ /4
) - Workload A
4 Name Source Networks Dest Networks Dest Ports i;);‘r;;g:namic E;;:a;:\a:lcmn Action RO A Ewm
~~ Mandatory - Secure Policy (1-1) E E
1 Worklaod A HTTPS Workload _A Allow B oz w E E
10.0.0.4 10.0.0.5
Dynamic Content:
Object
10.0.0.4
10.0.0.5
]
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Establish Trust - FMC Learns EPGs/ESGs

g AP|C aci-dev-01

CIsCO

System Tenants

ALL TENANTS | Add Tenant

fgandola

I (C» Quick Start

Secure Firewall Management Center . . . . . .
« [ foandola Jbiects | Obiect Man w__g Overview  Analysis  Policies Devices  Objects Integration Deploy Q Ge £t @ foandolav | el cpcyRE
VDJECT Wia el o
~ [ Application Profiles ) —
o @ applications
— AAA Server ] 3 ;
B Aoplication EPGs Dynamm Objects 0 Filter
[ uSeg EPGs Access List
« [ Endpoint Security Groups Address Pools Name Description Number of Mapped IPs
ALL_EPGs Application Filters APIC_DEMO_APPLICATIONS_ESG-DEMO-APP APIC_FGANDOLA_FIREWALLS_FTD- 1
development MGMT @ X
APIC_DEMO_NETWORK-SEGMENTS_192.168.150.X_24 1
production ol - - - - Mapped IPs
Cipher Suite List APIC_FGANDOLA_APPLICATIONS_ESG-ALL_EPGS 2
» o n B Filter
| e B Community List APIC_FGANDOLA_APPLICATIONS_ESG-DEVELOPMENT S med 1
@ " appe: 5
0 ftd-HAlink Distinguished Name v
® fig-mamt APIC_FGANDOLA_APPLICATIONS_ESG-PRODUCTION 10.237.100.22 1
e
DNS Server Group 10.237.100.23
. APIC_FGANDOLA_FIREWALLS_FTD-HA-LINK e 1
[ Endpoint Security Groups External Attributes LEETEIN0
: APIC_FGANDOLA_FIREWALLS_FTD-MGMT 10.237.100.25 4

@ network-segments Dynamic Object
[— IE

: APIC_FGANDOLA_NETWORK-SEGMENTS_192.168.151.... 1
Security Group Tag

i Contracts File List APIC_FGANDOLA_NETWORK-SEGMENTS_192.168.152

= Policies + Download “

APIC_FGANDOLA_NETWORK-SEGMENTS_192.168.153.__. 1
B Services FlexConfig il u i

B Security

]
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Leverage CSDAC to use EPG and ESG in your FTD policy
oo T e

cart Redis cache TCP 6379
- tn-demo
| checkout cart TCP 7878
Bl o T She
i i Consumers - : g 1o
Single security zone Inbound firewall product catalog  TCp 3550
for eaCh appllcatlon ......... i frontend adservice TCP 9555
- = cart TCP 7e7e
service Inbound Firewall between checkout TP sese
TCP 7eee
: Consumers and ::::Ez:ycatalog TP 3550
online-boutique . . . 0 re?omr!lendation TCP 8880
. application “frontend shipping TcP 59051
outside frontend TCP ge/g8ese
recommendation product catalog TCP 3558

Firewall between
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“payment”
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C gCClI
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catalogue
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Backend Firewall between
Application and Database
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Use CSDAC to use Dynamic Group in FTD

Source/Consumer Target/Provider Target/Provider
Port
cart Redis cache TCP 6379
tn-demo
: checkout cart TCP 7@70@
P _ currency TCP 7eee
‘ vrf-01 email TCP 5Seee

= ] = Consumers . v:imizt ol TCP 58851
Single isolated security } T . Firewall/IPS Shipping T Tep seest
zone for all application {

services Currency Tch 7000

product catalog TCP 3558

. . recommendation TCP 8880
all-services outside frontend TCP 80/8080
Intra ESG contract with

. . recommendation product catalog TCP 3558
[ tontend ] Service Graph redirect
to Firewall/IPS

frontend adservice TCP 9555
cart TCP 7e7e

[ payment

™,
e,
v

S
] [ currency
7

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571 CIsco



Doing more with Dynamic Attributes Connector

Dynamic Mappings

Object

Linux- 172.16.0.1

Servers 172.16.0.3
) 10.0.1.11

Zl“dows 10.0.1.14
ervers 10.0.1.20

Powered-On 10.0.1.14

ﬂapters

_______________

FMC

{REST}
| i Ill_J )

FMC

—+—
aes

RN .

Adapter -

Linux-
Servers

Windows
-Servers

Powered
-On

Dynamic Attributes Filters

os = 'RHEL 7 (64-bit)’

vCenter 0s = 'CentOS 7 (64-bit)’
os = 'MS Windows Server 2016 (64-bit)’
vCenter network=‘PROD_NETW’
Power=‘running’
Power=‘running’
vCenter

(network=‘PROD_NETW’ host=‘NODE1’)

CSDAC (Container)

Connecth

Azure
- Connector

vCenter / NS
- Connector

APIC
- Connector

© 2025 Cisco and/or its affiliates. All rights reserved.
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Establish Trust - FTD/ASA can leverage SGTs

Action

| @Block v =

Zones Metworks VVLAN Tags Users

Time Range

Available Attributes &

| Q. Search by name or value |

| Security Group Tag v | ‘

Employees

Guests
Network_Services
PCI_Servers
Production_Servers
Production_Users

Quarantined_Systems

None v ‘ -+
Applications Ports URLs Dynamic Attributes Inspection Logging Comments
1
Selected Source Attributes (1) Selected Destination Attributes (2)

Security Group Tags Security Group Tags
Add to Source - —_

Developers ] PCI_Servers ]

Point_of_Sale_Systems v
Add a Location IP Address ‘ ‘ Add

S Attributes of the same type (for example, SGT) match the rule if any attribute is matched.
Attributes of different types match the rule only if all attributes are matched. More info

i ]

© 2025 Cisco and/or its affiliates. All rights reserved.
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Use dynamic attributes to enforce trust

BYOD
10.1.10.220

| |
1 . 1
: Cisco |
: DNAC l
: | @ @ :
) 1
> |
| © 1
= I
| S |
IQ N NN NN BN BN NN BN BN BN B e
o :
| = 1
1 © |
1 O 1
1O 1
| 1
| |
| 1
| 1
| |
| |
1 |
| |
| 1
| 1
| |
I ISE Retrieves: I
: SGT: BYOD, !
D SGT Binding = 10.1.10.220 :
| > 1
1 © 1
| — 1
1 |
1 = 1
| O ) 1
! 2 Enterprise :
()
'z Backbone :
I l
| |
| |
| |
| 1
| |
| 1

______________________________________________
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FMC Retrieves Dyn Attributes :

IP: 10.1.100.52 APP_EPG
IP: 10.1.10.220 BYOD

¥

«————

. BN BN N EEN EEE S B N BN BN SN B B S B B .

______________________________________________________

BRKSEC-2571

Enforcement 10.1.100.52

@)
(@)
S
=
S
o
=

! r

: )

! <

: APIC Retrieves: )

I EPG Name: App EPG,

: EPG Binding = 10.1.100.52

1

1

1

1

1

1

1

1

1

:

l pa

i o

l s

. S

- ~

: —

' 2

' [0

. =

1

! ACI Leaf

: App Server

1

1

1

1

1

1



Alternatively establish trust with Cisco ISE

Normalizing and sharing context across domains

Cloud Providers
ISE Partner Ecosystem

3 Exchange Actions o
< S .
I} Hub 2 Security
2 (ISE/pxGrid) o Cloud

context B Control

User/Devices/ Application Identity, Threat Hunting/Investigation/Response
Location, Device Posture and Policy Enforcement

Networking Security
Domain Domain

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571
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Context Sent to ACI

SGT added as
External EPG

© 2025 Cisco and/or its affiliates. All rights reserved.

asco APIC

System Tenants Fabric Virtual Networki

ALL TENANTS | AddTenant | Tenant Search: [EMERIRCEH

Demo

. C» Quick Start
~ ﬁ Demo
> [ Application Profiles
~ [ Networking
B VXLAN Stretch
. [ Bridge Domains
> @ VRFs
> [ L20uts
~ [ L30uts
v & Campus1-L30ut
B Logical Node Profiles
F ISE_SGT_4

E Whole-Campus

> [ Route map for import and export route control
> [ SR-MPLS VRF L30uts
> [ Dot1Q Tunnels
> [ Contracts
> [ Policies
> I Services

BRKSEC-2571

Newly added Group
attached to existing
Contract in APIC:

| L,

Campus2Web
(Demo)

)

Provided
Contract

. onsumed
rovided Contract
Contract
ISE_SGT_4 Whole-Campus Demo-WebEPG
(Campus1-L30ut)  (Campus1-L30ut) (Demo-AP)
]
cisco



Walk before you run...

What are the services | must
allow for this application to
work?

How do my applications
communicate ?

Can | trust the Application team
to let me know accurately when
application changes impacting
communication occurs ?

Does the application team
know how the application
communicate ?

'
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571 CIsco



Dynamically securing the Workload Infrastructure

Profile Automated Deploy Monitor
relationships policy controls compliance

Full visibility Unified policy Fully automated, |dentify

of all across for all dynamic communications that
application application workloads attribute-based violate policy and
conversations enforcement block if desired

>>>> your application workloads: <<<<

Learn ‘ Build ‘ Protect ‘Assure

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571
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Secure Workload Architecture

-

Public

(
a

g

~

_/

Server

workload

{
>
>

Analytics Engine

Security Policy based on Big Data

Enforcement

Data Collection
Context

Data Collection
Streaming Telemetry

Process Behaviour ,
Data Collection

...........

Context
iiiE. @ ) F
Network Load Balancer vCenter CMDB Kubernetes Cloud Connector

© 2025 Cisco and/or its affiliates. All rights reserved.

Infrastructure

BRKSEC-2571

End user
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Automated Application Policy Discovery

Baseline workload
protection posture

Network
communications

* Process )

behaviour

s Labels
o

alfbal ]l
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Automated Application Policy Discovery

Baseline workload

protection posture e : s, :

Processing

Network E E E

communications
- Web . saL
* Process
behaviour = 7 @ 00 e
X Labels
()0 : :
:  App

Fund Mgmt

]
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Automated Application Policy Discovery

Baseline workload

protection posture

< Network
communications

m Process

behaviour

¢ Labels

© 2025 Cisco and/or its affiliates. All rights reserved.

S

Authentlcatlon

Management

Shared Database

BRKSEC-2571

TCP 443

Y
Dp 5

Ubp 123

TCP 88, 389

TCP 22, 3389

1cp 1521

--------------------------------------------

Web SQL N
........................... C)o TCP 443
TCP 443 e
%
¢ App
Fund Mgmt

]
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Auto-generated policies
Policy list view

@ Cisco Secure Workload

= <{ Workspaces DusLab-InvoiceSystem v PRIMARY coe m Version 9 v/ View Version History

Matching Inventories e Policies m Filters o Conversations @4 Provided Services 1 Policy Analysis Enforcement Status u Enforcement
(4 F O Filter Policies ...
[ Absolute and Default Policies m ‘ Catch All | @ DENY Grouped @ Ungrouped
Y Rank T] Priority T Action T Consumer { Provider Tl
Absolute 100 [@alow | @ VPN ® SLB APP
Default 100 [@aLow | © VPN ® SLB APP
g Default 100 [®aLow | ® SLB DB ® DB Tier
Default 100 [®aLow | ® SLB APP ® APP Tier
Default 100 \W\ @ Demo : DusLab : Applications : InvoiceSystem @® Demo
Default 100 \W\ @® Demo : DusLab : Applications : InvoiceSystem @® Demo : DusLab : SharedServices : DNS
Default 100 [@ALLow | @ Demo ® SLB APP
Default 100 [@aLlow | ® Demo ® SLB DB
Default 100 (ealow | @ Demo ® APP Tier
Default 100 [®aLow | ® DB Tier ® DB Tier
Default 100 [@ALLow | ® APP Tier ® SLB DB

Rows per page

_¥ Download table data as JSON ¥ Download table data as CSV

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKSEC-2571

9. A dsel

SECURE

Last Run: Feb 6, 2:38 PM @ [ P Automatically Discover Policies

X

Protocols And Ports T

TCP :

TCP

TCP

TCP:

UDP :

UDP :

1936

: 80 (HTTP)

: 3306 (MySQL)

8081
123 (NTP) ...2 more

53 (DNS) ...1 more

ICMP ...1 more

Inactive ¢

Inactive #

TCP:

TCP :

4567

3306 (MySQL)

Q

Run Quick Analysis -+ Add Policy

[ 1] - - - - [ 1) [ 1] [ 1] - -

-

]
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Auto-generated policies

« Canvas App view

= <{ Workspaces DusLab—InvoiceS\/Stem v PRIMARY oo m Version ¢ Vv View Version History

Matching Inventories @) Policies G

(]

%

© 2025 Cisco and/or its affiliates. All rights reserved.

Filters @)

@ Filter Policies ...

271

Provided Services 1

Demo

Policy Analysis

Enforcement Status

(@)

SLB APP

(@)

APP Tier

InvoiceSystem

©

SLB DB

O

DB Tier

VPN

DNS

BRKSEC-2571

X

u Enforcement

[ Run Quick Analysis H + Policy

Last Run: Feb 6, 2:.38 PM @ [ P Automatically Discover Policies

a e

—
Scope

Full Name
Primary App

Query

> Serices 0
> Pods 0

> Workloads 8

InvoiceSystem

Demo:DusLab:Applications: InvoiceSystem

DuslLab-InvoiceSystem

% Scope = invoicesystem

View Scope Details

> IP Addresses 0

]
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Policy Lifecycle Mgmt. Al Policy Insights / Suggested Policy

Available Now -3.10.1

il Secure Workload

L] L ]
Al Policy Insights +
- SecMob Secure Endpoints ¢ primary & version = Last Run: Mar 26, 1:15 PM ©
Matching Inventories 10 Policigs 34 Filters o Convy S u gge St PO | I Cy us @ Enforcement 0 More v

|
[ Live Policy Analysis: p9 v ] Run Experiment [) Manage Alerts

Q
® Select time range 1,150,866 total observations
Mar 28 11:21am - Mar 28 5:221pm v 5 TR TR 2 T B i S Showing Flow Observations
2
[@ Enter attributes @]
X Flow Observations ¢ @ Permitted © | ® Rejected O | ® Escaped O]
Top by Flow Observations.
.Rciccmd .Er.capnd
229 8 57 I58] |50 Consumer Names Provider Names
20+ . . | U
18+
1.6+
144
1.2+ |
108t —ar——puiems A A Pt et PP S S v S —in W10-EP27 —
0.8+
061
0.4
0.2+
00 T T T T T T T T T T G T U 2 e | = — |
11:30 12PM 12:30 1PM 1:30 2PM 2:30 3PM 3:30 4PM 4:30 5PM
Found 29 flow observations Showing
©  FlowStart Time . Policy Categor Consumer Na| Provider Namw Consumer Addr¢ Provider Addr¢ Consumer Pc Provider Port Protocol Service Name Outbound Enforcement Policy Re Inbound E
> Mar 28 1:43:50pm  REJECTED W10-EP27 —_ 172.16.60.9 172.16.210.80 0 8531 TCcP Windows Server Update Serv Default —_
> Mar 28 1:30:57pm REJECTED W10-EP27 - 172.16.60.9 172.16.210.80 0 8531 TCP Windows Server Update Serv Default —

]
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Available Now -3.10.4

Al Suggested Policies

‘tises’ Secure Workload @ | S  Primary Customer v

Segmentation

o AI workspace 174 Primary & Version: vO e v View Version History [ O Al Discover Policies ]
i Matching Inventories 73 Policies 6 Filters o Conversations Provided Services Policy Analysis Enforcement Status Enforcement 0 More v
|

a > [ @ Filter Policies ... ®] Quick Analysis Add Policy
=) Grouped ® Ungrouped Catch Al @ Deny ¢ ¥ Al Suggested Policies

- © Rank Priority Action Consumer Provider Protocols and Ports Actions
= Default 100 ® Allow @ Tetration : Workloads : Collector @ Tetration TCP : 8301 ...2 more o 0O
Xy Default 100 ® Allow 4 Tetration : Partners @ Tetration : Campus TCP : 1001 o B

Default 100 @ Allow @® Tetration : Workloads : Adhoc % Tetration : Partners TCP : 6404 ¢ o

Rows per page

< Download table data as JSON & Download table data as CSV

]
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One click away from
enforcement
with CSW




Policy ready to be enforced

< Workspaces DuslLab-InvoiceSystem

Enforced Policy Version: [p39]

Select time range

May 16 10:04am - May 16 4.04pm ~

Matching Inventories e Policies 0 Filters o

FPRIMARY ese

Conversations (@

m Version ¢ v View Version History Last Run: Feb 6, 2:38 PM @ [ P Automatically Discover Policies

Provided Services 1 Policy Analysis Enforcement Status u Enforcement Q

A Manage Alerts Stop Policy Enforcement Enforce Policies

94,539,284 total observations
| Showing Flow Observations

T
m

T
101

T T T T
41 n 1041 11 41

"
@ Enter attributes... X Filter Flows
Filtered| @ Flow Observations ~ Permitted Rejected Escaped Top contributing to the selected Flow Observations.
[ Permitted [ Rejected [ Escaped
_ Consumer Names Provider Names
800 .
RIS PP AP PSS P S O SR, cscobssw.. [N Unown R
/ ciscolabssiw... - ciscolabssiw... -
B0 : iscolabssiw .
ciseo ciscolabssiw... -
5004 ciscolabssiv... . A—— -
ciscolabssiw...
400 ciscolabssiw... .
: . ciscolabssiw... .
300 4 . I L ciscolabssiw... .
200 _/ ciscolabssiw... . ciscolabssiw... .
¢ ./// ciscolabssiw... . ciscolabssiw... .
100+ |
0 T T T T T 1 1
10:30 1AM 11:30 12PM 12:30 1PM 1:30 2 PM 230 3PM 330 4 PM
Found 46,599 Flow Observaticns
Y Timestamp T| Policy Categories T Outbound Policy Rank T| Inbeund Policy Rank T Consumer Name 1] Provider Name 1| Consumer Address T/ Provider Address T/ Consumer Port T] Provider Port 1] Protocol T
May 16 10:34:00am PERMITTED Default Default ciscolabssiwapphaproxy1db ciscolabssiwappdb?2 10.1.96.25 10.1.96.19 47110 3306 TCP
May 16 10:34:00am PERMITTED Default Default ciscolabssiwapphaproxy1db ciscolabssiwappdb?2 10.1.96.25 10.1.96.19 47134 3306 TCP
May 16 10:34:00am ESCAPED Catch All Catch All ciscolabssiwappdb?2 Unknown 10.1.96.19 10.49.166.11 44458 5640 TCP
May 16 10:34:00am PERMITTED Default Default ciscolabssiwapphaproxy1db ciscolabssiwappdb3 10.1.96.25 10.1.96.20 55552 3306 TCP
May 16 10:34:00am ESCAPED Catch All Catch All ciscolabssiwappdb3 Unknown 10.1.86.20 10.49.166.9 58560 5640 TCP
]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571 CIsco



Run Policy Experiment

< Workspaces DuslLab-InvoiceSystem

Matching Inventories @) Filters

Policies P

{ Live Policy Analysis: p39 l

Select time range

May 16 10.07am - May 16 4.07pm "_7;1—

@ Enter attributes. ..

Filtered| @ Flow Observations ~

] Permitted ] Rejected ] Escaped

800+
P e T UL BT
700+
600+
500+
4004
300

2004
.
100

0

1040 o 13
Found 47,211 Flow Observations

Y Timestamp 1| Policy Categories T

May 18 10:34:00am PERMITTED
May 16 10:34:00am PERMITTED
May 16 10:34:00am ESCAPED

© 2025 Cisco and/or its affiliates. All rights reserved.

Run Experiment X

By running an experiment you can verify the compliance of the past network traffic with
respect to current live policies, version p39.

Name

CL US23 super screensho

Start Date

a5/14/2023 12:00 PM el
End Date

05/15/2023 12:00 PM =

=
Run: Feb 6, 2:3 [ P Automatically Discover Policies

Q

Alerts [ < Run Experiment l { Analyze Latest Policies }

94,539,896 total observations
1 Showing Flow Observations

T
41

o the selected Flow Observations.

es Provider Names
ciscolabssiw... [
ciscolabssiw... [
ciscolabssiw... [
ciscolabssiw... .
ciscolabssiw... .
ciscolabssiw... .
L
Tl Service Name Tl Inbound Enforcement Policy Ra  Oui
MySQL Default De
MySQL Default De
Secure Workload Catch All Ca

BRKSEC-2571
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How does CSW enforce the Policy ?

Bare metal @ VirtuallCompute@

Process Process

(oemes  J(atons )| |[vemes ) Aiows ]

Network interface Virtual interface

Network infrastructure Hypervisor virtual network

Network infrastructure

Intent is rendered as security rules in native environment

- |P sets on Linux servers

- Windows Advanced Firewall or Windows Filtering Platform on Windows servers

alfbal ]l
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CSW-FMC Integration And Enforcement

Defense-in-depth Use Case

Secure
Workload _ 0 Defense in depth
Secure Firewall
Management Center (FMC) _ o
e Support access control policy and dynamic object
\\\ X 5 o Improved rule ordering

________ AN

| Ingest IR v @ FMC domain awareness

: Connector s

| oo S secure Firewal

| =" = Threat Defense . Topology aware policy enforcement

|

|

| s Y DS N . R .

IR | | } [ | } lgl lgl o E — = % % ‘ Support deployment across multicloud

Virtual Machines Containers Bare Metal Agent Not Supported
Segmentation policies enforcement Segmentation policies enforcement
at workloads (agent-based deployment) at firewall (agentless deployment)

]
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Use FTD to generate Netflow data for CSW

cart Redis cache TCP 6379
tn-demo
checkout cart TCP 7@70@
— - currency TCP 7080
Pvrf o1 email TCP seee
payment TCP 58851
Consumers FlreWa”/IPS product catalog TCP 3558
shipping TCP 58851
Learn workload network .
frontend adservice TCP 9555
1 cart TCP 7e7e
behaVIour checkout TCP 5858
currency TCP 7080
product catalog TCP 3558
. . recommendation TCP 8880
online-boutique ‘ shipping TCP 58051
all-services \I outside frontend TCP 8@/80@80
S Use initia“y avery recommendation  product catalog  TCP 3550
[ frontend open pohcy
J

checkout

shipping

payment
o ' ‘e,
[ product catalog ] [ cart ] [ currency

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571
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CSW-FMC Integration And Enforcement

Defense-in-depth Use Case

Secure -
Dynamic .
Workload g I | _ 0 Defense in depth
oficy é)\ Secure Firewall
— Management Center (FMC) _ o
e Support access control policy and dynamic object
\\é A o Improved rule ordering
] V\jﬁ/v\
| Ingest L v @ FMC domain awareness
| Connector .
: NSEL {‘-: Secure Firewall
| =" V= Threat Defense . Topology aware policy enforcement
|
| . L N N . . X
C D C DR ' ' .
IL [ | } [ | —— ’::‘ ’::‘ ‘\: ‘ Support deployment across multicloud
Virtual Machines Containers Bare Metal Agent Not Supported
Segmentation policies enforcement Segmentation policies enforcement
at workloads (agent-based deployment) at firewall (agentless deployment)

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571 CIsco



Enforce automatically Policy from CSW
[So e e

ﬂ cart Redis cache TCP 6379
tn-demo
checkout cart TCP 7@70@
— 3 currency TCP 7080
“Vrf 01 email TCP seee
.................................................. payment TCP 58851
Consumers : . product catalog  Tcp 3550
: Firewall/IPS shipping TCP s@es1
frontend adservice TCP 9555
cart TCP 7e7e
checkout TCP 5858
: : currency TCP 7088
H H product catalog TCP 3558
ine-bouti * recommendation TCP 8088
online-boutique C Hca .. P shipping TCP 50851
ISSIEN all-services outside frontend TCP 80/8080
N Implement policy recommendation product catalog TCP 3558
[ i suggested by CSW
J

checkout

shipping

payment
[ product catalog ] [ cart ] [ currency

]
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How does CSW enforce the Policy ?

Bare metal @ VirtuallCompute@ Firepower
Process Process Flow
[ Denies ][ Allows ] [ Denies ][ Allows ] [ Denies ][ Allows ]

Virtual interface Network infrastructure

Network interface
Network infrastructure Hypervisor virtual network

Network infrastructure

Intent is rendered as security rules in native environment

IP sets on Linux servers
Windows Advanced Firewall or Windows Filtering Platform on Windows servers

Access Policies in Firepower Threat Defense

alfbal ]l
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Workload Runtime Observability

In-Depth Visibility of Workload Estate

Vulnerabilities

. . © Enter attributes... %
* Processes information

. Y CVE 4 Package Name 1) Package Version 1) Score (V3) 11 Cisco Security Risk Score T} Base Severity (V3) 1!
* Resou rCe Consu m ptlon CVE-2024-7592 libpython2.7 2.7.17-1-18.04ubuntul1.11 7.5 50 HIGH
. . CVE-2024-7592 libpython2.7-minimal 2.7.17-1-18.04ubuntu1.11 7.5 50 HIGH
¢ Ma I ICIOUS processes CVE-2024-7592 libpython2.7-stdlib 2.7.17-1-18.04ubuntu1.11 7.5 50 HIGH
CVE-2024-7592 python2.7 2.7.17-1-18.04dubuntu1.11 7.5 50 HIGH
» Software packages
SO CVE-2024-7592 python2.7-minimal 2.7.17-1-15g8

CVE-2024-7264 curl 7.58.0-2ub

L] L] L]
* Vu I n e ra bl I ItIeS ® privileged user other user ——— user change privilege escalation has forensic event A has vulnerability A has both

* Risk-Based information

déd il Y\bid A?'

* Process-tree and forensics

6606600000000 00 ¢ o]

root: (sd-pam)

]
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Cisco Secure Workload

I Secure Workload

Vulnerabilities

B x|k =

CVSS V2 DISTRIBUTION ~ Tetration ~

© AccessVector (v2) = NETWORK and not

& Tetration

Attention: We strongly recommend you register Secure Workload cluster with a Smart Account on Cisco Smart Software Manager. The evaluation period will expire in 90 days. Take action now.

1 3 Remotely Exploitable
Higher Complexity

Access Complexity (v2) = LOW

cves @B Packages (D Workloads B Pods @
Y CVE Tl os 1l Year 1!
CVE-2017-10784 centos 2017
CVE-2017-17405 centos 2017
CVE-2019-8324 centos 2019
CVE-2020-36385 centos 2020
CVE-2017-0902 centos 2017
CVE-2020-8625 centos 2020
CVE-2018-1000074 centos 2018
CVE-2018-16396 centos 2018

Score (v2} 4

9.3

9.3

6.8

6.8

6.8

6.8

6.8

6.8

Score (v3) Tl

54

6.3

Severity (v2) Tl
HIGH

HIGH
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM

MEDIUM

Access Complexity

Confidentiality Impact

X
Base Severity (v3) 1] Access Vector (v2) 1]
HIGH NETWORK
HIGH NETWORK
HIGH NETWORK
HIGH NETWORK
HIGH NETWORK
HIGH NETWORK
HIGH NETWORK
HIGH NETWORK

Access Complexity (v2) Tl
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM

MEDIUM

Access Vector

Integrity Impact

Authentication

Severity

A i (w2) ! Ci iality Impact (vz) 1!
NONE COMPLETE

NONE COMPLETE

NONE PARTIAL

NONE PARTIAL

NONE PARTIAL

NONE PARTIAL

NONE PARTIAL

NONE PARTIAL

Integrity Impact (v2) Tl
COMPLETE
COMPLETE

PARTIAL

PARTIAL

PARTIAL

PARTIAL

PARTIAL

PARTIAL

Availability Impact

Availability Impact (v2)
COMPLETE
COMPLETE

PARTIAL

PARTIAL

PARTIAL

PARTIAL

PARTIAL

PARTIAL

© 2025 Cisco and/or its affiliates. All rights reserved.
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Differentiator: Prioritized Vulnerability Policy

Workload
Vulnerability Policy

ahile Secure Workload

Overview 3 Siwapp

SCOPE SECURITY SCORE March 31, 2025

Overall Score

Score Breakdown

31 86

Vulnerability Score Process Hash Score

Workload Score Distribution

8 total

Mar 03 Mar 05 Mar 07 Mar 09 Mar 11 Mar 13

s ®

Attack Surface Score Forensics Score

Vulnerability Score

Mar 31 11:00am
SMLAB : Workload : On-Prem : Siwapp

Average score, 8 workloads

Mar 17 Mar 19

100

Network Anomaly Score

[ = Filter Workloads ] [ == Adjust Weights ]

0

Segmentation Compliance Score

Child Scope Scores

Siwapp has no child scopes

© 2025 Cisco and/or its affiliates. All rights reserved.
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Virtual patching - Cisco Secure Firewall

FMC
: IPS Policies
N
H \
Map CVEs to
Signlatures

CSW

(o) — {e) ') le}
____________ = S U 50
Web App Db LDAP

software package —a

inventory for
workloads

© 2025 Cisco and/or its affiliates. All rights reserved.

Secure Workload agents collects CVE
data from workloads

Publish specific CVE data to Firewall
Management Center

Use Firewall recommendations to generate
precise IPS policy

Apply precise IPS policy to protect against
CVE exploits

]
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Virtual patching - Cisco Secure Firewall

CSW: Manage > Connector > FMC > Virtual Patching

tme-dc-fmc

Settings Segmentation ‘ Virtual Patching ‘ Event Log
|

Rules

Q Search by Rule Name or Description

Workloads with Published CVEs

Add Rule © Enter attributes...

Rules 1, Workloads 7

«

Y Rule Name Description Filter Query Created At Actions
critical- liwolce @ ...:Data Centers:Production:Invoice-App CVE Scorev3z9 and May 1 2023 08:18:35 S _
cves app e Attack Vector (CVSS v3) = NETWORK pm (EDT) 4 Rule Name 1l Workload Name 1! Exported
critical-cves dev-siwapp-db-3 CVEs List =
critical-cves stage-siwapp-app-3 CVEs List =
critical-cves stage-siwapp-app-2 CVEs List =
critical-cves stage-siwapp-haproxy-db CVEs List =
critical-cves dev-siwapp-db-2 CVEs List =
critical-cves stage-siwapp-app-1 CVEs List =
critical-cves :’:‘se'Siwa"’p‘hap“’xy' CVEs List =
FMC: Analysis > Hosts > Third party vulnerabilities
N | = Vulnerability Source X Vulnerability ID X ¥ IP Address X Port X Bugtraq ID X CVEID X SVID X Snort ID X Title X Description X
v | CSW|d5341dbb-4b4f-31f8-5845-111fb6fbc537|1 @ 2000042 [1192.168.18.7 2022-1271 12936 300301 2022-1271 CSW-3.8.0.29.devel, 20230502030004Z
v | CSW|d5341dbb-4b4f-31f8-5845-111fb6fbc537|1 ‘5} 2000073 [1192.168.18.6 2022-1271 12936 300301 2022-1271 CSW-3.8.0.29.devel, 20230502030004Z
v | CSW|d5341dbb-4b4f-31f8-5845-111fb6fbc537|1 @ 2000117 [3192.168.17.10 2022-1271 12936 300301 2022-1271 CSW-3.8.0.29.devel, 20230502030005Z
v | CSW|d5341dbb-4b4f-31f8-5845-111fb6fbc537|1 @L 2000052 [1192.168.16.7 2022-1271 12936 300301 2022-1271 CSW-3.8.0.29.devel, 20230502030004Z
v | CSW|d5341dbb-4b4f-31f8-5845-111fb6fbc537|1 @ 2000027 [ 192.168.16.6 2022-1271 12936 300301 2022-1271 CSW-3.8.0.29.devel, 20230502030004Z
v | CSW|d5341dbb-4b4f-31f8-5845-111fb6fbc537|1 x@f‘t 2000116 [31192.168.16.5 2022-1271 12936 300301 2022-1271 CSW-3.8.0.29.devel, 20230502030005Z
v | CSW|d5341dbb-4b4f-31f8-5845-111fb6fbc537|1 @ 2000089 [31192.168.15.10 2022-1271 12936 300301 2022-1271 CSW-3.8.0.29.devel, 20230502030005Z

© 2025 Cisco and/or its affiliates. All rights reserved.
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ACI Integration
2. Scope to VRF

High Level Architecture
Mapping and
Discovery
Integration Highlights
Telemetry via agents installed on workloads

3. Enforcement on
TCAM and labels

APIC and constant
monitoring 4 APIC TCAM and labels
N -« .
«[=]- Policies Policies ‘
(’J,\) A - New ACI Connector (Secure Workload):
t .
AHE ARE onneetor / - Workload Discovery
!  Policy optimization and TCAM monitoring
‘ ‘ ‘ ‘ ‘ ‘ H - Dynamic push ESG contracts on ACI

i i I

: .. |

I

I

I

]

. . . . /

¢ ¢ ¢ === (X NN ¢ 0 ¢ == ¢ 0 ¢ === ’,
I

e 1. Telemetry |
p— = = from Agents H
0 O) ° O N
o) © () w, !
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Secure Workload Objects and Policy Mapping

\\
eSESTETEELE o |
// Secure N :
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| Scope 1

I | 1
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| Others 1 :
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Secure Workload Policies to ACI Contracts
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Network Centric & Application Centric Design

Network Centric

A security group
in 1 subnet

Multiple security groups
in 1 subnet

Bridge Domain
10.0.0.254/24

Bridge Domain
10.0.0.254/24

EPG (VLAN 10)

|
g

10.0.0.1

|
g

10.0.0.3

g

10.0.0.2

Need more granular
security group

© 2025 Cisco and/or its affiliates. All rights reserved.

EPG EPG EPG
EVLAN 11J EVLAN 12J EVLAN 13J
| | |
" o "

10.0.0.1 10.0.0.3
10.0.0.2

What if multiple subnets
need to share the same
security rules?

Application Centric

Security groups across
subnets

Bridge Domain
10.0.0.254/24
20.0.0.254/24

[ EPG J[ EPG }
(VLAN 11) (VLAN 12)
| ‘ |
R > e

10.0.0.1 20.0.0.1
10.0.0.2

Sharing a broadcast domain
brings another security
concern

BRKSEC-2571

==5.0==
Endpoint Security Group
(ESQG)

Security groups across
bridge domains

BD BD
10.0.0.254/24|120.0.0.254/24

(EPG EPG EPG
\(11)}[(12)} [ (VLAN 20) ]
) |

f | N
"h' "h‘
. - .
10.0.0.1 ‘ 20.0.0.1
10.0.0.2
ESG ESG
A 4\ Yy
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&>

Flexible security grouping
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Bare Metal...virtual... What
about Containers ?7?7?




Application Dependency Mapping

Kubernetes Policy Discovery - Pod/Services/Namespaces/Node/Cluster and More!

Cluster

user-db *
W & ¢ & 0
Name
@ user-db
Description
The cluster was formed from the following sources: Service name: user-db
Query (5 alternates)
# orchestrator_system/service_name = user-db and s orchestrator_system/namespace = sock-shop
caw-tme-account
Neighbors 1 ~
us-west-2
@ user-5bd96d75fb-mbSdg
! VA
{@ Enter attributes... / @] Search Inventory
e Frarca o @
) Services 1 Pods (0 Wol ds 0 IP Addresses @ 0@
10f 1 Services Actions
@  ServiceType - ServiceName = Scope Name - korchestrator_applicati -
ClusterlP user-db @ ... : Production : csw-cilium-demo : sock-shop .5 more ¢ — -
Cormmor Services
Cluster %
user-5bd96d75fb-mb5dg
¢ & 0
P
@ user-5bd96d75fb-mbSdg
Description
The cluster was formed from the following sources: ReplicaSet name: user-5bd96d75fb
Query (5 alternates)
. ( sorchestrator_name -user and % orchestrator_pod-template-hash - 5bd96d75fb ) and
k*wwmmh\lwee = sock-shop
/
Neighbors 3 ~
@ front-end-5c9bfbfB94-gxfas
@ user-db
@ user-db-5dc5¢5f488-nnfzr
/
@ Enter attributes... / @]
Services © Pods 1 rkloads 0O IP Addresses @ 0
10f1Pods Actions v
@  PodName Address - Scope Name * orchestrator_applic
user-5bd96d75fb-mb5dg  10.0.1.243 @ ... : Production : csw-cilium-demo : sock-shop .5 more ( —

]
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Application Dependency Mapping

Kubernetes Policy Discovery - End-to-End Discovery

Scope
...: Common-Services: Terminal Services

Full scope details

Name
% ...: Common-Services : Terminal Services

Primary Workspace
Terminal Services

Query
* application = terminal-service

/

[ @ Enter attributes... /

o) =250

Services 0 Pods 0 Workjbads 5 IP Addresses © 1

5 of 5 Workloads Actions v
©  Hostname Address .k applicati * * functii % data_type * envil
h4-dmz-rdshost2 172.20.0.72 ¢ terminal-service /£ nis2 o — & — & corn
ha-dmz-rdshost1 172.20.0.71 £ terminal-service & nis2 o — & — & cor
Setvices Scope
- X
...:acme-saas-prod-vpc-aws: SaaS Finance App
Full scope details
(o) ( Name )
£3 ...: acme-saas-prod-vpc-aws : SaaS Finance App
\ Primary Workspace
Saa$ Finance App
Query
K * orchestrator_application = SaaS-Finance or % = SaaS-Finance-App-Tier-Auto-Scale
[(D Enter attributes... / ®] Search Inventory
Services 0 Pods © Workloads 9 IP plidresses @ 0
9 of 9 Workloads Actions v
@  Hostname Address B icati £ £ i functii * data_type *env
i-0f7165dbfb0874601 10.255.12.109 & — & — & — &— & —
i-0b22ced6f90273a4d  10.25512.47 & — & — & — & — & —

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571
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Moving to cloud Native




Why Do Customers Use Kubernetes?

—_————————
' \ API server
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provider Cloud controller
- API manager
o N 5,

\ kubelet
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I kubelet, kubelet, kubslet, kube-proxy
R, sched |
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| . schad.
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e ———— Control plane —————-

|
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H | Controller @
H I manager =
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« Scalability

Kubernetes allows applications to scale up or down automatically based on demand,
ensuring optimal performance and cost efficiency for both small businesses and large
enterprises.

High Availability & Reliability

Kubernetes provides automated failover, self-healing, and load balancing, which help

maintain application uptime and stability even during failures or traffic spikes.

Automation & Operational Efficiency

By automating deployment, scaling, updates, and rollbacks, Kubernetes reduces
manual intervention and operational overhead, freeing teams to focus on innovation.

Cost Optimization

Kubernetes maximizes resource utilization by efficiently distributing workloads,
reducing idle capacity, and helping businesses avoid over-provisioning infrastructure.

Faster Time to Market

Kubernetes supports rapid development and deployment cycles, enabling continuous
integration and delivery (CI/CD) practices, which accelerate feature releases and
business agility.

Multi-Cloud & Hybrid Flexibility

Kubernetes enables workloads to run seamlessly across on-premises, public, or
hybrid cloud environments, helping organizations avoid vendor lock-in and optimize
their cloud strategy.

Improved Security & Ecosystem Support

Kubernetes benefits from a robust open-source ecosystem, with extensive tooling for
monitoring, security, and integration, supporting enterprise-grade requirements.
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Why Do Customers Use Kubernetes?
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« Scalability

Kubernetes allows applications to scale up or down automatically based on demand,
ensuring optimal performance and cost efficiency for both small businesses and large
enterprises.

High Availability & Reliability

Kubernetes provides automated failover, self-healing, and load balancing, which help

maintain application uptime and stability even during failures or traffic spikes.

Automation & Operational Efficiency

By automating deployment, scaling, updates, and rollbacks, Kubernetes reduces
manual intervention and operational overhead, freeing teams to focus on innovation.

Cost Optimization

Kubernetes maximizes resource utilization by efficiently distributing workloads,
reducing idle capacity, and helping businesses avoid over-provisioning infrastructure.

Faster Time to Market

Kubernetes supports rapid development and deployment cycles, enabling continuous
integration and delivery (CI/CD) practices, which accelerate feature releases and
business agility.

Multi-Cloud & Hybrid Flexibility

Kubernetes enables workloads to run seamlessly across on-premises, public, or
hybrid cloud environments, helping organizations avoid vendor lock-in and optimize
their cloud strategy.

Improved Security & Ecosystem Support

Kubernetes benefits from a robust open-source ecosystem, with extensive tooling for
monitoring, security, and integration, supporting enterprise-grade requirements.
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Kubernetes - The New Standard To Deploy Applications

A Hybrid and Multi-Cloud Infrastructure Layer Supporting Both Modern & Legacy Workloads

. ‘ &

Containers Al /| ML Workloads Legacy VM Workloads
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Why Do Customers Use Kubernetes?

—_————————
' \ API server
Cloud
provider Cloud controller
- API manager
o N 5,

\ kubelet

' (5) (&) (£)
I kubelet, kubelet, kubslet, kube-proxy
R, sched |
O LO L@
| . schad.
Control Plane I k-proxy, K-proxy, k-proxy,

e ———— Control plane —————-

|
| 9
= { (optional) G
H
H | Controller @
H I manager =
r\ |
——— | s
“_ Node Node Node (persistence slnre]e °
apl
&

Node

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571

« Scalability

Kubernetes allows applications to scale up or down automatically based on demand,
ensuring optimal performance and cost efficiency for both small businesses and large
enterprises.

High Availability & Reliability

Kubernetes provides automated failover, self-healing, and load balancing, which help

maintain application uptime and stability even during failures or traffic spikes.

Automation & Operational Efficiency

By automating deployment, scaling, updates, and rollbacks, Kubernetes reduces
manual intervention and operational overhead, freeing teams to focus on innovation.

Cost Optimization

Kubernetes maximizes resource utilization by efficiently distributing workloads,
reducing idle capacity, and helping businesses avoid over-provisioning infrastructure.

Faster Time to Market

Kubernetes supports rapid development and deployment cycles, enabling continuous
integration and delivery (CI/CD) practices, which accelerate feature releases and
business agility.

Multi-Cloud & Hybrid Flexibility

Kubernetes enables workloads to run seamlessly across on-premises, public, or
hybrid cloud environments, helping organizations avoid vendor lock-in and optimize
their cloud strategy.

Improved Security & Ecosystem Support

Kubernetes benefits from a robust open-source ecosystem, with extensive tooling for
monitoring, security, and integration, supporting enterprise-grade requirements.
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Why Do Customers Use Kubernetes?
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« Scalability

Kubernetes allows applications to scale up or down automatically based on demand,
ensuring optimal performance and cost efficiency for both small businesses and large
enterprises.

High Availability & Reliability

Kubernetes provides automated failover, self-healing, and load balancing, which help

maintain application uptime and stability even during failures or traffic spikes.

Automation & Operational Efficiency

By automating deployment, scaling, updates, and rollbacks, Kubernetes reduces
manual intervention and operational overhead, freeing teams to focus on innovation.

Cost Optimization

Kubernetes maximizes resource utilization by efficiently distributing workloads,
reducing idle capacity, and helping businesses avoid over-provisioning infrastructure.

Faster Time to Market

Kubernetes supports rapid development and deployment cycles, enabling continuous
integration and delivery (CI/CD) practices, which accelerate feature releases and
business agility.

Multi-Cloud & Hybrid Flexibility

Kubernetes enables workloads to run seamlessly across on-premises, public, or
hybrid cloud environments, helping organizations avoid vendor lock-in and optimize
their cloud strategy.

Improved Security & Ecosystem Support

Kubernetes benefits from a robust open-source ecosystem, with extensive tooling for
monitoring, security, and integration, supporting enterprise-grade requirements.
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Kubernetes - The New Standard To Deploy Applications

A Hybrid and Multi-Cloud Infrastructure Layer Supporting Both Modern & Legacy Workloads
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Ok but, where is my network ?
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Key K8 Components - Services

Pods are ephemeral

and dynamic

/ Cluster

D Ingress managed
load balancer

Ingress
Controller

User Ingress

Service provides a single DNS name for a set
of Pods and can load-balance across them

Service is an abstraction which defines a logical \ Service provides stable /
set of Pods and a policy by which to access endpoint IP and name

them
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Kubernetes Networking

Name: a-svc
IP: 172.5.24.11
NodePort: 3150

Pod Network (10.0.0.0/16)

10.0.1.6 10.0.1.33

node NOde 1 node NOde 2
| 192.168.50.4 | 192.168.50.11

Node Network (192.168.0.0/16)

alfbal ]l
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Complicated Policy Enforcement
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Kubernetes Networking

Il Control Plane !
I |
= s
|

/

Pod Network (10.0.0.0/16)
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»
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pod pod
10.0.1.6 10.0.1.33 10.0.3.4 10.0.3.7
D 0
o0 o0
o &9,
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Node Network (192.168.0.0/16)
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The Network has Always Been Essential to Applications

But Kubernetes Environments Are Challenging for Enterprise Infrastructure Teams

IP Address IP Address IP Address
O 5
o
% %S (@
Scale & . I o
Performance Security Reliability Observability

Routers & Firewalls Load Tap;,EWQS,
Switches & VPNs Balancers
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The Network has Always Been Essential to Applications

But Kubernetes Environments Are Challenging for Enterprise
Infrastructure Teams

IP Address IP Address IP Address

Kubernetes

T
©

T

peﬁﬁf,',?aﬁce Security Reliability Observability
Routers & Firewalls Load Taps, Logs,
Switches & VPNs Balancers SIEM
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The Network has Always Been Essential to Applications

But Kubernetes Environments Are Challenging for Enterprise

Infrastructure Teams

IP Address IP Address IP Address

Kubernetes

APP

Micro-service

T
©

T

Peffgf:ﬁa%‘ _, Security Reliability Observability
Routers & Firewalls Load Taps, Logs,
Switches & VPNs Balancers SIEM
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g powers many things

Capabilities For Your Cloud Native Journey
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. (_-cm u Wireguard DSR Maglev L3/L4 Egress Gateway - Multi-Cluster fluentd

Kubernetes Container VM Metal
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This is Why Cisco Acquired Isovalent.

It’s the Technology Foundation for Cisco’s Hybrid & Multi-Cloud Networking & Security Strategy

Networking, Security Policy, and Observability, Consistent Across All Enterprise Infrastructure

Kubernetes

Application

Workloads ° ° Q

Consistent Isovalent Enterprise CNI
Network & Security
Platform
l D00 D00 000 D00
Cisco Hrdw Private Cloud
Any Transport — —
On Prem

VMware / OpenShift / Private Cloud / Colo
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Where is my interface and network cabling

Kubernetes CNI Explained

Concepts of Kubernetes Container Network Interface (CNI)

CNI (Container Network Interface)
A framework for configuring network interfaces in Linux containers.

Plugins
Responsible for setting up networking for pods. Examples include Calico, Flannel, and Weave

Network Namespace
Isolates network resources like IP addresses and interfaces for each pod.

IPAM (IP Address Management)
Allocates and manages IP addresses for pod interfaces.

Benefits
Provides modularity, flexibility, and ensures interoperability between different networking so

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKSEC-2571

Kubernetes Service Mesh Explained

Concepts of a Kubernetes Service Mesh

Service Mesh
A dedicated infrastructure layer for managing service-to-service communication.

Data Plane
Handles the communication between services by proxying requests.

Control Plane
Manages the configuration and policy enforcement for the data plane.

Sidecar Proxy
A proxy deployed alongside each service instance, intercepting and managing network traffic.

Benefits
Provides observability, security, and traffic management without altering application code.
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Key Functions of a CNI Plugin

IP Address Management (IPAM)

CNI plugins are responsible for assigning
IP addresses to pods, ensuring that each
pod has a unique IP address within the

cluster.

© 2025 Cisco and/or its affiliates. All rights reserved.
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https://isovalent.com/labs/cilium-ipam/
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f
vi.Node
metadata:
name: nodel
spec:
--- podCIDR: 10.1.1.8/24
podCIDRs: :I or
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- 2002:1:1::/96
.
3 090 Fa
&2
< cilium 7

Certified by
G ISOVALENT

]
cisco




Key Functions of a CNI Plugin

Network Isolation Lttt
Network Isolation in Kubernetes
[Namespace: dev] [Namespace: prod] [Namespace: test]
[Pods] [Pods] [Pods]
<---- Default: All pods can talk to each other ---->

[NetworkPolicy applied to prod namespace]
- Some arrows between pods/namespaces are blocked
- Only allowed traffic passes (e.g., API -> DB)

kind: NetworkPolicy
spec:
podSelector: { app: db }
ingress:
- from: { app: api }

CNIls can implement network policies to
control the traffic flow between pods. This
helps in ensuring security and compliance
by isolating workloads as needed.

|

|

|

|

|

|

|

|

|

|

|

| Example Policy:
|

|

|

|

|

|

| Key Functions:

| - Namespace-based logical isolation
| - Fine-grained traffic control

| - Enforced by CNI plugin

| - Supports security & compliance

GETTING STARTED

[j_o Ho,_\\
.| K
<°:C—2° €W °§:>>
© tetragon &7

Certified by
G ISOVALENT

https://isovalent.com/labs/tetragon-getting-started/ .
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Key Functions of a CNI Plugin

Routing and Connectivity

Noc

A CNI plugin configures the underlying network to
ensure that pods can communicate with each
other, regardless of the node they are running on.
This involves setting up appropriate routing rules
and network bridges.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Key Functions of a CNI Plugin

Integration with Host Networking

0" 3
¥

CNI plugins manage the integration
between the container network and the
host network. This includes setting up
network interfaces and ensuring correct
routing of traffic to and from the pods.

© 2025 Cisco and/or its affiliates. All rights reserved.

Node 192.168.1.1

Pod

10.10.10.1
[ etho |

are]|
[ etho }

HTTP Request

cilium

| | Pkt | Pkt

Eth IPv4 | TCP | Payload

I_'_I'
192.168.11 = google.com

https://isovalent.com/labs/ebpf-getting-started/

BRKSEC-2571
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eBPF - Extended Berkely Packet Filter

Makes the kernel programmable in a secure and efficient way

\ UDP throughput (forward Mpps) TCP throughput (input Gbps) iptables
"W ——————— bpf-iptables

Userspace - #’s of rules ﬁ #’s of rules

app

1000 2000 4000 00 500 1000 2000 4000

—————————————————————————— System calls

/ \ - eBPF runs in a restricted execution environment
Kernel Files = Networking «< L :
- - Before eBPF script is compiled:
— » Verifier ensures things such as memory safety
Memory 1 Processes - _
* Hardening process

(program execution protection, mitigation against spectre,

eBPF yrogram constant blinding, ...)

/ - eBPF can only access pre-approved
kernel functions and data structures

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571 CIsco



Micro-Segmentation

Label based East-West Application or Multi-tenet Security Enforcement

(

jobs-frontend.yaml

role: frontend
app: jobs

Q identity = 10

© 2025 Cisco and/or its affiliates. All rights reserved.

jobs team

|

jobs-policy.yaml

\

jobs-backend.yaml

role: backend
app: jobs

Q identity = 20

store team

l

store-frontend.yaml

BRKSEC-2571

role: frontend
app: store

Q identity = 30




APl-Aware Security

Safely Secure API Endpoints by filtering Protocols, Methods and Paths

[

jobs-frontend.yaml

role:

app:

frontend

jobs

% identity =10

jobs-policy.yaml

GET / v

|

jobs-backend.yaml

© 2025 Cisco and/or its affiliates. All rights reserved.

PUT /applicants x

BRKSEC-2571

role: backend

app: jobs

% identity = 20

cilium

]
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DNS-aware Cilium Network Policy

Worker Node

— resolve www.mydomain.io

Worker Node

+ A130.57.66.19

Allowed egress:
130.57.66.19

HTTP Request

G

© 2025 Cisco and/or its affiliates. All rights reserved.

¥ | www.mydomain.io

P‘ kube-dns

apiVersion: "cilium.1io/v2"

kind: CiliumNetworkPolicy

[...]

Specs:

- endpointSelector:
matchLabels:

app: frontend

egress.

- toFQDNs:

- matchName: "*.mydomain.io"

toPorts:
- ports:
- port: "443"
protocol: TCP

BRKSEC-2571
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Transparent Data Encryption

___________________________________________________________________________

Cluster

=) Node @cilium

1

.

. -

==

" oniers 18 it |

]

1

]

1

]

]

]

]

]

1

]

]

]

]

]

]

! '

! 1

! 1

! 1

: [ backend L. 24 frontend 7
1

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

1
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Hubble CLI %

hubble

S —— R —— R ——

e % Fa N ' “

Hubble is a fully | Metrics ! | ServiceMap Ul ! | Flow Inspection |
distributed networking L L 30 o .«
and Securlty Observablllty : Grafana  prometheus E : Hubble Ul i : Hubble CLI ./Jq E

platform for cloud native . RN AN ’
workloads. Hubble is
open source software . \ / .

and built on top / Node % Node \
of Cilium and eBPF to

enable deep visibility into & pod ] %" Hubble [ pod ] [¥°Hubble
the communication and 1 : \ r— Y[ : ,
g Od g
behaviour of services as = ) |eiiom ?'l'um, ;—E P ) i (I:'l'um.
well as the networking ( aBPF ) ) pod | 7 @‘BPF

. > L

infrastructure in a
completely transparent
manner.

AN J

]
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http://github.com/cilium/cilium
http://docs.cilium.io/en/stable/bpf/

Basic Lab Deployment - Netpolicy - validate
& 7 =

hubble :~# hubble observe --pod client --protocol icmp

default ..~ client (ID:12606) -> server-default (ID:3255) to-stack FORWARDED (ICMPv4 EchoRequest)

.~ client (ID:12606) <> server-default (ID:3255) policy-verdict:none INGRESS DENIED (ICMPv4 Ec
.~ client (ID:12606) <> server-default (ID:3255) Policy denied DROPPED (ICMPv4 EchoRequest)

.~ client (ID:61243) -> server-jupiter (ID:31088) policy-verdict:L4-Only EGRESS ALLOWED (ICMPv

.~ client (ID:61243) -> server-jupiter (ID:31088) to-stack FORWARDED (ICMPv4 EchoRequest)
.~ client (ID:61243) -> server-jupiter (ID:31088) to-endpoint FORWARDED (ICMPv4 EchoRequest)

.~ client (ID:61243) <- server-jupiter (ID:31088) to-stack FORWARDED (ICMPv4 EchoReply)

erver-juniper

.~ client (ID:61243) <- server-jupiter (ID:31088) to-endpoint FORWARDED (ICMPv4 EchoReply)
:~# hubble observe --pod client --protocol icmp --last
50 --verdict=DROPPED

.~ client (ID:12606) <> server-default (ID:3255) policy-verdict:none INGRESS DENIED (ICMPv4 Ech

.~ client (ID:12606) <> server-default (ID:3255) Policy denied DROPPED (ICMPv4 EchoRequest)

2

MacBook Air

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571 Ccilsco



Basic Lab Deployment - Netpolicy - validate

hubble

default

erver-juniper

Client

© 2025 Cisco and/or its affiliates. All rights reserved.

¢¢? Hubble UI Your feedback
o . from « to namespace=tenant-jobs X Add filter -+ Clear filters
. Overview
Network
ED wora
T Connections © o0 Ter
& Policies
tenant-jobs
Namespace Iobs-app-entity-operator
(O Show clusterwide data
tenant-jobs - x
crawler resum:
Flows verdict = . ===
Any verdict s coreapi
@ - 0080 - TcR
Aggregate oS strimzi-cluster-operator
Visual filters
[] Host service
LY
[] Kube-DNS:53 pod eu Vv
D Remote node Src Clu... Src Names... Srciden..: DstClu... Dst Names... Dst Iden.. DstP..:| L7k Traffic Direc.... Ver... TCP Fl... Auth T... Timesta...
[] Prometheus app default tenant-jobs resumes default tenant-jobs coreapi 9080 — egress forw... ACKFIN 2825/8...
default tenant-jobs coreapi default tenant-jobs elastics... 9200 — egress forw... ACKP... 2025/0...
default tenant-jobs coreapi default tenant-jobs elastics... 9200 — egress forw... ACK
default tenant-jobs coreapi default tenant-jobs elastics... 9200 — egress forw... SYN
default tenant-jobs resumes default tenant-jobs coreapi 9080 — egress forw. ACKP...
default tenant-jobs resumes default tenant-jobs coreapi 9080 — egress forw... ACK
default tenant-jobs resumes default tenant-jobs coreapi 9080 — egress forw... SYN
O default tenant-jobs resumes default tenant-jobs coreapi 9080 — egress forw... ACKFIN
default tenant-jobs coreapi default tenant-jobs elastics... 9200 — egress forw... ACKP... 2025/80...
B MNotifications default tenant-jobs coreapi default tenant-jobs elastics... 9200 — egress forw... ACK 2825/0...
default tenant-jobs coreapi default tenant-jobs elastics... 9200 — egress forw... SYN 2825/0...
283.5 flows/s = 3/3 nodes default tenant-jobs resumes default tenant-jobs coreapi 9080 — egress forw... ACKP.. 2025/8...
dafaul i RS g siob " aooo £ ACIC Soocio

MacBook Air

BRKSEC-2571




Is there a GUI?
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tart with App Dependency Map & DNS visibility

1 Terminal 1 >_ |2 Terminal 2

5 Overview
Network

: ? Connections

& Policies

Runtime

T Processes sema

Namespace

endor v

Flows verdict

4

Any verdict

Aggregate flows

Visual filters
[] Host service

Kube-DNS:53 pod
[ ] Remote node
[} Prometheus app

® Notifications

® 135.5 flows/s « 3/3 nodes

© 2025 Cisco and/or its affiliates. All rights reserved.

¢ “ Hubble Ul

from « to namespace-endor X

Src Cluster

default
default
default
default
default
default
default
default
default
default

Src Namespace

endor
endor
endor
endor
endor
endor
endor
endor
endor

endor

@ world
@

@]

endor

¢ B Grafana </> Editor Your feedback

Add filtter -+

TP

@ swapi.dev

@ a3 Tee

@ disney.com

TcP

deathstar
.$ tiefighter '

@ TCP

kube-dns

@ UDP - DNS
Src Identity Dst Cluster Dst Namespace Dst Identity Dst Pori
tiefighter swapi.dev 443
tiefighter default kube-system kube-dns 53
tiefighter default kube-system kube-dns 53
tiefighter disney.com 443
tiefighter default kube-system kube-dns 53
tiefighter default kube-system kube-dns 53
tiefighter default kube-system kube-dns 53
tiefighter default kube-system kube-dns 53
tiefighter default kube-system kube-dns 53
tiefighter default endor deathstar 80

BRKSEC-2571

L7 info
-DNS
->DNS

- DNS
-DNS
-DNS
- DNS

Traffic Direction

egress
egress
egress
egress
egress
egress
egress
egress
egress

egress

Verdict

forwar...
forwar.

forwar...
forwar...
forwar.

forwar...
forwar...
forwar...
redire...

forwar...

TCP Flags
SYN

SYN

SYN

Auth Type

Clear filters

RA

ey Vv

Timestamp

]
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Explore microservice interactions

1 Terminal 1 >_ @ Terminal 2 ¢ % Hubble Ul ¢ 8 Grafana </> Editor Your feedback

= 0 = from & to identity=3970 m from & to namespace=endor m from < to workload=deathstar X Add filter Clear filters
o verview

Network

a3 ¢ Connections

. Policies

Runtime

w
% | Processes gema

endor

deathstar

Namespace @ @ T

tiefighter

endor v

Flows verdict

“»

Any verdict

Aggregate flows

Visual filters
[] Host service

Kube-DNS:53 pod KA

Yy W
[] Remote node

Src Cluster :  Src Namespace: Src Identity Dst Cluster Dst Namespace : Dst Identity Dst Pori: L7 info Traffic Direction :  Verdict TCPFlags: Auth Type Timestamp

D Prometheus app default endor tiefighter default endor deathstar 80 — egress forwar... SYN 202

default endor tiefighter default endor deathstar 80 — ingress forwar... SYN 2025

-® Notifications

139.3 flows/s « 3/3 nodes

]
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Visualize policy

>_ W Terminal1

Y Overview
Network

: f Connections

& Policies

Runtime

£ Processes ea

Namespace

endor s

Flows verdict

4

Any verdict

Aggregate flows

Network policies
=2 Filters applied

(O Visualize all

B

-] deathstar -

CDLS
-® Notifications

143.2 flows/s « 3/3 nodes

© 2025 Cisco and/or its affiliates. All rights reserved.

2| Terminal 2 ¢’ “ Hubble Ul

)

from ¢ to identity=3970 m from « to namespace=endor m from « to workload=deathstar X

@ Outside Cluster

Any endpoint

{ In Namespace
endor

Any pod

In Cluster

Everything in the cluster

+
=z
@
=

(1) K8S | &8 Cilium
apiVersion: cilium.io/v2
kind: CiliumNetworkPolicy
metadata:
name: deathstar
namespace: endor
spec:
endpointSelector:
matchLabels:
org:.: empire
class: deathstar

- ® O O NOoO kR WN =

[

BRKSEC-2571

Grafana Editor

{3 e

naress
Detauit Allow

org=empire
class=deathstar

ir feedback

Earess
Default Allow

{¥ Preferences

Src Identity
tiefighter
tiefighter
tiefighter
tiefighter

Add filter -+

@ Outside Cluster

Any endpoint

{ In Namespace
endor

Any pod

-:_E;- In Cluster
Everything in the cluster

Kubernetes DNS

Dst Identity Traffic Direction
deathstar egress
deathstar egress
deathstar ingress
deathstar ingress

Clear filters

Verdict

forwarded
forwarded
forwarded

forwarded

]
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Add layer 7 visibility and enforcement

1 Terminal 1 >_ 12 Terminal 2 ¢ % Hubble Ul ¢’ B Grafana </> Editor Your feedback
. o . from & to  identity=3970 m from & to namespace=endor m from « to workload=deathstar X Add filter -+ Clear filters
e verview
Network endor

& | Connections

qga(hstgr
& Policies P <) TCP - HTTP

Mlrequest-landing

. tiefight: © posT
Runtime | =

T Processes eema

Namespace

endor v

Flows verdict

Any verdict s .
Yy v %_ .Itac ‘dea‘i‘lroyer
Aggregate flows
Visual filters m!\lenlum‘ralcon
[ ] Host service ‘
Kube-DNS:53 pod —_—
4]
["] Remote node ) ‘ ) N ) )
Src Cluster : Src Namespace: Srcldentity : DstCluster : Dst Namespace: Dst Identity Dst Pori: L7 info Traffic Direction : Verdict : TCPFlags: Auth Type : Timestamp
D Prometheus app default endor tiefighter default endor deathstar 80 = POST , ingress forwar...
default endor tiefighter default endor deathstar 80 — ingress redire..  SYN
default endor tiefighter default endor deathstar 80 - POST . ingress forwar...
default endor tiefighter default endor deathstar 80 — ingress redire..  SYN
O s default endor tiefighter default endor deathstar 80 — egress forwar... SYN 2025/82/...
" default hoth x-wing default endor deathstar 80 — ingress dropp... SYN
g . default hoth millenium-... default endor deathstar 80 — ingress dropp... SYN
® Notifications :
default hoth star-destr...  default endor deathstar 80 — ingress forwar... SYN
default endor tiefighter default endor deathstar 80 — ingress forwar. SYN
130.0 flows/s « 3/3 nodes
default hoth star-destr... default endor deathstar 80 — egress forwar... ACK

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571
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A
Manual

Innovations from Isovalent
Automated by Hypershield

Autonomous

@ Outside Cluster +
Any endpoint J
0.0.0.0/0 ® - :443
y
{ } In Namespace + In Namespace
finance {} finance
Any pod o - e B
app=finance-frontend — 1443
y
:E; In Cluster +

Everything in the cluster

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571

@ Outside Cluster

Any endpoint

{MiPGEE K own and*

P nL)l( golgnown

vulnerabilities
app=finance-backend 13306

 Surgical mitigating
controls

-.5§?rgtgag,ﬂ,on within

minutes, while app
Everything in the cluster
€eps running

Kubernetes DNS

-

Allow DNS

]
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Zero Trust coverage for apps from on-premises to cloud

Cisco Security Cloud Contro

Windows Desktop

@ On-Prem

rackspace
AGENTS AGENTS \echnology

Windows Server

S et S s 4 7_,1“ o)
" L = ) ® _
ecure Firewa - - . Alibaba Cloud Firewalls
IBM AIX .

SECURITY GROUP NETWORK SECURITY GROUP EQUI N"I X Data Center Fa brlc (SDN)
R
— AR

-
|
Oracle Linux L= @R’

__orAcLE NVIDIA Smart NIC (DPU)
Centos, Rocky, .
Alma Linux Container Bare Metal

Loadbalancer (ADC)

Oracle Solaris

SECURE FIREWALL

AWS, GCP, Azure
SECURE FIREWALL SECURE FIREWALL SECURE FIREWALL

Ubuntu, Debian

VPC Sec VNET Sec VPC Sec
SUSE Linux

Security Group

VPC/VCN Sec

Network Security Group
On Premise
RedHat Linux

Public Cloud

Cloud Network Firewall
Amazon Linux

L _
L1 Containers
L

Bare Metal Servers MW

Multicloud Defense*
Virtual Machines
OpenShift

NVIDIA Smart NIC (DPU)
Kubernetes

User Identity Tags and Labels Vulnerability

Threat Feed Application Encryption Domain/FQDN Cisco Security Risk Score
© 2025 Cisco and/or its affiliates. All rights reserved.

BRKSEC-2571




to the Cloud...




Two new parameters to consider in Cloud

\aWS, £Y Google Cloud

A Azure  (oves

New Infrastructure skills for each Service
Cloud Providers

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571

Faa$S
(Apps)

=\

Public Cloud Service Model

alfret
cisco



laaS compared to PaaS Compared to FaaS

Manage :
- code
Manage : 1 Manage :
- Network services - Network limited
- Operating Systems Faas - Applications
- Framework (Apps)

- Applications

/ N
EELS
(Infrastructure)




The way we do it in the Cloud...

rrrrrrrrrrrr

Securi bzt Earens
Groups 55 o
|>||‘_‘||4 >||‘_’||q >||‘j|q e il | I l hh -~ - —
Secuity VPC/VNeL asco SECURE
etwor r etwor

cccccc access access
control Iist ~ contro Iist ~ contro | list
Spoke VPC/VNet2

Public Cloud - Firewall Host based
Infrastructure (Multicloud Defense, FTDv) Firewall

'
© 2025 Cisco and/or its affiliates. All rights reserved. TECSEC-2011 . csco



Macrosegmentation in the Cloud

Security Groups and Network Access list

Web Subnet

Security
Groups

|

Network
access
control list

© 2025 Cisco and/or its affiliates. All rights reserved.

App Subnet

EC2-ap

Security
Groups

o| @]

Network
access
control list

BRKSEC-2571

DB Subnet

EC2-DB

Security
Groups

b‘[‘j‘d

Network
access
control list

]
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Use security group as Source within VPC

Inbound rules info

Security group rule ID Type Info
sgr-Oe10062e4544d68b7 SSH
- ALLICMP - IPv4

© 2025 Cisco and/or its affiliates. All rights reserved.

Protocol

TCP

Info

Port range Source Info Description - optional Info
Info
‘ 93.6.40.55/32 x‘
All Custom w Q
sg- X
0348c8d389e1ad1bd
]
BRKSEC-2571 cisco



Back to Network security with
Firewall




FTD insertion with HA

¥
VPC-fabastro Internet ggteway

Public
Subnet

Availability Zone - US-east-1a

web Subnet App Subnet DB Subnet

VPC
-

ST 4= I ¢ -\ D ¢ I

-
I Availability Zone - US-east-1b I
1 1
I : I
: Public I‘%l Web Subnet I'%l App Subnet I_%l DB Subnet I
Subnet N :
I
I o e s I
! i i i !
: EC2-www EC2-app EC2-DB :
L ;

]
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Limits of this design
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Security Insertion with Service VPC

Cluster_mgnt
10.203.0.0/16

r§. Cluster_RAVPN
2 10.200.0.0/16

[ Cluster_APP ]

10.201.0.0/16

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571 CIsco



Remote
User

IGClusterRAVPN

VpcClusterRAVPN
10.200.0.0/16

tgRAVPNAZa
10.200.31.0/24

mgntRAVPNAZa
10.200.91.0/24

mgntRAVPNAZbD
10.200.92.0/24

outsideRAVPNAZa
10.200.11.0/24

outsideRAVPNAZb
10.200.12.0/24

insideRAVPNAZa
10.200.21.0/24

insideRAVPNAZb
10.200.22.0/24

|
. J
FTD-RAVPN-A

© 2025 Cisco and/or its affiliates. All rights reserved.

IGClusterVPNrouters @

router-A router-B
outROUTERZa OoutROUTERZb

10.204.11.0/24 10.204.12.0/24

inROUTERZa
10.204.21.0/24

inROUTERZb
10.204.22.0/24

tgROUTERAZa
10.204.31.0/24

tgROUTERAZb
10.204.32.0/24

M EEEEEEEEEEEEEEEEEEEEEEEEESE
eEEEEEEEEEEEEEEEEEEEEEEEEEEE
qUSEEEEEEEEEEEEEEEEEEEEEEEEE
GEEEEEEEEEEEEEEEEEEEEEEEnnnnY

VpcClustermgnt

10.203.0.0/16

.
= MgntMGNTAZa mgntMGNTAZa
% 10.203.11.0/24 10.203.12.0/24
H
H
H
= Bastion-A Bastion-B
H
H
= Us-east- Us-east-1b
-nmm Tesns” wemsmmEmEmEs

TransitGatewaySolar

NATgw4websol

10.201.0.0/16

. 2
. - .
= 1gAPPAZa = 1 tgAPPAZb H
» 10.201.31.0/24 = 2 10.201.32.0/24 =
= L) L
H - H
- - - -
% WebAPPAZa = 1 WebAPPAZb =
= 10.201.11.0/24 : = 10.201.12.0/24 :
H - H
- - - -
: Us-east-1a = I Us-east-1b =
essssnsnnnns” wesmmmmmmmmn®
VpcClusterAPP @

NArgw4websolarB

1GClusterAPP

BRKSEC-2571

10.202.0.0/16

tgNGFWAZa
10.202.31.0/24

tgRAVPNAZD
10.202.32.0/24

mgntNGFWAZa
10.202.91.0/24

mgntNGFWAZb
10.202.92.0/24

datalNGFWAZa
10.202.11.0/24

data1NGFWAZb
10.202.12.0/24

data2NGFWAZa
10.202.21.0/24

data2NGFWAZb
10.202.22.0/24

N
FTD-NGFW-A

ClusterAPP

IGClusterNGFW
’ VpcClusterNGFW @ \

]
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mgntTableMGNT IGClusterAPP

10.201.0.0/16 = monyigivVPCattachment ﬂ
10.202.0.0/16 - manytgtVPCattachment

—
10.204.0.0/16 > mgnyigiVPCattachment @ asssEsaEs, messmsmEms @
10.200.0.0/16 = manyigtvVPCattachment = .o .
0.0.0.0/0 > IGClusterAPP " mgniMGNTAZa % I I .
» 10203.11.0724 2 T 96203.12.0/24 u
P Q i :
- - "] n IGClusterNGFW
: Bastion-A "I Bastion-B .
IGClusterRAVPN - U t-1a [ : U -1b [ |ﬁ
= Us-past-1a | | st-1b '
Cluster RAVPN l----ﬁ:---y{fﬁ------ ClUSter_NGFW u
tawrouteRAVPN e mgnytgtVPCattachment vpc-031a746edabblb2ed egwlbendpointRouteNGFW
10.199.1.0/24 = insideRAVPNENIA ’ TGW rt MGNT 10.202.0.0/16 10.202.101.0/24 > LOCAL
10.199.2.0/24 > insideRAVPNENIB 10.200.0.0/16 102020.0116 S ngiwighPCatiachment NGEWendboint 0.0.0.0. > ngfwtgtVPCattachment
EEEEEEEEEEER EEEEEEEEEEEER . U egwi endpointa -
0.0.0.0/0 = ravpnigtVPCattachment . 10.200.0.0/16 - ravpnigtvPCattachment eemrsennnen egwlbNGFWendpointb|
E%Rﬁc\)/c? ';lﬁ;/’u z%R?c\),c? ':\;%1724 10.201.0.0/16 > apptgtVPCattachment @ [l -@-‘ R
. D e 10.204.0.0/16 = vpnroutertgtVPCattachment L A .
insARouteTableRAVPN fg”é%’;'}'ﬁf‘%’]?fa Eg\nélé))él\:(g;vg/—gb -
10.201.0.0/16 » TGW-attach-VPC-ravpn ngfwtgtvVPCattachment 0e AU e e
mgntRAVPNAZa mgntRAVPNAZb .
10.204.0.0/16 = TGW-aliach-VPCoraven 10.200.91.0/24 10.200.92.0/24 @ TGW rt Inspection Eg.?cg%.(m#
10.199.0.0/16 = ravpnigtVPCattachment Tg-NGFW-AZa Tg-RAVPN-AZb 0.0.0.0/0 = egwlbNGFWendpointa

TransitGatew 10.200.0.0/16 = ravpnigtVPCattachment
Sol 10.201.0.0/16 = apptgtVPCattachment
10.200.12.0/24 olar 10.203.0.0/16 = mgnyigtVPCattachment

10207 2.0/ 10.203.0.0/16 > ngfwigtVPCattachment

Mant-NGFW-AZb tgAZb RouteNGFW
10.202.92.0/24 10.202.0.0/16 - LOCAL

0.0.0.0/0 = egwlbNGFWendpointb
10.203.0.0/16 = ngfwigtVPCattachment

outsideRAVPNAZa
10.200.11.0/24

insBRouteTableRAVPN
10.201.0.0/16 = TGW-attach-VPC-ravpn
10.204.0.0/16 - TGW-attach-VPC-ravpn

Mgnt-NGFW-AZa
10.202.91.0/24
insideRAVPNAZa
10.200.21.0/24

insideRAVPNAZb ravpntgtVPCattachment

10.200.22.0/24
. TGW rt SPOKE Datal-NGFW-AZa

10.202.11.0/24

Data1-NGFW-AZb
10.202.12.0/24

| g |

(el

==

L — |
FTD-RAVPN-A

':i_.?' 0.0.0.0/0 - ngfwigiVPCattachment
|2 Z| 10.203.0.0/16 = mgnytgtVPCattachment

mgntRouteTableRAVPN
0.0.0.0/0 > IGClusterRAVPN
10.203.0.0/16 - TGW-attach-VPC-ravpn

Data2-NGFW-AZa
10.202.21.0/24

Data2-NGFW-AZb
10.202.22.0/24 mgntTableNGFW
10.203.0.0/16 = mgnytgtVPCattachment

[
FTD-RAVPN-B apptgtVPCattachment

NATgwAwebsolaf @ nemandann, sxdanazeas @ g4websolarB - 0.0.0.0/0 > IGClusterAPP
e s §  WAEAD
: a 10.201.31. = 7 10.201.32.0/24 = ——
outsideAZa TableRAVPN tgAPPAZaRouteTableAPP} - sl . FTD-NGFW-A FTD-NGFW-B
0.0.0.0/0 = IGClusterRAVPN 0.0.0.0 = IGClusterAPP : - :
[ . [ n
: webAPPAZa = : webAPPAZb =
= 10.201.11.0/24 § = 10.201.12.0/24 5 APP rt web Azb
APP rt web Aza : sl : 10.199.0.0/16 > TGW-attach-VPC-APP
10.199.0.0/16 - TGW-attach-VPC-APP s Us—east-1a = & Us-east-1b = 10.200.0.0/16 > TGW-attach-VPC-APP
10.200.0.0/16 = TGW-attach-VPC-APP aEmmmmAmanes  mmAmEmemmmes 10.201.0.0/16 = LOCAL
10.201.0.0/16 > LOCAL Cluster_APP !

10.203.0.0/16 - TGW-attach-VPC-APP
10.204.0.0/16 - TGW-attach-VPC-APP
0.0.0.0/0 > NATgw4websolarB

10.203.0.0/16 = TGW-attach-VPC-APP
10.204.0.0/16 - TGW-attach-VPC-APP
0.0.0.0/0 = NATgw4websolarA

vpc-03970f4882f78640d

]
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Multi-Cloud Security configuration complexity

' ::Ills'éloh Centralized Ingress and Egress/East-West Traffic Flow (AWS) Traffic Flow
What do we need to __ "
C O n fi g u re ? ’ch :I:': %n:lin;nllf“ A wzn e
I Erts t Private Subnet Ingress & Egress [ East-West

Security VPCs

VPC and DNS Flow Log capture

Network Load Balancer

Gateway Load Balancers

......................... 4 i%f‘é&‘;.’:;i‘“""’":“’
Multicloud Defense Gateways | i - .
(Deployment, Insertion, Autoscaling) . |

AWS Transit Gateways

(New or existing, TGW attachment)

VPC subnet routing to TGW e R - S |

]
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Cisco Multicloud Defense automates orchestration

What do we need to
configure?

AUTOMATED AUTOMATED BY

BY MULTICLOUD DEFENSE
MULTICLOUD

DEFENSE




Cisco Multicloud Defense

Combining multicloud networking, automation, and cloud-native network security controls

INGRESS
—N=-> PROTECTION

dWS

— Multicloud Networking —
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Cisco Multicloud Defense

Combining multicloud networking, automation, and cloud-native network security controls
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Cisco Multicloud Defense

Combining multicloud networking, automation, and cloud-native network security controls
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Cisco Multicloud Defense

Combining multicloud networking, automation, and cloud-native network security controls

O

isco Multicloud Defense
Controller

SaaS controller

Gateways (firewalls)
Highly available
Auto scaling

Auto recovery
Cloud networking & cloud netsec “as code”

Unified Security Policy —

__________________________

C/\D INGRESS C/-\D SEGMENTATION C/\D EGRESS C/_\ MULTICLOUD
- PROTECTION &2 (EAST-WEST) o2 SECURITY pw e pd | CONNECTIVITY

aWS /& AZU re 3 Goog|e Cloud OTSS:E
— Multicloud Networking —
NETWORK ROUTING & CONNECTIVITY SECURITY AUTOMATION
VISIBILITY
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Fully Orchestrated

HashiCorp

{ REST:API }

Create (default EK)

ciscomcd-deploy

EXPLORER ¥ ciscomcd_gateway.tf Cisco MCD - Sample API

3 " S Address Group
CISCOMCD-DEPLOY ciscomed t3 resource "ciscomcd_gateway" "ingress_gat Aadre e

v ciscomed
# ciscomcd_gateway.tf
none
scomced_policy_ru
ciscomcd_servic
ciscomcd_spoke_vr
outputs.tf
provider.tf
omcd "ingr
# variables.tf name = var.ciscomcd_ingress_gateway_name
csp_account_name var.ciscomcd_aws_account_name
¢ accountl-us-east-1.tfvars gateway_image var.ciscomcd_ingress_gateway_version
ciscomed-deploy.sh instance_type var.ciscomcd_ingress_gateway_instance_type
mode HUB"

.gitignore

£ Platform
POST Delete

* main.tf /i s .

security_type var.ciscomcd_ingress_gateway_security_type

POST Disable
policy_rule_set_id ciscomcd_policy_rule_set.ingress_policy.rule_set_id

# provider.tf
README.md

POST Enable

POST List

variables.tf ssh_key_pair var.ciscomcd_ingress_gateway_ssh_key_pair
aws_iam_role_firewall var.ciscomcd_firewall_role_name
region var.aws_account_region
vpc_id = ciscomcd_service_vpc.service_vpc.id
min_instances var.ciscomcd_ingress_gateway_autoscale_min
max_instances var.ciscomcd_ingress_gateway_autoscale_max
gateway_state var.ciscomcd_ingress_gateway_status

POST Read

POST Update

POST Setting (DNS TTL)
POST Setting |l

POST

POST St

1 Ima

]
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Secure multicloud infrastructure in mins with Cisco
Multicloud Defense

Step 1 Step 2 Step 3
Connect Account Enable Traffic Visibility Secure Your Account
Connect a cloud account with the Enable traffic visibility on specific VPCs Setup a Service VPC and Multicloud
Multicloud Defense Controller to allow for more insight into the traffic Defense Gateway to secure your
in and out of your account Account

Connect Account Enable Visibility

Securely onboard Cloud accounts Enable DNS query & VPC/NSG flow logs Orchestration and Automation

]
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Multicloud Defense Demo




Deployment Models

Distributed Security Model
E{O}B

Cisco Multicloud Defense
Controller

Centralized Security Model
E{O}B

Cisco Multicloud Defense
Controller

EN
(e ]

Spoke VPC/VNet1

\/

AZ-1 Egress Internet { Internet ) ‘ Internet )
AZ-2 Gateway

Security VPC/VNet C/ﬁ\) C/ﬁ\)

{ Internet >

Egress Egress Egress
Gateway Gateway Gateway
[= ] B B B
o En ED B
Spoke VPC/VNet2 Spoke VPC/Vnet 1 Spoke VPC/VNet 2 Spoke VPC/Vnet 3
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Centralized Security Model

Amazon Web Services

[£8) Dev-VPC  CIDR 10.1.0.0116
- Security VPC
10.20.0.0/16
. 1
I
1
@ Private Subnet o @ Private Subnet
I
1
L

b om®

Orchestration [ voon TG wonen

Availability Zone AZ-a

-mgmt-us-east-la
10.20.2.0/24

Ingress & Egress | East-West

Availability Zone AZ-a

? e S N O
Security VPC R SR S T I
Network Load Balancer !

Gateway Load Balancer

1
1
1
1
1
1
L
1 H \EI -datapath-us-eastla
N H 10.20.3.0124
1
1
' CD
______ ] or
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' H
' 1 :
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1 H 3 |
1 i i
1 3 .
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1

fi7ziea0]

]
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]
1
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1
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]
1
1
]
1
1
1
]
1
1

Transit Gateway and attachments | Eqessiew IngesS
Autoscale and auto heal PoGWC cORmasale P
Traffic Engineering - Route Table ] L @ v ath0
- o Private Subnet E E Private Subnet E | i GWLBE-A ‘ :
¥ |

e
w

Availability Zone AZ-b Availability Zone AZ-b

Lifecycle management : )
y g s o e I i ‘ E e R

]
a
]
]
]
]

I
I
I
o WSy R

GWLBE-B

D%mL P 33 o « SRR -

Ingress and Egress Gateway

R S ——

.

—a
SharedSve-VPC  CIDR 10.3.0.0/16 Eqress/EW™| #L0=
e - N e - Gateway
' y . o]
| AZ-a AZ-b
' [727620]

1
1
1
1
1
! 1
@I ‘natingress-us-east-1b !
o } 10.20,4.0/24 1
[ 1 !
i I ]
' a I i
@ Private Subnet e @ Private Subnet ! 1
i I
. I !
i I
11 1 1
! 1
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I

g
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£
B
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h
|
H
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Centralized Security Model - Egress Traffic

Amazon Web Services

10.20.0.0/16

Dev-VPC CIDR 10.1.0.0/16 .
f&3Y security vec
g !
a I

Availability Zone AZ-a

-mgmt-us-east-1a
10.20.2.0/24

Ingress & Egress | East-West

Availability Zone AZ-a

-nat-ingress-us-east-la
10.20.6.0/24

Orchestration e T
Security VPC N = | Yo P

Network Load Balancer 10203004
Gateway Load Balancer
Transit Gateway and attachments

Autoscale and auto heal ProdVPC. CIDR10:20.016
Traffic Engineering - Route Table

fi7ziea0]

Ingress
Gateway

[Sp— -
-nat-egress-usiast la
10.20.7.0/24 |

Tz

&
@

]
&

Availability Zone AZ-b

10.20.1.0/24

Availability Zone AZ-b

Lifecycle management |

-

i
1
S SO MR e

1
! 1
:
1
:
i B L et e —
' .
Ingress and Egress Gateway ; ! GWLBE-B Lo
N | @ TR S =)
H H 1 N R
P ' | etho
H ! ] : ]
1 3 1
| | .
1 r--°-°-°-° 1 =
SharedSve-VPC  CIDR 10.3.0.0116 ! 1 =
______________________________ ' ! @I -nat-ihgress-us-east-1b 1 Eg’eﬂ;’E M
[ s N : 1 10.20,4.0/24 ! -mmway
! AZ-a AZ-b ! 1 ! G |
: ! ! b
1
1
1
1
1

a '
L i

a '

' L '
I‘E] Private Subnet \l @ Private Subnet '
a '

L i

a '

[ i

'

'

'
'
'
' [ [ @ -mgmt-us-east-1b
I R i) 10.20.0.0/24
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! 1
| e

——————— e — ———— < 172.16.0.0]

172.16.1.0]
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Centralized Security Model - Ingress Traffic

Amazon Web Services

Orchestration

Security VPC
Network Load Balancer
Gateway Load Balancer
Transit Gateway and attachments
Autoscale and auto heal
Traffic Engineering - Route Table

Lifecycle management

Ingress and Egress Gateway

© 2025 Cisco and/or its affiliates. All rights reserved.

Dev-VPC CIDR 10.1.0.0/16
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H AZ-a
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I‘E] Private Subnet

ETT:@H

BRKSEC-2571

Security VPC
10.20.0.0116

Ingress & Egress | East-West

Availability Zone AZ-a

-nat-ingress-us-east-la
10.20.6.0/24

Availability Zone AZ-a

-mgmt-us-east-1a
10.20.2.0/24

70

-nat-egress-us-east-1a
10.20.7.0124 |

H -datapatfi-us-
H 10.20.3.0)
P

Ingress
Gateway

Tz

Availability Zone AZ-b

172.16.1.0]

1 Availability Zone AZ-b 1 ry 1 h
] | GWLB ! i
] I ' 1 o
1 -nat-egress-us-east-1h I ' | -datapath-us-eastlh 0
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' H
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[ A ———— (= =] ) r——
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1 N R '
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1 i 1 |t
1 20 I 1 1
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Centralized Security Model _ East/West Segmentation

Amazon Web Services

Orchestration

Security VPC
Network Load Balancer
Gateway Load Balancer
Transit Gateway and attachments
Autoscale and auto heal
Traffic Engineering - Route Table

Lifecycle management

Ingress and Egress Gateway
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Security VPC
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Multicloud Networking

Site-to-cloud connectivity: Centralized Security Model

SvpC-aws
Multicloud Defense Network

app1-vpc-aws i
10.1.1 O/MMEQ\ 10.21.1.0/24 Ingress Gateway Load Balancer
Ol
,
Internet —
s () Clemey

B D
— (=1
&>
Gateway ingress-gw-aws
Load balancer

Endpoint

app1 (role = prod)

app2—vpc—aws Transit o M
10.1.101.0/24 Gateway egress-gw-aws
Management Multicloud
Egress Gateway Defense Controller
app2 (rOIe - shared) VPC attachment Load Balancer
_ IPsec .
FWs are managed by Security Cloud Control MU't(gltZU_go'y;tmkmg

Management

Cisco Security
Cloud Control

Datacenter 172.16.1.0/24

Multicloud Defense Controller and Security Cloud
Control Orchestrates VPN configuration

APl integration for Multicloud Defense Controller and
Security Cloud Control

dcapp1 (role = dcapp1)
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But | use FTD on Prem...




Secure Firewall Threat Defense Virtual

ol M| aW% @ = Microsoft rackspace dWSs mll VMicrosoft

Azure technology. Hl Azure

NUT ANI)( ‘l,KV M Google Cloud Platform \—-;’

vmware ORACLE - P Qlkira @

ESXi CLOUD INFRASTRUCTURE E Q UIN I X A"haba Cloud

Google Cloud Platform

openstack.

Virtual firewall performance-based licensing from 100Mbps up to 16 Gbps

FTDv5 (100Mbps), FTDv10 (1 Gbps), FTDv20 (3 Gbps), FTDv30 (5 Gbps), FTDv50 (10 Gbps), and FTDv100 (16 Gbps)

Cloud Leadership

Clustering & Auto Scaling Integrat'lon W'th Sl M Accelerated Networking Smart & Tiered Licensing
services & infrastructure

Dvnamic Polic Quickstarts, Infrastructure as Gateway Load balancer Snapshots
y y Code and Automation integration P

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571




Firewall Management

Firewall Management Center _
(Hardware or Virtual) Security Cloud Control

== Security Cloud Control Firewall Management

—_ 1> —_—
— +— — +—
] T —_ +—
Secure Firewall Threat Defense Secure Firewall Threat Defense

]
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Secure Firewall Threat Defense Virtual orchestrated by
Multicloud Defense Controller

Simplifies Secure Firewall (FTDv) deployment
» Deploy one or more firewalls, along with load balancers
» Configures all necessary routing

« ldentical workflow for all public cloud providers

il Cloud-delivered Firewall Management Center
cisco !

Devices / Device Management

Simplifies Secure Firewall (FTDv) operations

AAAAAA

« Automatically scales in or out FTDv’s to adjust to load | «~ , e e

@ Ppolicies
ccccccccccccc

* Monitors health of each FTD and replace unhealthy unit |.... . o= v e e R e

Objects

Performs registration and license management & v

Bootstraps FTDv
« Configure interfaces, device group, platform settings, NAT, and routing

» Creates all objects on the FMC that are needed for FTDv deployment

For policy consistency, any existing ACP can be utilized

]
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Cisco Secure Firewall Virtual Orchestrated by Multicloud
Defense Controller

AWS architecture (Single AZ)

Security Cloud Control

Security Cloud Control Firewall Management

( Firewall \
auto-registration
Service VPC Network
Load Balancer
VPC A
VPC attachment ﬁ:\\
< o0
34
Cisco Secure
Applications Gateway Firewall
Load balancer
Endpoint Internet
@ @(O) Gateway
VPC B Transit ‘
Gateway
[ 4
—0
D [E—
Gateway NAT Gateway
VPC attachment Load Balancer Cisco Secure (Optional)
Applications Firewall

Orchestrated by Multicloud Defense Controller

-
/

— Gme}et)
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Cisco Secure Firewall Virtual Orchestrated by Multicloud

Defense Controller

Azure architecture (Single vNET)

Security Cloud Control

Security Cloud Control Firewall Management

VNet A VNet peering

Service VNet

A

Applications

VNet B

¢

Load balancer

Public
Load balancer

Cisco Secure
Firewall

v

Applications VNet peering

& o

NAT Gateway
(Optional)

Cisco Secure
Firewall

Firewall )
auto-registration

&

Orchestrated by Multicloud Defense Controller Y.

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKSEC-2571

]
cisco



Autoscaling

Multicloud Defense controller handles autoscaling of FTDv
* Monitor metrics - CPU usage and Memory

* No Cloud Formation or ARM templates needed -
Autoscaling is natively handled by the Multicloud Defense
Controller

« Auto-scaled firewalls are automatically added to the Security
Cloud Controller Firewall Manager

* Auto-scaled firewalls are automatically added to the load
balancer

» Lifecycle managed of firewalls is handled by the controller
* Health status monitoring
« Auto healing

« Traffic engineering

No Manual configuration is needed

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571

Service VPC Network
Load Balancer
Gateway Cisco Secure
Load balancer Firewall -
Endpoint Internet
Gateway
| N
b
r—0
@ —
—a b
Gateway NAT Gateway
Load Balancer (Optional)
Cisco Secure
Firewall
Service VNet
Cisco Secure Public

Internal
Load balancer

Firewall

Cisco Secure
Firewall

Load balancer

N

NAT Gateway
(Optional)

v
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Secure Firewall Orchestration by Multicloud Defense Demo

Security Cloud Control

Security Cloud Control Firewall Management

VPC A

VPC attachment

Applications

VPC B

Applications

© 2025 Cisco and/or its affiliates. All rights reserved.

VPC attachment

&

Transit
Gateway

Orchestrated by Multicloud Defense Controller

Service VPC \

Firewall
auto-registration

Gateway
Load balancer

Endpoint Internet
@Dl Gateway

|
Gateway

NAT Gateway
Load Balancer Cisco Secure (Optional)
Firewall

BRKSEC-2571
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88 Cisco Multicloud D +

‘asts Muilticloud D

253A45.7237Z8&endTime=2025-04-09T09%253A54%253A45.7237

Dasihoant
=
o Cloud Accounts Discover X Account Resources Discover X
avorites
-
(i)
Home 1 aws 0 ﬁ U 0 0
S VPCs/VNets Subnets
Inventory

Security Groups
bl

0
Cloud Accounts 0 3 0 a
Investigate

Load Balancers

0 0
.‘.-

Route Tables Applications
Infrastructure

0 0

Instances
-

Tags

Policies

View More

() Top CSP Services

View More
Reports

Discover ¢ DNS Traffic

il
O

Discover X
System and

Accounts

No Data

No Data
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Could | benefit from visibility,
ADM and enforcement from
CSW in public cloud ?




Enforce Trust with Cisco Secure Workload

Unified policy across host, network and cloud

Cisco
A Secure
Workload

\

/

dWS

—— Secure

) > | Firewall

Firewall
Policies

] ] o

ost Based

alfbal ]l
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Improving Security in laaS Model

Leveraging Cisco Secure Workload to segment within a VPC or a subnet

VPC-fabastro

e e =
I 172.16.0.0 Availability Zone - US-east-1a I
I 172.16.1.0 I
| 172.16.2.0 |
: VPC @ web Subnet @ App Subnet @ DB Subnet :
I route Table (r'\ I
o (o)
: RFSW  EOSSW  EIESW
I EC2Z2-www EC2-app EC2-DB I
| |
I 172.16.0.0 172.16.0.0 172.16.0.0 I
| 172.16.1.0 172.16.1.0 |
L __________________ 1721620] o - W21620) L e = e o o _J
Subnet Subnet Subnet

route Table route Table route Table
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No big fan
of using agents ?

CISCO Live !



Cisco Secure Workload Cloud-Based Sources

PR\

AWS
l Connector

aws
Cisco Secure
Workload /

Edit AWS Connector

AWS Connector consolidates:

/) Activities ~) Roles and Settings o Select VPC

- VPC flow logs ingestion
, - Context gathering (AWS tags and labels)
eeeeeeee - ) - AWS cloud-managed Kubernetes

A Enabling Segmentation : Enabling segmentation on VPCs will remove existing Security Group(s).

Select the VPCs and fine tune the settings for each VPC

/] default-vpc I /] @] . .
8 oo . orchestration (Kubernetes object labels
T and annotations)

]
cisco
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AWS Connector

Ingesting cloud telemetry - VPC flow logs and AWS tags/labels

> > >
s 2 3

Enable cloud connector Download and deploy the Select the AWS VPCs and
and select the required CloudFormation, add the AWS refine the required
capabilities API credentials to Secure capabilities for each VPC.

Workload.

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571 CIsco



AWS Connector - Select Capabilities

Enable and configure the connector capabilities

Connector Edit AWS Connector

aW S 0 Activities 2 | Roles and Settings 3 | Select VPC

Name of the connector

| Aws |

) Select Activities to be performed with Cisco Secure Workload on your AWS Resources

m Gather Labels @ Ingest Flow Logs @ Segmentation @

The recommended AWS (IAM) roles and permissions depend on the selections you make above.
Capabilities

Flow Visibility Segmentation
Managed K8s

Inventory Enrichment

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571

4 1 View Groups

(J Managed kubernetes services i ]

]
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AWS Connector - IAM

Secure Workload automatically generates a
CloudFormation template with the required
|IAM policy

Users can download and deploy the
CloudFormation template.

Proxy and AWS Security Groups limits can
be configured

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2571

\/ | Activities

e Roles and Settings

3 Select VPC

Cisco Secure Workload requires relevant permissions to access and read flow logs

settings and perform policy enforcement.

Based on the capability selections, the following CloudFormation template has

been auto-generated. Use this to apply the relevant permissions to the desired

user:

{
"Resources": {
"ManagedPolicy": {
"Type": "AWS::IAM::Policy",
"Properties”: {
"PolicyName": {
"Ref": "PolicyName"
h
"PolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ac?-NDascrihalines”

L »

— .,

Additional Help

> Create a Cloud Formation Stack
» Create a New User

» Example Commands

" Access Key

Does your network require HTTP Proxy
to reach AWS?

Please provide your proxy URL:

Full Scan Interval

Delta Scan Interval

AWS Limits

Security Groups Per Region
Security Groups Per Network Interface

Rules per Security Group

| 3600 c
| 60 ¢
| 2500 s
|5 o
| 60 -

]
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AWS Connector - Select VPCs

Multiple VPCs can be selected

Capabilities can be customized
and refined for each VPC
individually

© 2025 Cisco and/or its affiliates. All rights reserved.

Edit AWS Connector X

UJ default ap-northeast-1 J UJ U
O test-vpc ap-northeast-1 U 0 0
O lab-vpc ap-northeast-1 0 0 g
O vpc-ebecdd8 sa-east-1 U U U
O vpc-967901fe ca-central-1 U U U
OJ vpc-06686161 ap-southeast-1 U U U
O vpc-20fcc147 ap-southeast-2 0 0 0
O vpc-cfcd3sas eu-central-1 0 0 0
O SecureVPC us-east-1 0 0 U
CSW-VpC us-east-1

]
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Zoning & (Macro/Micro)Segmentation Demo

@ Chrome File Edit View History Bookmarks Profiles Tab

Window  Help

© ®

[ D)

2 WA T Q K Tue12Jul 15:30

e & Cisco Secure Workload X Instances | EC2 Manageme

< c

H arch for servic blogs, docs, and more

@] Resource Groups & Tag Editor

@ New EC2 Experience X

Tell us what you think

EC2 Dashboard
EC2 Global View
Events

Tags

Limits

Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans

Reserved Instances

Q

Instances (9) info

Name

dev-storage-1

dev-sql-1

dev-web-1

dev-storage-2

dev-sql-2

dev-web-2
aws-sapphire-prod-sql
aws-sapphire-prod-web [4

aws-sapphire-prod-nfs

Dedicated Hosts
Scheduled Instances

Capacity Reservations Select an instance

Images
AMIs

AMI Catalog

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

Network & Security
Security Groups

Feedback  Looking for language selection? Find it in the new Unified Settings [}

© 2025 Cisco and/or its affiliates. All rights reserved.

nte X (<

Clear filters

#& us-west-2,console.aws.amazon.com/ec2/v2/home?region=us-west-2#Instances:instanceState=running

[Option+S] ‘

Instance ID
i-0fc7b1de63344f911
i-0b063fd1cbeb0914d
i-0aa5be3edblef3226
i-050e049948215bbd5
i-04201f6c2fecfe88c
i-0fd95bc888283041
i-Oeee56c4a4238156f
i-07cf51cb82e99¢f9b

i-05f7cda90d27d276f

Instance state
© Running
@ Running
@ Running
@ Running
© Running
@ Running
@ Running
® Running

@ Running

BRKSEC-2571

k X \fi Cisco Secure Workload - Conr X

Instance type

t2.micro
t2.micro
t2.micro
t2.micro
t2.micro
t2.micro
t2.micro
t2.micro

t2.micro

4° 0

% » 0@ :

Oregon ¥

Instance state

v l Actions v ‘

Status check

© 2/2 checks passec
© 2/2 checks passec
© 2/2 checks passed
© 2/2 checks passed
® 2/2 checks passed
® 2/2 checks passed
® 2/2 checks passed

®© 2/2 checks passed

2/2 checks passed
© p

® 2022, Amazon Web Services, Inc. or its affiliates.

Alarm status
No alarms
No alarms
No alarms
No alarms
No alarms
No alarms
No alarms
No alarms

No alarms

++ 4+ ++++ o+

Availability Zone Public IPv4 D|
us-west-2¢
us-west-2¢
us-west-2¢
us-west-2b
us-west-2b
us-west-2b c2-34-209-1
us-west-2a

us-west-2a

us-west-2a

Privacy Terms Cookie preferences

lllllllll
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Conclusion

CISCO Live !



Zero Trust for Applications Everywhere

Hybrid Mesh Platform

Cloud Management (Security Cloud Control)

© 2025 Cisco and/or its affiliates. All rights reserved.

App to App (Hybrid Mesh Firewall)

Exploit
Protection

Firewalling

Secure Workload

Isovalent Enterprise

Hypershield future

Flexibility to choose your journey
The right capability agent or agentless for the right use case
Going beyond security with CNI, service mesh and observability

BRKSEC-2571
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved

&

Complete your surveys
in the Cisco Live
Events app.




Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

p)
p)

oo
MM

Jo

O
M

Attend the interactive
education with Capture
the Flag, and Walk-in
Labs

Cl|¢>
16

Visit the On-Demand
Library for more
sessions at

www.Ciscolive.com/

on-demand

© 2025 Cisco and/or its affiliates. All rights res



http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you C1SCO Live !




l'l'l'l'l
CISCO



	Intro
	Slide 1: Workload Security: From challenges to Opportunities using Cisco Security
	Slide 2: Two obvious but key observations :
	Slide 3: Some of the challenges
	Slide 4: Application workloads evolution
	Slide 5: Cloud Security Rubik cube
	Slide 6: Cloud Security use cases
	Slide 7: Some of the challenges
	Slide 8: Some ideas toward an ideal solution ?
	Slide 9
	Slide 10: Our Vision
	Slide 11: Cisco Cloud Security
	Slide 12: Security Cloud Control
	Slide 13: Hypershield 
	Slide 14: What should you expect … and not expect
	Slide 15: Agenda
	Slide 16: About Me
	Slide 17: Cisco Webex App
	Slide 18: Security Cloud Control

	On-prem
	Slide 19: It starts on-prem…
	Slide 20: The way we are doing it traditionally…
	Slide 21: Shortest intro to ACI
	Slide 22: Enforce Trust in the DC with Cisco ACI
	Slide 23: Endpoint Groups Communications
	Slide 24: Contract : Kind of reflexive “Stateless” ACLs
	Slide 25: Application policy with contract
	Slide 26: Online Boutique
	Slide 27: How do we establish trust groups?
	Slide 28: Not so fast – How do we establish trust groups?
	Slide 29: Is subnet the right way to establish trust groups?
	Slide 30: Network agnostic endpoint security groups (ESGs)
	Slide 31: Simpler to start with the DC Edge
	Slide 32: How do I Insert a Firewall ?
	Slide 33: 2 conditions for traffic reaching destination
	Slide 34: 3 main ways to insert a Firewall in ACI 
	Slide 35: Enforce granular trust at N-S edge and E-W
	Slide 36: Policy Based Redirect is your Best Friend
	Slide 37: Where can we (re)use PBR?
	Slide 38: Application tiers across subnets
	Slide 39: Complement ACI Contracts with Firewalls
	Slide 40: Microsegment with FTD using Intra-ESG SG 
	Slide 41: How could I use all those groups in my Firewall Policy ?
	Slide 42: Doing more with Dynamic Attributes Connector
	Slide 43: Attribute Based Policy 
	Slide 44: Dynamic Objects in Action
	Slide 45: Establish Trust - FMC Learns EPGs/ESGs
	Slide 46: Leverage CSDAC to use EPG and ESG in your FTD policy
	Slide 47: Use CSDAC to use Dynamic Group in FTD
	Slide 48: Doing more with Dynamic Attributes Connector
	Slide 49: Establish Trust - FTD/ASA can leverage SGTs
	Slide 50: Use dynamic attributes to enforce trust
	Slide 51: Alternatively establish trust with Cisco ISE
	Slide 52: Context Sent to ACI 
	Slide 53: Walk before you run…
	Slide 54: Dynamically securing the Workload Infrastructure
	Slide 55: Secure Workload Architecture
	Slide 56: Automated Application Policy Discovery
	Slide 57: Automated Application Policy Discovery
	Slide 58: Automated Application Policy Discovery
	Slide 59: Auto-generated policies Policy list view
	Slide 60: Auto-generated policies
	Slide 61: Policy Lifecycle Mgmt. AI Policy Insights / Suggested Policy
	Slide 62: AI Suggested Policies
	Slide 64: One click away from enforcement with CSW
	Slide 65: Policy ready to be enforced
	Slide 67: Run Policy Experiment
	Slide 69: How does CSW enforce the Policy ?
	Slide 70: CSW-FMC Integration And Enforcement
	Slide 71: Use FTD to generate Netflow data for CSW
	Slide 72: CSW-FMC Integration And Enforcement
	Slide 73: Enforce automatically Policy from CSW
	Slide 74: How does CSW enforce the Policy ?
	Slide 75: Workload Runtime Observability
	Slide 76: Cisco Secure Workload
	Slide 77: Differentiator: Prioritized Vulnerability Policy
	Slide 78: Virtual patching - Cisco Secure Firewall
	Slide 79: Virtual patching - Cisco Secure Firewall
	Slide 80: ACI Integration
	Slide 82: Secure Workload Objects and Policy Mapping
	Slide 83: Secure Workload Policies to ACI Contracts
	Slide 84: Network Centric & Application Centric Design
	Slide 85: Bare Metal…virtual… What about Containers ???
	Slide 86: Application Dependency Mapping
	Slide 87: Application Dependency Mapping

	Cloud native
	Slide 88: Moving to cloud Native
	Slide 89: Why Do Customers Use Kubernetes?
	Slide 90: Why Do Customers Use Kubernetes?
	Slide 91: Kubernetes - The New Standard To Deploy Applications
	Slide 92: Why Do Customers Use Kubernetes?
	Slide 93: Why Do Customers Use Kubernetes?
	Slide 94: Kubernetes - The New Standard To Deploy Applications
	Slide 95: Ok but, where is my network ?
	Slide 96: Key K8 Components - Services
	Slide 97: Kubernetes Networking
	Slide 98: Complicated Policy Enforcement
	Slide 99: Kubernetes Networking
	Slide 100: The Network has Always Been Essential to Applications
	Slide 101: The Network has Always Been Essential to Applications
	Slide 102: The Network has Always Been Essential to Applications
	Slide 103:              powers many things
	Slide 104: This is Why Cisco Acquired Isovalent. 
	Slide 105: Where is my interface and network cabling
	Slide 106: Key Functions of a CNI Plugin
	Slide 107: Key Functions of a CNI Plugin
	Slide 108: Key Functions of a CNI Plugin
	Slide 109: Key Functions of a CNI Plugin
	Slide 110: eBPF – Extended Berkely Packet Filter
	Slide 111: Micro-Segmentation
	Slide 112: API-Aware Security
	Slide 113: DNS-aware Cilium Network Policy
	Slide 114: Transparent Data Encryption
	Slide 115: Hubble CLI
	Slide 116: Basic Lab Deployment – Netpolicy - validate
	Slide 117: Basic Lab Deployment – Netpolicy - validate
	Slide 118: Is there a GUI?
	Slide 119: Start with App Dependency Map & DNS visibility
	Slide 120: Explore microservice interactions
	Slide 121: Visualize policy
	Slide 122: Add layer 7 visibility and enforcement
	Slide 123
	Slide 124: Zero Trust coverage for apps from on-premises to cloud

	public cloud
	Slide 125: Moving to the Cloud…
	Slide 126: Two new parameters to consider in Cloud
	Slide 127: IaaS compared to PaaS Compared to FaaS
	Slide 128: The way we do it in the Cloud…
	Slide 129: Macrosegmentation in the Cloud
	Slide 130: Use security group as Source within VPC
	Slide 131: Back to Network security with Firewall
	Slide 132: FTD insertion with HA
	Slide 133: Limits of this design
	Slide 134: Security Insertion with Service VPC
	Slide 135
	Slide 136
	Slide 137: Multi-Cloud Security configuration complexity
	Slide 138: Cisco Multicloud Defense automates orchestration
	Slide 139: Cisco Multicloud Defense 
	Slide 140: Cisco Multicloud Defense 
	Slide 141: Cisco Multicloud Defense 
	Slide 142: Cisco Multicloud Defense 
	Slide 143: Fully Orchestrated
	Slide 144: Secure multicloud infrastructure in mins with Cisco Multicloud Defense
	Slide 145: Multicloud Defense Demo
	Slide 146: Deployment Models
	Slide 147: Centralized Security Model
	Slide 148: Centralized Security Model – Egress Traffic
	Slide 149: Centralized Security Model – Ingress Traffic
	Slide 150: Centralized Security Model _ East/West Segmentation
	Slide 151: Multicloud Networking
	Slide 152: But I use FTD on Prem…
	Slide 153: Secure Firewall Threat Defense Virtual
	Slide 154: Firewall Management
	Slide 155: Secure Firewall Threat Defense Virtual orchestrated by Multicloud Defense Controller 
	Slide 156: Cisco Secure Firewall Virtual Orchestrated by Multicloud Defense Controller
	Slide 157: Cisco Secure Firewall Virtual Orchestrated by Multicloud Defense Controller
	Slide 158: Autoscaling
	Slide 159: Secure Firewall Orchestration by Multicloud Defense Demo
	Slide 160
	Slide 161: Could I benefit from visibility, ADM and enforcement from CSW in public cloud ?
	Slide 162: Enforce Trust with Cisco Secure Workload
	Slide 163: Improving Security in IaaS Model
	Slide 164: No big fan of using agents ?
	Slide 165: Cisco Secure Workload Cloud-Based Sources
	Slide 166: AWS Connector
	Slide 167: AWS Connector – Select Capabilities
	Slide 168: AWS Connector - IAM
	Slide 169: AWS Connector – Select VPCs
	Slide 170: Zoning & (Macro/Micro)Segmentation Demo

	Conclusion
	Slide 171: Conclusion
	Slide 172
	Slide 173: Complete your session evaluations
	Slide 174: Continue your education
	Slide 175: Thank you
	Slide 176: Cisco


