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About Me

 Canadian, Husband, Father

* Tinkerer - I0OT systems
(automate the things that don’t
need to be automated)

« 3D Printing and Robotics
As a way to show my kids tech

 Retro Arcade gaming -
growing up in the 80’s
+ Lifelong beginner at golf
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Your Speaker - Asif Khan

15+ Years at Cisco in multiple roles

« 2 x CCIE, CISSP, CISM, CISA

* Prior to Cisco: Solution Integration
Architect, Field Implementation
Engineer, Data Warehousing Engineer,
Software Developer

Outside Work

« Hiking

* Rollerblading
 Traveling
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Cisco Webex App

9:41 ol ¥ @
QueStionS? < Catalyst 9000 Series Switching Family - ...
Use C|SCO Webex App to Chat session will talk about the component at the
. . heart of these switches which is the ASIC. It
with the speaker after the session will also cover common attributes,

technologies, and features in the Catalyst
9000 Switches.

HOW Kenny Lei
Cisco Systems, Inc. | Technical Market.
€@ rind this session in the Cisco Live Mobile App

Technical Level

Intermediate (596)

o Click “Join the Discussion”

Tracks

Networking (220)

e Install the Webex App or go directly to the Webex space Session Type

Breakout (453)

Q Enter messages/questions in the Webex space Webex

w Join the Discussion

Notes

Webex spaces will be moderated by the speaker until 14 November 2025.

Enter your personal notes here

Join the Webex Room
https://ciscolive.ciscoevents.com/clmel25/BRKSEC-2565/
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Reviewing the Zero Trust Lifecycle

Establish
Trust

User/Machine

Authentication,

Validation and
Health Assessment

© 2025 Cisco and/or its affiliates. All rights reserved.

x 9

X
Enforce Trust Continuously Respond to change
Based Access Verify Trust in trust (or threats)
Network |ldentity Adaptive
Segmentation Intelligence, Network Control with
enabled by Behaviour and Platform Integration

Granular Context Network Analytics
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Enforcing Consistent Policy for End to End Security

Branch/Campus
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Current Challenges with unknown devices sprawling networks,
interconnected everything

 Manual Network Management
Configuration Compliance
Software Versioning
Advisory Responses
 Inventory of all assets on the Network (NIST,CISA)
 Knowing what we have , Who they are, where they are
» |nability to apply policy at scale
« Lack of controls that follow the user/device
- Inability to detect user/entity behaviour changes (NDR)
- Inability to take a response action to contain a threat (response)

"In the next 60 seconds, dozens of
devices will try to access your network.
Do you know which ones to trust?" ««



Enforcing Consistent Policy for End to End Security

User  Building
Systems MGMT

|dentity
Name: Bob
Group: Finance, Exec

Device

Group: Corp Laptop
OS: Win11, AV
Posture: Compliant

DNS L7 Firewall
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'ﬂrity IPS Gateway
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On-Box Security Controls
Policy: Campus Based
Access: Permit/Deny
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DC Fabric Container  Bare Metal VM
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User-Group FW
NGFW Inspection
Tag Translation to EPG

App Centric Model
Microsegmentation
Traffic Analytics

Microsegmentation to Process level
Threat protection on OS
Kubernetes Integration
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Cisco Solutions that make it happen

Security Capabilities embedded

Robust Application QOE Firepower Integration -
Scale and Integrations Rules and Visibility

Adaptive Policy for Threat Response

. - Workload ingest of K8S resources
Authenticate / Validate / Authorize Enforcement
Device Profiling
Device Compliance Resources

Process Level Visibility
Microsegmentation at OS level
Traffic and Vulnerability Visibility

SGT and Access Policy
Decryption, URL, IPS
SD-WAN Capabilities

Data Center Edge Scale and Features
TrustSec Segmentation
Integrations with DC Fabric and Workload

. XV XA
Securg and Compllant Infrastructure VI XS XX
Endpoint Analytics

Network Analytics (Flow) X/ XXX
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Meraki Cloud Ease of Use
Integrated Security Features
XDR Expansion

Centralized Infra Management
Policy Lifecycle - Define, Apply and Monitor
Firewall Integration for Scale and Adaptability

Automated ingestion of inventory
Application dependency mapping
Container Microsegmentation

Branch/Campus Edge Data Center

-
m Catalyst
2 — A He— A Workload  Kubernetes
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T Secure Network E
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DC Fabric

Access Layer Branch/Campus Edge Cloud AND Remote ‘ DC Edge Workloads - Cloud
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Cisco Solutions that make it happen |

Posture. Authentication, ZTNA
Secure Access (SSE) @

Security Telemetry (NVM) + DEM
DNS L7 Firewall Web pLp CASB Browser

ecurity IPS Gateway Isolation : . :
C > Security Services - FW, DLP, Al Security
” O Digital Experience and Direct Access

@ WN = wN (% Centralized Management

® -n)) 1

Secure Remote Worker with ZTNA
Branch Security DIA at Scale
Cloud Migration w/ Connectivity

Digital Device

X ZTA — Clientless —»
Experience  Posture
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SSE Peering

BYOD
De

Tokyo, JP
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EmTEe
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Wireless Connectivit
gateway
Wireless ;g .....................
network
Corp deViceS RO
ISP transit
O O Local ISP SWG providers onramp
o oo -
DNS
Mobile
networks VPN

oL
C;ameras g V’DI

and sensors  Singapore, SG

Access Layer

Visibility, Identification,
Segmentation

Device Profiling
Identity Authorization
Segmentation

Access Control Policies
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Cloud AND Remote DC Edge

Access Control &
Intrusion Prevention

Access Control &
Intrusion Prevention

DC Edge Access
Traffic Visibility

Breach Prevention

Context Sharing Policy Enforcement

Segmentation Service Visibility
Access Control Policies Traffic Monitoring
Software Defined WAN

Cloud (SSE) Integrations

Breach Prevention

C

<[>
PayPal

] &

SaaS

Workloads - Cloud

Workload and App Protection
Segmentation

Workload baseline

SBOM and Inventory

Microservice Protection
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and sensors  Singapore, SG

Access Layer

Visibility, Identification,
Segmentation

Device Profiling
Identity Authorization
Segmentation

Access Control Policies
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Authentication (AuthN) Authorization (AuthZ)

Can the identity be What access level
trusted” should they receive”

The Principle of LEAST TrUSTt. e prncipie of LE€ASE Privilege.

'
© 2025 Cisco and/or its affiliates. All rights reserved. . CIsco



Visibility

Who and what is on YOUR network?

Managed

endpoint

0

x
=

=

Ei?i

Known
Unknowns
The inability to
immediately decipher the
consequence of an alert.

Known
Knowns

In the context of SCM
settings, does my
password meet the
required password

assets and devices
are and their security

complexity?
Unknown Unknown
Unknowns Knowns
Unaware of what our Having an

understanding of
the requirements

posture. of a framework, but
unable to state if our
assets meet those
requirements.
Context >

mMmanaged
Ipoint

1:3 Or MoreA

Unmanaged device proliferation.
1:3+ managed to unmanaged endpoint ratio

Unmanaged endpoints are difficult to patch and
most vulnerable to cyber attacks

=1

Secure authentication mechanisms unusable on
unmanaged endpoints

-

Open, unsegmented networks with IOT devices
put organizations at risk

]
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Isn’t it just all about the User? Not really.

Visibility and control doesn’t stop at the end user

Threats

Zero Trust Solution

Unknown non-user devices such as Printers,
Phones, Medical carts,etc with unrestricted ’
access can make the entire infrastructure

Provide confined access to essential services
through macro and micro-segmentation

vulnerable
Unauthorized endpoints or devices with No network access until endpoint trust is evaluated
unhygienic posture can disrupt productivity ’ (authenticate and evaluate system health)

Compromised endpoints can infect other
assets in the network through lateral )
movements

© 2025 Cisco and/or its affiliates. All rights reserved.

Continuously evaluate trust and apply adaptive
controls to isolate threats in the real-time

]
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Branch/Campus - Infra Capabilities Overview

SOC Response Threat
Anticipate and Prevent Failures Response
Behaviour &
Analytics

Baseline

1
Cisco Catalyst Center

_n_ Q Al Network Analytics
.n. Machine  Clustering ~ Machine Visual Configuration and Operations

Learnin Reasoning  Analytics . . . .
" N 7 Full lifecycle of onboarding, configuring,

Decades of Cisco Networking Expertise monitoring and reporting of infrastructure

Trusted Infrastructure
Secure Boot, Validated Software and

Configuration Revisioning

Compliance & Segmentation
System validation and enforced policy

Compliance &
Segmentation

AN AN

Pred|ct|v.e Behaviour & Analytics
Comparative User and Entity Behaviour and
nsight Performance Analytics

Trusted
Network

\_/

]
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Cisco Catalyst Center is a foundational platform technology

Your single tool for management LAN, WAN and Wireless (Meraki and more!)

Cisco Catalyst

Physical and virtual infrastructure

@D @ =N
o~
D b °

Cisco and third-party

© 2025 Cisco and/or its affiliates. All rights reserved.

Centralized Management of Wired, Wireless
and WAN. Automation and workflows, Day 0+1
Operations, Configuration Versioning, updates,
Al streamlines and simplifies common tasks

Al/ML and insights to ensure the health,
performance and reliability of applications
and infrastructures

Al/ML and DPI identify and classify endpoints,
enforce security policies and mitigate threats
for a complete workplace Zero Trust solution

Mature APIs, SDKs, and closed-loop
integrations, untangle the complexities of
interconnecting third-party systems

]
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Rapidly reducing the unknowns - aggregating data from

SOUrces Al Endpoint Analytics On Cisco Catalyst Center

h ML Analytics

e

," Endpoint :
\ Profiling ;

DPI-based Network Easy Onboarding CMDB

Fingerprint/ Telemetry Tools Connector
Behavior Probes

© 2025 Cisco and/or its affiliates. All rights reserved.
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Classification Based On DPI

Me too ©
‘n‘ Deep packet
inspection
| have a MAC ADDRESS!
- DICOM‘

NN GE CT540

S

Probes

. Class-ID:
Globex Ultima MSFT

connector CT scanner (WindOWS 7)

N I IIIIIIIIIIIIIIIIIIIIIIN >

AONNNNNY  DHCP o DD

Multifactor classification

Cisco® Catalyst® 9000 Series
Switch - Traffic Telemetry
Embedded

Automatic System Rule updates

Protocol Library: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/gqos nbar/prot
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/nbar-prot-pack-library.html
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Reducing Unknowns With Machine Learning

Device data
lake

N

=

DPI

BN ML analytics

CMDB
connector

iPhone

Endpoint

Analytics

¥

‘ = done in cloud
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Unknown

4 il r =k ~ _ \(
ML groups Creates Admin labels ML learns
endpoints rules endpoints from new
- labels
These are IP | 7 :’
CCTV > o
A Cluster 2 Cameras =T New labels
IP
@ !: Cameras
% Cluster 1
O & =
£ Thesc are | W
I Apple o New labels
Watches an B _Apple
> = Watch
Attribute A
\ J\ J\L AN J
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Crowdsourcing With Machine Learning

0)

PN ML analytics

\L
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,
DPI ML learns
new labels

IP
Cameras

"k

CMDB
connector

(i€

‘ = done in cloud
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Spoofing Detection And Mitigation

QQ\\\Cisco ISE
>

3. Take action with ISE
ANC policy -> Port
shutdown

2. Alertis Trust Score Total: @ 2 O

triggered With  time anc Policy Applied

May 14, 2025. 16:15
Trust Score

> Al Spoofing Detection: @
Concurrent MAC Detection + Identify

Profile Label Change

> Changed Profile Labels

> Concurrent MAC Address ® 3

© 2025 Cisco and/or its affiliates. All rights reserved.




ISE Provides Zero Trust for the Workplace

Security

Enterprise
Endpoints Network Devices Cisco ISE Identity Services Security Services
- Users - Switches * Shared or Distributed - Azure/AD/LDAP - Cloud Analytics
- Devices - WLCs / APs + VM/Appliance/Cloud - MDM « Secure Firewall
- Things D - VPN + Up to 2M Endpoints * SAML/MFA * Partners
— « RADIUS and @*
802.1X =
W e TACACS . & —.w
0. g A o
]
WebAuth A
— [ =P Y 4 . .
A ? ISE - /: V
VPN
® .
[
o 2N
(%)))

© 2025 Cisco and/or its affiliates. All rights reserved.
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How ldentity Services Engine enforces Zero Trust

Connecting trusted users and endpoints with trusted resources

Trust continually verified

Continually monitors and verifies
endpoint trust level

Vulnerability assessments to identify
indicators of compromise

* Automatically Updates access

policy Y,

(

_

Endpoint classified, and
profiled into groups
Endpoints are tagged x/SGTs

Policy applied to profiled groups
based on least privilege

© 2025 Cisco and/or its affiliates. All rights reserved.

(D

&

Cisco ISE

)

S

Endpoint Request Access

Endpoint is identified and trust is
established

Posture of endpoint verified to meet
compliance

Endpoint authorized
access based on least
privilege

Access granted

Network segmentation achieved

]
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ISE Posture with Cisco Secure Client

Checks

® © ® Cisco Secure Client _ System Checks
AnyConnect VPN:

@ Connected to San Jose Duo - SSL.

Disconnect

Zero Trust Access: > SOftwa rel
Zero Trust Access is active. Application Checks
ISE Posture:
ompant | .| Custom Scripts and
e aecesmsiones external Conditions

Umbrella:

Umbrella is active.

Script Remediation

Windows updates
Patch Management

Remediation/
Reassessment

-
[
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Remediations

Hardware Inventory
USB Checks

File Checks

Registry Checks
Service Checks

Disk Encryption
Application Checks
Application Inventory
Anti-Malware Checks
Firewall Installation Checks
Custom scripts

External Conditions (AD, Location)
Compound condition support

Script Remediation

Patch Management - MS
SCCM

Windows Update
WSUS remediation (legacy)

"Application, Antimalware,
File, Firewall, USB Block, Link

Passive Reassessment

]
cisco



Post Auth and Posture - ISE Segmentation Options
Beyond RADIUS Access-Accept / Access-Reject

N
N

B8 |

Printers
Employees VLAN 5
VLAN 3
(—(_ Guest

VLAN 4

Employee Contractor 16-bit SGT assignment and

. permit ip any any deny ip host <critical>
Per port / Per Domain / Per MAC permit ip any any SGT based Access Control

]
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Segmentation Intent is Clear

vl |dentity Services Engine Work Centers / TrustSec A Evaluation Mode 86 Days Q

CIsCo

| Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

Only show this dropdown and the ‘Matrices List’

Egress Policy v Eg ress Policies (1 44) (Mat”x * Production v ] tab when multi-matrix is enabled in settings.

Matrices List

\\ I Matrix

- Create Policy & Monitor All Enabled () Deploy ® Verify Deploy < Reset All Policies i Import (T Export v

Source Tree As of Today @ 2:45p (PST) L5  View: Default V@ v  Default Policy: Permit deny ICmp
' Destination Tree 77 deny tcp dst eq 22
: ¢ 3 i 3 5 3 3 ¢ : denyudpdsteqss
Network Device Authorization I:él él %I él g) §| é. %I 1::% % X _§' deny udp dst eq 67 é é él .
n 85 83 83 238 88 85 83 23 SSNEE abcdefghij 19/0013  JS
58 58 58 5 s 55 £S5 58 28 8¢ deny udp dsteq 68 9
he= OS DO O PR O B DS B« N O AN oS
SGTabc_abcdef... o ® & o © deny Udp dSt eq 69
? Ll deny tcp dst eq 135
SGTabc_abcdef...
g deny tcp dst eq 137
SGTabe_abeqeh. deny tcp dst eq 138
3/$OUFC_
SGTabc_abcdef... £ deny th dSt eq 139 | o
e deny tcp dst eq 445
SGTabc_abcdef...
5/0005 ° deny tcp dst eq 689
iR L ° ® ° deny udp dst eq 1025 o
= SGTabc_abcdef... deny Udp dSt eq 1026
< i deny tcp dst eq 3389
g SGTabc_abcdef... ..
3 /0008 & 2 ® permit ip
SGTabc_abcdef... ® o —— J ®

9/0009



Zero Trust Network - See, Profile, Segment

4 N 7 R
O
[
D ? Zero Trust
Architecture
@ A e
)
N AN J

Visibility Microsegmentation



Group-Based Policy Analytics (GBPA)

Application on Catalyst Center

ISE Security Groups
and Profiles

_— +)]
Policy
Discovery

Catalyst
Policy ./

: Lighting
Modeling |

Endpoint
Analytics
MFC

SOURCE DESTINATION

: Unknown

(ce

enter

| HVAC
]

Water_Cont...

Energy_Con...

Direction Service Name = Protocol Port
Policy Secure ) |
Enforcement N etWO rk = 3m-image-Im TCcP 1550
. =  acr-nema TCP 104
Analytics Host
Flow Info Groups = dicom TCP 11112

]
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The unseen hero - NDR (Formally NBAD)

Compliance

Policy Violation .
Insecure .
protocols .
Rogue/new .
devices .
Torrent/File .
Sharing .
Bypass of proxy .
Application .

Identification
Monitoring Users
Geographically
unusual traffic

© 2025 Cisco and/or its affiliates. All rights reserved.

Forensic
Investigation

Anomaly

C2 traffic

Data Ex

Data Hoarding
DDOS Attack
Beaconing

Bogon Traffic
Cryptomining

Fake Apps
Malware (including
in encrypted traffic)
P2P traffic

Insider Threats
Brute Force
Attacks

Lateral Movement

Incident
Response

Integrating with:

Identity
Solutions

SIEM

SOAR

Packet Capture
Cl

OT Systems

Network Visibility

Visibility
Assessment

Rogue DHCP / DNS
Servers
Unauthorized Hosts
in a Bypass VLAN
Unknown or
Malicious Scanning
Investigating Slow
Network
Performance
Monitoring Remote
Workforce

Threat Detection

Anomaly

C2/Data Ex/Data H
DDOS Attack
Exploitation

High Concern & High
index

Policy Violation
Recon

Beaconing

Bogon Traffic
Cryptomining

Fake Apps

Malware

P2P traffic

Insider Threats
Brute Force Attacks
Lateral Movement

]
cisco



Bring it all together

Visibility Driven Segmentation
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1. Endpoint
Classification
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Seeee-

Cameras

Log Servers

D%

Catalyst Center and ISE

Group-based
Policy

—

Employees

Streaming

WEB

Media Servers

Log Media
Servers Servers Employee¥

L M E

Cameras |

A

4. Policy

Assurance

3. Policy

Enforcement
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Rapid Threat Containment (RTC)

Jim

IPS
NDR
Firewall
Other

Cisco ISE

2" Sensor notifies the SOC

@ 207593020010

.MACs(\)

2 service_bockup

3 o 2 dentities (2)

[ stsdwabckziche

Threat from
Jim’s device B ‘wsoreso

© 105010210

© Unmanaged discovered
O IPs(6) (@) Risks (1) workstation assets

0 1050103

105012140

& [2)) Vulnerabilities (1)
105010.12

© 10501289

@ cve2015-1642

Secure Endpoint:
» Connected

Flash Scan v Start
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+ @ & |ANC~

MAC Address

5C:F9:38:AA:1F:90

Change Authorization ~

Username

Clear Threats & Vulnerabilities Export~ Import ~ MDM Actions Release Rejected Revoke
IPv4 Address Threats Source Threat Severity
threat detected X
10.42.36.67 Threat Detected AMP Painful
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ISE is the Core of Cisco’s Common Policy

Data Center
Campus loT

Workload

Security

ISE

1 oy Truatss i ’ - - -
‘é.’v':"f e e | [ [ | [ 0 [ [ 1 [ ]
1 Pelaaandl ! [ ' ' | [ [ [ [ | Wome  zme  addw 5 e e -
e Gt 4 e § e aldal 2 " o v [P — D@01 ([@uny
e —T Fr— [T —Tr——
yirimn T o e B v e b (=i S I | -
e © P em e A E— )
- T— | ST e : . - ]
i " P - 5E = —_— o o
- il Lt y ) [I——— °
n — = - m
cl J o e o °
Sk B sz um e P 0 Sonece tser +
Sows oo o

|w\1|\|: . ORACI_E ???:Rrprnmam'nmm fj::-n'\nnw.i.:ﬂu,mn .:s‘;;;:;;::;;;:_jh.ur..., E‘I}.:;_— E

RIIRNIRNAEHN ©
I

I8 Desenaon Aatess L3 more... —
© 2025 Cisco and/or its affiliates. All rights reserved. e — ° r cisco



10T

o

Wireless
gateway

BYOD
De

Tokyo, JP

- Corp devices

Wi releSS : : ---------------------

network

)

m e—O
O
Pdomifim [

Melbourne. AUS

o

DNS

OF Il
7 VDI

Cameras
and sensors  Singapore, SG

Access Layer

Visibility, Identification,
Segmentation

Device Profiling
Identity Authorization
Segmentation

Access Control Policies

Context Sharing
Segmentation

Access Control Policies
Software Defined WAN
Cloud (SSE) Integrations
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Simplitying Branch Deployments

4 N

Cisco SD-WAN

* Best in class SD-WAN
« Converged Security
* Multicloud optimized

* Existing install and new
Secure 8k Router

© 2025Wﬂ@1—/

-

g

Cisco Secure Firewall

Best in class Security
Simplified Management
Intelligent Path Selection

+ BEast/West Branch protect
* XDR + Splunk Integrated
» Easy SSE Connect

MX

AY S

\_

Meraki

» Best in class visibility and
troubleshooting

* Ease of Deployment
“Lean IT”

« Unified Threat Management
« XDR and Splunk Integrated

/.vl/l.lll.
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Branch

Customer

Requirements

Advanced Access Control options
Remote Access VPN

Site to Site VPN

Dual ISP Support

Block access to malicious IPs,
URLs, DNS

Block traffic to 3rd party lists
Detecting malicious network traffic

Visibility and tracking of file
transfers, Blocking of
malicious files

Dynamic analysis of unknown files

© 2025 Cisco and/or its affiliates. All rights reserved.

Secure Firewall

Capabilities

Applications, URLs, Users, and
TrustSec Policy using SGTs

Client/Clientless VPN/ZTNA

Route Based VPN

IP SLA or Traffic Zones

Talos Security Intelligence

Unified Policy across Firewall estate
Threat Intelligence Director

Snort IPS

Cisco Secure Malware Analytics

]
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Simple WAN

Contractors
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Redundant WAN

Contractors

NN
o,

AE ) (F N

09 0
sl
Employees (Q(Q]%
09 o
sl

Guests
Router Hub/DC Firewall Data Center
Applications
ISP links Primary path Secondary path Primary path for Secondary path
for 0365 for 0365 Internet Internet
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Redundant WAN with select SaaS services
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for 0365
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for 0365
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Hub/DC Firewall
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DIA brings requirements for security compliance

Redundant WAN + SaaS Direct + Direct Internet Access

Contractors

Employees

—) 4

—Jo Jjo jo
5\
[ W\
]
U200y

®)
a
©)
o
8

o 10 o

Guests
Firewall Hub/DC Firewall Data Center
Applications

Primary path Secondary path Primary path for Secondary path

— ISP links for 0365 for 0365 Internet Internet

ECMP
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Firewall @ Branch Security Services

Firewall

Direct Internet Access

9 % 66

IPS  Anti URL TLS
Malware Inspection  Proxy

090

Contractors [ mj
O

Employees (ng]

020

Guests rm—]

Compliance

= O 9

Firewall Anti

Malware ./

© 2025 Cisco and/or its affiliates. All rights reserved.

Guest Services

m= 99

Firewall URL
Inspection

Embedded Security Services

Layer 7 Firewall with Application Visibility

* TLS Decryption

* Snort V3 Next-Generation IPS

Content inspection - Anti-Malware/URL

e+ Much more

Firewall

7N\
| C 5]
___/

€

Hub/DC Firewall

NN

o,

—) 4

Data Center
Applications

]
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Firewall SD-WAN - Protection with Failover

Intelligent Routing Services
* Intelligent application routing
* Dynamic path selection using real time metrics
* Best egress path guaranteed

« Continuous monitoring of link health and
network

» Egress interface selection based on multiple
attributes

Contractors

AT
[ J
C_ir)

Employees

Guests

_JO _JO _Jo

®)
a
©)
o
8

o 10 o

Firewall Hub/DC Firewall Data Center
Applications

for O365 for 0365 Internet Internet

— ISP links Primary path Secondary path Primary path for Secondary path
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SD-WAN Wizard - FTD 7.6

Create VPN Topology

Topology Name *

Hub-Spoke-VPN

VPN Type

SDWAN Topology Wizard
» Policy Templates
» Bulk Branch Onboarding Templates

» Bulk Pre-Provisioning Templates for LTP

SD-WAN Topolagy ()

Simplifies anc mates the
VPN and rou
nahub

enabling ¢ AN capabilities

Select VPN Topology
) @ Hub and Spoke

Prerequisites

Route-Based VPN

() Policy-Based VPN

traffic dynamically

Select VPN Topology
Select VPN Topology
Select VPN Topology

* Tunnel/Route Setup Wizard

i the Umbrella Sl

Unified Viewer

» Easily analyze VPN traffic flow
» Easy to view and understand the
configuration of VPN peers

© 2025 Cisco and/or its affiliates. All rights reserved.

Overview Analysis Policies Devices Objects Integration Deploy Q @ &+t 0 admin v fude
¥ Select... x H Refresh ] Refresh every 5 minutes
Node A Node B Topology + Status Last Updated A:10.10.1.19 . B:10.10.1.20
10.10.1.19 (VPN IP: 10.10.1.39) 10.10.1.20 (VPN iP: 10.70.1.40) VPN101-P2Pv4 © Inactive 2023-01-30 12:48:49 Topology: VPN106-DVTIv4 | Status: @ Active
10.10.1.19 (VPN IP: 9701:19) 10.10.1.20 (VPN IP: 9101::20) VPN102-P2Pv6 No Active ... N/A General  CLIDetails  Packet Tracer
10.10.1.19 (VPN IP: 10.10.1.69) 10599 (VPN IP: 192.168.102.99) VPN103-HNSv4 No Active .. N/A CRefresh I Maximize view
10.10.1.19 (VPN IP: 10.10.1.69) 10.10.1.20 (VPN iP: 10.10.1.70) VPN103-HNSv4 No Active .. N/A Summary
10.10.1.19 (VPN IP: 192.168.103.19) 10.10.1.20 (VPN IP: 192.168.103.20) VPN104-SVTIva @ Active 2023-02-07 11:40:11 Node A (192.168.105.19/500) [} &) Node B (192.168.105.20/500) [}
560 Bytes (560 B) 560 Bytes (560 B)
10.10.1.19 (VPN 1P 9104::19) FTDO2-EXTRANET (VPN IP: 9104::20) VPN105-SVTIv6-FTDO1 @ Active 2023-02-07 11:41:07 o8 o
0 0
FTDO02-EXTRANET (VPN IP: 9104::19) 10.10.1.20 (VPN iP: 9104::20) VPN105-SVTIV6-FTDO2 @ Active 2023-02-07 11:41:07 IPsec Security Associations (1)

10.10.1.19 (VPN IP: 192.168.105.19) 10.10.1.20 (VPN IP: 192.168.105.20) VPN106-DVTiv4

10.10.1.19 (VPN IP: 7192.168.105.19) 10S99 (VPN IP: 192.168.105.99) VPN106-DVTiv4 No Active N/A
10.10.1.19 (VPN IP: 9106::19) 10.10.1.20 (VPN IP: 9106::20) VPN107-DVTive @ Active 2023-02-07 11:40:11
10.10.1.19 (VPN IP: 9106::19) 10S99 (VPN IP: 9106::99) VPN107-DVTiv6 No Active N/A

1K < Viewing 1-11 of 11 >l

192.168.15.0/255.255.255.0/0/0

£ D G =3 @

20 / 20 pkis 20/ 20 pkts
0/0 pkis 0/ 0 pkts

192.168.25.0/255.255.255.0/0/0

OX2ESFO6AT

4.81 GB (5159999000 B)
09:09:05 (13145 sec)

5.03 GB (5400000000 B)
09:09:04 (13144 sec)
E175D4C8

4.97 GB (5340000000 B)
09:09:05 (13145 sec)

4.75 GB (5099999000 B)
09:09:04 (13144 sec)

10.1€.1.19 (VPN Interface IP: 192.168.105.19)

show erypte ipsec sa peer 192.168.105.20
show vpn-sessiondb detail 121 filter ipaddress 192.168.10.

v
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SD-WAN Monitoring

Uplink Decisions Refresh every | 5 minutes Il | Refresh ‘ SD WAN S mmar
Top Applications 4 hours WAN Connectivity VPN Topology
g:plicatinns Total Byles i ° Top Applications
Microsoft Update 0.2
Online Active
Alibaba BN 3 interfaces 1 tunnel . . .
3 : « WAN Connectivity (WAN Link status)
Brightcove 013
total 0 interfaces total 0 tunnels
Google on interfaces tunne
Windows Update on go ?31'3 EO AC“:’E Data nte r ace rou ut On in S
ws ces e | f Throughp WAN Link
ADP 0.07
Bank of America 0.03
« VPN Topology (VPN Tunnel status)
Iterace Throughput Davice Inventory VAN Device Healh  WAN Device Inventory and Device Health
All Models 3 devices
Inbound Qutbound Cisco Firepower Threat Defense for Viware 3 devices Error
1 device
< 100 Mbps
‘Warning
100 Mbps - 500 Mbps 3 0 devices
8.55155[35 8‘58mld(bps @ 500 Mops - 1 Gbps devices Good
throughput throughput 2 devices
B> Gbps Disabled
0 devices
Secure. Firewall Management Conter Overview Analysis Policies Devices  Objects Integration Deploy Q © & @ adminv il
iew Health M ring View Device Managemer Dashboard Application Monitoring Jplink Decisions Range |10 minutes ~ 1

53.com
Select device
Interfaces Latency (ms) Jitter (ms) RTT (ms) Packet Loss (%) Mos

Application Monitoring

> adp.com

> Fifth Third

« Easily monitor all interfaces where — - - i .

policy is enabled somicaton Pertormanca Mt

americanexpress.ae Jitter Round Trip Time  [_] MOS [] Packet Loss © Last 1 hour

Jitter

» Detailed application performance metrics
for Jitter, Round Trip Time, MOS and
Packet Loss

20
15
10

5

08:54 09:54 10:54 11:54 12:54 1354 14:54 1554 1654 17:54 18:54 19:54 2064 21:54 22:54 2354 00:54 01:54 02:54 03:54 04:54 0554 06:54

Round Trip Time

20

» Custom monitoring of services

© 2025 Cisco and/or its affiliates. All rights reserved.
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Unified Secure WAN experience

Centralized security policy with consistent enforcement at WAN Edge

Cisco Networking Cloud Cisco Security Cloud
Meraki Dashboard Catalyst Dashboard Security Cloud Control Suﬁ?grritdfor
Cloud only Cloud / On Prem D ” Security Policy Manager environments
on-prem FMC
4 4 A 4 4 4
Consistent , v v Consistent ,
enforcement enforcement

Meraki-MX + Catalyst 8000

- °

Secure Multicloud
Firewall Defense

oMl
Enterprise Branch Campus, Data Centers,
(S/M/I_) and ClOUd alaln

© 2025 Cisco and/or its affiliates. All rights reserved. 66 cisco



Branch to DC and Cloud options

Contractors

o,

Employees

1\ —

o 10 o
“Jo Jo_Jo
~Jo _JO _Jo
NI
()
(B
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W)

Guests
Firewall Hub/DC Firewall Data Center
Applications

alfbal ]l
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Branch Firepower DIA, Hub/DC

Contractors

09 0
sl
Employees (Q(Q]%
09 o
sl

Guests
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Firewall

L

A7\

! 7\ Source IP Address $| g
G5vD4mR1pLpCaWy/Jj FkadBZdU2Fs§§)/kX}lﬂ8ﬁQ‘c’9w

Hub/DC Firewall

NN
o,

1\ —

Data Center
Applications
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Intent based policy using SGT over tunnels

Firewall Management Center
VPN / Site To Site

Home
SGT over VTI (Tunnel) .
Overview
» Customers with Cisco SDA fabrics ul
and Firewalls can now extend Analysis
segmentation over tunnels o
« Ex: If a pkt arrived with a valid tag Policies
from LAN, it will egress with the N
same tag over tunnel to a Devices
datacenter.
« Policies are applied in DC based o.:.:‘ects
on the tag either in firewall,
Switch or a Cisco Router 3

Integration

« Extends capabilities beyond
Campus Access networks into DC

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Devices

Select...

Topology Name

PB-HNS-VPN

RB-HNS-VPN

SDWAN_Airtel-ISP

SDWAN_Jio-ISP

[ FTD 10.0.0
(prev 7.8)

|

Edit VPN Topology

Topology Name:*

[ RB-HnS-VPN ]

Network Topology:

Hub and Spoke
() kEwt IKEV2

Endpoints IKE IPsec

IKE Version:*

Advanced

Session Settings

Enable VPN Idle Timeout

Minutes (Range 1- 35791394

TrustSec (SGT) Settings @

[j Enable SGT propagation over Virtual Tunnel Interfaces

ab propagation on a specific SVTI or DVTI, configure it
reat Defense device must be Version 7.8.0 and later

Access Control for VPN Traffic

ecurity Group Tag (SGT) propagation over SVTls and

cisco



Branch Firepower DIA, Hub/DC and Secure Access SSE

Cisco Secure
Access

-

] " A &)
° \7) ~~/

Content ‘WAN Optimization Cloud Access Security Zero Trust Network
Delivery/Caching and Routing Broker (CASB) Access (ZTNA)
‘ & | = %
, . ] %)
\ I =4 = - //()Q
! Quality of Service 5aa5 Acceleration Firewall as a Service Secure Web Gateway
] (F\Waas)
| Is \ - -
> - (sowan ) S~ {ssE ) - )
fvd ]
(G2
9
Q |
N I
P
© |
2 |
o / !
Sf\Qo |
F |
1§ :
ok :
Contractors & L~ =
A =S
> S

)
s
> / \
\ / .
{E{jzz T [ {E{jzz

O
(@) (@)
1
020
Employees (—ﬂj
020
Guests rﬂj
Router or Flrewall Hub/DC Firewall Data Center

Applications

]
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Catalyst SD-WAN

VPNid support for consistent segmentation

Consistent Policy

- VPNID Based policy Catalyst

across both SDWAN SD-WAN jﬁ({:ﬁ

& Secure Access Manager Share VPNid

. ) SD-WAN Secure Access

* Maintain segmentation

in branch & in the Corporate users

cloud network segment

Users Users
IOT devices .
network segment .
Maintain VPNID inside tunnel

v

I0T_OT I0T_OT

]
© 2025 Cisco and/or its affiliates. All rights reserved. CIsco



Catalyst SD-WAN

Catalyst SD

N

configuration.policies.viewSecureServiceEdge
]

Mankor SGTDemos-Context
aQ

Configuration

SSE Provider

(® Cisco Secure Access

® 0@ | 2 smn

ul
ik Context Sharing
@ V"N @ s6T
~
Workliows
X
= Source IP address
Reports
Name Threshold Interval Muttipier APIURL Of Endpoint Action
L
@ Tracker @ 300 @ 60 @3 @ http://www.cisco.com ®
°
Administration
Configuration
0
Explore bl
Intertace Name Description Shutdown ey UL Secure Access
3 ipseciOl @ false @
Access Policy
@ ipsec102 @ faise [©]

Region

© 2025 Cisco and/or its affiliates. All rights reserved.

rules apply to traffic to publi

SS rule

~ org manages. Priva

inte

and devices ac

sle in the list that matche:

traffic. Help C3

2 J [ Reset all
)
5 Results
@
r 0O «# Rule name Access Action Sources Destinations Security ]
< [ 1 Robots Allow Internet 9 Allow Robots Any 1
Res
« ) 2 10T Devices Internet @ Block Celll Alcohol  +13 9
Secur = -
) 18 10T branch Internet 2 Aliow lor.or Any 1
Q
Monitor (] 28 10T Devices to HMI Private D Allow Celtt HMI
iy u 29  Block Celll to Any Private @ Biock Celnt Any
Rows per
o33
0 result from Default Access Rules
Rule name Action Sources Destinations Security

10T Devices

Internet
s ¥d4
App Risk Profile © © Disabled
Sources
1S Ce
Security Group Tags (1)
Celll
Destinations
14 destinat
Content Categories (14)
Alcohol llegal Activities lilegal Downloads

Web-based Email Chat and Instant Messaging

Illegal Drugs News Shopping
Sports and Recreation Streaming Video
+ 4 More

Security

urity Contre

Senos m

CI5COo



10T
%% Wireless SSE

@ ‘ BYOD gateway
Tokyo, JP Wireless ;g ..................
network

. Corp devices
. O O {) Local ISP SWG

= g - o—=@
Melbourne. AUS \O O_/O \

DNS

@ % @ Mobile VEN

VDI networks

Cameras
and sensors  Singapore, SG

Access Layer Cloud AND Remote

Access Control &

Visibility, Identification, ) .
Intrusion Prevention

Segmentation

Device Profiling Context Sharing Policy Enforcement

Identity Authorization Segmentation Service Visibility

Segmentation Access Control Policies Traffic Monitoring
Software Defined WAN Breach Prevention

Access Control Policies
Cloud (SSE) Integrations

]
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Customer Challenges We Consistently Hear

« User frustration with |dentity attacks are Interruptions/slowdowns
cumbersome accelerating impede productivity
experiences

_ Security gaps from Problem detection/

* Risks from unmanaged “things” (IT, OT, I0T) remediation is not
devices/BYOD fast enough
(contractors) Difficult to verify identity

_ as user behavior/ Policy changes create

* Risks from Al locations change unintended

app/platform use consequences

Solving these challenges requires network and security convergence

© 2025 Cisco and/or its affiliates. All rights reserved. CIsco



How to connect Users to Cisco Secure Access (CSA)

2025 Cisco an

1 Connect to a network

2 Get to work

A\

Core private apps

non-standard apps

r \ r
([ A @% Internet apps
- 10
- P /(\3
SaaS apps
M d T
== | @
; 3 Cisco Secure Access \ o
g o
\)
Q ] Longtail/
Unmanaged (O
\ J o

d/or its affiliates. All rights reserve

CCCCC



Cisco Secure Access

e A
@ z Client (;‘ £\ 4 X! O ® ' @
— ZTA & VPNaaS L X %= o534 Internet/
Remote 1 /% DLP SaaS
Managed DNS L3/4/7 Web Cloud-access
Security || Firewall/ Gateway/ Securityg{(r 4 )
) HTTPS Broker
) VAN IPS VAN VAN J\ >~ *
—( Clientless () é“g\g : ﬂ)&_( TLs D+ B
ZTA (I) N N\ N\ LKJ)
Remote ! ‘i‘ Remote | Unified SSE Solution Backhaul Public/Private
L. L Access | «Identity and posture , Cloud
Unmanaged Lu L J . Unified Policy to private - J
Digital Device * Cloud-native apps ~
000 Experience|| Posture ZTA * Magnetic Design =
oogl ——(C_PSEC = || mgmt || i ) —(__IPSEC 2=
olm \ / Sy
Branch !
rancn,
hybrid work, — SD-WAN (Firewall or Router) ( Dé’;/ I:SE /
loT Private Apps a Y,
- Users — ! Secure Access ' — Apps ™~
]
© 2025 Cisco and/or its affiliates. All rights reserved. 78 cisco
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Cisco Secure Access - Security Capabilities
Go beyond core Security Service Edge (SSE)

Add-on solutions

%P%

Duo MFA/ CSPM
SSO

Secure Web [ Cloud Access Security Zero Trust Network Firewall as a Service
Gateway (SWG) Broker (CASB) and DLP Access (ZTNA) (FWaaS) and IPS

Deliver the Core and more in a single subscription
—— Al Defense
— —
= & B)

Core SSE

)

DNS Multimode Advanced Sandbox Talos VPN as a Digital Remote
Security DLP Malware Threat Service Experience Browser
protection Intelligence Monitoring Isolation

( Cisco Meraki ,Catalyst SD-WAN, Firepower )

]
© 2025 Cisco and/or its affiliates. All rights reserved. CIsco



Unified Access Policy

Source + Destination = Action | Posture + Security Controls
|dentity, Application, Allow, OS ver. IPS Profiles
Address, Address, Block, Browser, AV

SG Tag, Geolocation, Warn, AV, Security Profiles
NTG, Category, Isolate Firewall, etc...

Device, etc... Disk Encr.

etc... etc...
\ ) \ )

| |

What is the intent? Under which conditions

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. CIsco

*DLP is a separate policy



Secure Access

- Policy Table and Logic

16 Rules

[ /B Customize view ]

© 2025 Cisco and/or its affiliates. All rights reserved.

D # © Rule name Access Action Sources Destinations Security Logging Posture
O RBI for Risky Destinations Internet 43 |solate  SSE Incubati... Potentially ... )= Enabled -
O Allow Gmail > Block Uploa...  Internet () Allow  SSE Incubati... Gmail ) Enabled -
O Block SSH - Outside World internet () Block  Marko Tanask... ssh ) Enabled i
D Trigger SAML - Outside Internet ©@ Allow Any DL_MSFT_Azur... U Enabled -
D Block lllegal Content > Ou... Internet (0 Block Any Network ... +1  lllegal Acti... +5 &2 Enabled -
D NTG Secure Access - Out... internet  (©) Allow NTG DE Any Ve Enabled -
D Roaming Devices - Outside Internet © Allow Computers (m... Any (L) Enabled -
D DNS AND PROXY - REGIST... Internet © Allow FraHome4 +1 Any @ Enabled -
O Default Access Rules (D
Rule name Action Sources Destinations Security Posture e}
D For all private access @ Block Any Any private destination - -
D For all Internet access © Allow Any Any Internet destination IPS, Web, Tenant -
]
81 cisco



+«— Internet traffic

How to connect Branch Users to CSA pricte
Connect on premise branch and campus users and devices

( N .
Breakout (unmonitored internet and trusted SaaS) ﬁ Branch Devices
e N O O O
| L0d « Firepower, Meraki,
: Internet Catalyst SD-WAN
I /SaaS
p . °* Catalyst SD-WAN IPSEC
I Private
: applications Tunnels
r N @ ]
. G Omme G\ & * Meraki Auto-VPN
: : : (o Public applications -+ ( 0 Public/Private connectivity
L @ —( SD-WAN IPSEC [)— \ B2 a8E&d g cloud
(Private applicationls - HOE \ / * Firepower S2S VPN
r \
On premise, — Public Cloud and Edge DC —— —=
users, devices =  UP to 4 Tunnels for
& things ) ( SD_WAN IPSEC O scalability and Redundancy
Private applications DC/POP/ ° Load Ba|ancing
Branch
\, J

* Region Affinity

 Cloud on Ramp
]

© 2025 Cisco and/or its affiliates. All rights reserved. CIsco



Use Case 1A - Secure client with SSE, MFA and Identity Intel

Work from Anywhere Users
Advanced application experience with comprehensive security

CISCO SASE
\

DNS- layer M  Cloud-delivered l ( ‘?Vzckz)ure ﬁ Scéc;ﬂ?it?,ccess ﬁ
2%
T
O '

v

o security firewall (w/ IPS)

gateway broker

7 Interactive [ ] bRemote 101 Pata ., Cloud N
. . : o hrowser oss |
Public / private apps it:treelﬁz;ence Isolation I'.'!' prevention i‘ Einea;:c?:gn / -t
Secure TLS '—b( Q ’ T &
DNS / HTTP / HTTPS % SSO Public/Private Cloud
[
a— N J
5B mm | ¢ e | s —
| - - —— —— (]
Secure Client _ _ N _ , Networ
R, - Adaptive Device posture | Least privileged Continuous Behavior etwork gateway
: MFA and health access verification analytics Web apps/SSH / m E ﬂ
RDP /
Remote workers .
i VPN TCP Connections % .
k / onnections : Private apps/nets
.. (RS . ................................................................................................................................................................................................................ @ ............ Co-location nets

All ports / protocols Gateway \ J



ISE integration with Secure Access VPNaaS

VPN-as-a-Service
RADIUS authentication, in addition to SAML authentication

- Cisco Identity Services Engine (ISE) or
3" Party RADIUS supported

A
@ - ISE posture supported (optional)

A

- SGT assignment via authorization

r 5 : (optional)

@ [ Auth ]

Access via Cisco Secure
VPNaaS Access

© 2025 Cisco and/or its affiliates. All rights reserve
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Use Case 1B - Clientless with Secure Access and Duo

Work from Anywhere Users
Advanced application experience with comprehensive security

—
DNS SWG DLP CASB NAT

N
o
Browser Clientless Access { D_D Public/Private Cloud
@ : IPSec backhaul or
— i » App connector J
MFA Device Posture i Services L3/417 ( )
. Support and Health ! Router Firewall
s U100 B ' mlzlE
POPs in Public Cloud )
J Private apps/nets
Co-location nets
~
Capabilities « Clientless - Least privileged user access
- App-specific access « Reduced threat surface

- Undiscoverable IP address



Use Case 1C - Secure Private Access (App Connector)
ZTNA supported Apps with App Connector

(___aouc 0
@ All ports and protocols L
ZTNA (___auc ()

Redirect @ |
-

App2.demo.com

—(_—auc 0
App3.demo.com

i Support and Health Router Firewall

b Q .o

MFA Device Posture | Services L3/4/7

N\

POPs in Public Cloud

—(

App Connector
Tunnel

DC/Colo/

Benefits - Improved end-user experience
- Improved Security step up auth
- Always on access

© 2025 Cisco and/or its affiliates. All rights reserved.

- Performance benefits QUIC & MASQUE
- Per App tunnels
- Cloud bypass for sensitive apps (future)

« No routing/network modification on client

- App specific access

-

NN
cisco



Use Case 1D - Secure Private Access (Hybrid)

CSA for Secure Private App Access Hybrid
O SecOps
Admin

Identity based H E H ——————— -
Firewall
Malware protection SD-WAN —
Intrusion prevention Branch Site
~ Cisco Secure Access : P
: (Only for IT)
A M I
pppp— 1
=9 ® & ,
DNS SWG DLP  CASB : —
| —

E—

App Server 2
) . N7 Y TR~ NNammmmma for All

Dana (IT) SeC“riC"e”lt VPN ' D—D @ ; SD-WAN Overlay Tunnel
Remote unne —»@9* __________ ~\
MFA Device Posture i Services L3/417 :

. Support and Health | Router Firewall I

e T -

1

POPs in Public Cloud ) |

1

1

SD-WAN '

Hub Site [

N R4

- Uses “As a Service model” to terminate the RA VPN connections at Cisco Secure Access (SSE) & restrict the access to Private
Apps hosted on a Cloud Branch

NN
© 2025 Cisco and/or its affiliates. All rights reserved. CIsco




Native Device Support

BYOD via enterprise managed Google Chrome
Advanced protocol support for Apple, Samsung

Chrome Enterprise Browser Native OS Integration

© 2025 Cisco and/or its affiliates. Al rights reserved. OS Native ZTA with App|e Enterprise Re|ay cisco



POWERED BY

Thousand .

Secure Access Experience Insights

Monitor user digital experience without separate agents or management portals

Performance Insights ©

MacBook Pro 16" (M1Pro)  iPhone 12

Device Details VPN Access Disconnect VPN Zero Trust Access Unenroll device
Device name LeesLaptop  Connection status © Comected  Enroliment status. © envoled
Public IP address 1156.487548  Last connected 4100761 Certificate status © encoled

Client version 4100761 Last connected Mar 142023 09:14:35  Client module version 5501023

o6 ik EE— i —— P eisams " P G | O b a | V| SI bl | Ity Of

Endpoints Overview Wit Signal Quaity Endpoint Agent to Cisco Secure Access Cloud ©
70d8m *x 20% mean . .
= =) ) reg IStered endpoint
Endpoints 3 total —— L] @ [ p
Memory Usage Poor Good
3 o] 56% ™ 1% mean LEEMw2 Wi Bizzars Sacuro Accass Cloud
Online @ Offline © System - Memory
IP Address Avg Latency (ms)  Maximum Latency (minimum Latency (mstter (ms) Loss (%)
CPUUsage

19216811 100 130 70 10 00
43% “v 1% mean

System - CPU Load

.
Recent Incident Log | S pa rt O tl I e | S CO
Showing recent activity including recorded event, the Secure Access Self Remediation
service actions, the action the user took and any resuling performance change.
. ¥ 2 Or switch to another Wifi with a stronger 700Bm - 80dBM
signal to improve your network and appiication experience.
. : Allows different system components
to be flushed and for the clearing up of temporary files and processes.
« Close background applications: Even if you are not using them,
licati ‘your device are using preci Before your
meeting, close any applications and browser sessions that you are not

Embedded Endpoint
Agent(EPA) as a module

Endpoints Performance

Date and Time Event Suggested Remediation O Reading

Jul, 24,2023 10:09 AMPST  Poor WiFi Sig

[ Q User Name ][ All Locations v ]
User name Location Health status @  Device name Latency (ms) @ Jitter (ms) @ Loss (%) @  WiFi(%) @  Ethernet (Mbps) @ CPU(%) Memory (%) OSversion Test time @ | n C | S C O S e C U re C | | e n t
© KashThomon 2V N @y pealy PSEUDOCO-DESKTO 15 2 0 - 1000 034 pasg Mierosolt WInGows ) 2024 sio7em
York, US 11 Enterprise N
Lowell, ) )
© AmnaMariano  Massachusetts, 0 26 - ga MicrosoftWindows o1 2024 s:07EM
10 Enterprise
us
Wichita, Kansas, Microsoft Windows y
@ Ryan Campbell s 0 1000 8410 10 Enterprise N Mar 20, 2024 9:07PM " I " ' I

cisco



Cisco Secure Access
Make it easier to operate

Performance Insights ©

MacBook Pro 16" (M1Pro)  iPhone 12
Device Details VPN Access Disconnect VPN Zero Trust Access Unenroll device
Device name Lee’s Laptop Connection status © connected Enroliment status © Envolled
Public IP address 1156.487.548 Last connected 410.0761 Certificate status © Encolled
Client version 4100761  Last connected Mar 14 2023 09:14:35  Client module version 5501023
0S Version macOS Ventura 13.41 (c)  Last location San Jose, CA  Last connected Mar 14 2023 09:14:35
Wifi Signal Quality Endpoint Agent to Cisco Secure Access Cloud @
70dBm “x 20% mean
MRS Device Local Network Destination
Memory Usage Poor @ Good @
56% v 1% mean LEE-M-WJ12 WiFi Blizzard Secure Access Cloud
emory
IP Address Avg Latency (ms)  Maximum Latency (ms§nimum Latency (msjtter (ms) Loss (%)
CPU Usage
) 19216811 100 13.0 70 10 00

43% “v 1% mean
System - CPU Load

Recent Incident Log

Showing recent activity including recorded event, the Secure Access Self Remediation

service actions, the action the user took and any resulting performance change.

Date and Time Event Suggested Remediation (O Reading
Jul, 24,2023 10:09 AM PST  Poor WiFi Signal Quality + Move closer to your router: Or switch to another Wifi with a stronger 70dBm - 80dBM

signal to improve your network and application experience.

« Reboot the PC; Reboot your router: Allows different system components
to be flushed and for the clearing up of temporary files and processes.

« Close background applications: Even if you are not using them,
applications on your device are using precious resources. Before your
meeting, close any applications and browser sessions that you are not
using for a better experience.

© 2025 Cisco and/or its affiliates. All rights reserved.

Monitor the health and performance of users,
applications, and network connectivity.

Optimize user productivity by automatically mining
details on the user’s end-to-end experience,
enabling the IT/security staff to rapidly resolve the
ISsue.

DEM monitoring examples:

- Endpoint performance - CPU, memory, Wifi

« Network performance -endpoint to Secure
Access

- Top 20 SaaS applications performance

User specific events

vl
cisco



Secure Access: SSE that truly understands Al

 Powered by Al Defense models to understand intent

Intelligent Protection

287 Tolal Evenls

Viewing activity from Jan 8, 2025 at 3:30 PM to Feb 7, 2025 at 3:30 PM

® High

1 Bob SWG (bob@swginawsd...

Prompt

OpenAl ChatGPT

Al monitor

& Monitored

Detected ¥

Feb 5, 2025 at 1:15 AM

Detected
Feb 5, 2025 at 1:15 AM

L] Action
+ Pattern-| PllI/PHI/PCI detect
a ern eSS e ec Ion QEINETP o Critical L Bob SWG (bob@swginawsd..  Prompt  OpenAlChatGPT Al Guardrails - 1 @ Blocked Feb 5, 2025 at 1:15 AM v
File Name
. . . QCEIIEDP e Critical L Bob SWG (hob@swginawsd. Prompt  OpenAl ChatGPT  AlGuardrails - 1 © Blocked Feb 5, 2025 at 1:14 AM
P t f histicated attack
revention of sophisticated attacks oy o | s s st
[TITET® e High L Bob SWG (bob@swginawsd rompt  OpenAl ChatGPT  Almonitor @ Monitored  Feb 5, 2025 at 1:14 Al L Bob SWG (bob@swginawsd
(OWASP LLM / MI I RE A I LAS) [ 21 Guardraiis JEECRCTE) 1 Bob SWG (bob@swginawsd Prompt  OpenAl ChatGPT  Almonitor £ Monitored  Feb 5, 2025 at 1:05 AM Application
- . OpenAl ChatGPT
® High Bob SWG (bob@swgil d Prompt 0 Al ChatGPT Al t £ Monitored Feb 5, 2025 at 12:57 AM
e.g., prompt injection GEEED <t 1 o tvoosembr e s
CIIXET® e High A Bob SWG (bob@swginawsd Prompt  OpenAlChatGPT Al monitor R — Generative Al
Classification
. n .
) I t t_ b d t t d t t CEIETY = High L 5212127197 Prompt  OpenAl ChatGPT  Almonitor -api/conver:
nien ased toxicCl etectuon
[ A1 Guardraiis JERCEIEH o 5212127197 Prompt OpenAl ChatGPT  Almonitor
@I Privac
™ n n [ ReaiTime JNCERY L 5212127107 Upload Datadog New Rule v
Write a professional email responding to our client,
[ ReaiTime JEERE T 5212127197 Upload  Datadog New Rule Alex Smith, confirming the details of their invoice for
the $1.2M deal with ACME Company.
@IS e Critical (T, 5212327197 Upload Mozilla Firefox Raja_test_rule | _
. [ * Direction
* Builtinto S A -
u I I n O ecu re Ccess ® High (1L 5232027097 Prompt  OpenAl ChatGPT  Almonitor @ Monitored  Feb 4, 2025 at 10:56 PM g1 2
Classification
[ A1 Guardrails JERCETE L 5212127197 Prompt  OpenAl ChatGPT  Almonitor @ Monitored  Feb 4, 2025 at 10:54 PM
. o) .
+ Singl fied policy fram k
Ing e u nl Ie O IC ra ewor [ A1 Guardraiis IR 5 5212327197 Prompl  OpenAlChatGPT  Almonitor € Monitored  Feb 4, 2025 at 10:49 PM
@IED Toxicit
® High Raymond Wei (raywei@cisc... rompt OpenAl ChatGPT Al Demo ocked eb 4, 5 at 10:49
Higt 1 P © Blocked Feb 4, 2025 at 10:49 PM y
ayn .
® N d d t I f t t how to make a bomb
O a I Iona In raS ruc ure ® High L Raymond Wei (raywei@cisc Prompt  OpenAl ChatGPT Al monitor £ Monitored  Feb 4, 2025 at 10:49 PM
[ A1 Guardraiic JRRCRIE % 5212127197 Prompt  OpenAlChatGPT  Almonitor @ Monitored  Feb 4, 2025 at 10:46 PM Total Size InBytes

18.0 B

1200+
Al Applications Coverage

100% 1
Top 16 Al Apps Coverage  Unified Security Framework

]
© 2025 Cisco and/or its affiliates. All rights reserved. CIsco
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Easy migration to Zero Trust Access

v" You set the pace of ZTNA adoption
v’ Same client

v" Common policy
Unified ZTNA
Granular controls at the

application level + VPNaaS and
Digital Experience Monitoring

VPN as-a-Service

Lift your VPN to the cloud -
more control and easier to
manage

Traditional VPN
Network level access -
cannot control at app level

]
© 2025 Cisco and/or its affiliates. All rights reserved.
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10T
%Ey Wireless SSE

@ ® BYOD gateway What we’ve discussed so far
EARG
Access Layer Discovery and Policy
e Corp devices )
 @—O- O — () Local ISP SWG Branch SD-WAN options
eEmT=e ( ) .
Melboume. AUS \O - o \  Connected to Cisco Secure Access for
@ loT @ - Branch Routers and Firewalls
&) = Mobile - Remote Access Use cases
_ 0 VDI networks VPN . .
(] @ o—0— - Discussed about DUO MFA Integrations
Cameras —
and sensors  Singapore, SG
Access Layer Cloud AND Remote
Visibility, Identification, Access Control &
Segmentation Intrusion Prevention
Device Profiling Context Sharing Policy Enforcement
Identity Authorization Segmentation Service Visibility
Segmentation Access Control Policies Traffic Monitoring
Software Defined WAN Breach Prevention

Access Control Policies

Cloud (SSE) Integrations

]
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10T E .
%:E'o) Wireless SS Direct
gateway connect

@ . BYOD
w@ ................. N\ g @O0

network

.....
..............................

Corp devices

= ISP transit SaaS

m . r\\f O Local ISP SWG providers onramp

(om0 1 (- A B R B I (s O . f-\ O—
Melbourne. AUS
DNS
loT

(& ] -

— Mobile

_ o VDI networks VPN

and sensors  Singapore, SG

c [ o—0 0
ameras ....

Access Layer Branch/Campus Edge Cloud AND Remote DC Edge
Visibility, Identification, Poligy Enfor'cerT.\'ent & Acces.s Control &. Access Control &
Segmentation Service Availability Intrusion Prevention Intrusion Prevention
Device Profiling Context Sharing Policy Enforcement DC Edge Access
Identity Authorization Segmentation Service Visibility Traffic Visibility
Segmentation Access Control Policies Traffic Monitoring Breach Prevention

Software Defined WAN Breach Prevention

Access Control Policies
Cloud (SSE) Integrations

]
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Data Centers and Applications are evolving

Workload Security is Getting More Complex

Maturing of containers Serverless and

Virtual
Machine more...
G GEN s 200 GRS
Bare Metal Public ‘ K8s Mainstream
Cloud adoption

O OPENSHIFT A‘

O @ (3 T*' w
—— — ( , ) gl Jdocker

== EE|EE
— — 8- o8- | 8= 8= Private Public | 7 g

a o i =
/jﬁzure 4
=

]
cisco
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The reality of modern applications

Deployed in Multi-cloud using Microservices,
Serverless functions and APIs

 Decoupled

* Dynamic

e Scalable

]
© 2025 Cisco and/or its affiliates. All rights reserved. CIsco



Simple Modern Application

frontend PgSQL
|
Micro-services L
|
|
Containers and K8s —
= Browser
Cloud—.natwe =
services =
— = E
=
Serverless > App
o o

API

Infrastructure as
Code

I billing

S

Orchestration and
Automation

3rd Party
payment

© 2025 Cisco and/or its affiliates. All rights reserved.



Layers of Defence

New threats require new controls

.........
o*

.
“
acmn
Qooo
v
..
.0

L A
L] .
L] .
"Tapmus®

Granular
controls

Within
Data Center

-----
.....

Cloud Perimeter

Data Center
e Perimeter
_ < Application Controls
Campus to G Network Security Controls >

Data Center

© 2025 Cisco and/or its affiliates. All rights reserved.
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Layers of Defence

For Robust Security Controls

‘IIIIIIIIIIIIIIIIIIIIIIIII..

‘Illlllllllll..

.

Edge Firewall .
s e
) ol e o
Secure Firewall Multicloud Defense :

.
4

.IIIIIIIIIIIIIIIIIIIIIIIIII‘

-

N

Perimeter Defense \

Robust Ingress & Egress
Policy Controls

Next-Generation Threat
Detection and Protection

Threat Intelligence and
Visibility

J

© 2025 Cisco and/or its affiliates. All rights reserved.

Macro-Segmentation

dWs

T
ACI

;ureF_irewaT AAZUI’E

) Google Cloud

ananan

©

Secure Workload

Application Security Journey

/ Zones and Segmentation\

Segment zones within your data
center and cloud.

Context and identity-aware
segmentation

Fabric Security Controls

Agent-based and Agentless

J

Micro-Segmentation
(& e ¥
¢BPF tetragon

Secure Workload
. B cil;
Hypershield gge® Cllium

/ Granular Application Contro&

« Micro-segmentation that creates
dynamic, application-centric micro-
perimeters

» Al Driven Security controls to enforce

lateral threat movement

least privilege access and prevent

k Granular surgical controls

]
cisco



Data Centre Perimeter | Data Conter e
i Data Center N/S .
! 1 )
* Access Policy Controls + Zone segmentation, ldentity aware i =W
(North-South and East-West) intent-based controls, TrustSec ] VPC/Port-Channel Firewall Cluster
Policy using SGTs, ACI Policy e e S
» Advanced Threat Detection Control with EPGs i
and Controls i
o « Snort and SnortML IPS, Malware I
» Low Latency Capabilities Err](;tiicétmn, Encrypted Visibility ! Data Center
« Scalability and Resilience - i Distribution M
» Block access to malicious IP's, i
URL's, DNS, Blacklisted sources ! -
. . 1 v ort-Channel w:
using Talos Threat Intelligence : A
+ Hardware Flow Offload i Firewall Cluster
+ High Availability, Multi-instance, i App Layer “EastoWest”
Intra-site and Inter-site Clustering i
: =] o
i = ——
]

-------------------------------------------------------------

© 2025 Cisco and/or its affiliates. All rights reserved. CIsco
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Cloud Perimeter

Key Functions

- Policy Controls (North-South and East-West)
+ Advanced Threat Detection and Controls

+ Virtual Firewalls

* Multicloud Networking

* Automation

- Simplified operations

© 2025 Cisco and/or its affiliates. All rights reserved.

Spoke VPC 1

Spoke VPC 27
[

AWS Security VPC

GCP
e
7| VPN enabled
- Egress Gateway
Azure vVNET

Jas

p

VPN enabled
Egress Gateway

Edge Device
(IPsec)

Data Center

IPsec
Tunnel

]
cisco



Cisco Multicloud Defense

Multi-cloud networking, automation, and cloud-native network security controls

.=’ Terraform
API

N

Cisco Multicloud INGRESS
Defense Gateways Y PROTECTION
(_ —

(Native or FTDv*)

dWs

NETWORK VISIBILITY

© 2025 Cisco and/or its affiliates. All rights reserved.

IA AZU re 3 Google Cloud ORACLE

CcLouD

Multicloud Networking

ROUTING & CONNECTIVITY SECURITY AUTOMATION

pagerduty & slack servicenow
_____ > Cisco Multicloud Defense -
Controller splunk'> [1 DATADOG
Cloud networking & cloud netsec “as code”
Unified Security Policy >
C/-\D SEGMENTATION C/-\j EGRESS C/\D MULTICLOUD
o (EAST-WEST) o SECURITY —oo CONNECTIVITY

]
cisco



Cloud infrastructure is different

What do we need to

configure?
Security VPCs

VPC and DNS Flow Log capture
Network Load Balancer
Gateway Load Balancers

Gateway Firewall
(Deployment, Insertion, Autoscaling)

AWS Transit Gateways

(New or existing, TGW attachment)

VPC subnet routing to TGW

" I i I I centralized Ingress and Egress/East-West Traffic Flow (AWS)

CIsco

--------------------------

© 2025 Cisco and/or its affiliates. All rights reserved.

Sosury
10.20.0.0/16

Ingress & Egress | East-West

------------------------

105
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Simplified operations with Cisco Multicloud Defense

What do we need to

configure?

AUTOMATED AUTOMATED BY
BY MULTICLOUD DEFENSE
MULTICLOUD

DEFENSE

lllllllll
CCCCC



Layers of Defence

Going beyond Perimeter Defense

Edge Firewall

Secure Firewall

Multicloud Defense

* Robust Ingress & Egress
Policy Controls

* Next-Generation Threat
Detection and Protection

* Threat Intelligence and
Visibility

Perimeter Defense \

J

© 2025 Cisco and/or its affiliates. All rights reserved.

‘IIIIIIIIIIIIIIIIIIIIIIIII..

3 Macro-Segmentation
] i aws .
d ACI _=‘_'-_ .
: Secure Firewall A Azure :
E @ oracie 2 Google Cloud.:
. Secure Workload

L 4

.IIIIIIIIIIIIIIIIIIIIIIIIII‘

Application Security Journey

/ Zones and Segmentation\

center and cloud.

« Context and identity-aware
segmentation

» Fabric Security Controls

Agent-based and Agentless

« Segment zones within your data

y

©

=

Secure Workload

T,
‘ SUP
¢BPF tetragon

O .-
Hypershield 888 cilium

/ Granular Application Contro&

« Micro-segmentation that creates
dynamic, application-centric micro-
perimeters

» Al Driven Security controls to enforce

lateral threat movement

least privilege access and prevent

k Granular surgical controls

]
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Intent based Access Controls

Access Control should adapt when identity and context changes

Name Source Zones Dest Zones Users Aj Dest Ports

# A
» Mandatory - Attribute-Based Policy (-) =
~ Default - Attribute-Based Paolicy (1-9)
[ e e
N Workload_1
1
2 loT Support Service loT_WN
3 Machine Authentication Corporate_VN Shared_Services
4 Pri 2 Corporate_VN Data_Center_Edge ICMP-PING
M Spooler_Service :
ok
Google+
5 Block Social Media VN External Instagram
Tinder
Twitter
5] 0365 Access Corporate_VN External lab-local/Domain Users :EES
7 SecureX Threat Containment Corporate_VN Data_Center_Edge
8 ISE Threat Containment Corporate_VN Data_Center_Edge
9 Cloud App Access Corporate_VN WAN

© 2025 Cisco and/or its affiliates. All rights reserved.

Source Dynamic
Attributes

Destina

ion Dynamic

ES

Action

Leanracias......,
Etranc:h _Locations :

: SecureX_Quarantined_ IPs
: SecureX_Suspicious_|Ps 5

5 RICOH-Aficio-SP- C41DDN
i RICOH-Aficio-SP-C820DN :
1 Xerox-WorkCentre-5030
¢ Xerox-WorkCentre-5135

A . \ ‘- vmware

o Al

& Allow

','u(é]lé"K'Eéé"é?[&i"é’é}u"é};"mm_ g
, . oo

i 0365_Common
1 0365_Exchange
: 0365_SharePoint

Honeypot_Service

Honeypot_Service

* Azure_HR_Workload

i Azure_lntranet_Service %

aws £y A\ Azure

ety
cisco

108




Cisco Secure Dynamic Attribute Connector

Keep security policies up to date in dynamic environment

Cloud Connectors

Azure Azure Service vCenter/
Tags NSX-T

GCP AWS

© 2025 Cisco and/or its affiliates. All rights reserved.

Public Feeds Connecors

a

0365 GitHub Webex

O C

/00m Generic
TXT

alfret
cisco



Cisco Secure Dynamic Attributes Connector

Use existing workload attributes to classify and normalize

Dynamic Mappings
Object

Linux- 172.16.0.1
Servers 172.16.0.3
Windows— 10.0.1.11

Server 10.0.1.14
ervers 10.0.1.20
Powered-On 10.0.1.14

“

os = 'RHEL 7 (64-bit)’
Linux-
_ ', _______________ \I Servers WCIRECE os = 'CentOS 7 (64-bit)’
(REST} ! !
. iul <«— Adapter | MS Windows S 2016 (64-bit)
! ! os = ' indows Server -bit)’
: H : Windows
4 = vCenter network="PROD NETW’
. Server
Flrewa” Management srvers Power="‘running’
Power=‘running’ i vCenter |
D Ee=C vCenter AND ° 1 h
@ (network="PROD NETW’ host="SplunkvM’) ! Connector !
Benefits: /
* Sensors immediately see dynamic
object changes vCenter Private Cloud

+ Change without policy deploy

]
© 2025 Cisco and/or its affiliates. All rights reserved. CIsco



Classifying Workloads with Cisco ISE

Use existing workload attributes to classify and normalize

=. Azure Go gle Cloud VMware GitHub Microsoft 365

by Broadcom

Workload
Connectors
Secure Access ‘ \ /

S

J1V\

Campus Network

SD-WAN ISE “‘, --------------------------------------------------------------
@ pxGrid ~ ~

© 2025 Cisco and/or its affiliates. All rights reserved. CIsco



Classifying Workloads

Use existing workload attributes for classification
Welcome 9 Selact Cloud Platform [ 3 ) Creats Cloud Connection ( 4 | Manage Attributes (5 ) Summary

l VCenter

- Workload Attributes

VPO ISE Dictionary o
ey [ pv— Created Name = /N | Classification
— ﬁtate Application =R/ | Policy
— — Aot P ‘

vgg;gitm Service

Owner Stage -
— o @ SGT
ey Y P— Service

Stage

]
© 2025 Cisco and/or its affiliates. All rights reserved. CIsco



ISE Workload Classification

Add Classification Rule

RULE SETTINGS

Rule Name* Status

Classify-PCI © Enabled () Disabled

AUTHORIZATION CONFIGURATION

Primary SGT * Secondary SGTs (Optional)
PCI_Servers & v Production_Servers X & v

RULE CONFIGURATION

Microsoft 365

Source v In v AWS1 X & v 0]
Google Cloud
Label [ | |
AWS - Owner v Contains v ave | Azure .
Joff ] vmware

by Broadcom

Enter text to search

< -+ Add AND/OR Statement -+ Add Condition
Source e Equals Vv APIC_from_ISE_P1 &) v U [ s
EPG e Equals Vv Demo-ClientEPG &) v
~+ Add AND/OR Statement —+ Add Condition
\_ + Add AND/OR Statement + Add Condition

]
cisco
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Dynamic Parameters for Access Controls

Example: Cisco Firewall - Controls change dynamically when identity changes

#
>

MName

Source Zones

Mandatory - Attribute-Based Policy (-)

~ Default - Attribute-Based Policy (1-9)

1

Workload_1

loT Support Service

Machine Authentication

Printing Service

Block Social Media

0365 Access

SecureX Threat Containment
ISE Threat Containment

Cloud App Access

External

Corporate_VN

Corporate_VN

Corporate_VN

Corporate_VN

Corporate_VN
Corporate_VN

Corporate_VN

© 2025 Cisco and/or its affiliates. All rights reserved.

Dest Zones Users

loT_VN

Shared_Services

Data_Center_Edge

External

External lab-local/Domain Users

Data_Center_Edge
Data_Center_Edge

WAN

Applications

Facebook
Google+
Instagram
Tinder
Twitter

Dast Ports Attributes

HTTP
HTTPS

HTTPS
SSH

AD_Services

RICOH-Aficio-SP-C410DN
RICOH-Aficio-SP-C820DN
Xerox-WorkCentre-5030
Xerox-WorkCentre-5135

SNMP
ICMP-PING
Spooler_Service

Contractors
Branch_Locations

HTTPS
HTTP

SecureX_Quarantined_IPs
SecureX_Suspicious_|Ps

Quarantined_Systems

HTTP
HTTPS

Source Dynamic

WorkloadObj_615c486dc9

loT_Support

Machine_Auth

Employees

Destination Dynamic
Attributes

WorkloadObj_615c8066483

loT

VMWare_Active_Directory

APIC_A_ESG_Print_Servers

0365_Common
0365_Exchange
0365_SharePoint

Honeypot_Service

Honeypot_Service

Azure_HR_Workload
Azure_Intranet_Service

Action

& Allow

& Allow

& Allow

& Allow

& Block

& Allow

& Allow
& Allow

& Allow

114
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Fabric Security Controls

Example: Dynamic Segmentation using Nexus Dashboard

Automated configuration process

Define your micro-segmentation policies from a single pane

Intuitive and dynamic

Create security groups with a few clicks to define all necessary
policies and matching attributes.

Security Matrix

Visualize all your groups and contracts and get further details
with ease

© 2025 Cisco and/or its affiliates. All rights reserved.

~ Security Matrix for Anchorage ><
Scope Global v
[ Filter ] Create Security Group
View All v
Table View  Outbound C’ Inbound
@ Antrafficallowed | | Partial traffic allowed [} No traffic allowed 11 Redirection
&
. . Y
Destination @
&8
€
N %% © A % 9 LU I - R BN - B ,{\z‘
® & £ P £ $° L S %C’ ec’ I I R S S s
99@99999@@9@@@9@9999
o @G0 0EEEEEE
e: @@ ®E
v il @GS SO0 oo EEE
o= GG OEEEE
s GGG O0GEEEE
o @S0 E
v l I 0EE 886
o: S SO o0EEE
secc TSGR EEE
o
1=
zescr @S a®
w
e 000 EE O EE @
e @000 GE G8EE
e GG 00000000 E
e I aEEEE
f—
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Beyond network-layer visibility and controls

Visibility of
» Application-level information
« Software Vulnerabilities
* Risk-Based information
* Malicious processes

JUUTTTIT TN
“ ...
*
0. "
* *
- *

L4 *

L4 .
- .
L ] .
L] -
. y74n\N d
: goon :
: (W[ :
. I .
- L]
. L]
. Ll

. L4

* 4

* -

Granular
controls

L4 .
< lwmflvm| fvmflvm] %

Within
Data Center

Cloud Perimeter

Data Center
Perimeter
_ < Application Controls ———»
Campus to < Network Security Controls >

Data Center

]
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Beyond network-layer visibility and controls
Cisco Secure Workload: Agentless or Agent-based deployment
Cisco Secure Workload

Users and _
. Cisco ISE
Devices

-

I0TDevice ' (B Discovery/Context .-

Network

Visibility

Administration
Network

Enforcement

Employee Network ﬂnn ADC
. F5/ NiScaler
Guest Network E E E E, ;==E
oty
(_\ (_(l,:il)_)
@ > @ gy v
Container Bare Metal VM Hypersisﬁr y

Application Workloads

© 2025 Cisco and/or its affiliates. All rights reserved.

*Discovery/Context

Infoblox 232 [@@Vmweare

servicenow' DNS.em-

]
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Cloud Workloads

Agentless

* Centralized cloud-onboarding experience
* Cloud connectors

« Single point of management
 Visibility
* Near real-time discovery of workloads and
labels

* Flow telemetry via VPC/VNets flow-logs
Connedtor « Enforcement
« Security Groups (AWS)

» Network Security Groups (Azure)
« Firewall (GCP)

D

O

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. 120 cisco



Workload visibility at the network level

Agentless

©

Production

network é é é é Secure Workload
e Cluster
®. cimix: ===; . > : (@
Flow ingest /
appliance with -
appropriate Cisco
connectors Secure

Workload

- Secure Firewall
(NSEL)

3 Network-Based Telemetry Features
ADCs (F5,Citrix)

1 _ - Ingest flows from network-based sources
- Network Devices

(NetFlowv9/IPFIX) - NAT-Flow stitching (NetFlow, IPFIX, NSEL)
ERSPAN |

]
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Host Agent

Windows servers == Windaws
(Virtual machines and bare metal)

Windows desktop 2@ Windows 10
(VDI and Workstation)

i ORACLE ORACLE % . Qracl Linc
Linux servers (x86) @ et o= S Zubuntu QWS e g5 centos £ AlmaLinux |
IBM zSystems @ RedHat 4Subunty  Fiee

Enterprise Linux

(z/Linux operating system)

IBM PowerPC and pSeries systems
(AIX operating system)

Oracle SPARC SRACLE

Solaris

Container host %
(Linux container host OS with DaemonSet)

]
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Application Flow Observability

* Process Flow Details from Workloads

* Flow-level information
* 5-tuple flow information

 Flags, Bytes, Packet Count,
SRTT

« TLS/SSH and DNS/FQDN
information

 Malicious destinations

» Application-level information
* Process Detalls

» User Information

© 2025 Cisco and/or its affiliates. All rights reserved.

Flow Details

dev-siwapp-db-3 - 192.168.3.16 on port 41360 @ E=8l dev-siwapp-db-2 - 192.168.3.15 on port 4567 § e}

over TCP beginning on Jun 16 01:05:23 am (CEST) lasting for & days. @

[ @®Fwd Bytes 59.2K ‘ @ Rev Bytes 56.0K ]

T T T T
10PM 11 PM Tue 13 Q1AM 0z AM 03 AM 04 AW 05 AM 06 AW

londPackets 461 \ Rev Packets 413]

w1 |
3 | . % H
| a = -~ - e el " s
500 "-H' - - e --W ’-v Lo -T-ql - r - g —-.-r' ray

[ T T T T T T T T

T
10 PM 1 PM Tue 13 01 AM 02 AM 03 AM 04 AM 05 AM 06 AM

@ SRTT 8.55ms

T T T
o7 AM 08 Al 09 AN

T T 1
07 AM 08 AM 09 AM

0.0ms T T T T T T T T T T
10PM 11 PM Tue 13 Q1AM 0z AM 03 AM 04 AN 05 AN 06 A
—
g L
Flow Activity @ - ) S—
r
B4 am B8
i Flags
ICMP Type and Code
Byte Count

Packet Count

SRTT

Process

User

Drop Reason

Aug 13 03:32:00 am (CEST)

Consumer @

PSH ACK

68,616 (1,038,747,838 so far)
544 (7,855,211 so far)

10.3ms

Jusr/sbin/mysqld --
wsrep_start_position=2afd6776-celd-11ec-
9166-6af94ddd0dd5:769

mysql

N/A

Provider @

P5SH ACK

60,960 (1,030,287,456 so far)

428 (7,727,024 so far)

fusr/sbin/mysqgld --
wsrep_start_position=2afd6776-celd-11ec-
9166-6af94ddd0dd5:696

mysal

N/A

]
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Granular Application Visibility

End to End Application Discovery

Datacenter

O 10 10 0

Cluster «
user-db

W & ¢ & O

Name
@ user-db

Description
The cluster was formed from the following sources: Service name: user-db

Query (5 alternates)
# orchestrator_system/service_name = user-db and s orchestrator_system/namespace = sock-shop

Neighbors 1

@ user-5bd96d75fb-mbSdg

! VA
[G) Enter attributes... / @] Search Inventory

Services 1 Pods (0 Wol ds 0 IP Addresses @ 0@

10f 1 Services Actions v

@  ServiceType - ServiceName = Scope Name © orchestrator_applicati -

© 2025 Cisco and/or its affiliates. All rights reserved.

ClusterlP user-db @ ... : Production : csw-cilium-demo : sock-shop .5 more ¢ — -
Cluster %
user-5bd96d75fb-mb5dg
& 0
Name
@ user-5bd96d75fb-mb5dg
Description
The cluster was formed from the following sources: ReplicaSet name: user-5bd36d75fo
Query (5 alternates)
( sorchestrator_name -user and % orchestrator_pod-template-hash - 5bd96d75fb ) and
k*wwmmh\lme = sock-shop
/
Neighbors 3 ~
@ front-end-5c9bfbfB94-gxfas
@ user-db
@ user-db-5dc5¢5f488-nnfzr
/
@ Enter attributes... / @] Search Inventory
Services © Pods 1 rkloads 0O IP Addresses @ 0
10f1Pods Actions v
@  PodMName Address - Scope Name * orchestrator_applic
user-5bd96d75fb-mb5dg  10.0.1.243 @ ... : Production : csw-cilium-demo : sock-shop .5 more ( —

124
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Workload Runtime Observability

In-Depth Visibility of Workload Estate

Vulnerabilities

© Enter attributes... X

Displaying 417 of 417

* Processes information

. CVE 4 Package Name T Package Version T} Score (V3) Tl Cisco Security Risk Score T} Base Severity (V3) T}
« Resource consumption Y
CVE-2024-7592 libpython2.7 2.7.17-1~18.04ubuntu1.11 7.5 50 HIGH
) Malicious processes CVE-2024-7592 libpython2.7-minimal 2.7.17-1~18.04ubuntu1.11 7.5 50 HIGH
CVE-2024-7592 libpython2.7-stdlib 2.7.17-1-18.04ubuntu1.11 7.5 50 HIGH

° SOftware paCkageS CVE-2024-7592 python2.7 2.7.17-1-18.04ubuntu1.11 7.5 50 HIGH

CVE-2024-7592 python2.7-minimal 2.7.17-1-1g0

* Vulnerabilities

CVE-2024-7264 curl 7.58.0-2ub

® privileged user other user ——— user change privilege escalation has forensic event /\ has vulnerability A has both

* Risk-Based information

* Process-tree and forensics

00000000000000090009

LA L L L L J

root: (sd-pam)

]
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Workload ldentity and Discovery with Context

Label Key Label Value
Org AcmeFinance-Internal
Location AWS
Application Retail-Banking
Role WebServer
- Production
10.8.3.5 PCI-CDE
Hostname Winserv2251
OS Windows2019
CVE CVE-XXX
User/Group | Bob/Developer

© 2025 Cisco and/or its affiliates. All rights reserved.

Application
Context

- Regulatory
Context

—
——

Security
Context

O,
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Enforcing Granular Intent-Based Policy

Top-Down: Phased Enforcement

< Workspaces

Matching Inventories

Datacenter-SJC14 v

Policies @)

PRIMARY

E Version 0

Conversations

View Version History

Filters @)

Provided Services Policy Analysis Enforcement Status Enforcement

' © Filter Policies ...

I Absolute and Default Policies () | Catch All @ DENY |

I Grouped @ Ungrouped

Y Action T| Consumer T Provider 1] Protocols and Ports 11
# PCI 00S Workloads # PCI CDE Workloads TCP : Any
[y . . -

Datacente

h

Ecommerce-Prod v

PRIMARY

ses View Version History

@ Version 0

Level (Phase-1)

Ringfence (Phase-2)

s @D Policies @ Filters @) Conversations Provided Services Policy Analysis Enforcement Status Enforcement
Filter Policies ...
ault Policies () Catch All | ® DENY Grouped @ Ungrouped . .
Granular Micro-segmentation
Priority T] Action T/ Consumer T} Provider ™ Protocol T, Port T) (Phase = 3)
100 \ ® ALLOW | 7 ... : Datacenter-SJC-14 : Production : eCommerce ® AD-DNS UDP 53 (DNS)
100 | ® ALLow ... : Datacenter-SJC-14 : Production : eCommerce EE ... : Datacenter-SJC-14 : Production : eCommerce TCP Any
100 \ @ ALLOW | % ...: Shared Services : Jumphosts =F ... : Datacenter-SJC-14 : Production : eCommerce TCP 22 (SSH)
100 ‘W == : Shared Services : Jumphosts Action T| Consumer 1 Provider T Protocols and Ports T
100 ‘m ® Any | ® ALLow ® Any (% ... : Datacenter-SJC- 14 : Production : eCommerce TCP : 80 (HTTP) ...1 more
| @ ALLOW ® ecomm-app-tier @ Root : Internet TCP : 25 (SMTP) ...1 more
100 | ® aLLow ® Any
‘ ® ALLOW ® ecomm-app-tier ® ecomm-redis-nfs TCP : 2049 (NFS) ...1 more
[® ALow | ® ecomm-app-tier ® ecomm-belb01 TCP : 3306 (MySQL)
\' ® ALLOW @® ecomm-belb01 ® ecomm-sql TCP : 3306 (MySQL)
‘ ® ALLOW | ® ecomm-sql ® ecomm-sql TCP : 4567 ...1 more
® ALLOW 2 ... : Datacenter-SJC- 14 : Production : eCommerce ® AD-DNS UDP : 53 (DNS)
® ALLOW \ % ... : Shared Services : Jumphosts (2% ... : Datacenter-SJC-14 : Production : eCommerce TCP : 22 (SSH) ...1 more

© 2025 Cisco and/or its affiliates. All rights reserved.
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Agentless Controls
ACI Integration

3. Enforcement on

APIC and constant
APIC TCAM and labels

2. Scope to VRF

Mapping and
Discovery

TCAM and labels

monitoring 1
C D >
<« | : | - Policies Policies
(/ \) ACI
——T— J, —_T— Connector
4 1. Telemetry
= = = from Agents
@ (O) (0) w,
= o= o= \\
. ~
Finance App!" Payment App Ecomm App Soew

\J

© 2025 Cisco and/or its affiliates. All rights reserved.

Telemetry via agents

Workload Discovery
Policy optimization and TCAM monitoring

Dynamic push ESG contracts on ACI
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Agentless Controls

Secure Firewall Integration

Secure Connector

. . - A .
a\ Dynamic Policies ﬁ N Firewall
Saa$ or proxy Management
./ Center

Secure
Workload

- T
= o=
fo— | = o — =
o= = o= =
= =
Front-End Subnet App Tier Subnet Back-End Subnet DB Tier Subnet
\_ Agentless Application )

Segmentation policies enforcement at firewall il

© 2025 Cisco and/or its affiliates. All rights reserved. 129 cisco



Agentless Controls

Enforcement at load-balancer

(’\ Secure
.-/ Workload
Ingest Connector s& Orchestrator
WV
AN
NV
IPFIX flow records 4 X (E30fntext t =~
nrorcemen
AR OMGCH
N A = k=3
<= =3
@r CITRIX DB
1 Backend
— P SNATIP 8
Users B ) EGENED- . ©a®a
N — - —
Health
App
Backend

Segmentation policies
enforcement at load-balancer

]
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Quarantine Workloads Based on CVE/Process

VWorkloads (VM, Baremetal
and containers)

© 2025 Cisco and/or its affiliates. All rights reserved.

Filters @ CVE Score v3 = 9

Displaying 2 of 315

Architecture Publisher
AMDE4 Microsof ft Corporation
AMDE4 Microsof ft Corporation

Impact

CVSS v3.0 Severity and Metrics:

Base Score: 9.5 CRITICAL

Vector: AV:N/AC:L/PR:N/ULN/S:UJC:H1H/AH (V3 legend)

Impact Score: 5.9
Exploitability Score: 3.9

Attack Vector (AV): Netwark

Attack Complexity (AC): Law
Privileges Required (PR): None

User Interaction (U1): Non:

Scope (5
Confiden!

hanged
(€): High
Intey igh
Availability (A): High

e

CVSS v2.0 Severity and Metrics:

Base Score: 10.0 HIGH

Vector: [AV:N/AC:L/AUN/C:C/I:C/AC) (V2 legend)
Impact Subscore: 10.0

Exploitability Subscore: 10.0

Access Vector (AV): Netwark
Access Complexity (AC): Low

Confide
Integrity (1): Complete
m

@ Filter: CVE-Filter-Demo

Query Package CVE contains CVE-2014-4877

Scope Tetration
Description  CVE filter for quaratinne
Restricted? No

Public? No

Endpoints (42)

Absolute Policies 3 Default Policies ' 9

Priority Action Consumer
LI o< [l CVE-Fiter-Demo |
200 [ CVE-Fiter-Demo |

catch Al [EE52

Provider

[ 10.10.0.4
[ Tetration PN

Add Absolute Policy

Services

Visibility into the vulnerability
details

Vulnerability details include:
» Severity

* Impact sub-score

* Exploitability sub-score

Quickly identify all servers that
are running specific vulnerable
software package version

Inventory filter - Identity
workloads using specific CVEs
attributes.

Policy creation and enforcement
to isolate or quarantine the
affected workloads (OpenAPI
support for XDR integrations)

llill
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Compensating Controls with Virtual Patch

Agentless Controls

N N N N NN N SN SN NN NN SN NN SN SN SN NN SN SN NN N SN S N R R N R S R R R S

/ \

: ‘ \ L7 Virtual Patch Inspection

* Quickly identify vulnerable workloads
* Vulnerability information export done
by Secure Workload to FMC

* Run Firepower Recommendations to
get IPS signature

Apply IPS policy to interested traffic
flows

» Configure the compensating control
to mitigate risk while patching
schedule is done

Secure Workload FMC

(/_\ CVE Information veee ' _
C g ENE | -
¥

North-South

[ S ————
[ ]

~

=]
e o - -

’—--------------~N

]
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Compensating Controls with Virtual Patch

FMC Virtual Patch

Settings Segmentation

© Enter attributes...

Sales Web App

Used in Vitual Patching Rule Sales Web App

Virtual Patching

Event Log

# Sales Web

% Application = Sales-Web and CVE Score v3 > 8

Dec 22 2023 03:25:36 pm (CET)

.

Workloads with Published CVEs

£ X

Q, Filter Workloads

Rules 1, Workloads 1

Rule Name 1]

Sales Web App

Workload Name 1]

Sales-Web

¢ Refresh

Exported

CVEs List

Third-Party Vulnerabilities Summary

\Vulnerabilities by Source e seases)
No Search Constraints (Edit Search)

Vulnerabllity Source x

CSW{tabea20b-2466-00ac-cdB1-72062038¢0af| 1
CSW|fabee20b~2466-00ac-cdB1-72082038c0d! 1
CSWitabee20b-2466-00ac-cd81-72022b38c0a!]1
CSWifabee20b-2466-00ac-cd81-72b22038¢0d!] 1
CSWifa6ea20b-2466-00ac-ca81-72ba2b38c0ar| 1
CSWifabee20b-2466-00ac-cd81-72022b38¢0d!]1
CSWifabee20b-2466-00ac-cd81-72be2038¢0a!] 1
CSWifabes20b-2466-00ac-cd81-720e2038¢0df 1
CSWitabee20b-2466-00ac-ca81-72be2038c0af| 1
CSW/fabee20b-2466-00ac-cdB1-72be2b38c0d!1
CSW|fabee20b-2466-00ac-cd81-72ba2b38¢0d!| 1
CSWifabee20b-2466-00ac-cd81-720e2b38c0d!1
CSWifa6ea20b-2468-00ac-cdB81-72be2033¢0ar| 1

Third-Party Vulnerabilities Details

Table View of Third-Party Vulnerabiiities

1D x

+ 1P Add x

W 2000012
2000011
W 2000010
W 2000009
W 2000008
W 2000007
¥ 2000006
W 2000005
W 2000004
2000003
W 2000002
W 2000001
W 2000000

51 192 168.19.20
) 102.168.19.20
51 102.168.19.20
£ 102.168.19.20
€1 192.16819.20
£ 192.168.19.20
£ 192.16819.20
0 102.168.19.20
) 192.168.19.20
£ 102.168.19.20
1 102.168,19.20
3 192.168.19.20
£ 192.168.10.20

Port x  Bugtrag D x

Hosts

CVEID x
2018-25032
2023-25690
2022-1271
2022-41903
2022-23521
2023-38408
2022-40674
2022-2526
2021-3656
2021-3653
2022-42898
2022-24903

2023-0767

SVID x

13409

12936

Snort 1D x

62207
80757, 60758, 300301

Title x

2018-25032
2023-25690
2022-12N
2022-41903
2022-23521
2023-38408
2022-40674
2022-2526
2021-3656
2021-3653
2022-42898
2022-24903
2023-0767

Description x

CsSw-39.1
Csw-3.9.1
CcsSw-39.1
Ccsw-3.0.1
csw-39.1
CSw-3.9.1
CsSw-39.1
Ccsw-3.0.1
CSwW-39.1
CsSw-3.9.1
csw-39.1
csw-3.9.1

CSW-39.1

1

1

1

, 202401171345052
. 202401171345052
, 20240117134505Z
202401171345052
, 20240117134505Z
202401171345052
, 202401171345052
202401171345052Z
20240117134505Z
202401171345052
20240117134505Z
, 202401171345052

202401171345052

Domain x

Global \ DC-NS-Edge
Giobal | DC-NS-Edge
Global \ DC-NS-Edge
Giobal \ DC-NS-Edge
Global \ DC-NS-Edge
Giobal \ DC-NS-Edge
Global \ DC-NS-Eage
Global \ DC-NS-Edge
Global \ DC-NS-Eage
Giobal \ DC-NS-Edge
Global | DC-NS-Edge
Giobal \ DC-NS-Edge
Global \ DC-NS-Eage

© 2025 Cisco and/or its affiliates. All rights reserved.
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Microsegmentation - Approaches

Compare and Contrast

Form-Factor Coverage (baremetal, VM, Agentless: Limited coverage for containers

container)

OS Dependency O Agent: Dependencies on OS

Network Infrastructure Dependency O O Agentless-Network: Dependencies on

network

Observability- Flow (baremetal, VM, container) ® Agentless: Limited visibility for containers

Observability - Runtime (vulnerability, processes, P PY PY Agentless: No visibility

behavior)

Enforcement (Granularity) Agentle.ss-Network: Segmentati_on policies
® granularity depends on the insertion method

and form-factor
Agentless-Cloud: Limited granularity for
container form-factor

Enforcement (Scalability) Agentless-Cloud: Number of access control
rules limited by Cloud Service Provider

Time to Deploy Agent: Organizational dependencies

]
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Beyond micro-segmentation

« Compensating controls while vulnerability
patches are not available

» Surgical controls while applications keep
running

» Unique challenges associated with Al

Workloads

VM

VM VM || VM

Cloud Perimeter

Within
Data Center

Data Center
Perimeter
Campus to < Network Security Controls

Data Center

© 2025 Cisco and/or its affiliates. All rights reserved.
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Layers of Defence

Going beyond application micro-segmentation

Edge Firewall Macro-Segmentation

ACI

Secure Firewall Multicloud Defense (\ Secure Firewall

Secure Workload

Application Security Journey

“IIIIIIIIIIIIIIIIIIIIIIIII..

‘IIIIIIIIIIII..

4 EEEEEEEEEEEEEEEEEEEEER

*

L
© ¥ :
Secure Workload tetragon :
: 8 cilium =
Hypershield oge cllium g
L

v

*

/ Perimeter Defense \ / Zones and Segmentation\

* Robust Ingress & Egress « Segment zones within your data
Policy Controls center and cloud.

« Next-Generation Threat « Context and identity-aware
Detection and Protection segmentation

* Fabri ' trol
* Threat Intelligence and abric Security Controls

\_ Visibility ) \_* Agent-based andAgentiess /

© 2025 Cisco and/or its affiliates. All rights reserved.

/ Granular Application Contro&

Micro-segmentation that creates
dynamic, application-centric micro-
perimeters

Granular surgical controls

Protection against unique Al

\ Workloads

J

]
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Cisco Hypershield

eBPF - Foundation of Hypershield

- Kubernetes networking a’
oagbaanang SHEBPT A App 2 AR User tover

* Kubernetes services N J 4
- ldentity-based security .

* L7 policies Network filtering R

* Dependencies map .

(service and flows)

* Monitoring and
alerting

* App monitoring

> ‘ Kernel layer
(

* Monitor process execution

- Real time enforcement -’ )

]
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eBPF based visibility & controls in network & workload

Cisco Hypershield (built on Isovalent)

Deep visibility

and enforcement

* Network

 File read/write

« Directory traversals
» Privilege escalations

© 2025 Cisco and/or its affiliates. All rights reserved.

Tesseract Security Agent

Workload A

file read/write

WBA > WBB/443

WBA > WBC/3036

-_’
-_’

Workload B
(Identity)

Workload C
(Database)

]
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Surgical mitigating controls

While keeping applications up and running

) Distributed Exploit Shield | runc-exec... Verified A

REMEDIATION 1 4 Recommended

The Distributed Exploit Shield blocks new container processes
with a current working directory of "/"in the host namespace.

Reason Remediates vulnerability

Effect Block and alert
Principal

Action sys_execve
Resource *

Condition when principal.version <= 1.1.11 or unknown
and action.cwd = "host_ns:/"

Deployed by 8,734 other customers

© 2025 Cisco and/or its affiliates. All rights reserved.

Al generated rule blocking a vulnerable
container process:

Block & Alert ]

File path / executable

Execute Permit

* (act on any resource)

~

Minimum version & namespace

]
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Agent and Agentless Enforcement

Advanced capabilities for exploit
protection and segmentation

Autonomous Segmentation Distributed Exploit Protection Zone Segmentation

Tesseract Security Agent VM appliance Smart Switch

Summary Vulnerabilities Anomalies

# Get started with Hypershield

Follow the tasks listed below to get started.

A Vulnerabilities

1

Total exploitable workloads View

¥ Mitigations

1

Shield available View

Total Assets
@ 11 =0 no es 4 ..' 6 '5-\' 0
Tesseract Security Agents Network-based Enforcers Policies Policy groups Network objects User-defined groups
E:] © 15 m 32
Hosts Pods Containers

]
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Al Applications: Unique Security Requirements

Al Applications can be non-deterministic

Al Application

User

Application
e

Data

Infrastructure




Securing Al Applications

Cisco Al Defense: Secure Al Apps development lifecycle

e}
= Custo =
End User Al Apps Beel ol
Enterprise development teams are
Enab“ng Al rapldly in their appllcatlons. 1.Discover and inventory Al models/ applications
Al Cloud Visibility across the enterprise.
What Al assets are in my cloud? 2.Understand ownership & provenance
(including VPCs)
What are the risks associated with these o 3.Test, probe, and validate models.
5 Al Model/Application Validation 4. Evaluate risks discovered
Al models and apps: 5.Test periodically on model/app changes.

Protect with runtime guardrails
6.Deploy mitigations and protections

Al Runtime : .
7.Monitor and audit performance

© 2025 Cisco and/or its affiliates. All rights reserved. CIsco



Guardrail Implementation

O
=

Al Defense SAAS API
Translation Gateway

https://us.gateway.aidefense.security.ci
sco.com/39fds430-
2gd4/connections/3618d1707-
c9fds785acc

End User J

API Substitution
from the APP

O
=

v

Custom
Al Apps

https://sbgaiteam.openai.azure.com/

End User

Direct API Call
No Substitution

© 2025 Cisco and/or its affiliates. All rights reserved.

A 4

Custom
Al Apps

Multicloud Defense
Gateway - Transparent
Gateway (policy on GW)

API Call for disposition

Al Defense SAAS API

https://sbgaiteam.openai.azure.com/

—]

Mode! G openal
i + .,
Providers Gemlnl

https://sbgaiteam.openai.azure.com/

API Response

Model G openal
; 4 .
Providers Gem|n|

]
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Sprawling Security Controls

But Inefficient Security Operations

sl Security Cloud Control ¢t O ® 0@ | Q carterbriggs -

Cisco Security Cloud Control =
helps addreSS: : g;::;i;:it::'prises- >

North America

* Inconsistent policies A Home

Home Q@

Configure Secure Access X

You can configure Secure Access later by

Top insights & alerts 10newinsights accessing it from the left nav.

»7 Elephant flow spike observed Risky users accessing privileged 1% Decrypted traffic towards
Data sources: FTD apps internet

« Too many dashboards to Data sources: FTD

Failure to decrypt a significant portion of traffic

. Products Traffic has risen steadily over three weeks with
Manage and monitor

» Al Defense

some large flows consuming excessive
bandwidth, necessitating intervention to avoid
performance issues.

Implement zero trust access to limit access to
only required user groups, and protect your
applications from risky users.

poses a severe security risk, potentially
concealing malicious activities, leaving your
network vulnerable to threats.

‘ O bSta CleS to o pe rate at Speed v Firewall Last 24h Details Last 24h Details
a n d SC a | e = Hypershield Last 24h Details

4 Multicloud Defense

Asset connectivity status
() secureAccess
© Disconnected assets 15% (13,248 / 86,250)
() secure Workload
Source Count 24hr A

Platform services v Firewall devices 250 2 11%

. FTD ASA  cdFMC
M Favorites >

View firewall devices
s=m Security Devices

15%

> Universal ZTNA Firewall devices 45 5%
L] : Disconnected assets
Shared Objects > Network tunnel groups 36 —
8% since yesterday
9 platform Management > > Resource connectors 8 —
> Cloud accounts 1 —
> Tesseract security agents 12,942 4%
> Workload agents 19 _

. Connected . Disconnected . Pending

alealn
© 2025 Cisco and/or its affiliates. All rights reserved. CIsco



Addressing the challenges

Challenges What we discussed

* Evolving infrastructure and ® < Zero Trust approach to access
changing boundaries policy across the architecture

* Disparate control points resulting ® * Unified Policy Constructs for
In inconsistent policies enforcement and response

» Lack of dynamic and shared » ¢ Cross platform context sharing
context

« Having to hunt for which platform ®» -+ Unified Dashboard for efficient
shows which data Security Operations

Solution: A Platform approach to Security

co and/or its affiliates. All rights reserved. CIsco



Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights res
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Unlock insights from the network

et Ao ~—._—---“.-.-
Comprehensive Unleash

Bridging e = e
TDIR Network Insights SecOps + NetOps e o

301133 Tee 6ca 17136 15,348 316 (V]
—— X 39 e o - ——
b @) @ o
)10 017000 000 TC 0O1@T ®1O ©1001010010000 00 10NOO0I0 010 g iyt g
3 9100 010.01000010°00100 010000aaoa0 010 |,
i s I
JBUREE 010 010010001C 0101 ©10 ©1001010010000 A0010I0A0 010 ) -
y 2100010 01001000100 010001000100 @10 ©10 00100 i i s b e
0 10010 00D1G10100 0710000000 ©A 00000 DOOOAVOATO0 01 ==
T -y e L — - -y o — el
. - - - -
New detections | Automated response

*Cisco Firepower (FTD) firewalls are entitled to 5GB of Splunk logging capacity with purchase
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