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Click “Join the Discussion”
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Growing data volume makes it harder to be resilient

BRKSEC-2544

$200M

Yearly cost of 
system downtime

$4.9M

Average cost of a 
data breach

90%

data created past 2 
years; accelerating 
demand due to AI

Splunk Hidden Cost of Downtime
IBM Cost of a Data Breach 2024 

https://www.splunk.com/en_us/form/the-hidden-costs-of-downtime.html
https://www.ibm.com/reports/data-breach?utm_content=SRCWW&p1=Search&p4=43700080542405586&p5=e&p9=58700008751471954&gclid=Cj0KCQjwzva1BhD3ARIsADQuPnWQdp5NRODgC5Q24jl7PEQPZwkHQyNZseE09s8PedKK_DGWqjBRp40aAjdeEALw_wcB&gclsrc=aw.ds
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Not all data is created equally
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Real and Near-Real Time

Archive

Ad Hoc 

Forensics, Audit & CompliancePrevention, Detection, Monitoring

Incident Review, Investigations,
Threat Hunting

1 year1 month 10 year

Age 
of Data

<1 sec <1 min<10 sec 1 week1 hour 1 day
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Unified Threat Detection, Investigation & Response
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Leverage multiple detection 

methodologies from signatures to 

ML-driven anomaly detection

Seamlessly manage and access data 

across diverse data stores

Seamless coordination and 

collaboration across the TDIR 

lifecycle. Automate workflows in a 

single, unified analyst experience

Access
the right         

Data

Apply
the right

Analytics         

Accelerate
the right

Actions         
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The Data Platform is the foundation

Highly scalable, unified data 
management and federation to 
optimize distributed enterprise 
data including events, metrics, 
logs and traces.

Data is VISIBLE from Splunk, 
without having to LIVE in Splunk.

BRKSEC-2544

Data 
management

Federation
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Data Management

Unified data configuration, processing and management

BRKSEC-2544
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Routing

Data Management

Metrics

Events

Logs

Traces

Splunk Cloud

Splunk 
Enterprise

Amazon S3

Data Lakes

Splunk O11y

Cloud

Agent 
Management

Mask

Filter

Aggregate

Enrich

Normalize

End to end monitoring

Data 
management
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Data Management Experience (DMX)
End-to-end data management
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• Delivered through a single, modern UI 
experience

• Powered by SPL2

• Offered through two deployment 
methods:

o Ingest Processor as a Splunk hosted 
SaaS offering, great for customers all-in 
on cloud

o Edge Processor as a customer-hosted 
offering,  great if you want more control at 
the edge 

Data 
management
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Edge Processor

BRKSEC-2544

Data 
management
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Federation
Break down silos with federated access
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Federation

ExplorationThreat Hunting InvestigationCompliance
Historical 

Analysis
Detection

Break Down Silos with Federated Access

Amazon S3 Amazon

Security Lake

Additional 

Data Lakes

Federation

Splunk
Cloud

Splunk 
Enterprise

Splunk O11y
Cloud
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Federated Search for Amazon S3
Read datasets from your Amazon S3 buckets directly in Splunk Cloud Platform!
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Federation

Federated Search for Amazon S3 is a search capability that allows you to perform a remote 
search on your Amazon S3 buckets and retrieve the search results directly in your Splunk 
Cloud Platform instance for correlation, enrichment and analysis. 

GZIP, 
BZIP

AND 
MORE …

REMOTE SEARCH

RESULTS

RETRIEVAL

Parquet

CSV

JSON
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How does it Work?
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Federation

Splunk Cloud

Splunk Search 

Head

Federated Search for 

Amazon S3 service

SPL 

request

result 

retrieval

User

Your AWS Account

AWS Glue catalog

Amazon S3

optimized search and 

filtering
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Data Management and Federation
Enable a broader range of use cases
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Data 
management

Federation
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Cloud
Federation

 Search & Analytics

Data 
Management 

Filtering, Redacting & 
Routing

End to end use cases

Intelligent & relevant data 
optimization

AI Assistants
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Optimized data design across use cases
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Data 

Type 1

Data 

Type 2

Data 

Type 3

Data 

Source 

4

Data 
Source 

1

Data 

Source 

2

Data 

Source 

3

Data 
Pipeline 
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Filter, 
enrich, 

process, 
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Security Monitoring & 
Incident Resolution 
(Highest performance)

Historical & audit via 
Federated Search 
(Optimized)

Investigation &  threat 

hunting via Federated 

Analytics (Optimized)

Search w/ 
Federation



© 2025 Cisco and/or its affiliates. All rights reserved.

Splunk Enterprise Security

BRKSEC-2544
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Security Logging Baseline
Logging policy based on visibility of critical business systems
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Splunk Common 
Information Model

Windows event logs

(Firewall, WAF, Proxy, etc)

Assets & Identities

Linux audit logs

EDR/XDR/AV

Network traffic

Cloud

Vulnerability data

✓  Automated data onboarding

✓  Automated security detection

✓  Autonomous network-ready

✓  Critical infrastructure visibility
Authentication

Endpoint

Malware

Network

Cloud

Alerts

Vulnerability

Data ConnectorsKey data sources Modern SOC
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Unifying Threat Detection, Investigation and Response
Splunk Enterprise Security: The Core of the Unified TDIR Experience
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Federation
 Search & Analytics

Amazon
Security Lake

Additional
Data Lakes

Amazon S3

XDR

Real-time attack chain 

detection

Cisco SNA

Pervasive Network 

Detection & Analytics

Splunk Enterprise Security

SOAR
Threat Intelligence 

Management

Mission Control
Analytics / Search / 

Investigation

Unified SOC Analyst View
Analyst Queue | Findings | Investigations | Case Management

Risk-Based Analytics

Network Traffic 
& Logs

Incidents & Alerts
(Network, Endpoint, 

Email)

Duo

Secure Firewall

Secure Network 
Analytics

Secure Email
WSA

Multicloud 
Defense ASA

Secure Malware 
Analytics

Secure Access
Umbrella

Talos

XDR XDR

AI Defense

Threat 
Detection

Distributed 
Enforcement
Automated 

Remediation
Incidents & Alerts

(Network, Endpoint, 
Email)
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SOC Overview Dashboard

BRKSEC-2544
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How to maximize value
With unified data management and federation
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Search Tier: Federated Analytics for 
performance on data <30 days, subject to 
data lake latency

Data Management: Ingest Processor 
Metricisation, Lookups

Search Tier: Federated Search for less 
performant scanning of archived & long term 
data

Data Management: Filter & Route with Edge 
Processor

Search Tier: Search & Analytics for highest 
performance with configurable data 
retention

Data Management: Enrich, mask, and 
transform

High Performance
Prevention, Detection, Monitoring

Performance at Cost
Incident Investigation, Threat Hunting

Compliance
Audit, Forensics, Compliance

1 year1 month 10 year

Age 
of Data

<1 sec <1 min<10 sec 1 week1 hour 1 day
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKSEC-2544
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKSEC-2544

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
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