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Growing data volume makes it harder to be resilient

-

$200M

Yearly cost of
system downtime

$4.9M

Average cost of a
data breach

90%

data created past 2

years; accelerating

_demand due to Al

Splunk Hidden Cost of Downtime
IBM Cost of a Data Breach 2024
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https://www.splunk.com/en_us/form/the-hidden-costs-of-downtime.html
https://www.ibm.com/reports/data-breach?utm_content=SRCWW&p1=Search&p4=43700080542405586&p5=e&p9=58700008751471954&gclid=Cj0KCQjwzva1BhD3ARIsADQuPnWQdp5NRODgC5Q24jl7PEQPZwkHQyNZseE09s8PedKK_DGWqjBRp40aAjdeEALw_wcB&gclsrc=aw.ds

Not all data is created equally

Prevention, Detection, Monitoring Forensics, Audit & Compliance

Incident Review, Investigations,
Threat Hunting

- Age
| | of Data

<1 sec <10 sec <1 min 1 hour 1 day 1 week 1 month 1 year 10 year

Real and Near-Real Time

. Ad Hoc

‘ Archive
]
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Unified Threat Detection, Investigation & Response

Security Content & Threat Research

: Splunk
Attack Analyzer SOAR

. Automated Threat Analysis Security Automation

Splunk Enterprise Security
SIEM / Security Analytics

Splunk Platform, powered by Al

Access

the right ‘A
Data Q

A

Seamlessly manage and access data
across diverse data stores

© 2025 Cisco and/or its affiliates. All rights reserved.

Apply

the right
Analytics

Leverage multiple detection
methodologies from signatures to
ML-driven anomaly detection

BRKSEC-2544

Accelerate
the right O

Actions

Seamless coordination and
collaboration across the TDIR
lifecycle. Automate workflows in a
single, unified analyst experience
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The Data Platform is the foundation

Highly scalable, unified data
management and federation to
optimize distributed enterprise
data including events, metrics,
logs and traces.

Data is VISIBLE from Splunk,

without having to LIVE in Splunk.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Data

management Federation
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Data Management

Unified data configuration, processing and management

On Premises

Private Cloud
v

Public Cloud

© 2025 Cisco and/or its affiliates. All rights reserved.

UF, HEC, OTel

Metrics

Events

Logs

Traces

Data Management

N a

Filter Normalize
Yy G
N a

Mask Enrich
y G
N a

Agent

Management Aggregate

J s

End to end monitoring

BRKSEC-2544

Data

management

Splunk Cloud

Splunk
Enterprise

Amazon S3

Data Lakes

Splunk O11y
Cloud
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Data Management Experience (DMX)

End-to-end data management

* Delivered through a single, modern Ul
experience

* Powered by SPL2

» Offered through two deployment
methods:

o Ingest Processor as a Splunk hosted
SaaS offering, great for customers all-in
on cloud

o Edge Processor as a customer-hosted
offering, great if you want more control at
the edge

© 2025 Cisco and/or its affiliates. All rights reserved.

Data Management

& search
Process your data at the edge

& Datamanagement

< Pipelines

What's new

Edge Processor acknowledgement for HTTP Event
Collector (HEC)
5 024

Edge Processor
her

Learn more [2

Training videos

BRKSEC-2544

Data

management

& px.staging.scs.splunk.com

HTTP Event Collector (HEC) token authentication
Apr 024

Edge Processor  Ingest Processor

Learn more (2 Learn more [2 Learn more (2
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Edge Processor

splunk> <> 3 sa

Data
management

Edge Processors > cluster1 Actions ¥

Metrics: Last 30 mins ¥ |

£ cluster1

Received data
View information about the data that this Edge Processor
received in the last 30 minutes.

13 pipelines
View information about the pipelines applied to this Edge
Processor

Instances (3)

Q Enter search term: Configure data so... Apply pipelines

Source type
splunkd_latency_tracker
splunkd
splunk_telemetry
pan:xdr_incident
pan:iot_alert
pan:firewall
pan:aperture
f5:telemetry:json
f5:bigip:syslog
f5:bigip:asm:syslog
_Json:cloudtrail
_json

WinFvent! ne'Svstem

Inbound data (

45B/ 1 events

8.87 MB / 2K events
0B/ 0 events

793.72 KB / 900 events
736.31 KB / 900 events
1.22 MB / 900 events
318.26 KB / 900 events
1.25 MB / 900 events
484.61 K3 / 900 events
638.5 KB / 900 eveivis
382.17 KB / 328 events
1.75 MB / 163 events

1R KR / A pvents
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Name $
canary_syslog_masking
palo_alto_xdr_incident
palo_alto_aperture
palo_alto_iot_alert

internal_passthrough

wineventsystem_truncate

msg_ec

json_basic
json_basic_cloudtrail
f5_telemetry_rating
f5_firewall_logs
f5_afm_syslog

palo_alto_firewall_logs

Outbound data

No data available

518 KB / 592 events
308.5 KB / 900 events
222.33KB /272 events
8.87 MB / 2K events

1.98 KB / 6 events

87.81 KB/ 8B events
59.14 KB / 66 events
648.9 KB / 457 events
273.08 KB / 392 events
162.66 KB / 304 events

1.23 MB / 900 events

BRKSEC-2544

© 3 Healthy

Data flowing through in the last 30 minutes

Data volume (bytes)

14

10 Splunk forwarders

16.36 MB / 8.8K events
12.34 MB / 5.9K events

All source types

6.0M

SJUBA® JO JaquinN

17:36:00 17:44.00 17:52:00 18:00:00 18:08:00
Time

Inbound volume Outbound volume === Inbound events

= Qutbound events
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Federation

Break down silos with federated access

Federation

Splunk Splunk Splunk O11y
Enterprise Cloud Cloud
v v v

. : : : N Historical
Threat Hunting Compliance Detection Exploration Investigation .
Analysis

Break Down Silos with Federated Access

A A A
Amazon S3 Amazon Additional

Security Lake Data Lakes

alaln
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Federated Search for Amazon S3

Read datasets from your Amazon S3 buckets directly in Splunk Cloud Platform!

Federated Search for Amazon S3 is a search capability that allows you to perform a remote
search on your Amazon S3 buckets and retrieve the search results directly in your Splunk

Cloud Platform instance for correlation, enrichment and analysis.

REMOTE SEARCH / JSON -

\ 4

splunk> ) >
RESULTS
RETRIEVAL \\ -
\ \ Parquet
.
AND
MORE ... GZIP,

BZIP
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How does it Work?

Q
o
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Splunk Cloud

Splunk Search

Head SPL
request

result
retrieval

Federated Search for
Amazon S3 service

BRKSEC-2544

Your AWS Account

AWS Glue catalog

5

Amazon S3

optimized search and
filtering

Federation

alaln
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Data Management and Federation

Enable a broader range of use cases

Data Federation

management

Splunk Cloud

On Premise

Splunk

—:@ Enterprise

Amazon S3

Private Cloud
v
v
v
A
. I I .

Data

Data Lakes
- Management
3 Filtering, Redacting &
(3 Routing Splunk O11y Federation
§ Cloud Search & Analytics
o \ J
A[ End to end use cases I
Intelligent & relevant data Al Assistants

optimization

]
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Optimized data design across use cases

(7p]
§ S°‘1r°e Pipeline
c Mgmt Security Monitoring & Q
& Q) Incident Resolution
Data i (Highest performance)

= Source —Pp : -
! 5 Filter, Search w/
o) i Federation
£ > ) enrich, splunk>
" Data process,
3 Index
N Source route

3 Investigation & threat
o hunting via Federated
3 Analytics (Optimized)
(@)
9
S Data el Historical & audit via

s3

= Source P (0 Siores ::ggﬁ:r?itzzz )Sea rch

4
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Splunk Enterprise Security

un'\ﬂed Anal_yst E’.‘pef"ence

(

]
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Security Logging Baseline

Logging policy based on visibility of critical business systems

Splunk Common

Key data sources Data Connectors :
Information Model

. Splunk Add-on for
Microsoft Windows

AddOn-

Authentication

Windows event logs o Splun'k Add-on for Unix
and Linux
Endpoint
Linux audit logs . CrowdStrike Falcon

. Event Streams
EDR/XDR/AV / Technical Add-On ‘ Malware

Network traffic _—»/ . Cisco Security Cloud

(Firewall, WAF, Proxy, etc) Network
Splunk Add-on for
Cloud AddOn+ . [\
Microsoft Cloud Cloud
Vulnerability data Splunk Add-on for

nidont  Amazon Web Services Alerts

(AWS)
Assets & Identities

@ Tenable Add-On for Vulnerability

Splunk

Splunk Asset and Risk

" Intelligence

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2544

Modern SOC

v/ Automated data onboarding

v/ Automated security detection

v/ Autonomous network-ready

V' Critical infrastructure visibility

MITRE Coverage
——E

Available

5% Initial Access

5% Execution

73% Persistence

0% Privilage Escalation

1% Defense Evasion

62% Credential Access

13% Discovery

7% Lateral Movement

10% Command and Control

5% Collection

28% Exfiltration cisco



Unifying Threat Detection, Investigation and Response

Splunk Enterprise Security: The Core of the Unified TDIR Experience

M
XDR Incidents & Alerts
Real-time attack chain  (Network, Endpoint,
detection Email)
ﬁ
Cisco SNA

Incidents & Alerts
(Network, Endpoint,
Email)

Pervasive Network
Detection & Analytics

L————————>

Network Traffic
& Logs
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SIEM Splunk Enterprise Security

Analytics / Search /

Investigation Mission Control

Threat Intelligence

Management SOAR

Unified SOC Analyst View

Analyst Queue | Findings | Investigations | Case Management
Risk-Based Analytics

&

Federation
Search & Analytics

- Q“_.
v v v

Additional
Data Lakes

Amazon

Amazon S3 Security Lake

BRKSEC-2544

Threat
Detection

Distributed
Enforcement
Automated
Remediation

@
=

bfoococoo

Secure Firewall

Duo

Secure Network
Analytics

Secure Email
WSA

Multicloud
Defense ASA

Secure Malware
Analytics

Secure Access
Umbrella

Al Defense

Talos

XDR
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SOC Overview Das

SOC Overview

Incident Summary
Urgency =

High

632

Incident Analysis

In Progress

MITRE ATT&CK Techniques by Risk Object
hash_values
host_artifacts

network_artifacts

ce Development
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Unassigned = In Progress =

Bl Execution

B initial Access B Persistence

priviledgeEscalation

hboard

Pending = Resolved = Closed = Total =
181
"7
188
145

1

Faise Positive - Incomect Analytic Logic

Faise Positive - inaccurate Data

Benign Positive - Suspicious But Expected

Unassigned

12 8
6 7

Defense Evasion Credential Access

BRKSEC-2544

Incident Timeline

Informationa! = Medium == High

e

12:00 AM
Wed Sep 7
2022

8:00 AM

Disposition

splunk

,\%1

8:00 PM

True Positive Benign Positive False Positive

4 p p. 2
0.6 0.3x 0.3« 0.3x

Suspicious Suspicious but ‘ Inaccurate Incorrect
Activity expected data Analytic Logic |

Incident Assignments

Owner = Resolved

New = Unassigned = In Progress < Pending =
Ithomson 2

sc_admin

sgeetarfunk

soar_admin

splunker

unassigned

Il Command and Control

M Lateral Movement [l Collection

Discovery

Closed =

Privilege Escalation

lllllllll
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How to maximize value

With unified data management and federation

High Performance

Prevention, Detection, Monitoring

Performance at Cost

Incident Investigation, Threat Hunting

Search Tier: Search & Analytics for highest
performance with configurable data
retention

Data Management: Enrich, mask, and
transform

Search Tier: Federated Analytics for
performance on data <30 days, subject to
data lake latency

Data Management: Ingest Processor
Metricisation, Lookups

Compliance

Audit, Forensics, Compliance

Search Tier: Federated Search for less
performant scanning of archived & long term
data

Data Management: Filter & Route with Edge
Processor

<1 sec <10sec <1 min 1 hour 1 day 1 week 1 month 1year 10 year

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2544
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights res
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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