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Complexity explosion is getting worse
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Al will lift up defenders
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We must unlock the value of
machine data to fuel Al
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Embedded capabilities

within products
Customizable

ML, deep

Guided learning and
assistive data science
workflows tools

- Splunk’s Al
Superpower is Data

Generative Al Al libraries and APIs
chatbots for developers
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Driving a new wave of maturity for the SOC
Powered by Splunk's Platform
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Threat Detection,
Investigation and Response
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The SOC Operation

Incident Advanced Engineering
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man-in-the Loop

ify and distill the analyst
experience.

maximize the human.

© 2025 Cisco and/or its affiliates. All rights reserved.

274
202
@
Domain-specific

Al to accomplish a
specific security goal.

No Al for the sake of Al.

BRKSEC-2543

Open and Extensible

Al that is understandable and
specific for each environment.

No closed boxes.
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The SOC Operation

Initial Incident Advanced Engineering Management
Triage Response Response
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The SOC Operation

Initial Incident Advanced Engineering Management
Triage Response Response
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[Triage Agent] [ Al Assistant in Enterprise Security ]
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The SOC Operation

Initial Incident Advanced Engineering Management
Triage Response Response
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[Triage Agent] [ Al Assistant in Enterprise Security ] [ Detection Studio ]

| TDIR Platform ]
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Threat Detection,
Investigation and Response




The SOC Platform

Initial Incident Advanced Engineering Management
Triage Response Response
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[Triage Agent] [ Al Assistant in Enterprise Security ] [ Detection Studio ]

| TDIR Platform ]
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The SOC Platform
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[Triage Agent] [ Al Assistant in Enterprise Security ] [ Detection Studio ]

Operations

— | TDIR Platform ]

Detection

v
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Focused
Investments

Accelerate detection, investigation and
response

Finding Signals (detect threats)

Find the signal from the noise in vast
amounts of data.

alfbal ]l
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Cisco Al Defense

Gain visibility into emerging Al risks
Integrated with Splunk

Pulls in alerts from Al Defense and
maps them to the Common Information
Model (CIM), visualized in a dashboard.

Gain visibility into risks associated with
LLM models, Al apps and entities.

Includes an out-of-the-box Enterprise
Security detection that creates a
search and surfaces potential attacks
against the Al models running in your
environment.

© 2025 Cisco and/or its affiliates. All rights reserved.
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86 + version: 2
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BRKSEC-2543

5 - uid: 3185
title: Splunk Add-on for Microsoft IIS
appid: SPLUNK_TA_FOR_IIS
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GA Now

Malware
Reversing Engine

« Autonomous reverse
engineering of all inbound
payloads

* Full disposition summary
and integration with ES

* Remove all manual work
from payload analysis

© 2025 Cisco and/or its affiliates. All rights reserved.

[ 4 View Al summary of this job
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!
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» Data-stealing behaviors keylogging

D
s0.pecan-b

Attack vectors and techniques

» Social engineering via a spoofed email sender and convincing PDF/GR lure.

» Phishing page using real-looking Microsoft logi embedded images, CSS/JS stolen or recreated from Microso

@ credentials, then POST 1o next php on the attacker's server

t snippets to spiit and val

ayload download e (registry Run key) — in-memory unpacking & code injection

arvesting mail client profiles, stealing browser stored credentials, exfiltration of enviranment data

Summary
© Consolidated [ 100 |
£ Email.zip =
Archive Extraction Ltable confirmed by static AV (Trojan Ranst KiBYX, PackedNET, GenVariant *} and dynamic sandboxes (AgentTeslaXor). It
' ter, ncrypted sections tions, pus Sigma rules flagged registry Run-key
@ Static File Analysis n Verdict
© ClamAv n Malware Family
domain spif, HTML input feids o
Phished Brands wn phishing templates
© StaticAV [ o ] T
© YARA [ o | Detections (60) R
Gture — malware download/axscution clearly classifies this as both a phishing
MobileActivation.eml
Engine Signature / Alert Score
@ Email Analyzer m
Web Analyzer > 'tz Detected Microsoft Phishing Attempt ([ Microsoft  (fl Microsoft 0365
@ Static File Analysis n
© Clamav n Web Analyzer > s Detected Phishing Attempt  ({) Microsoft () Microsoft 0365 m
@ StaticAV [ o | StaticAV > StaticAV detected: Trojan.Ransom.Loki.BYX
N
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« OOTB ML-powered detections: Splunk Enterprise Security

Content Update (ESCU)
- Detect DNS data exfiltration
- Deep learning-based DGA Detection (C2)

AI TOOI k|t - Detection of risky command exploits (data exfiltration)
Available today - Detect suspicious DNS TXT records (bots)

- Detect suspicious processes using RNN (malware)

- Risky SPL detection

» Splunk Apps for Anomaly Detection & Behavioural Profiling
* Splunk Machine Learning Toolkit 5.4
» Splunk App for Deep Learning & Data Science 5.1

© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco
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The SOC Platform

' O
2 2 8 &

_ [Triage Agent] [ Al Assistant in Enterprise Security ] [ Detection Studio ]
Operations

| TDIR Platform ]

Detection
[ UEBA ] [ Al Defense ] [ Reversing Agent ] [ Al Toolkit ]
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The SOC Platform

' O
2 2 8 &

_ [Triage Agent] [ Al Assistant in Enterprise Security ] [ Detection Studio ]
Operations

| TDIR Platform ]

Detection
[ UEBA ] [ Al Defense ] [ Reversing Agent ] [ Al Toolkit ]

Data
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NTRODUGING

e —

Cisco Data Fa

A revolutionary new architecture to harness
the value of machine data with Al

N
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Federated Search
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Federated search  splunk> | $¥%snowflake
qp
for Snowflake

ALPHA FEBRUARY 2026

a C1SCO company
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Alpha | Feb ‘26

Machine

splunk> Knowledge Hub ' Alpha.

Dataset

Dataset Summary

Total dataset number by type

Top 3 Most Searched Datasets by Type

Q @ 0 06|

Al recommendations

g Profie
Tenant

Totldatasetrumoo gl flow | ogs The most searched local index and federated index What Al recommend ta improve dataset usage
( 88 Local index - Promoted 4 Promote 3 high value raw datasets for security analytic
B > datasets in total user cases
Detasst - ain_security_index
& Archi 1 lookup tables to optimize storage and
= @ Choose Your Local Index Format bcation jogs._index S com——
K 28 k_events_index
ettt e o ¥ Setup automated data retention policles for 8
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o & splunk Index .
e e = & Implement fleld extractions for & unstructy
fataset
e ey tocebdet Native Splunk format, optimized for fastest search performance and real-time Colu o
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and rapid data access, ensuring

quick insights,

machine data without requiring
upfront schema design

Supports diverse query types and
Integration with various analytical
tools for adaptable data
consumption

Prioritizes efficient resource
utilization and reduced operations!
costs for data storage and retrieval
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The SOC Platform
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

O
00

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

N
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
Events app.
Y,
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