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Agenda Intro
XDR basics

What is the base telemetry?
How to add more data?
What can automation do ?
How does it fit in my SOC ?
Where can | learn more ?
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Please Fill Out the Survey

'
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Why are we h
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How are you detecting advanced threats

A O ©
_— \ % _ _
_ “ [ —_— 010110
Email DNS 110010
| | | 001011
A well-tailored Which goes to Which leads to a That process will
and personalized a questionable strange process connect to
email causes a web site... being created another machine
user to click... locally on the or directly to
user’s device... their data
T1055: Process Injection
T1566: Spear Phishing T1189: Drive-by Compromise T1210: Exploitation of Remote Services
Cisco XDR

|
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u
ISCO X D R i » @ 0 A= o
Incidents

= A1 incidents 1 New incidents 13 openincidents 22 Unassigned incidents
oY
- Q (® 04/01/25-07/24/25 Hide closed incidents = Filters Mresults Reseta
¢ en and extensible atrorm a
3 Applied Filters v
Priority>  Name Sources Created Assigned Status: [
Cisco Secure Endpoint Jul 7, 2025 @ 5:45 PM DU Open: Investigating v
Cisco Secure Network Analytics PDT
] XDR Endpaint
cid ed b Eic Detected" detect vol g Asset 192.168.111.10 Palo Alto Networks Firewall Apr 18,2025 @ 4:42 DU oS Open: Investigating
o AM PDT
Cisco Secure Endpoint Apr 17, 2025 @ 1:25 PM DU BF +1 Open: Reparted v/
XDR Endpaint PDT

Cisco Secure Network Analytics

» Single detection & response solution

Cisco Secure Endpoint Jun4,2005@314PM by Open: Investigating s
PDT

for security operations, automated & e e e e
cloud-first

@D Cisco Secure Network Analytics ~ May 27, 2025 @ 10:50 MR Hold: Legal s
PM PDT
@D Cisco Secure Network Analytics  May 19,2025 @ 2:49 bu Open: Investigating
AMPDT
[ 710] Windows Event via Splunk Cloud  Apr 24, 2025 @ 2:06 bu o0s Open: Investigating
AMPDT
(510 Palo Alto Networis Firewall Apr 24,2025 @ 12:26 DU os Open: Investigating
AMPDT
@D  AwssnapshotE XDR Cloud Jul13,2025@ 1146 PM  pu Open: Investigating /
PDT
n {320 ) XDR Custom Detection Rule Apr 17,2025 @ 5:02PM  py Open: Investigating
* Available as a prOdUCt and anaged
Rowsperpage | 50~ | +Moft1 < | 1] >

service ‘ " T S seem———————

Deeply integrated
with the network

Optimized for

Speed to value
EERRGCEINE
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High level architecture

- Integrations Detection Response
AL AN
clsee \ Raw Telemetry ( Behavioral Analytics \ ( - |
\\Qnowns'rnu( (Q) Cloud > y User Triggered Guided Playbooks
: >
A ly D
IZI VIRUSTOTAL % Network Events N nomaly betection | Automated Workflows
(i) sentinelonc | Attack Chaining Incident Trlggered)
0 @ Email Threat Intelligence Pivot Menu Actions
O _ > Incident Creation Scheduled
‘=@ ExtraHop @ |dent|ty . chedule > - -
3 Enrichment § Incident Solution Agnostic
Elqﬁ Firewall Prioritization :
oroofpoint _ Automation Rules) Rapid Containment
&J lLé _ Device Context
/,exabeam | &55 Endpoint > | Automatic Enrichment
L _ J . J L J

Multi-vector telemetry ingest network,

Cross domain alert detections and Automated or user triggered

cloud, endpoint, email, and more from responses to block observables

Cisco and 3rd party

attack chaining with automated
incident prioritization and enrichment

using any integrated technology

]
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Great things are not done by
impulse, but by a series of
small things brought together

Vincent Van Gogh
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What do | need from my XDR ?

How do | respond to the
attack?

Where the threat started /
propagated ?

alfbal ]l
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Telemetry data source importance

Cisco Customer Research

The top six data sources that customers believe are essential for XDR are:

Endpoint, Network, Firewall, Identity, Email, and DNS

&

Cisco / Meraki

<

Cisco Secure
Client

(Networking)

Firewall Threat

Defense (FTD)

4 e

Count Share
e N
%o Endpoint 255 85.0%
¥ Network 226 75.3%
Firewall 207 69.0%
@ Identity 191 63.7%
< Email 179 59.7%
@) DNS 140 46.7%
> Public Cloud 137 45.7%
\. v,
Non-Security Sources 36 12.0%

© 2025 Cisco and/or its affiliates. All rights reserved.
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Email Threat Umbrella

Defense (ETD)
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Why do | need NDR?

Commonly deployed Tools NDR
I |
Behavioral |
Context Across
. Secure Web
Firewall IDS/IPS Gateways WAF Every Connection

Signature and Rules Focused Powered by Al and ML

 Understands Normal

« Lacks context (who is connecting to who) behavior
* All rules must be pre-defined « (Can detect new and
« No thresholds for alerting (noisy) novel attacks

« Can be finely tuned

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531 CIsco



Endpoint Events || Network Events

Why netwrok telemetry Detection ?

" A Lateral Data
Initial Active [ Initial Mal ! Movement Exfiltr
Probe Scanning Compromise aiware ation
P Download
Pre-exploitation Exploitation Post-Exploitation
| |
MITRE ATT&CK coverage

* Endpoint-only based detections does not
provide visibility to initial access, network
discovery activities as well as lateral movement

 Network based detection provide coverage

and data theft.
|| || ‘ ‘ | ‘ | | for threats beyond endpoint execution point
Il o | | I 11 solutions.
6"9

(before and after) as well as detect threats on
devices that can’t host endpoint security

& & & < & S & . . . : :
& O v"(’@@%\ %004 @03,0 ‘ &@\ & \>°°® & égo 0‘2}§~96®° .&@\ Com_blnlng Network and Endpoint detection
¢ P O & & ¥ & E @ ‘bo‘k‘ provides a better coverage for attacks across
N o .
& & T o F the different attack TTPs (MITRE).
v Q& BRKSEC-2531 lélllslélt;.

B EDR Coverage M®Raw Telmetry Coverage



Combining NDR and EDR is key for XDR

Depending on how you Define your XDR

Network Detection and
Response (NDR)

Endpoint Detection and

Response (EDR)
Very sophisticated types of attacks that can ONLY be
detected & understood by combining data from
Network, Endpoint & more.

]
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Where the attack started /
propagated ?

The Network




Getting Flows (Raw Telemetry) into XDR

XDR Analytics ONA Sensor

Cisco Telemetry Broker (CTB)

alfbal ]l
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XDR Secure Cloud Analytics ONA Sensor Install
Log into XDR Analytics (formerly SCA) and

navigate to Sensors

e Download the ONA Sensor Appliance ISO

e Install in virtual environment and set a static IP
address

° Validate connectivity in the XDR Dashboard

Configure the IPFIX/NetFlow/ETA Port in XDR

Analytics for the sensor

]
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Login to XDR Analytics Download the ISO

Investigate Report Settings

Cloud Anal

) Sensor Installation
Settings Sensors

Begin by downloading the sensor image:
Public IP

Sensor Details + ona-24.04.1-server-amd64.iso

Alerts/Watchlists

Integrations

T Install On-Prem Sensors SHA256:
Entity Groups

ONA Our sensor image includes the Ubuntu Linux distribution and other free sd
Account Management b,

> Configure On-Prem Sensors » To learn more about Ubuntu, see the [ Ubuntu website.

» To access source code and license notices for the open source in ©
» See more info about our [ « C r

Subnets
Webhooks/Services

Sensors
ountu Linux distribution and
After you've downloaded the sensor image, install it on a machine. For in:

If restricting access to your private environments, make sure that commu

]
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Validate Sensor Connectivity to XDR

Cloud Configured On Premises Sensors - ONA @

& WW-0ONA Settings

Hostname:
IP Address:

Heartbeat Received: o 2024-05-29 08:33:11 MDT

Q v A" =« @, L, ¢ ‘ e SECURE

Heartbeat Sent: 2024-05-29 08:33:10 MDT
Last Flow Record: e 2024-05-29 08:20:00 MDT
Flow Exports (NetF... 2024-05-29 08:20:00 MDT
PNA (mirror port): 2024-05-29 08:20:00 MDT

all sensor details >

]
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Configure IPFIX/ETA/NetFlow Each type of telemetry
on Separate port number

Sensor IP address

4 ona-b70352

Clou® vsors - ONA e ~ Q,  Sensor: ona-b70352
s0r

ona-b70352

& WW-ON ‘

Hosti change name

IP Address:
configure Netflow/IPFIX
Heartbeat Received: o 2024-05-2 .

,, Probe Type Port Protocol Source Enabled
configure monitoring

. 2024-05-2
Heartbeat Sent: ~ 2024-05-2 Enhanced NetFlow 9996 uDP Standard PY
Last Flow Record: e 2024-05-2  configure Syslog (et-analytics)
Flow Expars (NetF... 2024-05-2 configure SNMP IPFIX 2055 UDP Standard .

PNA (mirror port):  2024-05-2 4| sensor details NetFlow-v9 9995 UDP Standard P

delete senso Fol | 20 ~ |Pasi 1-3 of 3 results

Port/s to use for flow export configuration in dashboard

]
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ONA or CTB

Manager
Price $0 $ - Ingest _
Resource Utilization Low High e Q’a N

/ ? \\
VMS 1 2 // : \\
/
\
Ingests Netflow,|PFIX,NSEL (v) & ﬁ'j : @
|
Support HA Q O Broker Node @ Broker Node
Easy Install for POVs v (X Broker Node
Data transform 8 0
Syslog Export O 8
ISE Integration o 8
Broker to multiple locations o 6:? o © https.//V\{ww.msco.com/c/dam/en/us/td/do
o cs/security/Telemetry_Broker/Deployment/

Ingest Syslog, Cloud Logs, NVM oniy so$hs 1o s CTB_2_0_1_Virtual_Appliance_Deployment
Transform SPAN to IPFIX v irrnecBnno.d  _and_Configuration_Guide_DV_1_0.pdf

]
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My workloads are in the Cloud

Public
Clouds

al

Google Cloud

A Azure

kubernetes VPC, NSG fIOW IOgS

VPC Flow Logs For network
analytics and NDR behavioral
based detections

Cloud specific Attacks ldentity

cloud specific attack by ingesting
(-\ X Cisco other data with native integration as
XDR CloudTrail logs.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531 CIsco



AWS Integration Example

Settings v

Alerts

Integrations

Entity Groups
Account Management
Subnets
Webhooks/Services

Sensors

© 2025 Cisco and/or its affiliates. All rights reserved.

Settings

Alerts/Watchlists
Integrations

Entity Groups
Account Management
Subnets
Webhooks/Services

Sensors

Voo aws AWS

BRKSEC-2531

About
Credentials
VPC Flow Logs
Permissions
Config

Auth Logs
Inspector

CloudTrail

Simple but require
Privileges

0 Create |IAM
e Copy ARN to SCA

Configure VPC and
point to S3

Configure Cloud Trail

Add S3 path Trail
Log bucket name

]
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Meraki Native integration into XDR

Correlation of network findings with other
security findings for comprehensive
visibility.

Organization
ExplorCorp ~

Metwork
atli-tme-campus- ~
networks

Network-wide

Switching

Simplified connector-less configuration

fo r P
Meraki MX NetFlow to Cisco XDR Cloud.

Asset context from Meraki devices and
firewall response actions from Cisco
XDR.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531

Security Center

MX Summary  MX Ew

its  XDR Incidents

56 incionts

B Naw incidants

1000

1000

1000

1000

1000

1000

1000

1000

1000

1000

'.'.'.'.'.2
)
2

© 2024 Cisco Systems, Inc.

| | Lastyear . | [ Assignm

Name

(DataL

Multiple Masquerading and Gredential Theft Attempts Detected

Multiple HiveCredTheft Detections on User dapga_l

[Terminated] Malicious File Activities Deteeted by GrowdStrike

SuspiciousFileWritten

Multiple Defense Evasion and Credential Theft Attempts Were Terminated

Repeated Powershell and D

Multiple Privilege Escalation and Defense Evasion Activities

Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation

26 open incidants.

56 incide

Source (1)

Cisco XDR Analytics
Cisco XDR Analytics
Cisco XDR Analytics
Cisco XDR Analytics
Cisco XDR Analytics
Cisco XDR Analytics
Cisco XDR Analytics
Cisco XDR Analytics
Cisco XDR Analytics

Cisco XDR Automation

Created

5 days

& days

7 days

8 days

8 days

8 days

8 days

13 days

14 days

16 days

13un

Assigned
HI AS AS
Unassigned

AS AS AS

Data Loss and Suspicious
Activities on Multiple X
Devices

Priority Status  Open

Reported  Cisco XDR Analytics 1 few seconds
by ago

Assignedto HJ AS AS 1

Priority score breakdown A

Detection Assat Value at
1000 10 o 0
Shert deseription -~

The incident occurred between Oct 23 2024 and
Oct 24 2024, A suspect data loss and hoarding were
detected on device 320b5646-2d70-416d-9ffa-
a2615411e5df by SnaDatections. There were
additional suspicious activities on the same and
another device involving user obsidian by
Scabetections.

Lang description v
Assets 7 o~
Observables e v

]
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ow to connect yvour Meraki MX to Cisco XDR

Network

integrations
Network g

s secure Connect
Browse My integrations
Jr Network-wide —

. 4
Integrations CiscoProducts
a Secure Connect © Assurance Innovate and integrate with Cisco products
Browse My integrations () Security & SO-WAN
- . Catalyst SD-WAN Cisco XDR v » Cisco Spaces
<,» Network-wide ) Connect to a Catalyst SD-WAN Send flow telemetry to identify and ¥ Seamiess Onboarding, Occupancy
overlay to enable simple SD-WAN prioritize security incidents. Analytics, Device Tracking & more
Cisco Products ¥ Cameras Leammore interconnects. e T
. . so-wAN
g Assurance Innovate and integrate with Cisco products. Ll Wit
R ¢ Organization Splunk
Il security & SD-WAN -,
Monitor network and security events
Catalyst SD-WAN NE Acomss Manager (He in your environment
Wireless Y i Network Sociry
- Connect to a Catalyst SD-WAN Q FindinMenu
overlay to enable simple SD-WAN Ecosystem Partners
5 Cameras Learn more interconnects. Explore and integrate with ecosystem partner applications.
Insigh Monitor Configure m Genea Security = PagerDuty
Il Insight Overview Settings By Genea By Cisco ©
Set up 1o view Genea physical access Send Meraki alerts to PagerDuty to
< I control events on the Meraki Vision respond 10 network incidents,
. N Portal.
2. Organization ummary ntegrations mwlw P
Alerts APl & Webhooks
New s
(REACCEaSIVRnagey Users Configuration Sync
Change Log MDM
Q  Find in Menu Login Attempts Administrators
Wireless LAN = Camera and Sensor Roles
Controllers .
License Info

Configure Networks

Select the networks to send flow telemetry to XDR. See documentation on XDR [

Networks

| Q. Se: = Filters 2 networks
n Network XDR status Tags XDR eligibility Model Firmware License compliant
© Enabled © Eligible MX67W MX 19.2.2 © Compliant

]
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Meraki MX and Cisco XDR Integration Explained

Meraki Organization Cisco XDR Tenant Meraki MX

Networks
o
Easy configuration Contextual NetFlow:

bi-directional OAuth Agentless/ Direct-to-cloud

(< =) o\—/ < S / Y
A A Orchestration and
l Automation Workflows
XDR Incidents View :
) in Meraki Dashboard
Future Phase: XDR Incident Correlation @
v using MX Security Events 4!
@ Device context for XDR Asset Insights Notes:
v via Meraki Systems Manager « Meraki Org(s) with ALL child networks integrate(s) seamlessly with an XDR

\ 4

tenant
 Solution is fully agentless with single-click setup
* Eligible Appliances: Z4, vMX-S/M/L, MX67, 68, 75, 85, 95, 105, 250, 450
» Software Requirements: MX19.1.4 and Meraki MX SD-WAN/ Advanced
Sec. Lic./ Ess/Adv
« XDR Essentials license (based on knowledge users)
* XDR and MX both available in Cisco Enterprise Agreement 3.0

]
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SNOC ?

Quickly respond to incidents to minimize
downtime and impact.

A tool that provides real-time monitoring
and alerting of events on my network

Visibility to my entire

organization
v A correlated view of security incidents across

my environment
Security tools to help me work with speed,
accuracy and confidence

SOC

v" Remediate threats with guidance and
automated playbooks.

]
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Demo Network Telemtry
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What is the Number 1 Initial Access Threat Vector ?

 Email continues to be the #1 threat vector

As attackers are using more advanced Targeted attacks are harder to detect

techniques, anomalous behavior can be with systems that are solely based on
detected using Al/ML based engines. global threat feed intelligence.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531
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XDR Incident Generation with Email Threat Defense
Simple API based integration

———————————

. ETD Verdicts . .

Teeeeeeeeees ’ ; Incident ) TS N
: Generation 8 ->, XDR Incident |
.. Framework )

———————————

- en e er e e e e e e =

ETD sightings must have at least one

other detection source

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531 CIsco



Initial Access and Network
base telemetry

CCCCC



Which devices / assets were
impacted ?

Endpoints

BBBBBBBBBBB



Cisco XDR Integrates with Multiple EDRs

Correlation, Investigation, Response, Asset Insights

CrowdStrike Falcon Microsoft

Defender SentinelOne
Cisco Secure Endpoint




Demo Integration
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XDR Incident Generation with EDRs

f Endpoint Alert . .
oo ’ [ Incident ) TS »
: Generation K 9,\ XDR Incident /.
. Framework .
f Other Alerts
|
\ Alert 4 N o oo oo o222 C /

- er e e e e er er er es e e e e

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531 CIsco



XDR Response with EDR

« Incidents 4 ltems

Vv

incidentReported v Malicious Activity Detected Through Multiple Security Tools ( T e | G

Reported by Cisco XDR Analytics on 2024-09-10T18:24:51.935Z - 4 Linked Incidents
Q

View detailed description B L] I L] B - f R
The incident occurred on Sep 10 2024. It involved the detection of suspicious activities in several devices u I I n c I 0 n s O r es p O n s e

identifiable by their IDs. The activities were flagged by different security systems, including '‘CredDumpTool', Select All
‘MaliciousModule' and ‘Sensor-based ML, as operated by Crow... more
Malicious SHA-256

1BFBEFA4FFADODF3EEO090B5079... 6 events

Overview Detection Response Worklog Report

19 Clean SHA-256
NEW Cisco Managed Incident Playbook () 3F6AA206177BEBB29FC534C587... 6 events

Published August 28, 2024 at 4:46:47 PM m ° Isolate a device Or a hOSt

. . . 3f62a206177bebb29fc534¢587a2... 3 events
Contain Incident: Assets (Devices) Action

Identification (L)

a ffl Forfl Unknown SHA-256
Use asset-based containment to stop the spread of malicious activity.

+ 2024 1bfbefadff4d0df3ee0090b5079¢f8... 3 events

Containment Exec

Contain Incident: Assets (Users)

Eradication

» Block file hashes across all endpoints

Recovery Contain Incident: IPs

Contain IP indicators of compromise to stop the spread of malicious activity.

Contain Incident: Domains

Contain domain indicators of compromise to stop the spread of malicious activity. B | k H H H
* Block an IP if the EDR permits it

Contain Incident: URLs

Contain URL indicators of compromise to stop the spread of malicious activity.

Contain Incident: File Hashes

]
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Expanding EDR with Network Visibility Module

Cisco
Secure Client

:@' Orbital
(Query/Script)
Network
@ Visibility
X = (NVM) )
& Endpoint
& Telemetry
@ Forensics

Each Module can be
deployed alone

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531 CIsco

Network Visibility Module (NVM)
* Endpoint Network Flow Logs

 Direct upload of flow data to
- XDR Analytics engine

-3
(] « Can be combined with network

1@7 sources generating flow information
Defender




Network + Endpoint Visibility Together

Source IP

NetﬂOW/lPFlX Destination IP

Source Port
Destination Port

Bytes Received

© 2025 Cisco and/or its affiliates. All rights reserved.

Source IP

Destination IP

Source Port

Destination Port

Bytes Sent

Bytes Received

OS Version

OS Edition

UDID

Host Name

Logged In User
Process Name

Process Hash

Process Account
Parent Process Name
Parent Process Hash
Parent Process Account
DNS/Destination Hostname
Module Hash List
System Manufacturer
System Type

MAC Address

Interface Name / Type / UID

BRKSEC-2531

NVM (IPFIX Formatted)

| Deep Endpoint
Visibility

User

Traffic Stats
Processes
Applications

SaaS Used

Accounts

Destinations
Machine Details

]
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NVM Event Viewer in XDR Analytics

Event Viewer

Session Traffic @ Session Details @ Rejected Traffic @ Cloud Posture @ AWS CloudTrail @ Passive DNS @ NVM Flow @

B8 2023-05-23 13:10:59 UTC | 2023-05-23 14:10:59 Q

Search activity per
attribute or many

with advanced S o OO . v
search. waessns i v meemim v o

bytes_out: 196
destination_ip_address: 208.67.222.222 destination_port: 443
flow_stage: 0 flow_start_time_sec: 2023-05-23T14:10:59+00:00
logged_in_user: <none> logged_in_user_type: None
parent_process_hash: 72e43f0f42772e5a7186e0af3d07d76e1569d4656f5¢c906d4324523db864fc parent_process 4544
8e
process_account: NT AUTHORITY\SYSTEM

flow_end_t S source_ip_address destination_ip_address Source_Port Destination_Port protocol_id

Telemetry Details

process_account_type: 8194

See the detailed
telemetry collected i
from the flow

process_name: dnscryptproxy.exe
source_port: 60104

ADDITIONAL_LOGGED_IN_USERS_LIST:
0
account_type: 32770
loggedin_user: ORG26\Administrator
session_type: 1

2023-05-23 14:10:59 10.1.82.156 10.1.82.10 60107 389 (Idap)
utc

2023-05-23 14:10:59 10.1.82.156 N 208.67.222.222 53170 443 (https)
U

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531

bytes_in

Y

New NVM Flows Tab

Select a filtering method: inline . que

Showing 40 results based on applied query. Keep scrolling to load more.

bytes_out process_name process_hash process_id

Y Y Y

196 dnscryptproxy.exe a5a0e48042a7bd1f1
2671dbc6834179119
f06dd0abade.

cc_arrival_time_sec: 2023-05-23T714:11:59+00:00
dns_suffix: org26.net

initiator: 1

parent_process_account: NT AUTHORITY\SYSTEM
parent_process_name: acumbrellaagent.exe

process_args: --noConsole --listenAddress=127.0.0.1 --resolverAddress=208.67.222.222 --encr
tandard --dumpDirectory="C:\ProgramData\Cisco\Cisco Secure Client\Umbrella\data\dump
deviceld=010127373F19A61B --adUpnHash=d5df255¢c87ce074a885f885704761f10 --pr
ivateLanlP=10.1.82.156 --orgld=5334827 --allowli \ProgramData\Cisco\Cisco Secure Client\U
mbrella\data\proxy_allowlist4.txt" --resolvCol :\ProgramData\Cisco\Cisco Secure Client\Umbrel
la\data\ResolverV4-1-EEAEESCFBDA344DD9886D368F04D6186-resolv.conf"
process_path: C:\Program Files (x86)\Cisco\Cisco Secure Client\dnscryptproxy.exe

Isass.exe 0777fd312394ae1afe
ed0ad48ae2d7b5:
©577117a4f40305¢

dnscryptproxy.exe a5a0e48042a7bd1f1
a671dbc6834179119
a542df06dd0ab4a4e...

]
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NVM Detections in XDR

Displays Lateral
Movement

T Provides the East-West &
North-South visibility and
correlation

(3) File Paths

Type y . o e Important only

First Seen = Severity - Source Indicators Observables Assets

aults-torrc

ud Analytics ( . Suspici

Malicious Pre

For brand-new detections in
XDR Analytics

© 2025 Cisco and/or its affiliates. All rights reserved.



XDR Managed NVM Profiles

From This: [ To This:

Profiles

All Profile Types v Q
Cacho Configuration
Profile Name Profile Type Created
Cloud Management Default Profile Cloud Management bev'lyj 2023 at 12:09:38 PM
NVM Cloud Default Profile Network Visibility Module July 21,2023 8112:09:38 M

September 24, 2022 at 11:53:53 AM
Cloud Management 2 = 2

Default XDR Deployment
- Default Cloud Managed Profile
- Default NVM Profile

Just download & install, no config needed

BRKSEC-2531



NVM Demo




The 3 Critical Data Sources for XDR

Endpoint Detections Network Telemetry
Leverage the Detect beyond
detections of the endpoint

Endpoints into the pre and
where the post execution

Threat executes of a threat

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531

Network Visibility Module

Key Component
for Linking
Network data
and EDR data

alfret
cisco



How XDR data is processed

Gather Evidence for
Custom Detection Generate incident while deep investigation of
Sources correlating detections threat on the endpoint

and using enriched data.

v
. Ingest . I Incident Generation

Detection Sources i s g  Detection H
) Findings !
| |

1
Base Telemetry XDR Analytics | |
(Stateful and Rapid I

Detectons) Analysis and
- Normalize data to a SRS
standardized format OCSF
’ ?onsume ‘?Jtetecﬁ"if‘ data - Enrich the data with threat
rom security solutions et : -
y intelligence information - Augment incidents with asset and user
data to pinpoint the targets
*Ingest raw telemetry from - Enrich incidents with additional threat
network activity intel

- Prioritize incident based on risk and

open cybersecurity schema framework asset /user value

- Leverage Agentic Al to summarize and
define the incident impact and the Al
mitigation path clsce

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531



Value Integration: Secure Firewall ")/ ["""cscotvecomiondemandion:

)

\_

Integrations

Dashboard
* Investigation

« (Connections Events sent to XDR
analytics and network detection
applied

« Security Events sent to XDR and
Used in enrichment and
investigation

 Requires SAL+ CDO

demand-
library.html?search=adi%20sankar&search=adi+

Incident Promation Reason © Last Hour s Talos IP Reputation

sankart/session/1731453090732001UE9 :

Secure Firewall - ExplorCorp

ecurity C:
este power  Firepow er
nnnnnnnnnnnnnn ed Management
p— ter Version Centel en:
powe: devi
Manegomont FMC needs nesding sl 2023 Threst iShew
Center ade upgrade nRue 0524
nnnnnnnnnnnnn
atl-tme-fmec
unera  atl-tme-fme = 353 Malware -trme-
bility
ataba:
e
-tme-
Gealoc atl-tme-fmc 2023- Filtering
ation
Datal

© 2025 Cisco and/or its affiliates. All rights reserved.
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Value Integration :Threat Intelligence is a Key

59.93.19.92 (% Malicious
59.97169111 “®  Malicious

b0c57.binan... @ Malicious

TdLo5s

> ] VIRUSTOTAL

'*9 Pulsedive

and more...

2023-03-31T09:10:13.6...

IPAdAr.. 5053 0a30Tos10-13.6..  TALOSIPB.. ad
2023-03-31T09:10:13.6...

IPAddr..  500s 0 30T0o 10136,  TALOSIPB.. (High ]
. 2023-03-31T08:46:51.4...

Domain 2023-04-07T08:4651.  ZzeroporiC.. (ML)

- Use public and private sources of
intelligence to achieve better threat
identification

- Create and customize your own feeds
based on your environment and needs

Judgements

5 Tl sources in 3 minutes

© 2025 Cisco and/or its affiliates. All rights reserved.

https://youtu.be/7nCRMHo04_9Q7?si=cLLTd4Tw1wSmSL4u

i
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Cisco XDR Connect - Easy Configuration and Integration

Search

duth XDR Connect

A complete developer's toolbox.

Discover, Install, Automate

Enhance your Cisco XDR experience with integrations and workflows.

Integrations (2 results)

“w. CrowdStrike Falcon

E Sumo Logic Log Management

Installable workflows (8 results)

“w.  CrowdStrike - Contain Host

Quickly find and install new integrations or automation workflows
with just a few clicks. Streamline your security operations and N
enhance productivity effortlessly with Cisco XDR.

CrowdStrike - Contain Hosts

“w.  CrowdStrike - Create Custom 10C

Integrations

The platform advantage.
Leverage your investments to extend and
enhance Cisco XDR.

®  Show more results

A larleflons I~ pilic )

\x CrowdStrike - Create Custom IOCs for Observa...

\\? CrowdStrike - Delete Custom IOCs for Observa...

Learn more

Enhance your Cisco XDR experience with
integrations and workflows with XDR Connect

BRKSEC-2531

© 2025 Cisco and/or its affiliates. All rights reserved.
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https://connect.xdr.security.cisco.com/

How do | respond to the
attack?

CISCO Live !



Incident response in four stages

Identify

Review the

incident and

confirm the
findings

© 2025 Cisco and/or its affiliates. All rights reserved.

Contain Eradicate
Act against Remediate
impacted hosts, vulnerabilities
domains, files, and remove

etc. malicious

content

BRKSEC-2531

Recover

Validate
remediation and
restore
impacted
services

alfret
cisco



Robust native
response options

Pivot menus

Act on an observable from various
places within XDR and other Cisco
Secure products

Incident playbooks

Built in Guided, four stage process
for incident response, Bring your
own playbook and apply it when
needed

Automation

Simple or complex workflows that
can investigate and respond at
machine speed

© 2025 Cisco and/or its affiliates. All rights reserved.

c. Hide not applicable tasks

Review Incident 4 Generatenote  [=)

Add a note to record the evidence for assigning a status of Rejected, Open, or Incident Reported.

Analyze Indicators A% Action required Review note =

Create judgment(s), as necessary, and add a note confirming any Malicious or Suspicious reputations.

Identify Affected Hosts A% Action required Review note EE]

Add a note with summary of findings on the investigations of hosts found with malicious indicators.

Confirm Incident & Partially complete =

Update the incident status to "Incident Reported” and, if the incident has assignees start a chat room...

Document and Notify @ complete =2

Create an incident ticket with the appropriate parameters and contextual incident information.

BRKSEC-2531 Go to Containment =



Architecture

4 . )
Wide variety of actions Dynamic Response Cisco Products
. . c”—\O
Isolate hosts, block IPs on firewalls, Response actions can be % ) )
block hostnames in DNS, quarantine automated or user-initiated °©
messages in a mailbox, and more... Endpoint Cloud
Analytics
STt o
Vs 1 !
 , Pivot menus | I
: oo oo 4 : ___________ Firewall Malware
N P — . _— Analytics
' Response ' [ Integration | ! { '
o= || P ; x Med ' ———> " ' ProductAPIs | |
|+ _playbooks . Module 4 | 'R )
GiscoxbrR 1 . TTEEEs v\ oo y . \\\\
| om— == = -
.| Automation | : *
'« workflows ! MS Defender CrowdStrike
\ /
NV e o o o e e en er e e er e e e er Ean e Er e e e ~
L And many others... D

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531 CIsco



Automation rules

Allow various types of events to cause workflows to run.

« Approval Task Rule: An approval task is acted upon
within XDR Automation.

« Email Rule: An email is received in a pre-defined inbox
being monitored for new messages.

* Incident Rule: A matching incident is created in the
XDR incident manager.

« Schedule Rule: A specific date, time, or interval of
time has passed.

 Webhook Rule: An HTTP call was made to a specific
webhook URL.

© 2025 Cisco and/or its affiliates. All rights reserved.

Triggers

To add a trigger to a workflow, configure an automation rule that determines when a
workflow is executed, such as when an incident, specific event occurs, or on a schedule.

Automation Rules Events Webhooks Calendars Schedules
Search Type
[ Q Search X ] [ Select v ] Reset All
Display nhame On/off Type Owner
Hourly Workflow C) Schedule user@cisco.com
Incoming Webhook () Webhook user@cisco.com
Incident Notification () Incident user@cisco.com



XDR Worklow

A “no to low code” drag and drop editor that allows you
to build simple or complex workflows.

« Powers the playbook feature in the incident manager
using out of the box workflows.

* Pre-written workflows are available for import from
Cisco.

» Wide variety of use cases that are not limited to
security or XDR-related outcomes.

© 2025 Cisco and/or its affiliates. All rights reserved.

START

Umbrella - Reporting v2
- Get Token

Umbrella - Reporting v2
- Get Activity

>¢ DID WE GET RESULTS

>¢ CONDITION BRANCH

Completed - no results

Parse results to table
from JSON

C LOOP THROUGH RESULTS



Exchange

Automation Exchange —

Exchange allows to find and install automation "y L‘“ QP Loremionum dolo st et 5] worern ooum dolor st amet
workflows with community content, ratings and logos. - R 2 e ks

* G is * BBk st anzuit
» Cisco Managed - workflows authored by Cisco, R e e Semrchs Sacurs Mafuarm Aralfic T 0CE. Hula ukas e Msscar

including system workflows and atomic actions. e i — ————
Supported by TAC. - o (D S

» Cisco Verified - workflows authored and supported Popular
by a Cisco Security Technology Partner. v sy delor it amet EIJ A ——

Laram ipsum daler sit armet z?.l':f Larem ipsum dolor sit amet
« Community - workflows authored by anyone in the rrra sonrocn | | S | | —

Community. Dependent on license, usually o, e . Mbecanas i mos | | Sehassacns e Arayosfor 0C ke v
supported by the Cisco DevNet Community on a | o : - Lo
best-effort basis. e e (D — -

» Third-party repositories. il

.
m Loram ipsum delar sit amat Loram ipsum dolor 518 ameat -._. Largm ipsum delor it amet

ok b g R Comvreanity 5 g Wplraned
w 4 ] * o iL]
F H [| BT (L] il Mullia ) 1 I
> amira g e, FAE b X [ be s phy 1) (NS T vl +
© 2025 Cisco and/or its affiliates. All rights reserved. nitergum. Diomec id oif non mRerdum. Dunes



Demo Response
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Automation outcomes

Investigate

Reduce time to investigate by
automating data collection and

incident generation

J

Simplify

Eliminate repetitive tasks that
waste valuable analyst time

©)

~

J

© 2025 Cisco and/or its affiliates. All rights reserved.

Respond

Automated or one-click
responses that can combine
multiple products in one action

Integrate

Bring products and services
together in new ways to
address emerging threats

~

J

BRKSEC-2531
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Getting more from your
Endpoint

CISCO Live !



Threat Detection and Response

Orbital

» Easy to use query and response tool

Cisco
Secure Client

:@' Orbital
(Query/Script)
Network
@ Visibility
F (NVM)

2 Endpoint
@ Telemetry

* Highly lightweight

— » Allows endpoint queries using simple
——-> o 7‘@] SQL statements

* Includes an independent python
w environment to remediate endpoints

Defender . .
using python scripts

* 500+ templates in catalog

( @ o | « MITRE ATT&CK information
\ e /)  Fully integrated into XDR and endpoint

« Strong API approach

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531 CIsco



] GA Last Week
Threat Detection and Response

Endpoint Telemetry

* Non-intrusive module to collect
endpoint telemetry

Cisco
Secure Client

:@' Orbital
(Query/Script)

» Uploads endpoint telemetry to
XDR Analytics engine

« Can be combined with Cisco Endpoint

@ Network produ.cts and third-party endpoint
¥ (N\Mm) security product

@ Fadpont ---> AX « Combined with NVM, the EVM module
AL m allows full insights and analytics into

@ Forensics w endpomts

Defender
\ ‘)

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531 CIsco



] Released 15 October
Threat Detection and Response

XDR Forensics

* Full Forensics capabilities

Cisco
Secure Client
(( O\
:@' Orbital
(Query/Script)

Network
@ Visibility
\ e (NVM)
& Endpoint
& Telemetry

@ =
C Forensics _— U
\ ) ()

Defender S

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531 CIsco

« Acquire forensic information for an XDR
incident

» Acquisition tasks and Triage tasks
(MITRE ATT&CK Attack analyzer) to
collect and store forensic data

 Remote Shell and file exchange




How do | manage all of these Centralized in XDR

Clients
* Inventory of devices

. . Clients 11 total mp Device Types Deployments View deployments details

running Secure Client and A —
u 6 1 4 Ciscrypt Windows with Secure Acce... 3 Deployment profile

thelr Status. An Other Not Seen In Over 7 Days Needs Connector Update D server (0) —— -
D Desktop (1) 2 SOUPANDA_TEST Deployment_Foren.. 1 NMV only Windows [ amd&4
source fo r X D R Assets " 8 0 1 () virtual (10) 1- NVM-only mac O XDR Default Deployment for Window...
Windows 10 Windows 11 MacOs

(O mebile (0)

0 Copy of XDR Default Deployment for ... () XDR Default Deployment for Window...

* Cloud-based
management of profiles.
No more editing XML files

[Q Search ] [ Saved filters v ] [ Managed status v ] = Filters 11 matching results tw Export to CSV

Sources  Must Include: Secure Client

. . 0O Device name - Deployment CSC version  Secure Endpoint version  Cloud Management version  Modules 0s 0S ve 5}
and wondering which
. .
profile is the most recent. R
O brie.ad.ciscrypt.info @ Ciscrypt Windows with 518122 8.4.3.30374 1.0.4.447 Cloud Management 88 Windows 10Pre
o : Secure Access profile o e o v.1.0.4.447 +8 sa 1904!

° Ability to create and 0O Burata(® ::;’ST'VWMMWSI 519713 10.4.447 f“:_’:::":;a?:me”t g2 Windows 10,01
manage multiple

SOUPANDA_TEST_Deploy Cloud Management

CSH-TEST2 51.8122 1.0.4.447 23 Windows 10.01
I t O @ ment_Forensics v.1.0.4.447 +3 ==
dep oyments.
pe- Serve
. X Cloud Management . Stanc
O readonly.ad.ciscrypt.inf Deployment profile 519113 8.4.4.30467 1.0.4.447 9 29 Windows 3
o (D) v.1.0.4.447 +6 (Build

]
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Demo on Client Management




ldentify The WHO?

Cisco ldentity Intelligence




’ Cisco Identity Intelligence °

O 11 N
0 o ) O I= N
1 = /= C &

Users Machines Services Apps Data Behaviors
\ J

AuthO

Workda :
i GitHub Ping
Okta

Microsoft Cisco Google Amazon

alfbal ]l
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« Back to Users

U Se rS - Alex Wilber | Add Labels v I | User value: 10 (Default value) v

C = I I = I I I = Used devices View all
Isco e ntlty nte I g e n C e 88 Chrome__Mozilla(WindowsNT;Win;x) AppleWebKit(KHTML likeGecko... Last login 2025-05-15
88 EPGWDOTITLYBUTYTX0JQ (MAZZARELLA) Last login 2025-05-15

]
I nte g ratl o n D EP7DBLUBVTS30OR989GEN Last login unavailable

Activity details Identity details

» Cll is natively provided with XDR for © cratiea
both existing and new customers. oginnames

Last logon 2025-05-15T00:24:40.0002 Emails

® CUStomerS need tO Configure their Account created 2024-03-07T05:03:31.0002 Phone numbers
IDPs in Security Cloud Control. Accountstatus @ Enabled

Used factors n_a password Sources

o Once that happens, data will flow into
User Insights and be available in XDR

Used applications OfficeHome

Microsoft Azure Active Directory
Organization Role
One Outlook Web

o Duo and Entra modules will still live in XDR oon 365 Exchange Online Company
for Response/Automation actions U Department
Manager

» Their IDPs will be available based on
their XDR entitlement Employee s

Groups

o Essentials: only DUO

o Advantage/Premier: DUO + all other third
parties (ex: Okta, Salesforce, Slack, etc...)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531

Identity events
© users-sharing-authenticators
0 directly-assigned-applications

© allow-block-emails

Alex Wilber

alexw@ciscrypt.info ﬁ

AlexW@ciscrypt.info <], alexw@ciscrypt.info </

7074 3c8-2b82-4031-8811-ff31144cbB92__alexw@ciscrypt.info [

Entra ID, Duo, OKTA

Marketing

mirlamg@ciscrypt.info

Marketing Assistant
Digital Initiative Public Relations MSFT Mark & Project Team
Sales and Marketing LS. Sales Everyone

Retail

]
cisco



Identity Checks

All Checks

Check

33%

N
No MFA Configured [
End Users - Compliance, Identity Posture Insight)

78%

——

Unused Application for a User [
¢ Low | End Users - Compliance, Identity Posture Insight )

78%

83%

88%

90%

91+

User in IDP but not in HRIS [
End Users - Compliance, Identity Posture Insight

New Country for Tenant [
« Moderate | End Users - Identity Threat Insight

Registered Location Mismatch [
e Low | End Users - Identity Threat Insight

Weak MFA Was Used To Successfully Sign In [
End Users - Identity Posture Insight

No Strong MFA Configured [
« Moderate ) End Users - Compliance, Identity Posture Insight

97%

OJIONONONMONONO,

Access From Dormant Account [
» Moderate | End Users - Compliance, Identity Threat Insight

# Failing

— No change since last week

160
— No change since last month

— No change since last week
53 .

— No change since last month

— No change since last week
53 .

— No change since last month
40 — No change since last week

— No change since last month
o8 — No change since last week

— No change since last month
0 — No change since last week

— No change since last month
51 — No change since last week

1

No change since last month

— No change since last week

— No change since last month
BRKSEC-2531

Last run: Feb 1, 2025 04:36:13 UTC

# Excluded Report Channels

0 + Add a
0 + Add @
0 + Add a
0 + Add a
0 + Add @
0 + Add " @)
0 + Add a
0 + Add a

]
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Cisco ldentity Intelligence in XDR Automate

Merges with Incidents

‘dudy XDR

» The CIl source events are correlated with
the detections from other security
products.

« The CII ITDR detection is now part of the
attack graph & investigations

Exchange

Ex

Search Integration

Q Identity

o o N
- Cisco Identity Intelligence: Threat Hunt ...
.

open v Suspicious Activity Reported by End User - (Impacted user(s): employee2@securitydemo.net) - 2024...

531Z

$ha256: 8397...6063

* A community-maintained XDR workflow.

» Takes the Cll Webhook & parses it.

* Will enrich existing incidents, or if none
exist will create a new incident.

2 Assets view all 7 Observables View a 0 Indicators

TOP ACTIVE TOP ACTIVE TOP ACTIVE

]
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Custom Data Ingestion
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Incident Generation Pipeline

I Custom Detection | Automated
| S 0 incident
| ources ) enrichment
. = e = = - ter = = = = - e onm e e e ~
: ( e
(T - ~———- - N | ( Asset Resolving ) |
. » Workflows can send [ (Users and ) I
| Detections from . standardized OCSF I \ Devices) )
I Select Sources* | : Findings | ==t [
) Y
__________ — - | { Asset N
° 9 enrichment ]
Data Warehouse & | | SO
Telemetry Findings ! I { Observable ' I
enrichment N o)
I --- | Ot P
Findings are correlatedto | = = = = = N\ ) ( Incident | - T = <
! form “attack chains” ( Correlation | | Creation ) ) ¢ Priority \ '% é
| > | (Attack - |\ _ _Scoing /| /\
) | Chaining) ! | T \ .
----- - == o7 [ A Display
| Summarization | | .
: o : Incident
Playbook to SOC
o S | - |
A . Assignment
| XDR Native Detections | U=,
[ Telemetry to Findings s EEm s
(- - T TSt T T T \ $
Endpoint Network Flow |
! Detections Detections | = = = = e e = = = = - - - \
! I
| Firewall Log NVM Cloud Flow | b N I
\ Detections Detections Detections ) | [y I
-------------- I Endpoint Network Email Cloud Identity
. o o )

Integrations and threat intel sources are used
for Investigations using APIs

* Cisco Secure Endpoint, CrowdStrike, MS Defender, Cisco ETD, Proofpoint,
MS 0365, SentinelOne + roadmap

** Coming soon!

]
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Custom Security Event Workflow intent GA September

What is the intent of this workflow?

Custom Security Event Workflow

lank Cu rkflow
BlahiCustom Wotkfio o Workflow details
Custom Security Event workflows allow you
to ingest security events from custom
Custom Security Event Workflow Beta sources. It will allow you to quickly set up
the Automation Rule (Webhook and
Schedule), and the required mapping to the
data model of the XDR data warehouse.
Incident Response Workflow B
Pivot Menu Workflow B
Playbook Task Workflow
Workflow with Automation Rule B

|

You use this method to directly ingest security events into Analytics
platform to be considered in incident generation pipeline

Available for network and email (MORE event types are coming soon)

Either needs to be a push (Webhook) or pull (API) method

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKSEC-2531

New Custom Security Event Workflow

Custom Security Event workflows allow you to ingest security events from
custom sources. It will allow you to quickly set up the Automation Rule
(Webhook and Schedule), and the required mapping to the data model of the
XDR data warehouse.

Workflow display name* (O 4 /64

test

Security event type* ©

| ~
Email v
Network

Select an HTTP target to use (O

| Select ~

Select or create a schedule automation rule ©

| Select ~

]
cisco



“Ingest network and email security events” Atomics

All workflows 61 Atomics 3 Recents  Favorites 0
Workflows
Search Status Category
Q XDR - analytics ® ][ Select v ] [ Select v | 3 matching results Reset all
Display name Categories

XDR - Analytics - Ingest Network Security Event 2
This atomic ingests network security events from custom sourc...

XDR - Analytics - Ingest Email Security Event
This atomic ingests email security events from custom sources...

XDR - Analytics - Execute OCSF Query 7
This atomic executes an OCSF query for an observable using on...

« Simplified OCSF Detection Finding and relevant Activity (Network and Email)
« Focused on outcomes, not on schema specific complexities (e.g. Class IDs)

 Built for standardized and consistent OCSF objects, that can participate in
correlation without needing tuning

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531

Atomic Properties: XDR - Analytics - Ingest Network Security Event

XDR - Analytics - Ingest Network Security Event

Detection Raw Data O

l Grab Raw Result JSON...Raw Result

Detection Severity (O

[ High

Detection Source URL (D

I https:// Target...Host/IP address /jobs/ Cisco Orbital - Query - Run Query (AllE...Job ID /results

Detection Status (O

[ New

Detection Time* (O

[ Getting the data in...End time

Detection Title O

[ Suspicious Inbound Listening Ports

Module Instance ID* @

| Target...Medule Instance ID

Network Activity Destination Endpoint Hostname (O

| For Each Result...All items (list) hostname in Source Array

Network Activity Destination Endpoint IP (Proxy) (O

[

Network Activity Destination Endpoint IP Address (O

[ For Each Result...All items (list) src_ip in Source Array
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How does this fit into my
Larger SOC



splunkbase  cosection

Cisco Security Cloud
App . Cisco Security Cloud

® Single application that packages the

? ar 2 Dowrbco
capabilities of a TA and App in a single offering
based on the gold standard best practice
® The app covers the following Cisco products st A

Secure Network Application
XDR

Duo

Email Threat Defense

Multi Cloud Defense
Secure Firewall (FTD, Estreamer, ASA)
Malware Analytics

Secure Endpoint

Kenna VI

Identity Intelligence

Al Defense

Compatininy

. . 2ee Yeaes Tyme Thae Bamge wyst T e
B . a . Lo 4 N . Sont s wdon .
LEPITTR—,
-
-
-

00000000000

Coes 485 Trasgnioan

© 2025 Cisco and/or its affiliates. All rights reserved.




Secure Firewall Summary ~
Overview of Event Types in Secure Firewall

« From High Level View to Detailed 13,819,344 2151e8 2,7853c¢8 = -

Use Cases

* Normalized inputs collected can help
facilitate improve query search time

 Pivot back to point products utilizing
power of Splunk Search

Event Details
Apply

45,783 46175 46,358 46,377 46119 45,926
A |

vvvvv

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2537°
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XDR Automation(s) with Splunk Use Splunk as a Data Source

My Integrations

Splunk Cloud - Run Scheduled Search to...

Integration Name Name Status Authorship Type ‘ )

AR Community

Splunk Cloud Splunk Cloud @ Connected 4 Cisco Managed |

No Ratings

This workflows will run a scheduled Search Query

to look for specific Events and will create or
update an Incident if found...
Scheduled Automation Rule

Learn More m

- em e e Em e e o

|l Cisco XDR Integration |

Framework (IROH) | - - - ==
Iy ( Cisco XDR APIs
/ \ | (IROH/private-intel) )
N e e =
[Gpttndniinliviaiuiniuliyt st Sy e tedelidddiatu iy il — -
( ~ Scheduled ™| I Input: A ( Atomic Action: Atomic Action: | {  Atomic Action: | _
Automation Rule | = Predefined I —y | Splunk Cloud - | —> | Splunk Cloud - Get === | XDR - Search/Create|| ——3 ! _ Outcome:
| (e.g.every1 | Search Bt \ Run Search ) Serran PG | ./ Update Incident  Incident Created / Updated
~ . Jhoun_ _ 7 | N2, e e e e e - - N oo B | - | oo -
Automation Workflow:
| Splunk Cloud Run Scheduled Search to InCIdent !

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2531 CIsco



Example of Customization

Workflows
Search Status Category
Q ~ 1 Selected X ~ | 15 matching results Reset All

Cisco SMA Malicious submission -
XDR incident and notification

Set all my org's Public CSMA Samples to Private

;i h " ‘ Export completed
queries list of CSMA/TG public samples in the user's org to fetc... °

Blackhat Automation

Cisco SMA - Monitor Non-Malicious
documents submission

Palo Alto Threat Logs to Splunk

Elackhat Aut ti Validated
Callect logs from Palo Alto (PANOS or Panorama) and forward them... acknat Autemation © vaiicate

Invite Non-admin Users to Cisco Stack

Blackhat Automation @ Export completed

This workflow invites a user as an non-admin to SecureX, Umbrell...

Palo Alto Networks Firewall - Create
Cisco XDR incident - V2

Splunk - Corelight - Create Cisco XDR
incident V2

Splunk - ThousandEyes - Create XDR
create incident V2

Splunk - Corelight - Create Cisco XDR incident V2

- . ) Blackhat Automation, Cisco XDR Validated
This workflow runs a scheduled search for Suricata and IDS Notic... °

Global Incident ID stats - XDR Incident - Clear Event Tabl... Blackhat Automation @ Export completed

Black Hat - Create DB from addressing plan Blackhat Automation & Export completed

Get Target Info by Name Blackhat Automation & Export completed

Splunk.- ThousandEyes - Create XDR create incident V2

@ Export completed
This workflow runs a scheduled search for ThousandEyes Alert in...

Blackhat Autemation

Umbrella - Create Cisco XDR incident

) ’ ’ Blackhat Autemation Validated
This workflow runs a scheduled search in Umbrella. if new logs e... - © Vaiica

Incident Enrichment - Add Room and
Purpose

Palo Alto Networks Firewall - Create Cisco XDR incident -..

3 " . Blackhat Autemation
This workflow runs a scheduled search in Palo Alto Networks Fire.,

@ Export completed

Cisco SMA Malicious submission - XDR incident and notifica

) - Blackhat Autcmation
This workflow runs a scheduled search query in Cisco Secure Malw...

Q Export cemplated

Palo Alto Threat Logs to Splunk

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco SMA - Monitor Non Malicious documents submission

This scheduled workflow executes a search query in Cisco Secure..,

Black hat - Report Incident - Webex Notification

Black hat - XDR New Incident - Webex Notification

Incident Enrichment - Add Room and Purpose
Enrich the incident with room and location for a target

Blackhat Automation

Blackhat Automation

Blackhat Automation

Blackhat Autemation

@ Export completed

o Export completed

° Export completed

Q Export completed



Here in the World of Solution, THE SOC

Security Operations centré

protecting CiscO Live
Gisco Security and Splng —
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Network Detection invelving Asset 10.220.37.37

Network Detection involving Asset 10.220.32.15

Possible Phishing Landing involving Asset 10.220.34.40

Network Detection involving Asset 10.220.38.24

Network Detections with Multiple TTPs involving Asset 10.220.37.38

Network Detections with Multiple TTPs involving Asset 10.220.37.40

Network Detections with Multiple TTPs involving Asset 192.168.128.182

DNS or URL Security Hit for Domain claim.titanlab.io

Network Detection involving Asset 10.220.33.22

Network Detection involving Asset 172.16.6.38

Network Detection involving Asset 10.220.250.29

Network Detection involving Asset 10.220.33.12

(P2P BitTorrent) involving Asset 10.220.36.25

Network Detection involving Asset 10.220.38.18

© 2025 Cisco and/or its affiliates. All rights reserved.

New Incident Sources (from BlackHat)

BRKSEC-2531

Cisco Secure Firewall

Palo Alto Networks Firewall

Corelight NDR

Palo Alto Networks Firewall

Cisco Secure Firewall

Corelight NDR

Corelight NDR

Umbrella

Corelight NDR

Corelight NDR

Corelight NDR

Cisco Secure Firewall

Corelight NDR

Palo Alto Networks Firewall

2025-04-02703:01:22.49

2025-04-02702:34:18.67

2025-04-02T02:25:42.87

2025-04-02T701:25:00.98

2025-04-02701:20:56.35§

2025-04-02T01:18:06.29(

2025-04-02T00:51:38.70(

2025-04-02T00:50:37.72

2025-04-02T00:33:20.24

2025-04-02T00:32:47.24(

2025-04-02T00:32:08.08¢

2025-04-02T00:30:59.42

2025-04-01T10:16:11.58¢

2025-04-01T704:17:54.766

]
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Great things are not done by
impulse, but by a series of
small things brought together

Vincent Van Gogh
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Today’s Key Takeaways:

© 2025 Cisco and/or its affiliates. All rights reserved.

« XDR main data sources: First focus on
the main data sources

* Network Telemetry
* Endpoint Detection
« NVM data.

« XDR Integrations:. Find the right
integration to add more context or threat
intelligence

« XDR Automation:. Automate for
response and to customize integrations.

]
BRKSEC-2531 cisco



Next Steps & Further Engagement:

Reinforce Your
Learning: Access the
self-paced demos
below to solidify
today's information.

/

Action Item: Go to the
SOC still Open
Tomorrow.

Questions or
Discussion? Feel free
to connect with me if
you'd like to discuss

this session further.
/

Detection Engineering with Cisco XDR: Tooling Native Detections and the Incident
Generation Pipeline [BRKSEC-2178]

m Thursday, Nov 13 | 10:30 AM - 12:00 PM AEDT | Room 220
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Home Work- Demo Link

XDR Demo Link
https://cisco.navattic.com/BRKSEC-2531
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Cisco dCloud

Want hands on what was show in this session? Then ask your Cisco representative to book one of the
Cisco dCloud labs mentioned below and get hands on experience of XDR

Cisco Breach Protection Suite - Instant Demo

Published Date: 13-Mar-2025 19:42  Updated Date: 13-Mar-2025 19:42

The Cisco Breach Protection Suite is a set of products designed to provide strong detection, prevention, and response capabilities, while
also facilitating better automation and aggregated threat intelligence. Email Threat Defense (ETD) and Secure Endpoint provide an
extensive set of capabilities for protecting end users from a wide range of threats; Secure Network Analytics (SNA) provides heuristic
anomaly detection for network traffic; and Cisco XDR aggregates data across Cisco and 3rd party security tools to facilitate and
automate complex investigations and associated responses.

This demonstration follows Blind Eagle's cyberattack against our PseudoCo company. Blind Eagle will gain initial access via user
execution of a link in a file sent via spearphishing. Once execution is obtained and persistence installed, Blind Eagle downloads and
executes the AsyncRAT for additional actions on objective. Characteristics of this campaign include social engineering, open-source
modified RATSs, exploitation of a single workstation, and theft of browser credentials.

The main use-case flow of this demo illustrates the typical activities of a Security Analyst and Incident Responder, emphasizing the
reduction of manual processes and enhancement of threat visibility and response capabilities.

NOTE: Please expand the Related Documents link below to access the video. Click View to access the demo environment.

% Favorite 42 Copy [ Related Documents @ Info View

]
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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Please Fill Out the Survey

'
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights res
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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