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Enter your personal notes here

Catalyst 9000 Series Switching Family - …

Cisco Webex App

BRKSEC-2531

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until 14 November 2025.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2531
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Agenda 01 Intro

02 XDR basics

03 What is the base telemetry?

04 How to add more data?

05 What can automation do ?

06 How does it fit in my SOC ?

07 Where can I learn more ?

BRKSEC-2531
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Hanna Elia Jabbour

• 15 years of experience in Dev/Network/Security

• TME for XDR and Secure Analytics covering 
EMEAR/APJ 

• Lebanese based out of the Dubai

• Yes, my name is Hanna

BRKSEC-2531
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Lebanon | Dubai

BRKSEC-2531

5

My home town

https://www.youtube.com/watch?v=INiCIW2VpCI

Frame
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Please Fill Out the Survey

BRKSEC-2531



Why are we here ?
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Vendor A Vendor C Vendor DVendor E Vendor G

How are you detecting advanced threats

Most attacks use a sequence like this…

A well-tailored 
and personalized 
email causes a 
user to click…

DNS

Which goes to
a questionable 
web site…

Which leads to a 
strange process 
being created 
locally on the 
user’s device…

That process will 
connect to 
another machine 
or directly to 
their data

Email

T1566: Spear Phishing
T1189: Drive-by Compromise

T1055: Process Injection

T1087: Account Discovery: Domain account

T1210: Exploitation of Remote Services

T1048: System Network Connections Discovery

Cisco XDR
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Cisco XDR

• Open and extensible platform

• Single detection & response solution 
for security operations, automated & 
cloud-first

• Available as a product and managed 
service

Optimized for 
lean teams

Speed to value
Deeply integrated 
with the network

BRKSEC-2531
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High level architecture

Integrations Detection Response 

Network

Endpoint

Email

Identity

Firewall

Cloud Behavioral Analytics

Anomaly Detection

Incident 
Prioritization

Attack Chaining

Incident Creation

Automatic Enrichment

Cross domain alert detections and 
attack chaining with automated 

incident prioritization and enrichment 

Guided Playbooks

Automated Workflows

Rapid Containment

Pivot Menu Actions

Automated or user triggered 
responses to block observables 
using any integrated technology

Multi-vector telemetry ingest network, 
cloud, endpoint, email, and more from 

Cisco and 3rd party

Solution Agnostic

Raw Telemetry 

Events

Threat Intelligence

Enrichment

Device Context

User Triggered

Incident Triggered

Scheduled

Automation Rules

Amazon
GuardDuty

Microsoft Defender

For Endpoint

BRKSEC-2531
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Great things are not done by 
impulse, but by a series of 

small things brought together

Vincent Van Gogh

BRKSEC-2531



Starting the Journey
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What do I need from my XDR ?

Which devices / assets 
were impacted ?

Where the threat started / 
propagated ?

How do I respond to the 
attack?

How does it fit in my SOC ?

BRKSEC-2531
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Telemetry data source importance

Essential

Count Share

Endpoint 255 85.0%

Network 226 75.3%

Firewall 207 69.0%

Identity 191 63.7%

Email 179 59.7%

DNS 140 46.7%

Public Cloud 137 45.7%

Non-Security Sources 36 12.0%

Cisco Secure 
Client

Cisco / Meraki 
(Networking)

Firewall Threat 
Defense (FTD)

                         
Duo

Email Threat 
Defense (ETD)

Umbrella

The top six data sources that customers believe are essential for XDR are: 
Endpoint, Network, Firewall, Identity, Email, and DNS

Cisco Customer Research

BRKSEC-2531
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Behavioral 
Context Across 
Every ConnectionIDS/IPS

Commonly deployed Tools

Secure Web 
Gateways

WAFFirewall

Signature and Rules Focused Powered by AI and ML

• Lacks context (who is connecting to who)
• All rules must be pre-defined
• No thresholds for alerting (noisy)

• Understands Normal 
behavior

• Can detect new and 
novel attacks

• Can be finely tuned

NDR

Why do I need NDR?

BRKSEC-2531
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Why netwrok telemetry Detection ?

0

5

10

15

20

25 MITRE ATT&CK coverage

EDR  Coverage Raw Telmetry Coverage

Pre-exploitation Exploitation Post-Exploitation

Initial
Probe

Initial
Compromise

Lateral
MovementActive

Scanning
Malware

Download

Data
Exfiltr
ation

Endpoint Events

• Endpoint-only based detections does not 
provide visibility to initial access, network 
discovery activities as well as lateral movement 
and data theft.

• Network  based detection provide coverage 
for threats beyond endpoint execution point 
(before and after) as well as detect threats on 
devices that can’t host endpoint security 
solutions.

• Combining Network and Endpoint detection 
provides a better coverage for attacks across 
the different attack TTPs (MITRE).

Network Events

BRKSEC-2531
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Combining NDR and EDR is key for XDR

Endpoint Detection and 
Response (EDR)

Network Detection and 
Response (NDR)

Very sophisticated types of attacks that can ONLY be 
detected & understood by combining data from 

Network, Endpoint & more. 

Extended Detection 
and Response

(XDR)

BRKSEC-2531

Depending on how you Define your XDR



Where the attack started / 
propagated ?

The Network
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Getting Flows (Raw Telemetry) into XDR

XDR Analytics ONA Sensor

Cisco Telemetry Broker (CTB)

NetFlow, 
IPFIX, ETA 
and more

BRKSEC-2531

Cisco
XDR
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XDR Secure Cloud Analytics ONA Sensor Install

1
Log into XDR Analytics (formerly SCA) and 

navigate to Sensors

2 Download the ONA Sensor Appliance ISO

3
Install in virtual environment and set a static IP 

address

4 Validate connectivity in the XDR Dashboard

5
Configure the IPFIX/NetFlow/ETA Port in XDR 

Analytics for the sensor
BRKSEC-2531



© 2025 Cisco and/or its affiliates. All rights reserved.

Login to XDR Analytics Download the ISO
Secure Cloud Analytics Web Interface

1

2

3

4

BRKSEC-2531



© 2025 Cisco and/or its affiliates. All rights reserved.

Validate Sensor Connectivity to XDR

BRKSEC-2531
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Configure IPFIX/ETA/NetFlow 

Port/s to use for flow export configuration in dashboard

Sensor IP address

BRKSEC-2531

Each type of telemetry 
on Separate port number
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ONA or CTB

BRKSEC-2531

https://www.cisco.com/c/dam/en/us/td/do
cs/security/Telemetry_Broker/Deployment/
CTB_2_0_1_Virtual_Appliance_Deployment
_and_Configuration_Guide_DV_1_0.pdf

Manager

Broker Node

Broker Node

Broker Node
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My workloads are in the Cloud

BRKSEC-2531

VPC, NSG flow logs

Public 
Clouds

Cisco
XDR

• VPC Flow Logs For network 

analytics and NDR behavioral 

based detections

• Cloud specific Attacks Identity 

cloud specific attack by ingesting 

other data with native integration as 

CloudTrail logs.
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AWS Integration Example

BRKSEC-2531

1 Create IAM

2 Copy ARN to SCA

3
Configure VPC and 

point to S3

4 Configure Cloud Trail

5 Add S3 path Trail 
Log bucket name

Simple but require 
Privileges 
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Meraki Native integration into XDR

• Correlation of network findings with other 

security findings for comprehensive 

visibility.

• Simplified connector-less configuration 

for 

Meraki MX NetFlow to Cisco XDR Cloud.

• Asset context from Meraki devices and 

firewall response actions from Cisco 

XDR.

BRKSEC-2531
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How to connect your Meraki MX to Cisco XDR

1

2

3

4

5

BRKSEC-2531
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Meraki MX and Cisco XDR Integration Explained

Meraki Organization Cisco XDR Tenant

Easy configuration 
(bi-directional OAuth)

1

Meraki MX 
Networks

Contextual NetFlow: 
Agentless/ Direct-to-cloud

5

2 XDR Incidents View 
in Meraki Dashboard

Future Phase: XDR Incident Correlation 
using MX Security Events

6

Device context for XDR Asset Insights  
via Meraki Systems Manager

3 Notes:
• Meraki Org(s) with ALL child networks integrate(s) seamlessly with an XDR 

tenant
• Solution is fully agentless with single-click setup
• Eligible Appliances: Z4, vMX-S/M/L, MX67, 68, 75, 85, 95, 105, 250, 450
• Software Requirements: MX19.1.4 and Meraki MX SD-WAN/ Advanced 

Sec. Lic./ Ess/Adv
• XDR Essentials license (based on knowledge users)
• XDR and MX both available in Cisco Enterprise Agreement 3.0

Orchestration and 
Automation Workflows

4

BRKSEC-2531
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SNOC ?

BRKSEC-2531

✓ Quickly respond to incidents to minimize 
downtime and impact.

✓ A tool that provides real-time monitoring 
and alerting of events on my network

✓ Visibility to my entire 
organization

✓ A correlated view of security incidents across 
my environment

✓ Security tools to help me work with speed, 
accuracy and confidence

✓ Remediate threats with guidance and 
automated playbooks.

SNOC

S
O

C
N

O
C



Demo Network Telemtry

BRKSEC-2531
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What is the Number 1 Initial Access Threat Vector ?

BRKSEC-2531

As attackers are using more advanced 
techniques, anomalous behavior can be 
detected using AI/ML based engines.

• Email continues to be the #1 threat vector

Targeted attacks are harder to detect 
with systems that are solely based on 
global threat feed intelligence.
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XDR Incident Generation with Email Threat Defense

BRKSEC-2531

ETD sightings must have at least one 
other detection source

ETD Verdicts

Other Alerts

Incident 
Generation 
Framework

XDR Incident

Simple API based integration
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Initial Access and Network 
base telemetry

BRKSEC-2531



Which devices / assets were 
impacted ?

BRKSEC-2531

Endpoints 
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Cisco XDR Integrates with Multiple EDRs

CrowdStrike Falcon Microsoft 
Defender SentinelOne 

Cisco Secure Endpoint

Correlation, Investigation, Response, Asset Insights

BRKSEC-2531



Demo Integration

BRKSEC-2531
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XDR Incident Generation with EDRs

BRKSEC-2531

Endpoint Alert

Other Alerts

Incident 
Generation 
Framework

XDR Incident

Endpoint Critical 
Alert

XDR Incident
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XDR Response with EDR

BRKSEC-2531

TECSE

Build in Actions for Response

• Isolate a device or a host

• Block file hashes across all endpoints

• Block an IP if the EDR permits it
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Expanding EDR with Network Visibility Module

Network Visibility Module (NVM)

• Endpoint Network Flow Logs

• Direct upload of flow data to 
XDR Analytics engine

• Can be combined with network 
sources generating flow information

Cisco
Secure Client

Defender

Orbital 
(Query/Script)

Network 
Visibility 
(NVM)

Endpoint 
Telemetry

Forensics

Each Module can be 
deployed alone

BRKSEC-2531
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Network + Endpoint Visibility Together

BRKSEC-2531

Netflow/IPFIX
Source IP

Destination IP

Source Port

Destination Port

Bytes Sent

Bytes Received

NVM (IPFIX Formatted)

Source IP

Destination IP

Source Port

Destination Port

Bytes Sent

Bytes Received

OS Version

OS Edition

UDID

Host Name

Logged In User

Process Name

Process Hash

Process Account

Parent Process Name

Parent Process Hash

Parent Process Account

DNS/Destination Hostname

Module Hash List

System Manufacturer

System Type

MAC Address

Interface Name / Type / UID

Deep Endpoint 
Visibility

User
Traffic Stats
Processes
Applications
SaaS Used
Accounts
Destinations
Machine Details

True device attribution,
Not just “IP Address”
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NVM Event Viewer in XDR Analytics

BRKSEC-2531

INSTANT FILTERS

Search activity per 
attribute or many 
with advanced 
search.

New NVM Flows Tab

Telemetry Details

See the detailed 
telemetry collected 
from the flow
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NVM Detections in XDR 

BRKSEC-2531

Displays Lateral 
Movement

Provides the East-West & 
North-South visibility and 

correlation

Direct source of 
observables

For brand-new detections in 
XDR Analytics 
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XDR Managed NVM Profiles

BRKSEC-2531

From This: To This:

Default XDR Deployment
- Default Cloud Managed Profile
- Default NVM Profile
Just download & install, no config needed



NVM Demo

BRKSEC-2531
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The 3 Critical Data Sources for XDR

Endpoint Detections Network Telemetry Network Visibility Module

Leverage the 
detections of 

Endpoints 
where the 

Threat executes

Detect beyond 
the endpoint 

into the pre and 
post execution 

of a threat

Key Component 
for Linking 

Network data 
and EDR data

BRKSEC-2531
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Detection Sources

Base Telemetry

Detection 
Findings

Incident Generation

Incidents
Analysis and 
Enrichment

How XDR data is processed

Ingest 

(Push/Pull Model)

XDR Analytics
(Stateful and Rapid 

Detections)

• Consume detection data 
from security solutions

• Ingest raw telemetry from 
network activity

• Normalize data to a 
standardized format OCSF

• Enrich the data with threat 
intelligence information 

Generate incident while 
correlating detections 
and using enriched data.

• Augment incidents with asset and user 
data to pinpoint the targets

• Enrich incidents with additional threat 
intel

• Prioritize incident based on risk and 
asset /user value

• Leverage Agentic AI to summarize and 
define the incident impact and the 
mitigation path

Forensics

Gather Evidence for 
deep investigation of 
threat on the endpoint

Custom Detection 
Sources

open cybersecurity schema framework

BRKSEC-2531
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Value Integration: Secure Firewall

BRKSEC-2531

Integrations

• Dashboard

• Investigation 

• Connections Events sent to XDR 
analytics and network detection 
applied

• Security Events sent to XDR and 
Used in enrichment and 
investigation

• Requires SAL+ CDO 

https://www.ciscolive.com/on-demand/on-
demand-
library.html?search=adi%20sankar&search=adi+
sankar#/session/1731453090732001UE9T
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Value Integration :Threat Intelligence is a Key

Judgements FeedsIndicators Events

• Use public and private sources of 
intelligence to achieve better threat 
identification

• Create and customize your own feeds 
based on your environment and needs

and more…

https://youtu.be/7nCRMHo4_9Q?si=cLLTd41w1wSmSL4u5 TI sources in 3 minutes

BRKSEC-2531
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Cisco XDR Connect – Easy Configuration and Integration

* Enhance your Cisco XDR experience with 
integrations and workflows with XDR Connect

BRKSEC-2531

https://connect.xdr.security.cisco.com/


How do I respond to the 
attack?

BRKSEC-2531
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Incident response in four stages

Identify Contain Eradicate Recover

Review the 
incident and 
confirm the 

findings

Act against 
impacted hosts, 
domains, files, 

etc.

Remediate 
vulnerabilities 
and remove 
malicious 
content

Validate 
remediation and 

restore 
impacted 
services

BRKSEC-2531
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Robust native 
response options

BRKSEC-2531

Pivot menus
Act on an observable from various 
places within XDR and other Cisco 
Secure products

Incident playbooks
Built in Guided, four stage process 
for incident response, Bring your 
own playbook and apply it when 
needed

Automation
Simple or complex workflows that 
can investigate and respond at 
machine speed

BRKSEC-2531
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Architecture

Cisco XDR

Integration
Module

Endpoint Cloud
Analytics

Firewall Malware
Analytics

MS Defender CrowdStrike

Cisco Products

And many others…

Product APIs

Pivot menus

Response 
playbooks

Automation 
workflows

Isolate hosts, block IPs on firewalls, 
block hostnames in DNS, quarantine 
messages in a mailbox, and more…

Response actions can be 
automated or user-initiated

Dynamic ResponseWide variety of actions

BRKSEC-2531
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Automation rules

BRKSEC-2531

Allow various types of events to cause workflows to run.

• Approval Task Rule: An approval task is acted upon 
within XDR Automation.

• Email Rule: An email is received in a pre-defined inbox 
being monitored for new messages.

• Incident Rule: A matching incident is created in the 
XDR incident manager.

• Schedule Rule: A specific date, time, or interval of 
time has passed.

• Webhook Rule: An HTTP call was made to a specific 
webhook URL.
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XDR Worklow

BRKSEC-2531

A “no to low code” drag and drop editor that allows you 
to build simple or complex workflows.

• Powers the playbook feature in the incident manager 
using out of the box workflows.

• Pre-written workflows are available for import from 
Cisco.

• Wide variety of use cases that are not limited to 
security or XDR-related outcomes.
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Automation Exchange

BRKSEC-2531

Exchange allows to find and install automation 
workflows with community content, ratings and logos. 

• Cisco Managed – workflows authored by Cisco, 
including system workflows and atomic actions. 
Supported by TAC.

• Cisco Verified - workflows authored and supported 
by a Cisco Security Technology Partner. 

• Community – workflows authored by anyone in the 
Community. Dependent on license, usually 
supported by the Cisco DevNet Community on a 
best-effort basis.

• Third-party repositories.



Demo Response

BRKSEC-2531
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Automation outcomes

Investigate

Reduce time to investigate by 
automating data collection and 
incident generation

Simplify

Eliminate repetitive tasks that 
waste valuable analyst time

Respond

Automated or one-click 
responses that can combine 
multiple products in one action

Integrate

Bring products and services 
together in new ways to 
address emerging threats

BRKSEC-2531



Getting more from your 
Endpoint

BRKSEC-2531
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Threat Detection and Response

Cisco
Secure Client

Defender

Orbital

• Easy to use query and response tool

• Highly lightweight

• Allows endpoint queries using simple 
SQL statements

• Includes an independent python 
environment to remediate endpoints 
using python scripts

• 500+ templates in catalog

• MITRE ATT&CK information

• Fully integrated into XDR and endpoint

• Strong API approach

Orbital 
(Query/Script)

Network 
Visibility 
(NVM)

Endpoint  
Telemetry

Forensics

BRKSEC-2531
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Threat Detection and Response
Endpoint Telemetry

• Non-intrusive module to collect 
endpoint telemetry

• Uploads endpoint telemetry to 
XDR Analytics engine

• Can be combined with Cisco Endpoint 
products and third-party endpoint 
security product

• Combined with NVM, the EVM module 
allows full insights and analytics into 
endpoints

Cisco
Secure Client

Defender

Orbital 
(Query/Script)

Network 
Visibility 
(NVM)

Endpoint  
Telemetry

Forensics

GA Last Week

BRKSEC-2531
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Threat Detection and Response
XDR Forensics

• Full Forensics capabilities

• Acquire forensic information for an XDR 
incident

• Acquisition tasks and Triage tasks 
(MITRE ATT&CK Attack analyzer) to 
collect and store forensic data

• Remote Shell and file exchange

Cisco
Secure Client

Defender

Orbital 
(Query/Script)

Network 
Visibility 
(NVM)

Endpoint 
Telemetry

Forensics

Released 15 October

BRKSEC-2531
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How do I manage all of these

• Inventory of devices 
running Secure Client and 
their status. Another 
source for XDR Assets.

• Cloud-based 
management of profiles. 
No more editing XML files 
and wondering which 
profile is the most recent.

• Ability to create and 
manage multiple 
deployments. 

Centralized in XDR

BRKSEC-2531



Demo on Client Management

BRKSEC-2531



Identify The WHO? 
Cisco Identity Intelligence



© 2025 Cisco and/or its affiliates. All rights reserved.

Workday

Google

GitHub

AmazonMicrosoft

Ping
Auth0

Okta

Users Services BehaviorsApps DataMachines

Cisco Identity Intelligence

Cisco

BRKSEC-2531
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Users: 
Cisco Identity Intelligence 
Integration

• CII is natively provided with XDR for 
both existing and new customers.

• Customers need to configure their 
IDPs in Security Cloud Control.

o Once that happens, data will flow into 
User Insights and be available in XDR

o Duo and Entra modules will still live in XDR 
for Response/Automation actions

• Their IDPs will be available based on 
their XDR entitlement

o Essentials: only DUO

o Advantage/Premier: DUO + all other third 
parties (ex: Okta, Salesforce, Slack, etc...)

BRKSEC-2531
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Identity Checks

BRKSEC-2531
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Published in Exchange

• A community-maintained XDR workflow.  
• Takes the CII Webhook & parses it. 
• Will enrich existing incidents, or if none 

exist will create a new incident. 

Merges with Incidents

• The CII source events are correlated with 
the detections from other security 
products.

• The CII ITDR detection is now part of the 
attack graph & investigations 

CISCOU-2826 84

Cisco Identity Intelligence in XDR Automate

BRKSEC-2531



Custom Data Ingestion

BRKSEC-2531
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Incident Generation Pipeline

BRKSEC-2531

XDR Native Detections
Telemetry to Findings

Telemetry Findings

Endpoint
 Detections

Firewall Log 
Detections

NVM 
Detections

Cloud Flow 
Detections

Network Flow 
Detections

Asset Resolving 
(Users and 
Devices)

Asset 
enrichment

Observable 
enrichment

Priority 
Scoring

AI 
Summarization

Display 
Incident 
to SOC

Automated 
incident

enrichment

Incident 
Creation

Network CloudEndpoint Email Identity

Integrations and threat intel sources are used 
for Investigations using APIs

Findings are correlated to 
form “attack chains”

Data Warehouse

Correlation
(Attack 

Chaining)

Detections from 
Select Sources*

* Cisco Secure Endpoint, CrowdStrike, MS Defender, Cisco ETD, Proofpoint, 
MS O365, SentinelOne + roadmap

** Coming soon!

Playbook 
Assignment

Custom Detection 
Sources

Workflows can send 
standardized OCSF 

Findings
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Custom Security Event Workflow intent

• You use this method to directly ingest security events into Analytics 
platform to be considered in incident generation pipeline

• Available for network and email (MORE event types are coming soon)

• Either needs to be a push (Webhook) or pull (API) method

GA September

BRKSEC-2531
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“Ingest network and email security events” Atomics

• Simplified OCSF Detection Finding and relevant Activity (Network and Email)

• Focused on outcomes, not on schema specific complexities (e.g. Class IDs)

• Built for standardized and consistent OCSF objects, that can participate in 
correlation without needing tuning

BRKSEC-2531



How does this fit into my 
Larger SOC 

BRKSEC-2531
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● Single application that packages the 
capabilities of a TA and App in a single offering 
based on the gold standard best practice

● The app covers the following Cisco products 
○ Secure Network Application
○ XDR
○ Duo
○ Email Threat Defense
○ Multi Cloud Defense
○ Secure Firewall (FTD, Estreamer, ASA)
○ Malware Analytics 
○ Secure Endpoint 
○ Kenna VI
○ Identity Intelligence
○ AI Defense 

Cisco Security Cloud 
App

BRKSEC-2531
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Dashboards

• From High Level View to Detailed 
Use Cases

• Normalized inputs collected can help 
facilitate improve query search time

• Pivot back to point products utilizing 
power of Splunk Search
 

BRKSEC-2531



Demo Cisco Security Cloud

BRKSEC-2531
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XDR Automation(s) with Splunk

Outcome:
Incident Created / Updated

Automation Workflow:
Splunk Cloud – Run Scheduled Search to Incident

Input: 
Predefined 

Search Query

Atomic Action:
Splunk Cloud – 

Run Search

Scheduled 
Automation Rule 

(e.g. every 1 
hour)

Cisco XDR Integration 
Framework (IROH)

Atomic Action:
Splunk Cloud – Get 

Search Results

Vendor X, 
Y, Z

Solution 
X, Y, Z

Vendor X, 
Y, Z

Solution 
X, Y, Z

Vendor X, 
Y, Z

Solution 
X, Y, Z

Atomic Action:
XDR – Search / Create 

/ Update Incident

Cisco XDR APIs 
(IROH/private-intel)

BRKSEC-2531

Use Splunk as a Data Source
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Example of Customization

• Cisco SMA Malicious submission - 
XDR incident and notification 

• Cisco SMA - Monitor Non-Malicious 
documents submission 

• Palo Alto Networks Firewall - Create 
Cisco XDR incident - V2 

• Splunk - Corelight - Create Cisco XDR 
incident V2 

• Splunk - ThousandEyes - Create XDR 
create incident V2 

• Incident Enrichment - Add Room and 
Purpose 

• Palo Alto Threat Logs to Splunk 

BRKSEC-2531



© 2025 Cisco and/or its affiliates. All rights reserved.

Here in the World of Solution , THE SOC

BRKSEC-2531
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New Incident Sources (from BlackHat)

BRKSEC-2531
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Great things are not done by 
impulse, but by a series of 

small things brought together

Vincent Van Gogh

BRKSEC-2531
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Today’s Key Takeaways:

BRKSEC-2531

•     XDR main data sources:  First focus on 
the main data sources

• Network Telemetry

• Endpoint Detection

•  NVM data.

•     XDR Integrations:. Find the right 
integration to add more context or threat 
intelligence

•     XDR Automation:. Automate for 
response and to customize integrations.
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Next Steps & Further Engagement:

BRKSEC-2531

Reinforce Your 
Learning: Access the 

self-paced demos 
below to solidify 

today's information.

Action Item: Go to the 
SOC still Open 

Tomorrow.

Questions or 
Discussion? Feel free 
to connect with me if 
you'd like to discuss 
this session further.
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Home Work– Demo Link

BRKSEC-2531

https://cisco.navattic.com/BRKSEC-2531

XDR Demo Link
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Cisco dCloud

BRKSEC-2531

Want hands on what was show in this session?  Then ask your Cisco representative to book one of the 
Cisco dCloud labs mentioned below and get hands on experience of XDR
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKSEC-2531
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Please Fill Out the Survey

BRKSEC-2531
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKSEC-2531

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you
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