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Your Speaker

BRKSEC-2233

• Based in Melbourne, Australia

• With Cisco for 14+ years

• Holds CCIE and CISSP certification

• Started with Large Scale networks 
design and deployment

• Focusing on Identity and Access 
Management last 5 years

• Enjoys photography, reading, and 
Lord of the Rings.
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Enter your personal notes here

Catalyst 9000 Series Switching Family - …

Cisco Webex App

BRKSEC-2233

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until 14 November 2025.

1

2

3

4

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2233
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More than half of Talos IR cases 
had an identity attack component 

in 2024.
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No MFA enrollment

24%

MFA not fully enabled

22%

No MFA on VPN services

19%

MFA exhaustion 

successful

16%

New device maliciously 

enrolled

8%

MFA bypass

8%

Passwordless 

authentication

3%

OBSERVED MFA WEAKNESS

Observed MFA trends during attacks

* From Cisco Talos Year In Review Report 2024
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Identity Attack Trends
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Attacks on Identity

BRKSEC-2233

* Based on Cisco Talos Year In Review Report 2024

• Valid accounts is the easiest 
way to gain access

• Nearly half of all identity 
attacks targeted Active 
Directory

• IAM applications most 
frequently targeted in MFA 
attacks

• Network Infrastructure is the 
new attack vector
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It’s Happening Everywhere!

BRKSEC-2233



© 2025 Cisco and/or its affiliates. All rights reserved.

It’s Happening Everywhere!

BRKSEC-2233
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Case Study: Identity attack against a University

BRKSEC-2233

Adversary 
gains 

primary 
credentials 

through data 
leak/ dark 

web

More than 50 
contractors as 

admins

Adversary 
sends phishing 
email to admin 

to activate 
MFA

Victim clicks 
activation link, 
adversary adds 
their own device 

as MFA

Adversary uses 
compromised 

account to gain 
access to internal 

email 

Adversary 
targets other 

users in a 
mass 

phishing 
campaign



Identity Security Challenges
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Evolution of Authentication & Attack Tactics

BRKSEC-2233

Password 
Tactics
• Password 

Spray
• Brute Force

MFA 1.0
• SMS
• Phone 

Callback

MFA Bypass 1.0
• Telephony 

Attacks
• Social 

Engineering

MFA 2.0
• Mobile Push
• Token

MFA Bypass 2.0
• Push 

Bombing
• Adversary-in-

the-middle

MFA 3.0
• WebAuthn
• Number 

Matching

Next attack
• AI?
• Quantum 

Computing?

?
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Fragmented Visibility

BRKSEC-2233

Discrepancies Admin Attacks

MFA Bypass
Adoption Gaps

Admin Creep

No MFA

SSO Bypass

Orphaned 
Accounts

Unexpected 
Behavior

Entra 
ID

User Sync 
Drift
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One User → Many Identities
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Rise of Non-Human Identities



Phishing-resistant 
Authentication
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Push Phishing Attack

BRKSEC-2233

Adversary: I’m calling from the IT 
department. We see suspicious activity in 
your work computer. Confirm your identity 
or lose access!

User:  How can I verify my identity? 

Adversary: I will send you a Push 
notification. Enter the code to verify.
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Passwordless Authentication

BRKSEC-2233

Unlocks

Two Factors

Something You Are

Something You Have
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Passwordless Deployment

BRKSEC-2233

19%

Have fully implemented FIDO2

61%

want to move to passwordless
access, but expect challenges
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Proximity 
Verification

Bluetooth Low 
Energy (BLE)
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Proximity Verification

BRKSEC-2233

!

Nullifies remote MFA bypass 
techniques like push phishing 
and adversary-in-the-middle.
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Session Theft Protection
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COOKIES!
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How to steal a Cookie*

BRKSEC-2233

AdversaryEmployee

Employee Presented w/ Realistic Looking MSFT Login

Employee Follows the Link to Office Login

username     : employee1@securitydemo.net
 password     : XXXXXXXXXXXX
 user-agent   : Mozilla/5.0 (Windows NT 10.0 [ SNIP ]
 remote ip     : 128.xx.XX.xx

Employee logs into “Office” Adversary sits in the middle – seeing everything

MFA push sent to Employee 
MFA Required

MFA Provided

Session token
Session 

Cookie Sent

Session Token: 
{"path":"/","domain":"login.microsoftonline.com",
"expirationDate":1743478460,"value":”<SNIP>”}

Phishing Email

Bad guy uses session cookie to access Office 
– bypassing MFA protections

* For Educational Purposes Only
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Users are frustrated
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Day
Start

Another Web
Login!! !

Web
Login

Computer
Login !

App
Login

VPN
Login !

BRKSEC-2233
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Session Theft Protection

BRKSEC-2233

User Application

Hacker

Browser

Cookies

Browser store cookies in local 
cache

B E F O R E

Browser uses Duo Desktop and 
cryptographic challenge that can’t be 
replayed

A F T E R
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Duo Passport

First 
Browser

OS 
logon

SSO 
Auth

Granular Policy Coverage

Low Friction Authentication: Posture and Risk

Second 
Browser

MFA Access

SSO Access

MFA Access

BRKSEC-2233
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Session Theft Protection with Duo Passport

Browser

Duo Cloud 
records this 
profile. 

Duo Desktop sends 
signed user and 
device profile to Duo 
Cloud

User accesses a 
Duo-protected 
application via any 
browser

Duo requests 
a fresh user & 
device profile 
from the 
device

Duo Desktop 
sends an updated 
profile to the 
cloud

Does the 
new profile 
match the 
original 
profile?

Duo issues a 
new session 
for the 
application

User is logged in 
to the application

BRKSEC-2233
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Duo Passport Configuration

BRKSEC-2233
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Duo Passport Configuration

BRKSEC-2233
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Duo Passport Configuration

BRKSEC-2233
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Duo Passport Configuration

BRKSEC-2233
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Protect your Infrastructure
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Infrastructure under Attack!

BRKSEC-2233



© 2025 Cisco and/or its affiliates. All rights reserved.

Protect Device Login (Duo + ISE) 

BRKSEC-2233

Router / Network 
Devices

1

5

7

6

8

2 3

10

Active 
Directory 

49

Verify user 
identity (MFA)

Verify user 
identity 
(TACACS+)

2 3

4

5

SSH Client

Username

Password

1

TACACS+
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Protect Server Login (RDP/SSH) 

BRKSEC-2233

Windows/Linux 
Server

1

5

7

6

8

2 3

10

Active 
Directory 49

Verify user 
identity (MFA)

Verify user 
identity 
(TACACS+)

2

3

4

RDP/
SSH Client

Username

Password

1
Primary 
Authentication

Server Access to 
Outbound Port 443 SSL



Identity Visibility
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Fragmented Visibility

BRKSEC-2233

Discrepancies Admin Attacks

MFA Bypass
Adoption Gaps

Admin Creep

No MFA

SSO Bypass

Orphaned 
Accounts

Unexpected 
Behavior

Entra 
ID

User Sync 
Drift
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Entra ID

Identity Intelligence

USERS MACHINES SERVICES HRIS DATA APPS PLATFORMS

Duo
SalesforceAWS

Auth0Okta
Active 

Directory

Google

Workday

GitHub
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UID

Factors

Email Role

Logs

Location

Relationships

On-prem

Permissions

OS

Sessions

Sessions

Groups

HRIS

Platforms

Location
Location

SaaS

SaaS

On-prem

Workloads

C O N N E C T E D

C O N N E C T E D  T O

C O N N E C T E D  T O

A C C E S S E D  T H R O U G H

A C C E S S E D  T H R O U G H

S U B S E T

Sessions

Identities

Passkeys

IoT

Infra-
structure

Browsers

MDM

Unmanaged

User
Devices

C O N T R O L L E D
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Apps

Machines Services

Users

Data

IDENTITY GRAPH

Cisco Identity Intelligence
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Unified User Visibility

BRKSEC-2233
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Unified User Visibility

BRKSEC-2233
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User 360

BRKSEC-2233
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User 360

BRKSEC-2233
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User 360

BRKSEC-2233
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User 360

BRKSEC-2233
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User 360

BRKSEC-2233
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Identity Security Posture Management (ISPM)

BRKSEC-2233
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Identity Security Posture Management (ISPM)
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Identity Security Posture Management (ISPM)
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Identity Security Posture Management (ISPM)
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Identity Security Posture Management (ISPM)
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Identity Security Posture Management (ISPM)
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Identity Security Posture Management (ISPM)
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Identity Security Posture Management (ISPM)

BRKSEC-2233
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Identity Threat Detection and Response (ITDR)

BRKSEC-2233
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Identity Threat Detection and Response (ITDR)
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Identity Threat Detection and Response (ITDR)
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Identity Threat Detection and Response (ITDR)
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Identity Threat Detection and Response (ITDR)

BRKSEC-2233



© 2025 Cisco and/or its affiliates. All rights reserved.

Identity Threat Detection and Response (ITDR)
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Identity Threat Detection and Response (ITDR)
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Identity Threat Detection and Response (ITDR)

BRKSEC-2233



© 2025 Cisco and/or its affiliates. All rights reserved.

Non-Human Identities

BRKSEC-2233
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Hi! I lost my phone. I’m 
unable to authenticate. 
Can you add my new 
phone. I need to meet 

a customer in 10 
minutes. It’s urgent!!!
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User 360

BRKSEC-2233
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Please verify your identity 
with a Government ID
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Identity Verification Demo
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SaaS 
Apps

Cloud 
Apps

On-prem 
Apps

Legacy 
Apps

Employees

Contractors

Vendors

Partners

Standalone IAM 
when required

BRKSEC-2233
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Alternate directory for 
third-party users

SaaS 
Apps

Cloud 
Apps

On-prem 
Apps

Legacy 
Apps

Contractors

Vendors

Partners

Employees IdP

BRKSEC-2233
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SaaS 
Apps

Cloud 
Apps

On-prem 
Apps

Legacy 
Apps

Entra

Okta

Ping

AD

Identity broker for 
existing IAM

Employees

Contractors

Vendors

Partners

BRKSEC-2233
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Summary

• Incomplete MFA coverage is a critical risk 
vector.

• Gaps in Phish-resistant MFA due to complex 
deployment and inconsistent coverage are 
leading vectors of identity-based attack.

• Helpdesk identity verification is crucial in 
preventing identity compromise.

• Unseen identities and privileged accounts 
are high-risk blind spots.

• Dispersed identity data hampers unified 
security enforcement and makes visibility 
across identity providers challenging.

BRKSEC-2233
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Recommendations

• Assess FIDO2 tokens for high-risk user 
groups, in combination with deployable 
cost-effective phishing-resistant 
authentication methods like proximity-
based verification

• Incorporate Helpdesk verification in 
security procedures

• Regular identity security posture checks 
can help identify gaps and weakness 
before they can be compromised.

• Invest in solutions that unify and 
operationalize identity data across 
platforms.

BRKSEC-2233
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Free Identity Assessment

BRKSEC-2233

An easy-to-implement, short term assessment that delivers unique visibility into customer’s 
identity ecosystem

IAM posture evaluation
IAM hygiene review that identifies no/weak MFA, 
dormant accounts, over-privileged users and more

Identity population insight
Unified view of all identities with detailed 
activity and device mappings

Identity threats
Insight into identity-related attacks

Compliance & security framework monitoring
View alignment across CIS, CMMC, 
MITRE, NIST, PCI, & SOX standards

License usage
Idle license insight
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKSEC-2233
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKSEC-2233

Contact me at: https://www.linkedin.com/in/sheelaknetwork/

skishan@cisco.com

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
https://www.linkedin.com/in/sheelaknetwork/


Thank you



Cisco
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