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Your Speaker

 Based in Melbourne, Australia
» With Cisco for 14+ years
 Holds CCIE and CISSP certification

» Started with Large Scale networks
design and deployment

* Focusing on ldentity and Access
Management last 5 years

* Enjoys photography, reading, and
Lord of the Rings.
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Cisco Webex App

9:41 ol ¥ @
QueStionS? < Catalyst 9000 Series Switching Family - ...
Use C|SCO Webex App to Chat session will talk about the component at the
. . heart of these switches which is the ASIC. It
with the speaker after the session will also cover common attributes,

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

HOW Kenny Lei

Cisco Systems, Inc. | Technical Market.

ﬂ Find this session in the Cisco Live Mobile App Categories

Technical Level

Intermediate (596)

o Click “Join the Discussion”

Tracks

Networking (220)

e Install the Webex App or go directly to the Webex space Session Type

Breakout (453)

Q Enter messages/questions in the Webex space Webex

w Join the Discussion

Notes

Webex spaces will be moderated by the speaker until 14 November 2025.

Enter your personal notes here

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2233
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More than half of Talos IR cases
had an identity attack component
In 2024.

.
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Observed MFA trends during attacks

Passwordless
authentication

MFA bypass 3%
8%

No MFA enroliment
New device maliciously 24%
enrolled

8%

MFA exhaustion
successful
16%

MFA not fully enabled
22%

No MFA on VPN services
19%

* From Cisco Talos Year In Review Report 2024

]
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Agenda
Identity Attack Trends

ldentity Security Challenges
Phishing-resistant Authentication
Session Theft Protection

Protect your Infrastructure
Ildentity Visibility

Summary
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ldentity Attack Trend
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Atta C kS O n I d e ntity Types of identity attacks observed in Talos IR

Number of attacks

Valid accounts

OS credential
dumping

Valid accounts is the easiest Phishing

Brute force or

way to gain access password spray

Bypass MFA

Nearly half of all identity At
attacks targeted Active W redentials
D | re CtO ry Kerberoasting

Pass the hash

IAM applications most
fl’eq Uenﬂy ta rg eted |n M FA Types of applications targeted in MFA attacks
attacks

. 24% |dentity and access management (IAM) . 6% Authentication protocol
° N etW o) rk I nf ra Stru Ctu re i S th e @ 14% Network security @ 6% Authentication and network access control (NAC)
k . 10% Authentication and networking . 6% Cloud security and authentication
new attack vector e ® 3% Operating system
@ 9% Application delivery and security 3% API communication protocol
@ 8% Software development kit (SDK) 2% Email and collaboration

* Based on Cisco Talos Year In Review Report 2024
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It’s Happening Everywhere!

Qantas attack reveals one phone call is

D THAT WAS EASY
After $380M hack ‘eﬁ all it takes to crack cybersecurity’s
: |

e . weakest link: humans
Clorox sues its “service o
Other sectol

desk” vendor for simply e - Eiiew
gi Vi ng Ou t pa S SW 01, d S - ; Firnlge:rsmp(iinted‘ jclt?(}:attered Spider cybercrime group.

Did the Qantas hackers use Al voice deepfakes?

Cognizant Agent: How can | help you today?
Cybercriminal: Um my password on Okta was not working ...

Marks & Spencer breach linked to Scattered Spider ransomware

Cognizant Agent: I'm going to have your password reset from my end right attack
away. Ok. And we'll see how it's going to work. Ok. [Following a brief hold]
Thank you ... I'm extremely sorry for the long hold. So ... password is going to By Lawrence Abrams forl 28,2028 pazerm
be Clorox@123.
Cybercriminal: My Microsoft MFA isn’t working. MGM Resorts breached by 'Scattered
Cognizant Agent; Oh, ok... Spider' hackers: sources

Cybercriminal: Can you reset my MFA? It's on my old phone ... [inaudible] old o _ )
By Zeba Siddiqui and Christopher Bing

thﬂE‘. September 14, 2023 9:15 AM GMT+10 - Updated September 14, 2023 ‘ E ‘ ‘ E ‘ ‘ E ‘
Cognizant Agent: [Following a brief hold]. So thanks for being on hold, Alex. So
multifactor authentication reset has been done now. Ok. So can you check if

you're able to login ...
Cybercriminal: Alright. It let me sign in now. Thank you.

]
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It’s Happening Everywhere!

D THAT WAS EASY

After S3801

ustralian Signals Directorate callis
91,404 followers S

5h » @
CIOIOX sue Today we have released a joint advisory with the U.S. and international partners 0N  ——
»” ; : :
deSk Vel‘ld the tactics, techn.lques and proced.ures (TTPs] recently used by Scattered Spider fakes?
threat actors against the commercial facilities sector and subsectors. ..more ne group

giving out

Cognizant Agent: How
Cybercriminal: Um my
Cognizant Agent: I'm ¢

ttered Spider ransomware

away. Ok. And we'll see fof Comsam o Cevemisiem
Thank you ... I'm extrer ComadanComirs  Corrwcaraden April 28,2025 04:28 PM
be Clorox@123. !ﬁr‘ i, |National Cyber

Cybercriminal: My I % ooyl A e scattered

Cognizant Agent: Ol

Cybercriminal: Can’ A ASD

phone. T MCSC ==~ nl(aal|«<

[ EOIFENI LU JOINT CYBERSECURITY ADVISORY
multifactor authenti

you're able to login .. Scatte red Sp'der

Cybercriminal: Alrig

I AFP_

]
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Case Study: Identity attack against a University

® o
‘- Ps ° .
1 = ®
F ah
[ 4
o
dh o M
dh
Adversary Adversary More than 50
gains sends phishing contractors as
primary email to admin admins
credentials to activate
through data MFA
leak/ dark \ VW

web

© 2025 Cisco and/or its affiliates. All rights reserved.

Victim clicks
activation link,
adversary adds

their own device

BRKSEC-2233

as MFA

Adversary uses
compromised
account to gain
access to internal
email

&

Adversary
targets other
users in a
mass
phishing
campaign
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Evolution of Authentication & Attack Tactics

- Password - MFA Bypass 1.0 MFA Bypass 2.0  Next attack
~Tactics « Telephony ~* Push - AI?

~+ Password ~ Attacks ~ Bombing ~+ Quantum

~ Spray ~« Social + Adversary-in- ~ Computing?
~ Brute Force ~ Engineering ~ the-middle

cisco

-' Microsoft okta

@ @ @O @ @ ®

»

| MFA2.0 = MFA3.0 f)
« SMS e Mobile o « WebAuthn

- MFA 1.0

~+ Phone ool - Token =+ Number
Callback ~ Matching




Fragmented Visibility

Discrepancies

MFA Bypass
Admin Attacks Adoption Gaps

© 2025 Cisco and/or its affiliates. All rights reserved.

v

v

User Sync
Drift

K};&ive Directory

BRKSEC-2233

y

Google

) GitHub

salesforce

Admin Creep

No MFA

SSO Bypass

Orphaned
Accounts

Unexpected
Behavior
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Phishing-resistant
Authentication

CISCO Live !
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@ Universal Prompt X +

& g @ api-1adab80e.duosecurity.com/frame/v4/auth/prompt?sid=frameless-d8d70556-15d2-4d8c-8599-d72196513863

NInir
CISCO

Enter code in Duo Mobile

Verify it's you by entering this verification code
in the Duo Mobile app...

393

Sent to "IOS" (see-+44-5672)

- @
Other options

Need help? Secured by Duo

- . - - -

© 2025 Cisco and/or its affiliates. All rights reserved. s A IR ) R i Rkl o -BRKSI_EC'—223§.

Are you logging in to
Salesforce - Single Sign-
On?

For your security, enter the code displayed
on your login screen. Never enter a code
from a text or phone call.

Yerification code
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Push Phishing Attack

e O

e O
1111 (]
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Adversary: I’'m calling from the IT
department. We see suspicious activity in
your work computer. Confirm your identity
or lose access!

User: How can I verify my identity?

Adversary: | will send you a Push
notification. Enter the code to verify.

alfret
cisco



Passwordless Authentication

r- Unlocks
—> CJ, @ —>

B
J =

Two Factors

Something You Are —

Something You Have

'
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Passwordless Deployment

L@,

Have fully implemented FIDO2

want to move to passwordless
access, but expect challenges .

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2233 CIsco




Proximity

Verification

v

Windows-X857357

N

© 2625 Cisco and/or its affi
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Proximity Verification

e

Verifying proximity

Austin, TX
9:28 AM CDT

Hostname goes here

Nullifies remote MFA bypass
techniques like push phishing
and adversary-in-the-middle.

lee.smith

(% Making sure you're nearby...

Approve

]
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Phishing Resistant User
Experience
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How to steal a Cookie*
o

Employee

Adversary
|

|
Emplovee Follows the Link to Office Login >:

|
_Employee Presented w/ Realistic Looking MSFTi Login

Employee logs into “Office” « Adversary sits in the middle - seeing everything

username : employee1@securitydemo.net

password  : XXXXXXXXXXXX
user-agent : Mozilla/5.0 (Windows NT 10.0 [ SNIP ]
remote ip  : 128.xx.XX.xx

MFA push sent to Employee

MFA Provided

> |
7

Session token

Session Token:

{("path":"/","domain":"login.microsoftonline.com",
"expirationDate":1743478460,"value":”<SNIP>"}

|
|
|
|
|
Bad guy uses session cookie to access Office >:
- bypassing MFA protections -

* For Educational Purposes Only Qi

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2233 CIsco



o1
Users are frustrated .. ...

T
wAE. -
i

e e

!

Web App VPN : Another Web
Login Login Login Login
-

Day Computer
Start Login

'+
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Session Theft Protection

0

Application

AFTER

Browser uses Duo Desktop and

cryptographic challenge that can’t be
replayed

alfbal ]l
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Duo Passport

Y
/ SeconcT @
MFA Access
Browser
/Y Ve
0OS First CH
MFA Access
logon ‘[ Browser

-

SSO
Auth

7 a
\jh SSO Access >ﬁj

Granular Policy Coverage

© 2025 Cisco and/or its affiliates. All rights reserved.

Low Friction Authentication: Posture and Risk

Interactive authentication - end user friction

Authentication brokered through device, Duo, and
Duo Desktop

BRKSEC-2233
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Session Theft Protection with Duo Passport

B C > @&l @0 =

= Home

D Your System B
JMIGREEN-M-65TQ

‘ macOS is up to date

6 System password is set

FileVault is enabled

o Firewall is enabled

Login secured by [ e

Duo Desktop sends
signed user and
device profile to Duo
Cloud

Duo Cloud
records this
profile.

© 2025 Cisco and/or its affiliates. All rights reserved.

atfuen]n,
CIsCO

Single Sign-On

Username

Unlock 1Password

[ jgreen@securitydemo.net

am

Next

Secured by Duo

User accesses a
Duo-protected
application via any

browser

Duo requests
a fresh user &
device profile
from the
device

BRKSEC-2233

Duo Desktop
sends an updated

profile to the
cloud

Does the
new profile
match the
original
profile?

User is logged in
to the application

Duo issues a
new session
for the
application

]
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Duo Passport Configuration

— Collapse Policies X
7> Home .
Policies
2 Users > Policy Calculator
Self-Service Portal ssion token theft protection.
P ’ P
Passport v
@ Policies User Enrollment and Account
Management

thentications, without sacrificing security
Applications > to extend the reach of your e 1

our users can authenticate less a . . .
Reports > . . .

2 Monitoring g 0S Login Browsers Apps
®  Accounts ? Without Passport O O o
= Billing >

Passport O _
@ Settings

Passport _

with Windows Logon

]
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Duo Passport Configuration

Required

Install Duo Desktop

Passport requires Duo Desktop to be installed on each device. Users with

Your current Duo Desktop Usage: @ Not Used

Percent of total users with Duo Desktop

7 of your users are not using Duo Desktop.

[ Duo Desktop Installation Instructions (7 ]

© 2025 Cisco and/or its affiliates. All rights reserved.

= Preferences

Duo Desktop

Version 7.11.0.0
Updated on 3 Sep 2025

Release notes &

Privacy statement

Data FAQ &

Automatically download and install updates

The app will automatically download and install updates
in the background.

Launch Duo Desktop automatically when | log in

Enable detailed diagnostic reports

Remember sessions in Duo Desktop

BRKSEC-2233

]
cisco



Duo Passport Configuration

All applications are Passport-ready

Enable remembered devices policy
Enable remembered devices policy for the applications you want to use with Passport. Learn more O

. rlalal ealiswy 8 Enabiad

Devices
@ Trusted Endpoints
@ Duo Desktop & device health
@ Remembered devices

Remembered devices

Remembered devices allow users to skip subsequent 2FA and passwordless login requests.

@ Operating systems Remember devices for browser-based applications
@ Browsers

O

9 Plugins @ Remember devices with risk-based protection for

8 H hours v

]
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Duo Passport Configuration

Required

Select Passport users

Choose which users will have access to Duo Passport. You can enable Passport for all users at once, or restrict it to specific user groups
for an incremental roll-out.

@ Off for all users

‘ O On for certain groups

Turn on Passport for these groups only

No groups selected

O On for all users Recommended

]
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End User Experience
True SSO with Duo Passport
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Infrastructure under Attack!

Cyber threat actors compromising
networks of major global

telecommunications providers

Salt Typhoon lateral movement and data
collection

In order to move deeper inside networks, the attackers over leverage existing authentication protocols such
as Terminal Access Controller Access Control System Plus (TACACS+) and Remote Authentication Dial-In
User Service (RADIUS). The Managed Information Base (MIB), various router interfaces, Resource
Reservation Protocol (RSVP) sessions, Border Gateway Protocol (BGP) routes and software already installed
on the devices are also targeted for abuse.

EEEEEG Sddddd e
TEPETY VTV VETVYY VEVVEY I

The attackers also search configuration files and provider-held data such as subscriber information,
customer records, network diagrams, device configurations, vendor lists, passwords and more.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2233
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Protect Device Login (Duo + ISE)

Username

‘ Password

SSH Client

© 2025 Cisco and/or its affiliates. All rights reserved.

Router / Network
Devices

TACACS+

BRKSEC-2233

:

—
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Active
Directory



Q Search Account | @ Optimize @ Help Q Leanny Salazar

Cisco

Collapse H
ome
725 Home
# Duo setup progress Duo trial ends in 13 days
& Users >
§ Devices > Get started with Duo Set up your administrators Establish device trust
— 2/3 complete 0/1 complete 0/2 complete
! Policies : In progress Not started Not started
=  Applications 2
View all journeys
" Reports
Monitorin >
Q ; 9 2 of 2 enrolled 100% enroliment
- Billing >
View full deployment
O Settings

Users Add user Devices View insights

2 total 2 total

Locked out Bypass grkEEG-2233 Out-of-date OS

. - <2



Protect Server Login (RDP/SSH)

Windows/Linux
Server

-’

Username : : |
Password _ Primary ~y‘ ACtlve
S Authentication Directory
SSH Client

Server Access to
Outbound Port 443 SSL

alfbal ]l
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Identity Visibility

CISCO Live !



Fragmented Visibility

Discrepancies

MFA Bypass
Admin Attacks Adoption Gaps

© 2025 Cisco and/or its affiliates. All rights reserved.

v

v

User Sync
Drift

K};&ive Directory

BRKSEC-2233

y

Google

) GitHub

salesforce

Admin Creep

No MFA

SSO Bypass

Orphaned
Accounts

Unexpected
Behavior

]
cisco



Identity Intelligence

2 E =

I T T T T T T

Entra ID ‘ Salesforce

Active Okta

Directory | AuthO

Clelele][S GitHub

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2233



( Cisco Identity Intelligence )

Factors

Relatlonshlps

IDENTITY GRAPH

Oktd. SaaS
C ONNECTED
Locatlon ) On-prem
Location

>
CONTROLLED .
Devices

-S UBSET
o
Unmanaged
Workloads
]
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Unified User Visibility

dentity Intelligence Search ® | [ dshan@clscoc..
-~ Sources All
Q | < Q  NOT Status:(3 conditions) &) X X e ¥ £ C
Q
Q Demo Auth0 2
aws  Demo AWS 5 301 users found I Columns
) Demo Azure 13
AD User v Trust Level » # Logins 1 Last Seen (UTC) 1 Last IP Address 1 Last Location MFA 1
> Demo Azure 47
Lab
Q Demo Duo 9
i A
) DemoGitHub 8 Aalto Helmig (1 Trusted 71 A Day Ago 172.58.201.188  Tampa, FL, US v
[0 aalto.helmig@simubiz.com Sep 15, 2025 22:00:05
G Demo GSuite 8
_" Demo Jamf 2 I
Demo Okta 211 Aalto Helmig [ Neutra 10 12 Hours Ago 209.6.171.113 .
$& Demo Okta 0 helmig@simubiz.com Sep 16, 2025 16:07:11
Demo
& Salesforce "
D CIM 1 i 7
sam Demo S Aalto Sekine [ Neutral 78 A Day Ago 136.158.43.155  N/A v
S Demo 5 0 aalto.sekine@simubiz.com Sep 15, 2025 18:15:29
" Snowflake
Demo
W Workday i Adamchick Thome [ 4 Years A
Slack - amehic ome ® Unknown N/A ears Ago N/A N/A X
ae d 2 [0 adamchick.thome@simubiz.com Oct 8, 2021 11:48:56
ummy-slack
- Users HRIS 2

]
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Unified User Visibility

Identity Intelligence

Q

<

R OO0 ¢ ¢ &

¢

-~ Sources

Demo Auth0
Demo AWS

Demo Azure
AD
Demo Azure
Lab

Demo Duo
Demo GitHub
Demo GSuite
Demo Jamf

Demo Okta

Demo
Salesforce

Demo SCIM

Demo
Snowflake
Demo
Workday
Slack -
dummy-slack

Users HRIS

All

N 0 @

211

PT Status:

@

301 users ffund

Userg

Aalto Helmig (4

[0 aalto.helmig@simubiz.com

Aalto Helmig [/

helmig@simubiz.com

[0 adamchick.thome@siNubiz.com

© 2025 Cisco and/or its affiliates. All rights reserved.

aws

th ODO v ¢

e
v

: ¢

L
-

KN/
TR

=

Demo AuthO
Demo AWS

Demo
Azure AD
Demo
Azure Lab

Demo Duo

Demo
GitHub
Demo
GSuite

Demo Jamf

Demo
Okta
Demo
Salesforce

Demo SCIM

Demo
Snowflake
Demo
Workday

BRKSEC-2233

13

47

21

11

® K

skishan@cisco.c...
genie-apj

v

X e ¥ < C
Il Columns
TC) » Last IP Address 1 Last Location MFA 1
172.58.201.188 Tampa, FL, US v
22:00:05
g0 209.6.171.113 v
16:07:11
136.158.43.155 N/A v
18:15:29
D
N/A N/A X
1:48:56
]
cisco




User 360

301 users found Il Columns
User ¥ Trust Level # Logins ™ Last Seen (UTC)
. .
Clincy Bursi [£ Neutral 3 2 Days Ago
0 clincy.bursi@simubiz.com Sep 15, 2025 12:54:42
- A
Cramblit Mitra (£ Untrusted 2 Days Ago
[0 cramblit.mitra@simubiz.com Sep 15, 2025 06:05:25

Daled Arba [/
[0 arba.daled@simubiz.com Sep 16, 2025 10:16:27

® Unknown N/A 18 Hours Ago

]
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User 360

Cramblit 9 Kiev, UA Active

C Mitra Overview Activity Networks Devices More v =« Actions <
A Significant Change

[0 cramblit.mitra@s

Trust Level () Last Updated: Sep 16, 2025 16:26:27 UTC
Untrusted

The level changed to Untrusted because of the following factors:

Summary

Internal, Non Employee

lead engineer ii New priority account signed in from new country for tenant and IP with bad reputation
New priority account signed in from new country for tenant

order management . . R
New priority account signed in using weak MFA

N/A

Kiev, UA ~ Additional details

Failing Checks:

MFA Configured New Country for Tenant

Sep 15, 2025 06:05:25 UTC (2 days ago) IP Threat Detected

Weak MFA Was Used To Successfully Sign In
N/A

]
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User 360

Cramblit Q Kiev, UA  Active

C l:1[]il't::rr:‘mblit.mitra@s e

Summary

Internal, Non Employee

lead engineer i

3 order management

g N/A

Q@ Kiev, UA

& MFA Configured

Sep 15, 2025 06:05:25 UTC (2 days ago)

N/A

Overview

© 2025 Cisco and/or its affiliates. All rights reserved.

Activity Networks Devices More v -« Actions <

Trust Level (i) Last Updated: Sep 16, 2025 16:26:27 UTC
Untrusted

The level changed to Untrusted because of the following factors:

New priority account signed in from new country for tenant and IP with bad reputation
New priority account signed in from new country for tenant
New priority account signed in using weak MFA

A Additional details

Failing Checks:

New Country for Tenant
IP Threat Detected
Weak MFA Was Used To Successfully Sign In

BRKSEC-2233
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User 360

cramblit.mitra@simubiz.com

© 2025 Cisco and/or its affiliates. All rights reserved.

Demo Okta

Demo Snowflake

user.authentication.sso

Mokotow, Mazovia, PL

user.session.start

domo

cisco asa vpn (munich) == policy.evaluate_sign_on

. . -~ user.authentication.verify
microsoft office 365 for simubiz

I servicenow
Poznan, Greater Poland, PL workday

seismic
- concur travel and expense

system.sms.send_factor_verify_message ==
Spiczyn, Lublin, PL user.authentication.auth_via_mfa ==
zoom for simubiz
m Kyiv, Kyiv City, UA okta dashboard ™
BRKSEC-2233 lélllslélt;.



User 360

Cramblit
C Mitra

?E()

20

10

08/24

Q Kiev, UA Active

- Overview
A Significant Change

[0 cramblit.mitr:

Q

08/26 08/28 08/30 09/01

Activity

09/03 09/05

Networks

09/07

More v <« Actions

+ Open ticket
© Reset MFA

[ Log out user

@ Quarantine

i[Js Send Push Verification
¢+ Refresh User Data

+& Link user

<

| €=

© 2025 Cisco and/or its affiliates. All rights reserved.
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Identity Security Posture Management (ISPM)

= Q. Topic:ldentity Posture Insight X X Request check (@ Run checks now
All Checks Last run: Sep 16, 2025 1
Check # Failing @ # Excluded Report Channels
i 4 — No change since last week
) No MFA Configured l'_.h 158 ge s 0 © Ade
o Critical | End Users - Compliance, Identity Posture Insight — No change since last month

]

815, User in IDP but not in HRIS [/ 57 No change since last week 0 + Add

e Critical | End Users - Compliance, Identity Posture Insight No change since last month

]

!

No change since last week
22 _ 0 + Add
No change since last month

!

(929,) Weak MFA Was Used To Successfully Sig... [/

o Critical | End Users - Identity Posture Insight

]

No change since last week
21 , 0 + Add
No change since last month

No Strong MFA Configured [/

« Moderate | End Users - Compliance, Identity Posture Insight

93%

]

]
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Identity Security Posture Management (ISPM)

Failing Users

1 No change (7 days)
No change (30 days)

52% of users failing

Failing Users Per Integration

g% Demo Okta - 152 5 Demo Azure AD - 3
" 96.20% of Failing Users 1.90% of Failing Users
- Demo Duo - 2 O Demo GitHub - 1

1.27% of Failing Users 0.63% of Failing Users

]
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Identity Security Posture Management (ISPM)

158 failing users a» View users ¥ Download List
User First Reported (UTC) 1 Last Reported (UTC) User/l
staller.fohey@gmail.com [ Sep 16, 2025 16:18:35 Sep 16, 2025 16:26:22 Notni =X eee

simone.briggs @simubiz.com [4 Sep 16, 2025 16:16:23 Sep 16, 2025 16:26:22 Notni =X  eee

jonty.holman@simubiz.com [4 Sep 16, 2025 16:15:25 Sep 16, 2025 16:26:22 Notni =X  eee

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2233 CIsco



Identity Security Posture Management (ISPM)

158 failing users

User

staller.fohey@gmail.com [4

simone.briggs@simubiz.com [£

jonty.holman@simubiz.com [4

=» View users

First Reported (UTC) 1 Last Reported (UTC) User/l

Sep 16, 2025 16:18:35 Sepl ' Send notification

[/} View logs
Sep 16, 2025 16:16:23  Sep
ﬁ

2- Exclude from check

Sep 16, 2025 16:15:25 Sep 16, 2025 16:26:22 Not n

¥ Download List

L X X J

=< oo

© 2025 Cisco and/or its affiliates. All rights reserved.
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Identity Security Posture Management (ISPM)

= Q. Topic:ldentity Posture Insight X

All Checks
Check
47,.) No MFA Configured 4
e Critical | End Users - Compliance, Idgfitity Posture

User in IDP but not in HRIS

» Critical

81%

' 92+ '
' 93% '

End Users - Compliance, Ideytity Posture

Weak MFA Was Used To SuccessfuNy Si

« Critical | End Users - Identity Posture Insight

No Strong MFA Configured [/

« Moderate

X

Request check

(¢ Run checks now

Last run: Sep 16. 2025 1

User in IDP but notin HRIS @O critical

Details

Detects users defined in your IDP that your HR Information System (HRIS) cannot find.

Recommended Actions

We recommend removing these users. If the account is currently showing activity, we

recommend contacting the manager.

End Users - Compliance, Identity Posture Insight

o1 — No change since last week
— No change since last month

+ Add

© 2025 Cisco and/or its affiliates. All rights reserved.
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Identity Security Posture Management (ISPM)

altgilbers.yagi@simubiz.com [4

adamchick.thome@simubiz.com [/

aalto.sekine@simubiz.com [/

© 2025 Cisco and/or its affiliates. All rights reserved.

A

Adamchick

Thome
[0 adamchick.thome@:

@ Dublin 24, Dublin...

Summary

Internal, Non Employee

&

(]
3]
°
&

import/export specialist
order management
N/A

Dublin 24, Dublin, |IE

MFA Missing

Oct 8, 2021 11:48:56 UTC (4 years ago)

Inactive

Overview

BRKSEC-2233
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Identity Security Posture Management (ISPM)

All Checks

Check # Failing (i)

y" bl S NN ¥ 1] Bl N WAl A WO RN I Ry P IR | WA e DN gEs e T

!

User Has Directly Assigned Application [/ No change since last week

99

!

« Low | End Users - Compliance, Identity Posture Insight No change since last month

o) NeverLoggedin (7 h 3 No change since last week

» Critical | End Users - Compliance, Identity Posture Insight No change since last month

l

l

0w
=

99- Non-Human ldentity Password Expiration Failure [/ 3 — No change since last week
» Moderate | End Users - Identity Posture Insight, Non-Human Identities = No change since last month
99 Personal VPN Usage [/ 3 —+ No change since last week

l

« Low | End Users - Compliance, Identity Posture Insight No change since last month

]
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Identity Security Posture Management (ISPM)

All Checks

Check

p LS IR *T=1] AR Rl R I NN I Iy AT IRILY WA DRI

User Has Directly Assigned Applicatio

99-;
s Low | End Users - Compliance, Identity Pospffe Insight

99 Never Logged In [/
» Critical | End Users - Compliance, |

™ Non-Human ldentity Password ExpirationFailure [
» Moderate | End Users - Identity Posture Insight, Non-Hu

oo, ) Personal VPN Usage [

* Low | End Users - Compliance, Identity Posture Insight

© 2025 Cisco and/or its affiliates. All rights reserved.

Pantomima Visholdo
IO panto.visho@ simubiz.com

Summary

@& External, Non Employee

B NA

0 NA

B2 Simubiz

Q@ NA

& MFA Missing
N/A

& N/A

Created Aug 27, 2018

Inactive

BRKSEC-2233
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Identity Threat Detection and Response (ITDR)

All Checks
Check # Failing () # Excluded
‘u LR =L L¥] -] el N UBEIB_IHGIIIIII rNnmnsak IIIBIHIII. TTT o TErTTTTO T OTTTT T orTmEmE orrmm et

l

Access From Dormant Non-Human Identity [/ No change since last week

+ Moderate | End Users - Compliance, Identity Threat Insight, Non-Human Ide. ..

98- Impossible Travel [/ h 5 No change since last week 0

« Moderate | End Users - Identity Threat Insight No change since last month

8-

!

No change since last month

!

l

oa.. ) A Bypass Code Was Used To Successfully SignIn [ s No change since last week 0
» Critical | End Users - Identity Threat Insight — No change since last month
98- Access From Dormant Account [ 4 — No change since last week 0

!

» Moderate | End Users - Compliance, ldentity Threat Insight No change since last month

]
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Identity Threat Detection and Response (ITDR)

All Checks
Check
‘U T WS LTl (SURLE] UBEI-D_I'HEIII.II.I ninsoas IIIBIHIII.

Access From Dormant Non-Human Identity [/

98-

* Moderate | End Users - Compliance, Identity Threat Insight, Non-Human Ide...
98, Impossible Travel [/

» Moderate | End Users - Identity Threat Insight
- A Bypass Code Was Used To Successfully Sign In [/

» Critical | End Users - Identity Threat Insight

og.. ) Access From Dormant Account [/ h

+ Moderate | End Users - Compliance, Identity Threat Insight

# Failing (3)

e e g e e e

- —+ Mo change since last week
= No change since last month
- =+ Mo change since last week
— No change since last month
- — No change since last week
—+ Mo change since last month
4 = No change since last week

!

Mo change since last month

# Excluded

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2233
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Identity Threat Detection and Response (ITDR)

All Checks

Check # Failing (i) # Excluded

@ Accounts With Unusually High Activity [ 4 = Nochange since last week 0
» Critical | End Users - Identity Threat Insight —+ No change since last month

@ New IDP Created [/ 1 — No change since last week 0
« Critical | End Users - Identity Threat Insight = No change since last month

!

@ MFA Flood [ h 1 No change since last week 0

» Critical | End Users - Identity Threat Insight MNo change since last month

|

!

No change since last week

@ Admin Impersonation in Okta [

+ Critical | End Users - Compliance, Identity Threat Insight

!

No change since last month

!

Mo change since last week

!

@ Risky Parallel Sessions []

» Critical | End Users - Compliance, Identity Threat Insight No change since last month

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2233 CIsco



Identity Threat Detection and Response (ITDR)

All Checks

Check

@ Accounts With Unusually High Activity [/
+ Critical | End Users - Identity Threat Insight

@ New IDP Created [
» Critical | End Users - Identity Threat Insight

@ MFA Flood [
» Critical | End Users - Identity Threat Insight

@ Admin Impersonation in Okta [/

» Critical | End Users - Compliance, Identity Threat Insight

@ Risky Parallel Sessions [} h

» Critical | End Users - Compliance, Identity Threat Insight

# Failing ()

=+ No change since last week

1
=+ No change since last month
1 =+ No change since last week
=+ No change since last month
1 —+ No change since last week
—+ No change since last month
1 =+ No change since last week
=+ No change since last month
1 —+ No change since last week
—+ No change since last month

# Excluded

© 2025 Cisco and/or its affiliates. All rights reserved.
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Identity Threat Detection and Response (ITDR)

» Critical

New Country for Tenant
h

+ Moderate

Registered Location Mjmatch

* Low

Risky Parallel Sessions
-

» Critical

User in IDP but not in HRIS

« Critical

© 2025 Cisco and/or its affiliates. All rights reserved.

IP Details

Providers failing
check

externalSession...

User Title
User Trust Level

Devices

171.76.86.89

h

203.192.253.117
Demo Okta
102cmxH11JUSdW1J8sZ_9PPBB

102z0f8ZaV8QR66X2M3_drYBB

senior site reliability engineer

NEUTRAL

@: "Windows 10 |IE11"

1: "Windows 8|IE11" h

BRKSEC-2233
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Identity Threat Detection and Response (ITDR)

Cramblit Q Kiev, UA Active

C Mitra o Overview  Activity Networks  More v -+ Actions <
A Significant Change

[0 cramblit.mitr:

— IO‘ O Q + Open ticket

O Reset MFA

| 4=

[» Log out user

@ Quarantine

20
10 i[Jr Send Push Verification
0 > Refresh User Data

08/24 08/26 08/28 08/30 09/01 09/03 09/05 09/07 09 +® Link user

]
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Identity Threat Detection and Response (ITDR)

Notification Targets

After you connect a notification target, you can configure notification settings on checks to receive alerts about failing users.

Email $ Microsoft Teams

Email address to be used for Identity Intelligence
notifications. Adding a different address as CC is
supported.

Install our bot in your Microsoft Teams to get all the
latest updates in any public channel you choose.

4+ Add Email Target

(5‘_. Webhook 0O webex

Connect Identity Intelligence failed check
notifications with your automated processes via
webhooks.

Install our app in your Webex Workspace to get failed
check notifications.

+ Add Webhook Target + Add Webex Target

]
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Identity Threat Detection and Response (ITDR)

Ticketing

o Jira

JIRA is a platform that provides issue tracking and
project management functions for software projects.

+ Add Jira Cloud

SIEM

@ Azure Sentinel

Azure Sentinel is a scalable, cloud-native solution
that provides SIEM and SOAR capabilities.

+ Add Azure Sentinel

Identity Intelligence integrates with ticketing services to open new tickets and display existing tickets related to discovered users.

ServiceNow

ServiceNow is a leading IT Service Management and
Ticketing tool.

+ Add ServiceNow

splunk> Splunk

Integrate Splunk with Cisco Identity Intelligence to
transmit check failures information to your Splunk
instance, strengthening your security operations.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2233
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Non-Human Ildentities

oa.. ) Access From Dormant Non-Human Identity ()

» Moderate | End Users - Compliance, Identity Threat Insight, Non-Human Iden. ..

Non-Human Identity Password Expiration Failure [/

» Moderate | End Users - Identity Posture Insight, Non-Human Identities

Admin Role Assigned to Non-Human Identity [/

Service Principal Risk Detected [/
« Moderate @ Application - Identity Threat Insight, Non-Human Identities

00 Non-Human ldentity with Interactive Browser Access [/

ONMONONO

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2233

« Moderate = End Users - Compliance, Identity Threat Insight, Non-Human Iden...

* Moderate = End Users - Compliance, Identity Threat Insight, Non-Human Iden...

l

!

l

l

l

l

l

l

l

l

No change since last week

No change since last month

No change since last week

No change since last month

Mo change since last week

Mo change since last month

Mo change since last week

No change since last month

Mo change since last week

No change since last month
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BRKSEC-2233

Hi! | lost my phone. I'm
unable to authenticate.
Can you add my new
phone. | need to meet
a customerin 10
minutes. It’s urgent!!!
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User 360

Cramblit Q Kiev, UA  Active

C l:1[]il't::rr:‘mblit.mitra@s e

Summary

Internal, Non Employee

lead engineer i

3 order management

g N/A

Q@ Kiev, UA

& MFA Configured

Sep 15, 2025 06:05:25 UTC (2 days ago)

N/A

Overview

© 2025 Cisco and/or its affiliates. All rights reserved.

Activity Networks Devices More v -« Actions <

Trust Level (i) Last Updated: Sep 16, 2025 16:26:27 UTC
Untrusted

The level changed to Untrusted because of the following factors:

New priority account signed in from new country for tenant and IP with bad reputation
New priority account signed in from new country for tenant
New priority account signed in using weak MFA

A Additional details

Failing Checks:

New Country for Tenant
IP Threat Detected
Weak MFA Was Used To Successfully Sign In

BRKSEC-2233
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Helpdesk Identity Verification -
Full Verification With ID




© 2025 Cisco an

Standalone |AM

when required

Contractors
Vendors

Partners

Employees

d/or its affiliates. All rights reserved. BRKSEC-2233

SaaS
Apps

Cloud
Apps

On-prem
AppPS

Legacy
AppPSs
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Contractors
Vendors

Partners

Employees

d/or its affiliates. All rights reserved.

Alternate directory for

third-party users

BRKSEC-2233

SaaS
Apps

Cloud
Apps

On-prem
AppPS

Legacy
Apps
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Contractors
Vendors
Partners

Employees

d/or its affiliates. All rights reserved.
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ldentity broker for

existing IAM

SaaS
AppSs

Cloud
Apps

On-prem
AppPS

Legacy
AppPSs
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Summary
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Summary

© 2025 Cisco and/or its affiliates. All rights reserve

d.

* Incomplete MFA coverage is a critical risk
vector.

* Gaps in Phish-resistant MFA due to complex
deployment and inconsistent coverage are
leading vectors of identity-based attack.

« Helpdesk identity verification is crucial in
preventing identity compromise.

* Unseen identities and privileged accounts
are high-risk blind spots.

* Dispersed identity data hampers unified
security enforcement and makes visibility
across identity providers challenging.

BRKSEC-2233 cisco



Recommendations

© 2025 Cisco and/or its affiliates. All rights reserved.

» Assess FIDO2 tokens for high-risk user
groups, in combination with deployable
cost-effective phishing-resistant
authentication methods like proximity-
based verification

 Incorporate Helpdesk verification in
security procedures

* Regular identity security posture checks
can help identify gaps and weakness
before they can be compromised.

* [nvest in solutions that unify and
operationalize identity data across
platforms.

BRKSEC-2233



Free Identity Assessment

An easy-to-implement, short term assessment that delivers unique visibility into customer’s
identity ecosystem

IAM posture evaluation Identity Posture Score ® Last Update: Sep 3, 2024
IAM hygiene review that identifies no/weak MFA,
dormant accounts, over-privileged users and more Take actions to improve your posture
Identlty pOpU|atI0n |nS|ght Recommended Actions Failing Users Severity
UnIfIGd view Of a” |dent|t|es Wlth detalled 56 Remove users who should not be present, or 53 Critical
.. . . P
activity and device mappings Weak add users to HRIS if needed
Ident|ty th I’eatS 1 +3 (29 days) Require priority ar?counts to set up a stronger 5 Critical
Insight into identity-related attacks Vi iactoron theraceount
Review Entra users forwarding emails and 2 Critical
Compliance & security framework monitoring clean up as needed
View alignment across CIS, CMMC, Require priority accounts to configure and 3 Critical
M|TRE, N|ST’ PCL & SOX standards actively utilize stronger MFA factors
. Review GSuite users forwarding emails and 1 Critical
L|Cense usage clean up as needed

Idle license insight

]
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.

afraln
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Continue your education

© 2025 Cisco and/or its affiliates. All rights reserved.

Contact

inkedin.com/in/sheelaknetwork/

e N N R R
( \> —0% [o] ==
(] 0000 L6
—T— MMM
Visit the Cisco Stand for Book your one-on-one Attend the interactive Visit the On-Demand
related demos Meet the Expert education with Capture Library for more
meeting the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
- J J Y, Y,

afraln
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
https://www.linkedin.com/in/sheelaknetwork/

Thank you C1SCO Live !
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