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of initial access vectors
leading to incidents could
have been prevented with
security best practices'

X-Force Threat Intelligence Index, IBM, 2024
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ROOT CAUSE

Complexity
has exceeded
human scale
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Simplified Operations, Protection and Resilience
BEFORE AFTER

e [
T
() [
GEEmE — [Em
C— O

alrah,

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2165 cisco




Enhance protection and simplify operations
with an integrated approach to security

One console, Al-driven insights, Centralized control,
zero complexity real-ti [ measurable impact
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Cisco Security Cloud Control
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Unified Security Policy
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Unified Agentic Ops

Portfolio Value
Acceleration
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Unified Security Policy
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Common Objects /
Identity

Common identity and policy
objects act as shared
foundations between
products.

@)

Asset Inventory

Shared information
repository about assets
provides a single location
for posture across
products.
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Topology and
Relationships

Topology defines
communication pathways
between assets and
security enforcement points

=

Unified Policy

Intent-based policy that
unifies enforcement across
currently disparate
enforcement points.
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Unified Agentic Ops
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Simplifying Automated
Complexity Remediation

Agentic Ops leverages Al to Al agents proactively
make advanced network identify and automatically
and security expertise resolve network and
widely accessible and security issues before they
operational for all. impact operations.

Al Incident Automated Intent-
Resolution Based Networking
Al-native operators Agentic Ops translates
streamline the entire high-level business intent
incident lifecycle, from directly into automated
detection to rapid and network configurations and
automated resolution. security policies.
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Portfolio Value Acceleration
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Multi-Org and MSP

Centralized management
simplifies operations for
multi-organizational
enterprises and MSPs,
including sub-org
management and RBAC.

Product-Led Growth

Accelerates adoption and
value realization through
intuitive experiences,
integrated scorecards, and
customer-initiated trials.
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Cisco Unified Identity

Cisco Unified Identity allows
seamless connections to
products and customers
across Networking and
Security.

Product Expansion

Ensures seamless
integration and
management of Cisco's
expanding security portfolio
within a unified platform.
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. What is Cisco Security Cloud Control? .
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An Al-Powered
Security Platform

Define policy once and enforce anywhere
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Cisco Security Cloud Control

Secure
Firewall

Secure
Workload

Secure
Router

Mulitcloud

Hypershield Defense

Secure
Al Defense
Access
N
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One Portal to Manage ALL Cisco SaaS Security Products

< C @ security.cisco.com/dashboard

ded Security Cloud Control

Organization
Demo Red

Home

Al Defense Al Defense

Firewall

Hypershield Hypershield

Multicloud Defense

Secure Access Secure Access

Mesh Policy
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Home

Top Insights & Alerts 9 active Insights

Network Throughput Anomaly

Data source: FTD_Branch_1

AIOPS has detected anomalous patterns in firewall throughput

Firewall
Details

Multicloud Defense

Mesh Policy
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Global MSP
Search ‘ Mode
Common

Dashboard

Centralized
Notifications

Al Assistant

asco. Security Cloud Contro

oo > % 00 &4® oAl
.......

A unified User Experience

What Does Security Cloud Control Provide? . B ==

400k 20k 320k 60k

Common Access
Control

Common Provisioning

Common
Posture/ldentity

AlOps

Secure Workload

Secure Access

Endpoint

Vulnerability Management

N
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New to Security Cloud Control?

Getting Started

* No problem!

* Navigate to security.cisco.com, and create an organization.

» Creating an organization is free!

* Organizations are region specific.

* All Products that you enable for an organization will be in the same region.

* If you have a requirement to have regional separation of data, create a new
organization in that region.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2165



What is an “Organization” in Security Cloud Control?

Company: Acme

Trust boundary inside which products
are provisioned Organization 1: Organization 2:
North America Operations EU Operations

* Products in the same organization trust
one another and share navigation in
Security Cloud Control

* Can have a single instance of each
product

* Must have a region set

» Per product region assignment after
claiming aligned to Org region

« Can be renamed at any time

N
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Organization creation region setting

Why might a customer require more than
one Organization?

United States Germany India

* You require more than one instance of a

Australia

NETEN

product (e.g. two Secure Access
accounts / tenants)

* You have chosen different geographic
regions for different products

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2165
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Getting Started Demo




Security Cloud Sign On - Sigr -+

& 25 sign-on.security.cisco.com

Security Cloud Sign On

Email

‘ nik@propel-it.net

Don’t have an account? Sign up now

Other login options

System status Policy statement
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Claiming and Activation

Product Provisioning

» Security Cloud Control Provides a Single Experience to Claim, Manage,
and Activation Product Subscriptions.

» This vastly simplifies deployment of the Cisco Security Portfolio, both for our
SaaS and non-SaaS products.

* Products are added with simple Claim codes, sent via e-mail.
* Claim codes are one time use.

Claim Subscription

Enter subscription claim code

a Enter subscription claim code |

To begin, enter your claim code below and click Next. For detailed instructions
please read our documentation (7.

Subscription claim code *

U SWXH-GMDD-SMRK-KTQM|

i
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Product & Subscriptions claim process

1. Claim subscription with
claim code

2. Product and service
activation status (start
date etc.)

3. Action required to
activate the product

4. Summary of products
and their current
activation state

© 2025 Cisco and/or its affiliates. All rights reserved.

Overview - Default Enterprise ¢
Enterprise ID - a3e0b814-9749-4f1e-9db6-1bbd11edf785

Product and service activation status 1

Cisco Secure Endpoint

Products

Cisco XDR A Activation in progress

Essentials

Subscription ID DevSub0104
End date 01/30/2025
External instance ID -

Quantity 100

Region Asia Pacific, Japan and China

https://security.cisco.com

BRKSEC-2165

Cisco Secure Email

Threat Defense

Start date 12/09/2024

@ Activated

Cisco Secure Email Threat Defense

Subscription ID
End date

External instance ID
Quantity

Region

DevSub0104

01/30/2025
546ae0fe-db45-42a4-ac4b-dde866d12d3e
100

Australia

N
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Customer journey to tenant and product onboardin

Enable Cisco Security Cloud Control

i kit Security Cloud Sign O

Email

ABCD-EFGH-1JKL-MNOP|

Claim Subscription
Create new organization

o Er | Enter subscription claim code

. New organization nai

Ford

Subscription claim co

Region deployment *

This selection determines the deployment for all products and services added
to this organization. Read documentation.

- ..
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Claiming and Provisioning
Demo




v >/ Security Cloud Control X @ (1) DreamHost Webmail :: Inbox X +

< Cc 25 control.v3.security.cisco.com/dashboard?enterpriseld =b5bf9016-b5bc-4831-8e40-5cb5fcb8ef33

Security Cloud Control Q Type ‘ctri’ + '/ to search - dh O@ ® Q ol

Administrator

Enterprise
Propel-IT - North
America

Home o S B e O Assignroles

Create organization users and assign roles to control access.
Products

4 : 4 -
g Firewall m

Platform services

P Favorites

e Security Devices &+ Other tasks

- Shared Objects

Q CLAIM SUBSCRIPTION (m) SET YOUR DEFAULT LANDING PAGE
8 Platform Administration > Claim subscriptions to activate instances in your organization. Select a product page to view first when you enter the organization.

Claim Select

© ONBOARD FIREWALL DEVICES Q INTEGRATE IDENTITY PROVIDER (IDP)
Manage your firewall in Security Cloud Control. Provide single sign-on (SSO) to your organization's users.

Onboard Configure

© 2025 Cisco Systems, Inc.

Privacy Policy Terms of Service
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Unified User Management

User Management

» Secure Cloud Control provides one place to configure:
» Users
» User Permissions
» User Groups
* |[dentity Providers

* No longer will you need to go to each application to configure the same
user again and again.

» Users for existing products will automatically be imported and those user
will maintain their existing permissions.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2165



Per Application Granular Control

User Management

« Each Product still maintains their own administrators and user administration
hierarchy.

* Increased enterprise visibility of which users have access to which
applications.

» Active Directory Integration supported out of the box
* Bring your own IdP!
 Activity Log tracks user management.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2165 CcIsco






v >{ Security Cloud Control % +

< Cisco Public ity.cisco.com/dashboard/?enterpriseld=d0c11473-2b89-435a-a8ea-0ba69e25be03

Cisco Public data is non-sensitive
data that is copynight/ trademark

'.':Il's'é'é' protected. Q. Type 'Ctri’ + '/ to search ( t O @ ® Q| Q

Administrator

@ Enterprise
Propel-IT - North
America

Home

%roducts

e AlDefense

Assign roles

Create organization users and assign roles to control access.

¢ Firewall

& Hypershield

& Multicloud Defense &+ Other tasks
fi Secure Access 2 CLAIM SUBSCRIPTION () SET YOUR DEFAULT LANDING PAGE
Claim subscriptions to activate instances in your organization. Select a product page to view first when you enter the organization.
Platform services Claim Select
p Favorites
ga Security Devices ) ONBOARD FIREWALL DEVICES L INTEGRATE IDENTITY PROVIDER (IDP)
Manage your firewall in Security Cloud Control. Provide single sign-on (SSO) to your organization's users.
. Shared Objects .
Onboard Configure
e

Platform Administration >

@ 2025 Cisco Systems, Inc. Privacy Policy Terms of Service
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Consolidated Navigation

Unified User Experience

» Multi-product support from the left navigation menu
« Common services, always available
» User management
 Favorites
» Security Devices/Inventory
« Common Objects
 Unified Al Assistant
« Shared Notifications
 Unified Product Documentation

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2165



Security Cloud Control User Interface

el Security Cloud Control Q Type 'Ctrl' + '/ to search @ & O ® 0@ | Qcarterbriggs v i1

Summary

Organization
Stark Enterprises -

\

You can configure Secure Access later by

. . North America accessing it from the left nav. E
- New left navigation e |
Integrates prOdUCt menus »7 Elephant flow spike observed A Risky users accessing privileged 1% Decrypted traffic towards E
from across the portfolio - o soroe: Gl e e @
- Shown only when products B S e o o e o oty |
are activated and users have Firewall ‘
access Hy‘pershield 1 Details Details ‘9:
- Services like search, Al Hiiciondbetense
ASS|Stant, nOtIfICatlonS, and Secure Access Asset connectivity status
ecure Workloa © Disconnected assets 15% (13,248 / 86,250)
help expressed globally secure Workload RIS
o ) .y Source Count 24hr A
« QOrganizations isolate data Vo N el taioss %0 o
and contain multiple Faverites ' AN
prOdUCtS Security Devices f J :iéWf”e:V:::v:es -
. . . . Shared Objects TR ks
* View entire organization from L N GRS
. .y . Platform Management > , A 8% since
a single admin’s standpoint : . W ol

Cloud accounts
Tesseract security agents

Workload agents

B connected @ Disconnected B Pending

N
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Security Cloud Control Microapp Architecture

Organization .
Summary sgwitcher Top nav User profile

* Host application that will
support products as
runtime microapps

* Built using Magnetic Product Micro app 1 Product Micro app 2
design systems and
components

» Supports user Side nav

preferences and
accessibility

Function Micro app 3

N
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v >{ security Cloud Control X ar

& C 23 control.v3.int.security.cisco.com/dashboard?enterpriseld=0dab516b-98f5-11ee-be48-120d98279534

asco.  Security Cloud Control

Enterprise
Stark Enterprises -
North America

Home

Products

¢ Firewall

Hypershield

Multicloud Defense

Q Type 'Ctrl' + '/' to search

C & & ® 0

Assignroles

Create organization users and assign roles to control
access.

|

Q Adam Bragg v

&+ Other tasks

Secure Access

Secure Workload £ CLAIM SUBSCRIPTION

Claim subscriptions to activate instances in your organization.

Platform services

pu Favorites

Security Devices ) ONBOARD FIREWALL DEVICES

Manage your firewall in Security Cloud

Shared Objects Control.

Platform Administration > Onboard

() SET YOUR DEFAULT LANDING PAGE

Select a product page to view first when you enter the organization.

(IDP)

Activate Secure Workload to bring security
closer to your applications.

organization's users.

Activate

Select

4% ACTIVATE SECURE WORKDLOAD Q INTEGRATE IDENTITY PROVIDER

Provide single sign-on (SSO) to your

Configure
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Security Cloud Control
Firewall Management




Bringing your firewall portfolio together with Security Cloud
Control.

27 108"

I |
@g Meraki MX™
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anage security policy & appliances from the cloud

duel Security Cloud Control

S Organization
Demo Red

< Platform menu

Dashboard

Insights & Reports

Events & Logs

Policies
Objects
Security Devices

Secure Connections

Administration

Favorites
Security Devices

Shared Objects

© 2025 Cisco and/or its affiliates. All rights reserved.

Q Type 'Ctrl' + /' to search L P H ® [a ‘ R Aaron Hackney v EEE

Security Devices

Templates Q Displaying 13

AWS VPC Duo Admin Panel FTD Meraki

Configuration Universal

Name Location Version Access Policy Status Connectivity zero trus,

on.hacksbrain.com_172.30.4.189_Orion

. 7.4.1 Orion-Edge @ Unknown NA

i 92.168.0.166.172.16.0.102
I‘mpf“’[’eu 2.168.0166.172.16.0.10 1726.0102:443  7.2.9 ac ® Unknown
firepower192.168.0.41.192.168.0.43
FMC FTD

192.168.0.43:443 7.2, @ Unknown

S._a;hra_ftd_postman_test_byol_wnhmodel_plam Intrusion 1334 Pending

- S ] 1 i ¢
fij;»hrd,ﬁd,postrnan,teﬁt,byo -wihmodelplam.1 Intrusion 1334 Pending
test Default Access pendinc
FTD Control Policy aing
73c01p05-ftd-1010-3 . .
::;L P g MyMandatoryPolies D Not Synced Online
;12';(01;:05—%—1010-4 MyMandatoryPolies @ Not Synced Online

-A_192.168.0.81172.16.0.1 )
vFMC-A192.168.0.81.172.16.0.100 172.16.0100:443 @ Unknown

Rows per page | 50

N
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Make my life easier!

@@

AlOps and Agentic Al Ops
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Al Ops - Become more efficient,

Alops Summqry Last 24 hours

1

Operations
| c—

3

Insights

in last

® Active: 3 2
@ Resolved: 0 Configuration

© Critical: 1
Warning: 2
O Informational: 0

Security

© 2025 Cisco and/or its affiliates. All rights reserved.

Insights @
Insights by device

Insights by priority

o Best Practices & Recommendations

o Software Upgrade Recommendation

BRKSEC-2165

accurate, and adaptive

Active : 2

Active : 1
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Al Ops - Become more efficient, accurate, adaptive

*Policy Analyzer and Optimization

* Best Practices and Recommendations
*Feature Adoption

« Software Upgrade Planner

. Agentic Troubleshooting and break/fix [: -
+End of life hardware and software notifications| <"
» Predictive Analytics (Elephant flows and more) (..

CCCCC



Al Ops - Policy Analy

« Review and optimize policies
automatically

« Detect shadowed, redundant,
overlapping, and unused rules

 Generate and export detailed
analysis reports

* Apply optimization changes
with a single click

« Supports FTDs managed by
on-prem FMCs

© 2025 Cisco and/or its affiliates. All rights reserved.

‘s Security Cloud Control

zer and Optimization

Q Type'Ctel' + '/ to search O &

AlOps / Policy Analyzer and Optimizer

Overall summary
aahackney-San Antonio

Platform menu

Dashboard

Insights & Reports

Events & Logs

Access Control P Devic

Policies
Objects
Security Dey
Default Acces 0
Secure Connections

Default Acce: 0

Administration

AlOps / Policy Analyzer and Optimizer
< Policy Analyzer and Optimizer

Edge-Firewall

Policy last analyzed :09/30/2025, 08:58:42 Policy t modified :09/30/2025, 08:53:45

Summary Duplicate rules 3 Expired rules 0

Fully Shadowed rules (2)

BRKSEC-2165

areas that need attention to ensure compliance and optimal perfo

Total 5 anomalies in 5 unhea

Mergeable rules Partial over

1 ~720.0% 0 ~0.0°

Observations 3 Analysis Status  Last Modified

9/2025,

Completed

Completed

Last Analyzed # Remediation Stat Remediation Tim

& Download analysis report o

Overlapping objects 0

Hide details

Policy insights

Undo

Q@ ® Q@D | R AaronHackney v 3%

Edge-Firewall

Devices:

Total Rules:
Observations:
Analysis Status:
Last Modified:
Last Analyzed

Remediation Status

Hit Count Aggregation
Status

Analysis Actions

Remediation Actions

Remediation

Policy Observation

Fully Redundant Ruf

Overlapping Objects (0)

Apply Remediation

N
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Al Ops - Software Upgrade Planner

« Highlights devices that are running code that may have newer versions available
 Highlights CVEs and bug fixes as published by PSIRT and Release Notes

 Clicking on the device takes you to the list of CVEs and bug fixes

 The CVE details page links to the Security Advisory page to learn more about the CVE
» Currently, we only provide details around high and critical CVEs

« Phase 2 will deep link to the upgrade process for the devices selected

IEA
8-

Q

alfbal ]l
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Al Ops - Software Upgrade Planner

u73c01p05-ftd-1010-3

Requires upgrade

Last updated: 36 minutes ago

Cisco Firepower 1010 Threat Defensg | Current version: 7.4.1

Recommended upgrades

Recommended version 1 Golden version Recommended version 2

Details atai Details

Security vulnerability fixes Security vulnerability fixes Security vulnerability fixes

Bug fixes Bug fixes Bug fixes

[ Release notes for Version 7.4.2.4 7 ] [ Release notes for Version 7.6.2 (7 ] [ Release notes for Version 7.7.10.1 (7 ]

Security vulnerability fix Bug fixes

26 results

CVEID Title Impact Description CVSSscore O  Available fixes

CVE-2025-20363 Cisco Secure Firewall Adaptive Security Appliance Sof... € Critical A vulnerability in the web services of Cisco Secure Firewall A... 9.0 7.0.8,7.0.8.1, 7.2.:
CVE-2025-20333 Cisco Secure Firewall Adaptive Security Appliance Sof... € Critical A vulnerability in the VPN web server of Cisco Secure Firewa... 9.9 7.0.8.1,7.2.9,7.2.
CVE-2024-20412 Cisco Firepower Threat Defense Software for Firepow... € Critical A vulnerability in Cisco Firepower Threat Defense (FTD) Soft... 9.3 7.2.8,7.28.1,7.2.
CVE-2024-20353 Cisco Adaptive Security Appliance and Firepower Thr... High A vulnerability in the management and VPN web servers for... 8.6 7.0.6.2,7.0.6.3, 7.1
CVE-2025-20224 Cisco I0S, 10S XE, Secure Firewall Adaptive Security ... High Multiple vulnerabilities in the Internet Key Exchange Version... 8.6 7.0.8,7.08.1,7.2.
CVE-2025-20225 Cisco |OS, 10S XE, Secure Firewall Adaptive Security ... High Multiple vulnerabilities in the Internet Key Exchange Version ... 8.6 7.0.8,7.0.8.1,7.2..

N
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Al Ops - Upgrade Planner

Monitoring Docker con Security Cloud Control + Q
V7

C @ security.cisco.com/firewalls/unified-dashboard e ® >» 0 &L D= 8
"dscs’ Security Cloud Control pe ‘Ctrl" + /' to searct & ® 0 | R AaronHackney v

Dashboard

® Organization
Demo Red

Customize

Top Insights & Alerts o active insights All Insights
Platform menu

Network Throughput Anomaly - Best practices and recommendations .- Best practices and recommendations -..

Dashboard
Data source: FTD_Branch 1 Data source: Ottawa-SEC Data source: Toronto

AIOPS has detected anomalous patterns in firewal AlOps has detected 5 needs review checks AlOps has detected 7 needs review checks
throughput

Insights & Reports

Events & Logs > 22d ag Details 39d ago Details 39d ag Details

Top Actions Top Information

Policies
Objects Policy Analyzer and Optimizer i Overall Inventory i RA VPN Sessions
Security Devices Diste Soiitcas: 30 Total Devices

Secure Connections > £ o Issues
¢ B B 21 Healthy Rules (91%) A Pending Action
LY b W 1 Unhealthy Rules (4%)
Administration i »‘ " 1 Disabled Rules (4%) Other n
Shadowed Redundant

Online
0 A 0% 1 ~ 100 No results found
Favorites 3 _g Device End-of-Life

Details )
Security Devices View All Devices >
Shared Objects
co Systems, Inc Privacy Policy _General Terms

N
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Al Ops - Best Practices and Recommendations

« Common FTD practices: logging, app detection, and more
« Common FMC practices: Scheduling VDB updates, variable sets, etc.
* Includes “HOW-TQO” actions and documentation links

‘tsen’ Security Cloud Control Q, Type ‘Ctrl + '[' to search @ & & (@ 0 | L AaronHackney~ 3i%

Best Practices and Recommendations

Qrganization
* De-m; F;edl o Assessment in progress.

& Platform menu

Assessment summary | T 5 ce re Is this helpful? 7 ©

Checks summary Best practices assessment trend

Insights & Reports

2058

Events & Logs

A k Mar18  Apr5 A M Juntd  Jul2 20 Aug6

Pol

Objects

Security Devices Device reports

Secure Co tions

Administration > . " . " ; N
° Device name Device status Checks requiring review Review categories Assessment status
Toronto Warning 22% improvement potential Improve ntrol, Manag nd control pane In queue

Favorites s Ottawa-PRI Warning 5 22% improvement potential mpro s nd control In queue

Ottawa-SEC Warning 5 22% improvement potential p rol, M > nd control ne In queue
Security Devices

N
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Al Ops - Best Practices and Recommendations FMC

Manage access and control pane

© 2025 Cisco and/or its affiliates. All rights reserved.

4 2

Total checks Require review

Checks

Automatic VDB Updates Not Configured on Firepower Management Center

uires review Warning

Your Firepower Management Center currently lacks configuration for automatic Vulnerability Database (VDB) downloads and

updates. Keeping vour VDR upto-datedscrucial for enhancing application identification and improving threat detection capabilities.
nfigure automatic VDB updates, follow these steps:

1. Navigate to: System > Scheduling > Add Task

2. Create a Task: Set up tasks to download and install the VDB automatically.

For detaile f i i agement Center Configuration Guide .

All variable - sets have HOME_NET set to any

Requires review () Informational

All variable sets have the HOME_NET variable set to "any". This configuration means that the Intrusion Prevention System (IPS) will
not use specific internal network IPs for any policy or rule, potentially reducing the effectiveness of your security measures.

**xReference**

Please review and update the HOME_NET variable to reflect your internal network IPs to ensure optimal security performance. For
detailed instructions on configuring the HOME_NET variable, refer to the config guide here:
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-
device-config-72/objects-object-mgmt.htmI#ID-2243-000004e1

N
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Al Ops - Feature Adoption

« Maximize your FTD investment
» Discover new features and capabilities

Understand license requirements

Watch feature use-case videos

Follow step-by-step enablement guides

© 2025 Cisco and/or its affiliates. All rights reserved.

el Security Cloud Control

@> Organization
aahackney-San Antonio

Platform menu

Dashboard

Insights & Reports

Events & Logs

Policies
Objects
ity Devices

Secure Connections

Administration

Favorites
Security Devices

Shared Ob)

BRKSEC-2165

Feature Adoption

Data sources: Cloud-Delivered Firewall Management Center

Summary

Essentials

Application Segmentation via ZTNA

rand Opt

QU Type ‘Ctrl' +'/' to search ® s & ® 0@ Q Aaron Hackney v 3

H

bdated: an hour ago < Refresh

Feature recommendations
Encrypted Visibility Engine Learn more 7]

for Firewall Threat Defense dev

Learn more 2

Application segmentation via ZTNA

Zero Trust Net ) ecurity service that verifies users and grants access to
specific appli s based on identity and context policies. ZTNA also enables segmentation of
applications.

00

Adoption rate

N
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You want a managed FMC in the cloud?

— N
0090
ey )

No problem! We provide a Cloud Delivered FMC



Cloud-delivered FMC (cdFMC)

Truly cloud native - not just a “vm in the cloud”

SCALE is currently ~1500 FTDs, goal/future is 2000 from a single cdFMC
cdFMC is managed and maintained by SCC Firewall operations teams
You don’t have to manage, maintain, patch the FMC - OPEX SAVING

No power or space required; all delivered from the cloud - OPEX SAVING

Focus on managing your security policy, not managing the manager

& Management-plane or data-plane used to communicate with the cdFMC

£ FTD failsafe features like manual and auto-rollback in case of a config mistake

N
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Cloud-delivered FMC (cdFMC) - All the things

 SD-WAN & l Lo
* Universal Zero Trust

* Passive ldentity

* |[SE Integration

* Cloud delivered CSDAC

- |dentity Intelligence

CCCCC



Migrate an FTD from on-prem FMC to cdFMC

 On-prem FMC needs to run at LEAST FMC 7.2

« FMC 1000, 2500, or 4500 CAN RUN a special release FMC 7.4 for migration purposes.
See this gquide.

 The FTD, policies, VPN configurations, objects, etc. will be moved to the cdFMC
 The FTD is unregistered from the on-prem FMC

« cdFMC becomes the manager of that FTD post-migration
» Auto-registers FTD to send events to cloud

CLI Templates

 Tooling all provided by SCC Firewall Manager e B oo

Firewall Migration Tool

Migrate FTD to cdFMC

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2165 CcIsco


https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc_model_migration/b_FMC_Model_Migration_Guide/m_fmc_migration_workflow.html#id_111621

Migrate other Firewalls to FTD Managed by cdFMC

« SCC Firewall provides a cloud instance of the Firewall Migration Tool (FMT)
» Supported Platforms for Migration Include: Firewall Migration Tool (Version 7.7.10.1)

¢ ASA Select Source Configuration

Source Firewall Vendor

*Fortinet B
* Pa I O Alto N etWO rkS z::: ):j:‘ui.:i:iwall Device Manager (7.2+)
*Check Point

Check Point (r75-r77)

Check Point (r80-r81)

Fortinet (5.0+)

Microsoft Azure

Palo Alto Networks (8.0+)

alfbal ]l
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Cloud Logging
o

=

Centralized logging for ASA, FTD, and
Catalyst SD-WAN

CCCCC



Security Analytics and Logging (SAL)

Kit;

* Per device or per Gig pricing tiers

* Retention from 90 days to 3 years+

* Scheduled reports exportable as CSV
» Datastore for Unified Events Viewer

* Live logs for troubleshooting

» Splunk integration {71+




ecurity Analytics and Logging (SAL)

"dueh Security Cloud Control Q) Type 'Ctrl' +'/' to search

Event Logging

IR Tan izt on 0 New Unified Event Viewer is now available for FTD Events! Click here to launch
aahackney-San Antonio >

€ Platform menu Historical | Live ) Q. ResponderPort: "443"

All times shown in Local
(EST)

Dashboard Views

Date/Time Device Type Event Type Sensor D / Initiator IP Responder IP Responder Protoco Action Application
Hostname Port

<t Waiting for matching events after 23:47:41.
Sep 30, 2025, 23:46... FTD Conne... paradise.... 192.168.4... 17.253127.... tcp Allow Paradise

Iy m IS

Insights & Reports

Events & Logs
ClientApplicationRiskin Ingressinterface ResponderPackets
dex IngressVRF ResponderPacketsDrop
ConnectionDuration 227 ped
IngressZone wormhgle:=py
Policies . ConnectionlD 28749 InitiatorBytes 2129  spoReeTE 373
ConnectorlD deel17bc-4f71-4bbc-9f1 InitiztorBytesRropped 0 JRL https://gsp-ssl.ls.appleMs

b:f0883ac5649d om
Objects . - InitiatorlP 192.168.44,50
Device Paradise Encrypt
) InitiatorPackets 16
DevicelP 192.168.46.46
DeviceType FTD
Secure Connections DeviceUUID 4f973622-192a-11ef-b8
6d-8386f7533b4a
Egressinterface vtil

Administration : EgressVRF Local

Security Devices icketsDroppe Q

InitiatorPort

Sep 30, 2025, 23:46:21

Favorites Sep 30, 2025, 23:35... FTD Conne... FPR1150.h... 192.168.3.... 35.160.57.... Edge-Firewall

. ) Sep 30, 2025, 23:35., FTD Conne... FPR1150.h.. 172.30.4.33 52.217123.9 Edge-Firewall
Security Devices

N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2165 CcIsco




But what about ASA Devices?

lllllllll
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ASA Appliance Management

* Shared Access-Policy #

« Shared Objects (With FTD and more)
« Shared Platform Settings (Syslog, DNS, SSH, Sysopt)
* Interfaces

* Certificate Management \
* Scheduled Upgrades A
» Health Metrics &

CCCCC



ASA Appliance Management

ASA Policies

outside
Snuffy

& Security Devices Details
Selected Access List

Resources outside / in

+ Create Access List

Actions

Assign Interfaces

® Share
Action Protocol Source Port SGT Gr¢ Destina Port SGT Gr¢ Logging Remark Hits (Dz Edit Copy
Delete

Allow TEST-ICMP [ alrants)

@ Block

Snuffy
@ Block 192.16

7.98 GB
ASAv (V01)
47.96 MB
1 .4147:8443
Not Configured

Schedule Upgrade TC-05:00)

9.16(4)
Skip Upgrade

Image Source Software Image
@® usescc Image Rep

Specify Image URL

9.23(119)

© 2025 Cisco and/or its affiliates. All rights reserved.
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ASA Health Monitoring

Enable ASA Health Monitoring ©@

Need to enable in Administration - General Settings

Device Health Metrics View FTD Device Health

o~ Device [atierrC Date and time range

™ Dashboard 9
ey B

22/689/2025, 20: ed every 5 min

4 Multicloud Defense
a items selected G Up to 4 interfaces can be selected at a time for comparison

(RS Interface Logical Name Link Status opped Packets ® L2 Decodes  Input Errors Avg Output Errors Input Packe ¢

Events & Logs Management0/0 management
GigabitEthernet0/4 i itEthernet0/4
GigabitEther: GigabitEthern
Policies

outside

Objects GigabitEthe

GigabitEthernet0/2

Security Devices

GiaahitFthernet(/5 GiaabitFthernet/5 [pown |
Secure Connections
Rows per

Administration

N
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Notifications

Get notifications of important events




SCC Platform Notifications

* Notifications can be send via email —
Notification Settings
O r H I I P/S (We b h O O k) ::i::::::t;:d;ye:::;,‘;Z:’:::::ho will receive notifications, and specify the

Email subscribers

 Webhooks can be sent to Webex,
Slack, and MS Teams -

willsilv@cisco.com 1/30/2023 & Edit

Service Integrations

Security Cloud Control can forward notifications to specified messaging applications or services. You need to generate a webhook URL from your messaging appl

u u
g e n e rI C e n d p O I n t S webhook. Security Cloud Control will forward notifications for the events selected above. Learn more

Name Service Type

 HTTP payload contains the

Splunk-TCP-65150 CUsTOM

notification in json

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2165

Edit Service Integration

Succeeded
ate FTD to cdFMC
Fa
Started
Succeeded
Commit pending
Device events
All de
ant 0
Back online

Conflic

on disconnected
Certificate expiring

Device approaching end of life

Event Log Reports

Report generation failed

N
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SCC Platform Notifications
Webhook to Webex

CDO Webhook Notifications | We b h 00 k to S p I un k

Messages People (6) Content Meetings

LOg IN 10 Security LIoua Lontrol ror more aetalls.

Time Event

9/29/25 {"uid": "4a6ceeed-77d8-4f3b-90a7-324aadbdef25" , "timestamp" : 1759125712776, "type" : "SAL_QUERY", "tenantUid" : "44dcd3bf-e608-40db-a588-e9150da988de" , “tenantName" : "CDO_cisco_aahack
1:01:56.000 AM  ne","details":{"salQueryEvent": "QUERY_COMPLETED" , "salQueryName" : "Daily_Security_events", "salQueryUid": "1f83a60a-f791-403f-8f8c-bc3e8deb7cea", "queryCriteria”: "(timestamp: [20
Query Name: Media_Server_Connections 230101165606000 TO 202308231807396801) AND (DeviceType:FTD OR DeviceType:$isEmpty OR DeviceType:$isNull) AND (EventType:FileEvent OR EventType:IntrusionEvent OR EventType:M
alwareEvent OR (EventType:ConnectionEvent AND ((NOT IP_ReputationSI_Category:$isEmpty) OR (NOT URL_SI_Category:$isEmpty) OR (NOT DNS_SI_Category:$isEmpty))))", "searchStrin
g":"", "salStatus”: "COMPLETE" , "swcJobId" : "de8cbbac” , "swcFileName” : "Daily_Security_events_de8cbbac.csv.gz"}}

() Event Report Generation "Media_Server_Cor

Tenant: cisco_aahackne
Time: Tue, 30 Sep 2025 09:01:08 UTC
Log in to Security Cloud Control for more details.

Show syntax highlighted

Event Actions v
9 CDO-NOTIFY-TEST 8:55AM

! Cloud-delivered FMC Deployment running Type Field Value Actions

Deployment job in progress. [ Total: 1| Succeeded: O | Failed: 0 ] Selected (/] details.swcFileName v Daily_Security_events_de8cbbac.csv.gz
Tenant: CDO_cisco_aahackne

Time: Tue, 30 Sep 2025 13:55:05 UTC /| source ¥

sourcetype ¥ httpevent

host v notify.hacksbrain.com:65150

http:scc-cisco_aahackne-notify

Log in to Security Cloud Control for more details.
Event | details.queryCriteria v (timestamp:(20230101165606000 TO 20230823180739680]) AND (DeviceType:FTD OR DeviceType:$isEmpty OR DeviceType:$isNull) AND (Eve

CDO-NOTIFY-TEST 8:56 AM o
ntType:FileEvent OR EventType:intrusionEvent OR EventType:MalwareEvent OR (EventType:ConnectionEvent AND ((NOT IP_ReputationSI_Categ

@ Cloud-delivered FMC Deployment succeeded ory:$isEmpty) OR (NOT URL_SI_Category:$isEmpty) OR (NOT DNS_SI_Category:$isEmpty))))

Deployment job succeeded. [ Total: 1| Succeeded: 1| Failed: 0 ] details.salQueryEvent v QUERY_COMPLETED
Tenant: CDO_cisco_aahackne
Time: Tue, 30 Sep 2025 13:56:49 UTC

Log in to Security Cloud Control for more details.

details.salQueryName v Daily_Security_events
details.salQueryUid v 1f83a60a-f791-403f-8f8c-bc3e8d0b7cea
details.salStatus COMPLETE

details.searchString v

details.swcJobld v de8cbbac

fileName v Daily_Security_events_de8cbbac.csv.gz
formatted_date v 2025-09-29 01:01:52

salQueryName v Daily_Security_eve

salStatus v COMPLETE

status v COMPLETE

tenantName v CDO_cisco_aahackne

tenantUid v 44dcd3bf-e608-40db-a588-e9150da988de
timestamp v 1759125712776

type v SAL_QUERY

uid v 4a6ceeed-77d8-4f3b-90a7-324aadbdef25

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2165 CcIsco




SCC cdFMC Notifications

alale  Cloud-delivered Firewall Management Center

cisco  p

Monitor

Il Analysis

Manage

[ 9 Policies
== Devices

* Objects

b Integration

© 2025 Cisco and/or its affiliates. All rights reserved.

Alerts

Name

Graylog
Health-Alerts
Splunk-65150-tis

Splunk-65151-clear-text

Q9 O@ @ @ aahackne@cisco.com v

Alerts | Monitor Alerts

Create Alert v

Edit Webhook Alert Configuration

Type In Use

Name Syslog Not Used
Splunk-65151-clear-text
Email Not Used
URL Webhook In Use
notify.hacksbrain.com:65151/ser...

Webhook In Use
TLS Type

None

Alert Configuration is in use by 1 Policy:

BRKSEC-2165



Automation

A rich public API lets you automate all the things...

CCCCC



SCC Firewall Manager Public API Y

<o

» Single API gateway for both Firewall Manager API calls and cdFMC API calls
» Simple bearer-token header authentication

* Well documented searchable API reference with examples

« cdFMC API is also searchable from here

https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2165


https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
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SCC Firewall Manager Public API

Documentation Learn v Technologies v Community Events SIGN UP FREE LOG IN
DevNet Q

d Control Firewall Manager APl Documentation G Search docs BETA
@ Configuration E <[>
Parameters Code Snippets
Curl Python Nodejs
curl -L --request POST \ Copy

url https://api.us.security.cisco.com/firewall/v1l/inventory/
--header 'Content-Type: application/json’ \

header 'Accept: application/json' \

data "{
dmVersion": "' (2)' or (2).openjre’",
softwareVersion™: "9.4(1)"

compatib
for all FT

Request body

Schema Definition Example Body

N
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Why Security Cloud Control?

Getting Started with
Security Cloud Control

Product Provisioning

User Management

Unified User Experience
SCC Firewall Management

A Look Ahead...What is Next?
Key Takeaways
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A Look Ahead with Security Cloud Control

What Can You Expect Soon?

* More Products!

« ZTA

» Centralized User Context Service

» Customer Initiated Trials

* Duo Integration

* Next Gen SASE

* Shared Audit Logging

» Secure Cloud Client Management

» Unified API Gateway

« Managed Service Provider (MSP) Features

co and/or its affiliates. All rights reserved. BRKSEC-2165 CcIsco



Legend

Security Cloud Control Platform Architecture

Microapp Products API Gateway
(e.g. cdFMC &

Workload)

Platform
Products
(Micro-app)
) Breach ETD
PlAM SeSSIOﬂ TOkeﬂ N Protection (future)
Suite
- Micro XDR Sec Endpoint
Apps - i f
O PP Search Dashboards (future) (i)
& Cloud
@) .
O L Multicloud . Secure .
n . L Hypershield Workload Protection
_% Securlty C|OUd Notifications UZTNA Defense Suite
(% COﬂtrOl Integrations VPN map > Secure ETD
o - Access (future)
5 User mgmt Leer
O - .
@) LaUﬂgﬁrCf)srs non- CSDAC Al Assistant > (fUDtLLjSe) Protection
% - Service- Suite

Service

Shared Cross Product AP

Services Outcomes

Al Defense

Products

Licensing and Provisioning

Common tenancy and IAM

Cross-product API integration

Common services and cross-product outcomes
Common Ul experience

CIESR

N
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Security Cloud Control
MSP Portal




SCC Multi-Org Benefits -

Streamlined Management and Maintenance:
Centralized management and maintenance reduce administrative duties, complexity, and
cost.

Scalability and Flexibility:

Enterprises can easily scale their security infrastructure up or down based on demand
without compromising security. The shared resource model allows for dynamic allocation of
resources, which is crucial for organizations with fluctuating needs or rapid growth

Cost Efficiency
Multi-tenant solutions reduce operational and infrastructure expenses by sharing resources
across numerous tenants.

Enhanced Data Privacy and Isolation:

A core feature of multi-tenancy is the logical separation and isolation of sensitive
information. Each tenant's data is kept private and secure, preventing unauthorized access
between tenants.

N
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SCC Multi-Org View for Enterprise customers -

Use-Cases: .

1. Mergers and Acquisitions (M&A) . .

2. Divisions and Business Units

3. International Subsidiaries and
Regional Offices:
4. Franchise Models

Centralized Visibility

et
Cisco
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One interface. Multiple customers.

Manager View

An efficient workspace to streamline day-to-day
customer management and reduce complexity

Quickly switch between customers———

Easily assign and control access to
customer deployments and integrate———
with your identity provider

© 2025 Cisco and/or its affiliates. All rights reserved.

Security Cloud Control

Administrator Access

Manager Organization

X Administrators Admin groups Admin roles
Acme Solutions —

Home

All groups

Group name

> Managed Organizations

Subscriptions Acme Solutions - Manager Admin Group

ACIRTACCESS Steelworks Corp Admin Group

Domains

) ) All Products Administrator
Identity Providers

Activity Log

Manager Details

Secure Access

© 2025 Cisco Systems, Inc.
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System

Description

products in this enterprise

00 Map identity provide

Applies to

Acme Solutions

Some managed organizations

Acme Solutions

N
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VCYAELCEWWEVE

Unified Security Management across various enforcement points.

Consistent Cross-Product Policy & Visibility.

Seamless Integration with Cisco Secure Trial Console for Trials.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2165

No Disruption, Immediate Entitlement for existing CDO customers.



Before you go!

Create your FREE SCC Organization

And start your free SCC Firewall Manager trial

https://security.cisco.com

|||||||||
CCCCC


https://security.cisco.com/

Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

O
00

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

N
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
Events app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

© 2025 Cisco and/or its affiliates. All rights reserved.
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Visit the Cisco Stand for Book your one-on-one Attend the interactive Visit the On-Demand
related demos Meet the Expert education with Capture Library for more
meeting the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
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Thank you C1SCO Live !
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