
Cisco Security Cloud Control -
Bringing the Cisco Security 
Portfolio Together

Anshul Kaushik
Solutions Engineer

Session ID: BRKSEC-2165



© 2025 Cisco and/or its affiliates. All rights reserved.

-

© 2025 Cisco and/or its affiliates. All rights reserved.

Your Speaker
Anshul Kaushik

BRKSEC-2706

3

• ankaushi@cisco.com 

• CCIE Security #23790

• 23 Years in Industry, 20 with Cisco
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Enter your personal notes here

Catalyst 9000 Series Switching Family - …

Cisco Webex App

BRKSEC-2165

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until 14 November 2025.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2165
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84%

of initial access vectors 
leading to incidents could 
have been prevented with 

security best practices
1
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Complexity 
has exceeded 
human scale
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Human-scale 
management
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Simplified Operations, Protection and Resilience

BRKSEC-2165

01Siloed, point products

02Bolt-on Security

03Swivel Multiple Platforms

04Partial Intel Coverage

01

02 Secure By Design

03

04 Collective Intelligence

05 Embrace Open Ecosystems04Closed Ecosystem

Transform

BEFORE AFTER

• One Platform, Unified Policy

Natively Integrated
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Enhance protection and simplify operations 
with an integrated approach to security

BRKSEC-2165

Simplified user 
experience

Faster, more 
intelligent security

Manage outcomes, 
not products

One console, 
zero complexity

AI-driven insights, 
real-time action

Centralized control, 
measurable impact
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Cisco Security Cloud Control

BRKSEC-2165

Unified Security Policy Unified Agentic Ops Portfolio Value 
Acceleration
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Unified Security Policy

BRKSEC-2165

Common Objects / 
Identity

Common identity and policy 
objects act as shared 
foundations between 
products.

Topology defines 
communication pathways 
between assets and 
security enforcement points

Topology and 
Relationships

Shared information 
repository about assets 
provides a single location 
for posture across 
products.

Asset Inventory

Intent-based policy that 
unifies enforcement across 
currently disparate 
enforcement points.

Unified Policy
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Unified Agentic Ops

BRKSEC-2165

Simplifying 
Complexity
Agentic Ops leverages AI to 
make advanced network 
and security expertise 
widely accessible and 
operational for all.

AI agents proactively 
identify and automatically 
resolve network and 
security issues before they 
impact operations.

Automated 
Remediation

AI-native operators 
streamline the entire 
incident lifecycle, from 
detection to rapid and 
automated resolution.

AI Incident 
Resolution

Agentic Ops translates 
high-level business intent 
directly into automated 
network configurations and 
security policies.

Automated Intent-
Based Networking
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Portfolio Value Acceleration

BRKSEC-2165

Multi-Org and MSP

Centralized management 
simplifies operations for 
multi-organizational 
enterprises and MSPs, 
including sub-org 
management and RBAC.

Cisco Unified Identity allows 
seamless connections to 
products and customers 
across Networking and 
Security.

Cisco Unified Identity

Accelerates adoption and 
value realization through 
intuitive experiences, 
integrated scorecards, and 
customer-initiated trials.

Product-Led Growth

Ensures seamless 
integration and 
management of Cisco's 
expanding security portfolio 
within a unified platform.

Product Expansion
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What is Cisco Security Cloud Control?

BRKSEC-2165
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An AI-Powered 
Security Platform

Cisco Security Cloud Control

Define policy once and enforce anywhere

Secure 
Firewall

Secure 
Workload

Secure 
Router

Hypershield
Mulitcloud 
Defense

Secure 
Access

AI Defense
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One Portal to Manage ALL Cisco SaaS Security Products

BRKSEC-2165

AI Defense

Hypershield

Secure Access

Firewall

Multicloud Defense

Mesh Policy
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Common 
Dashboard

Global 
Search

Centralized 
Notifications

MSP 
Mode

AI Assistant

Security Cloud Control

Common 
Posture/Identity

Common Access 
Control

Common Provisioning Alerting & Notification Service

AIOps Common Objects

Policy & Intra-Product Communication

FirewallSecure Workload Multicloud Defense

ISEVulnerability Management Network Analytics

XDREndpoint Splunk

AI DefenseSecure Access Hypershield

A unified User Experience
What Does Security Cloud Control Provide?

BRKSEC-2165
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New to Security Cloud Control?
Getting Started

BRKSEC-2165

• No problem!

• Navigate to security.cisco.com, and create an organization.

• Creating an organization is free!

• Organizations are region specific.

• All Products that you enable for an organization will be in the same region.

• If you have a requirement to have regional separation of data, create a new 
organization in that region.
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• Trust boundary inside which products 
are provisioned

• Products in the same organization trust 
one another and share navigation in 
Security Cloud Control

• Can have a single instance of each 
product

• Must have a region set

• Per product region assignment after 
claiming aligned to Org region 

• Can be renamed at any time

Company: Acme

Organization 1: 
North America Operations

Secure Access 
Instance 1

Secure Workload 
Instance 1

Organization 2: 
EU Operations

Secure Access 
Instance 2

AI Defense
Instance 1

Firewall
Instance 1

What is an “Organization” in Security Cloud Control?

BRKSEC-2165
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Organization creation region setting 

BRKSEC-2165

Why might a customer require more than 
one Organization?

• You require more than one instance of a 
product (e.g. two Secure Access 
accounts / tenants)

• You have chosen different geographic 
regions for different products

United States Germany JapanIndia Australia 



Getting Started Demo 
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Claiming and Activation
Product Provisioning

BRKSEC-2165

• Security Cloud Control Provides a Single Experience to Claim, Manage, 
and Activation Product Subscriptions.

• This vastly simplifies deployment of the Cisco Security Portfolio, both for our 
SaaS and non-SaaS products.

• Products are added with simple Claim codes, sent via e-mail.

• Claim codes are one time use. 
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Product & Subscriptions claim process

1. Claim subscription with 
claim code

2. Product and service 
activation status (start 
date etc.) 

3. Action required to 
activate the product

4. Summary of products 
and their current 
activation state

https://security.cisco.com

BRKSEC-2165



© 2025 Cisco and/or its affiliates. All rights reserved.

-

© 2025 Cisco and/or its affiliates. All rights reserved.

Customer journey to tenant and product onboarding

Initial 
Claim 
Email

Sign into 
security.cisco.com 
with SCSO

Create your 
Organization

Claim your 
subscription

1 2

34

BRKSEC-2165



Claiming and Provisioning 
Demo
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Unified User Management
User Management

• Secure Cloud Control provides one place to configure:

• Users

• User Permissions

• User Groups

• Identity Providers

• No longer will you need to go to each application to configure the same 
user again and again.

• Users for existing products will automatically be imported and those user 
will maintain their existing permissions.

BRKSEC-2165
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Per Application Granular Control
User Management

• Each Product still maintains their own administrators and user administration 
hierarchy.

• Increased enterprise visibility of which users have access to which 
applications.

• Active Directory Integration supported out of the box

• Bring your own IdP!

• Activity Log tracks user management.

BRKSEC-2165



User Management Demo
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Consolidated Navigation
Unified User Experience

• Multi-product support from the left navigation menu

• Common services, always available

• User management 

• Favorites

• Security Devices/Inventory

• Common Objects

• Unified AI Assistant

• Shared Notifications

• Unified Product Documentation

BRKSEC-2165
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Organization Switcher

Side Nav

Top Nav

Micro App 1

User Profile

Micro App 2

• New left navigation 
integrates product menus 
from across the portfolio

• Shown only when products 
are activated and users have 
access

• Services like search, AI 
Assistant, notifications, and 
help expressed globally

• Organizations isolate data 
and contain multiple 
products

• View entire organization from 
a single admin’s standpoint

Summary

Security Cloud Control User Interface

BRKSEC-2165
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Top nav

Side nav

Product Micro app 1 Product Micro app 2

Function Micro app 3

Organization 
switcher

• Host application that will 
support products as 
runtime microapps

• Built using Magnetic 
design systems and 
components

• Supports user 
preferences and 
accessibility

Summary User profile

Security Cloud Control Microapp Architecture

BRKSEC-2165



Unified Experience Demo
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Security Cloud Control 
Firewall Management 
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Bringing your firewall portfolio together with Security Cloud 
Control.

BRKSEC-2165

FTD

ASA

Catalyst 
SD-WAN

IOS

Meraki MX

*

*
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Manage security policy & appliances from the cloud

BRKSEC-2165
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Make my life easier!

BRKSEC-2165

AIOps and Agentic AI Ops
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AI Ops – Become more efficient, accurate, and adaptive

BRKSEC-2165



© 2025 Cisco and/or its affiliates. All rights reserved.

-

© 2025 Cisco and/or its affiliates. All rights reserved.

AI Ops – Become more efficient, accurate, adaptive

BRKSEC-2165

•Policy Analyzer and Optimization

•Best Practices and Recommendations

•Feature Adoption

•Software Upgrade Planner

•Agentic Troubleshooting and break/fix

•End of life hardware and software notifications

•  Predictive Analytics (Elephant flows and more)
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AI Ops – Policy Analyzer and Optimization

BRKSEC-2165

• Review and optimize policies 
automatically

• Detect shadowed, redundant, 
overlapping, and unused rules

• Generate and export detailed 

analysis reports

• Apply optimization changes 

with a single click

• Supports FTDs managed by 

on-prem FMCs
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AI Ops – Software Upgrade Planner

BRKSEC-2165

• Highlights devices that are running code that may have newer versions available

• Highlights CVEs and bug fixes as published by PSIRT and Release Notes

• Clicking on the device takes you to the list of CVEs and bug fixes

• The CVE details page links to the Security Advisory page to learn more about the CVE

• Currently, we only provide details around high and critical CVEs

• Phase 2 will deep link to the upgrade process for the devices selected
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AI Ops – Software Upgrade Planner

BRKSEC-2165
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AI Ops – Upgrade Planner Demo

BRKSEC-2165
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AI Ops – Best Practices and Recommendations

BRKSEC-2165

• Common FTD practices: logging, app detection, and more

• Common FMC practices: Scheduling VDB updates, variable sets, etc.

• Includes “HOW-TO” actions and documentation links
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AI Ops – Best Practices and Recommendations FMC

BRKSEC-2165
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AI Ops – Feature Adoption

BRKSEC-2165

• Maximize your FTD investment

• Discover new features and capabilities

• Understand license requirements

• Watch feature use-case videos

• Follow step-by-step enablement guides
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You want a managed FMC in the cloud?

BRKSEC-2165

No problem! We provide a Cloud Delivered FMC 
in SCC Firewall Management (1200+ FTDs!!!!!)
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Cloud-delivered FMC (cdFMC)

BRKSEC-2358

Truly cloud native – not just a “vm in the cloud”

SCALE is currently ~1500 FTDs, goal/future is 2000 from a single cdFMC

cdFMC is managed and maintained by SCC Firewall operations teams

You don’t have to manage, maintain, patch the FMC - OPEX SAVING

No power or space required; all delivered from the cloud - OPEX SAVING

Focus on managing your security policy, not managing the manager

Management-plane or data-plane used to communicate with the cdFMC

FTD failsafe features like manual and auto-rollback in case of a config mistake
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Cloud-delivered FMC (cdFMC) – All the things

BRKSEC-2165

•SD-WAN

•Universal Zero Trust

•Passive Identity

• ISE Integration

•Cloud delivered CSDAC

• Identity Intelligence
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Migrate an FTD from on-prem FMC to cdFMC

BRKSEC-2165

• On-prem  FMC needs to run at LEAST FMC 7.2

• FMC 1000, 2500, or 4500 CAN RUN a special release FMC 7.4 for migration purposes. 
See this guide.

• The FTD, policies, VPN configurations, objects, etc. will be moved to the cdFMC

• The FTD is unregistered from the on-prem FMC

• cdFMC becomes the manager of that FTD post-migration

• Auto-registers FTD to send events to cloud

• Tooling all provided by SCC Firewall Manager

https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc_model_migration/b_FMC_Model_Migration_Guide/m_fmc_migration_workflow.html#id_111621
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Migrate other Firewalls to FTD Managed by cdFMC

BRKSEC-2165

• SCC Firewall provides a cloud instance of the Firewall Migration Tool (FMT)

• Supported Platforms for Migration Include:

•ASA

•Fortinet

•Palo Alto Networks

•Check Point
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Cloud Logging

BRKSEC-2165

Centralized logging for ASA, FTD, and 
Catalyst SD-WAN
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Security Analytics and Logging (SAL)

BRKSEC-2165

•Per device or per Gig pricing tiers

•Retention from 90 days to 3 years+

•Scheduled reports exportable as CSV

•Datastore for Unified Events Viewer

•Live logs for troubleshooting

•Splunk integration
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Security Analytics and Logging (SAL)

BRKSEC-2165
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But what about ASA Devices?

BRKSEC-2165
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ASA Appliance Management

BRKSEC-2165

•Shared Access-Policy

•Shared Objects (With FTD and more)

•Shared Platform Settings (Syslog, DNS, SSH, Sysopt)

• Interfaces

•Certificate Management

•Scheduled Upgrades

•Health Metrics
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ASA Appliance Management

BRKSEC-2165
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ASA Health Monitoring

BRKSEC-2165

Need to enable in Administration -→ General Settings
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Notifications

BRKSEC-2165

Get notifications of important events



© 2025 Cisco and/or its affiliates. All rights reserved.

-

© 2025 Cisco and/or its affiliates. All rights reserved.

SCC Platform Notifications

BRKSEC-2165

• Notifications can be send via email 
or HTTP/S (Webhook)

• Webhooks can be sent to Webex, 
Slack, and MS Teams

• Webhooks can also be sent to 
generic endpoints

• HTTP payload contains the 
notification in json
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SCC Platform Notifications 
Webhook to Webex

BRKSEC-2165

Webhook to Splunk
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SCC cdFMC Notifications

BRKSEC-2165
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Automation

BRKSEC-2165

A rich public API lets you automate all the things…
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SCC Firewall Manager Public API

BRKSEC-2165

• Single API gateway for both Firewall Manager API calls and cdFMC API calls

• Simple bearer-token header authentication

• Well documented searchable API reference with examples

• cdFMC API is also searchable from here

https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager

https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
https://developer.cisco.com/docs/cisco-security-cloud-control-firewall-manager
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SCC Firewall Manager Public API

BRKSEC-2165
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A Look Ahead with Security Cloud Control
What Can You Expect Soon?

• More Products!

• ZTA

• Centralized User Context Service

• Customer Initiated Trials

• Duo Integration

• Next Gen SASE

• Shared Audit Logging

• Secure Cloud Client Management 

• Unified API Gateway

• Managed Service Provider (MSP) Features
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Security Cloud
Control

Security Cloud Control Platform Architecture

Firewall
Multicloud 
Defense

Hypershield

Secure 
Access

Secure 
Workload

XDR
(future)

Duo
(future)

Licensing

Provisioning

Tenancy

User mgmt

Cross Product 
Outcomes

Shared 
Services

Dashboards

UZTNA

Search
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Streamlined Management and Maintenance:
Centralized management and maintenance reduce administrative duties, complexity, and 
cost.

Scalability and Flexibility:
Enterprises can easily scale their security infrastructure up or down based on demand 
without compromising security. The shared resource model allows for dynamic allocation of 
resources, which is crucial for organizations with fluctuating needs or rapid growth.

Cost Efficiency
Multi-tenant solutions reduce operational and infrastructure expenses by sharing resources 
across numerous tenants.

Enhanced Data Privacy and Isolation:
A core feature of multi-tenancy is the logical separation and isolation of sensitive 
information. Each tenant's data is kept private and secure, preventing unauthorized access 
between tenants.

SCC Multi-Org Benefits          

BRKSEC-2165

NEW
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SCC Multi-Org View for Enterprise customers

Use-Cases:

1. Mergers and Acquisitions (M&A)

2. Divisions and Business Units

3. International Subsidiaries and 
Regional Offices:

4. Franchise Models Org BOrg A Org C

Centralized Visibility

Single Interface

Common capabilities

BRKSEC-2165

NEW
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One interface. Multiple customers.
NEW

Quickly switch between customers

Easily assign and control access to 
customer deployments and integrate 

with your identity provider

Manager View

An efficient workspace to streamline day-to-day 
customer management and reduce complexity
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Agenda 01 Why Security Cloud Control?

02 Getting Started with 
Security Cloud Control

03 Product Provisioning

04 User Management

05 Unified User Experience

06 SCC Firewall Management

07 A Look Ahead…What is Next?

08 Key Takeaways

BRKSEC-2165
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Key Takeaways

• Unified Security Management across various enforcement points.

• No Disruption, Immediate Entitlement for existing CDO customers.

• Consistent Cross-Product Policy & Visibility.

• Seamless Integration with Cisco Secure Trial Console for Trials.

BRKSEC-2165
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Create your FREE SCC Organization
And start your free SCC Firewall Manager trial

https://security.cisco.com

Before you go!

BRKSEC-2358

https://security.cisco.com/
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKSEC-2165
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKSEC-2165

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you
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