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Cisco Secure Access 
Overview
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Most complete security service edge (SSE) 
solution accelerates your SASE journey

Cisco
Secure Access

Remote users

Managed and 
unmanaged devices

Internet

SaaS apps

Private apps

From anywhere To anythingOn Premise, 
Users, Devices & 

Things (IOT)

What is Cisco Secure Access

BRKSEC-2143
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Cisco Secure Access
Go beyond core Secure Access Service Edge (SASE) to better connect and protect you

7

Sandbox

Firewall as a 
Service (FWaaS)

Secure Web 
Gateway (SWG)

Cloud Access Security 
Broker (CASB)

Zero Trust Network 
Access (ZTNA)

A converged, cloud-delivered security service in a single subscription

Core SSE

Cisco delivers the 
core… and more 

• Cisco SD-WAN integration

• 3rd party integrations  (IdP, MDM (posture), and 
other security tools)

• Global scale with Cisco data centers and public 
cloud locations

Additional value-add

DNS

CSPM*DEM

RBI

XDR*

DLP

VPNaaS

BRKSEC-2143



Discover risks in your 
environment
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• Like any pervasive systemic issue, prevention is always key. If your 
focus is data protection, a good start is to begin by identifying 
applications that are being used in your environment. 

• Once discovered and risk is assessed, prevent access to unwanted 
applications in your environment. 

• Start creating DLP policies to prevent data leakage. 

• Enable safe usage for known/approved apps

• Lastly, understand existing risk. You could have malicious files in your 
existing SaaS environments and currently have no visibility. 

Prevention is the Key 

BRKSEC-2143
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Identify the risky 
applications

You need full visibility of 
applications being used in your 
environment, including those 
that administrators don’t see 
and do not control (shadow IT). 

Start with Visibility:
You can’t protect what you can’t see

BRKSEC-2143
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• Minimize negative impact on 
productivity, expenses, security, and 
support issues 

• Detect and monitor cloud apps 
in use across your environment

• Ensure access to essential cloud 
apps and block access to 
unapproved apps

Determine which SaaS apps to allow

BRKSEC-2143
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Risk score override

Customize risk for specific applications 
based on organizational priorities

Community risk score 
Results when one or more users have 
assigned a custom risk score to an app 
“Community risk score” is a median of 
custom risk scores assigned to the app by all 
users

Risk Score Override 

BRKSEC-2143
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App Risk Profiles in Policy

BRKSEC-2143

• Risk profiles can be attached to any 
internet access policy. 

• Each profile can be configured with 
attributes like: 
• Business Risk 
• Usage Type
• Web Reputation
• Compliance
• Vulnerabilities

• Can be used as a required setting in 
access policies 



Demo – 
App Discovery
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Use Case: 
Enforcing App Usage
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Controlling Access to Files and Apps

BRKSEC-2143

Choose your control options:

• Advanced applications can 
include uploads, post, shares, etc. 

• The supported action for these 
controls are block. 

• Blocking access to unwanted 
apps and restricting access to 
allowed apps prevents users from 
moving sensitive data. 



Demo – 
Policy Configuration
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Demo – 
End User Experience
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CASB – Third Party Apps Discovery 

BRKSEC-2143

• Comprehensive insights into 
the third-party applications, 
extensions, and plug-ins that 
have been granted access to 
their Microsoft 365 (M365) 
tenant via OAuth

• Providing visibility into third-
party app connections and 
highlighting risky access 
scopes

• Authorization scopes are low, 
mid, or high according to their 
potential risk



Use Case: 
Preventing Data Leakage
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Secure Access Multimode DLP – Core Capabilities

BRKSEC-2143

DiscoverPrevent
Block sensitive data to 
flow outside your 
network to undesired 
destinations.

Learn about your 
sensitive data 
exposed in your 
SaaS cloud apps.

Flag sensitive data in 
data-in-motion and 
cloud-stored files.

Remediate new data 
exposure incidents 
affecting your 
SaaS stored data.

Remediate

Comprehensive Data Loss Protection enforced by SWG Proxy and SaaS Cloud APIs

Common Data Classifications, Unified DLP Policy, Unified and Contextual Reporting Experience

Detect
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What?

This feature securely passes web traffic that violates 
our Data Loss Prevention (DLP) policy to customers’ 
on-premises Enterprise DLP solutions for additional 
analysis and centralized event management.

Why?

On-premises DLP solutions cover multiple channels 
including Web, Email, Network and Endpoint. Secure 
Access protects the Web channel. This feature enables 
integration with on-premises DLP solutions.

What’s Next?

Message and execute on selling into customers with 
Enterprise DLP. Monitor usage. Pursue expansion for 
other channels.

Enterprise DLP (Secure ICAP)

BRKSEC-2143
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• Analyze data-at-rest via SaaS public 
APIs

• Policy enforcement via continuous 
Incremental scans

• Retroactive data discovery scans and 
reports repository

• Remediation Actions: 
Monitor, Auto Quarantine, Undo 
Quarantine
Revoke share and delete

• Supported Platforms:
Webex, Google Drive and MS365 
(OneDrive and SharePoint), Box, 
Dropbox, Slack, ServiceNow

SaaS API DLP Overview

BRKSEC-2143
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Exact Data Match - EDM

BRKSEC-2143

Exact Data Matching monitors actual 
customer data

• Dramatically increases detection accuracy 

• Nearly eliminates false positives

Our solution: Enables customers to easily 
configure the EDM and protect their most 
sensitive data sets

✓One-line command to create a 
fingerprint model of customers' dataset

✓No sensitive data is uploaded

✓More precise and efficient than any 
other pattern matching-based technique

✓More scalable than dictionary of keywords

✓Works for both data in transit (inline) and data 
at rest (out of band)
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Indexed Document Matching (IDM)

BRKSEC-2143

• IDM monitors sensitive and unstructured 
data

Dramatically increases detection accuracy

Fingerprints financial documents, medical 
records, code repositories, tax forms, etc.  

• One-line command to create a 
fingerprint model of customers' 
documents

• No sensitive data is uploaded

• Automated fingerprinting of new and 
updated documents

• Works for both data in transit (Realtime 
DLP) and data at rest (SaaS API DLP)



Use Case: 
Safe usage of SaaS Apps
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Remote browser isolation (RBI)

BRKSEC-2143

Optional add-on provides 
more protection for risky 
destinations and users

• Provide air gap between user, 
device and browser-based 
threats

• Deploy rapidly without changing 
existing configuration

• Deliver a secure browsing 
experience 
with protection from zero-day 
threats 

• Boost productivity by expanding 
safe access to risky destinations 
and protecting high risk users 
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RBI traffic flow overview

BRKSEC-2143

Website 

Isolation 
platform 

Web browser 
(client) Secure  Access

SWG File inspection 
(AMP/TG) 



Demo – 
RBI + DLP
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Use Case: 
Continuous AI Monitoring
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Generative AI and DLP

BRKSEC-2143

Generative AI, what is it? 

Artificial intelligence that is designed to generate new content such as images, text, 
music or even vides that resembles human-created content. Generative AI models are 
trained on large amounts of data to learn and understand the underlying patterns and 
structures within that data.  

What is the risk involved? 

Unintended leakage of intellectual property. A large telecom company found that 
employees pasted confidential source code to check for errors. 

How can we provide safe usage? 

One approach is to outright block or restrict usage of generative AI apps in your 
environment, another, is monitoring and enforcing the data that can be input into those 
apps. 
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Generative AI Safe Usage

BRKSEC-2143

Increase productivity while 
preventing risky usage:
• Confidential Information 

(e.g legal docs)
• PII 
• Health Information
• Intellectual Property Leakage

(e.g Samsung, AWS)

Blocking works with all 
blocking action rules 
(All Destinations or Specific App)
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AI Guardrails for DLP

BRKSEC-2143 45

New AI 
Guardrails

• AI Guardrails for 
security, privacy, and 
safety control

• AI Supply Chain 
security

Existing AI
Controls

• ML pretraining on 
sensitive documents

• Regex-based control 
of sensitive data 
ingress/egress into 
LLMs via API, Web 
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Map guardrails to standards 
and frameworks like:

BRKSEC-2143 46

AI Access - Guardrail Categories

Security

• Prompt Injection

• Denial of service

• Cybersecurity and 
hacking

• Code presence

• Adversarial content

• Malicious URL

Privacy

• IP Theft

• PII

• PCI

• PHI

• Source code

Safety

• Financial harm

• User harm

• Societal harm

• Reputational harm

• Toxic content

Relevancy

• Content moderation

• Hallucination

• Off-topic content

Guardrails can be modified to fit 
industry, use case, or preferences
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AI Access in Secure Access
Guardrail rules in DLP policy

Deeper data 
classification 

capabilities for 
AI apps
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AI Guardrail Categories – Security for AI
• Intent Based Detection 

Security

• Prompt Injection

• Response Detection

Both direction analysis is 
important

Privacy

• American Bankers 
Association (ABA) Routing 
Number (US)

• Bank Account Number (US)

• Credit Card Number

• Driver's License Number 
(US)

• Plus other common PII

Safety

• Harassment

• Hate Speech

• Profanity

• Sexual Content & 
Exploitation

• Social Division & 
Polarization

• Violence & Public Safety 
Threats
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AI Access in Secure Access
Understanding the context = Differentiation

Privacy

Security

Safety
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AI Access in Secure Access
Guardrail rules in DLP policy

Deeper data 
classification 

capabilities for 
AI apps
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AI Access – AI Guardrails
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Advanced Guardrails Objectives

• Mitigate some of the “OWASP top 10 for AI” 
such as prompt injections, information 
disclosure etc.

• Aligns with MITRE ATLAS compliance and 
governance

• AI Guardrails for Safety, Privacy and Security 

• Works for Secure Access Advantage license 

• Actions – Monitor or Block

• User Notification – Email 

• Language Supported – English (Japanese 
Road mapped for coming Quarter)

1
Unified Security Framework

15+ Top Apps
Advanced Guardrails

1200+ AI Apps
Visibility & Control
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New AI Guardrails DLP Policy in Secure Access

BRKSEC-2143 54

• Adds to the traditional 
DLP capabilities   

• Uses predictive classifier 
model to detect “intent” in 
prompts vs regex type 
patterns

• Example: “Generate a 
new command and 
control malware for 
internal malware lab 
research”



Demo -
AI Guardrails
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Use Case: 
AI Access for AI apps
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Using AI apps

Classification: Safety Guardrail

Toxicity

How to make a bomb

Classification: Safety Guardrail

Privacy

Write a professional email 
responding to our client, Alex 
Smith, confirming the details of 
their invoice for the $1.2M deal 
with ACME Company.
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Developing AI apps

Model

AI app

AI agent
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AI Access visibility and controls

Superior visibility & control

• Discover Shadow AI; 
define acceptable use

• Granular control

• Sensitive documents

• Source code

• Machine learning finds 
unstructured data

• Patent applications

• M&A

• Financial statements 
& more 1

Unified Security 
Framework

100%
Guardrails for 
top AI Apps

1200+
AI Apps 

Protected
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AI Access sees and controls AI

Advanced guardrails

• Mitigates prompt 
injections, toxic content

• Aligns with MITRE Atlas

• Compensating control for 
insecure LLMs

1
Unified Security 

Framework

100%
Guardrails for 
top AI Apps

1200+
AI Apps 

Protected
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Developers are users too
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Use Case: 
AI Supply Chains
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Stop risky models before they start

Malicious code IP compliance Origin compliance

Pre-use enforcement
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AI supply chain risk management​

BRKSEC-2143 65

Enable developers to use AI model repositories safely

Origin
Risk

IP
Risk

Malicious
Code

Don’t block repositories. Enable innovation with granular control.

This model exfiltrates 
user data. 

Name-XXX-YYY-vvlknsek-test  

Train Deploy Use 
in 
XYZ

X
Supply Chain Reports

AI Models

___________________________

___________________________

___________________________



Demo -
AI Supply Chains
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Use Case: 
Secure Internet Access
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Secure Internet Access

BRKSEC-2143 69

ZTA for all internet destinations

• Secure traffic to all internet destinations (all TCP / UDP traffic)

➢ Unified Secure Internet Access (SIA) enforcement : SWG, FWaaS, DLP, Reserved IP
➢ Simplified client management : Single client-agent for both private and internet access 
➢ When a captive portal is detected, ZTA module will pause interception until it is remediated

• Consistent user identity : Zero Trust Access profiles provides distinct access experiences for 
different users / groups

• Global posture checks for internet destinations.
➢ Consistent posture attributes available for private and internet access
➢ Strong Device Bound User Identity using TPM Hardware and short-lived ACME Certificates
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Configuring ZTA for Internet Access
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Intercepting the end-user requests
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Debugging from the Activity Search

BRKSEC-2143 72



Wrap Up
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Understanding Use Cases

Visibility 

Use Case: Discover usage 
of cloud apps to understand 
risk and compliance. 
Generate reports based on 
usage, vendor, categories, 
and risk

Example: Your teams have 
zero to little visibility to cloud 
apps being used in your 
environment. 

Benefit: Reign in cloud app 
usage and monitor usage 
based on your specific 
organizational requirements

Control Access 

Use Case: Implement app 
controls on the activity level 
to prevent data exfiltration 
and limit access to cloud 
apps.

Example: Block access to 
unwanted cloud 
collaboration apps 

Benefit: Facilitate app usage 
for productivity while 
limiting data exposure & 
exfiltration

Data Protection

Use Case: Enforce guardrail 
policies for users to ensure 
no data is going to 
unsanctioned apps 

Example: Monitor, identify 
and block the prompts that 
may contain harmful 
intentions and scan near-
real-time to prevent  DLP 
violations

Benefits: Protect corporate 
data and IP. Be compliant 
with ever changing 
regulations  

Use Case: Detect and stop 
malicious intent  attempts 
behind large language 
models from your corporate 
network. 

Example: Mitigate malicious 
intent within apps such as 
DeepSeek, ChatGPT models

Benefit: Prevent your 
network from illegal usage 
of sanctioned AI agents 
using LLMs. 

Monitoring

BRKSEC-2143
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKSEC-2143
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKSEC-2143
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Thank you
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