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• Computer assisted with automated radar 
displays + aircraft transponders

• Route automation systems 

• Continuous monitoring and predictive 
control

20 years later…

• Controllers “build the picture” in their heads

• Highly manual and visual

• Hand-written flight progress strips

• Limited, regional situation awareness 
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Security Complexity Has Exceeded Human Capacity
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Connectivity and Security
Fundamental for every experience

Remote users

Managed and 
unmanaged devices

IoT devices

Web

Public SaaS apps

Private apps

Transition to Multicloud and SaaSHybrid work is the norm

Branch and campus 
connectivity

BRKSEC-2132
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Distributed Landscape
Makes secure connectivity challenging

BRKSEC-2132

Campus IoT/OT

Cloud providers

Security

Service providers

Colocation

41%

85%

86%

Say securing user access 

to cloud-based applications 

and mobile devices or 

cloud-based solutions is 

their biggest obstacle

Say they value 
simplicity when it 
comes to technology 
management

Branch User

See having a 
consistent operational 
model across on-prem, 
private cloud, public 
cloud, and SaaS as 
important

© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Source: Cisco Research

https://ebooks.cisco.com/story/accelerating-digital-agility-2021/page/1
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Enter your personal notes here

Catalyst 9000 Series Switching Family - …

Cisco Webex App

BRKSEC-2132

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until 14 November 2025.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKXXX-2132
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Key Customer Challenges

Threat Detection & Exploit Protection

Network Segmentation

AI Security

Kubernetes Security

Micro-segmentation

BRKSEC-2132
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A hybrid mesh firewall (HMF) is a multideployment mode 
firewall, including hardware, virtual appliance and cloud-based 

options, with a unified cloud-based management plane. 

HMF’s are designed to support hybrid environments and 
evolving use cases by offering mature continuous 

integration/continuous delivery (CI/CD) pipeline integration, 
native cloud integration, and advanced threat prevention 

capabilities extending to Internet of Things (IoT) devices and 
DNS-based attacks.

BRKSEC-2132

Gartner
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Cisco Hybrid Mesh Firewall

Threat Detection & Exploit ProtectionNetwork Segmentation Macro & Micro Segmentation AI Security

C U S T O M E R  S E C U R I T Y  O U T C O M E S

Security Use Cases

Network (L4 /L7) Zone based Segmentation 
• Dividing networks into application-aware zones
• Minimizing the attack surface
• Supporting zero-trust with granular controls and visibility

Macro & Micro Segmentation 
• Enforcing least-privilege access across networks and applications
• AI-driven security protection without sacrificing agility

DC Edge - Perimeter Firewall 
• Safeguarding north-south traffic by blocking external threats
• Supporting compliance and ensuring uninterrupted operations.

L4 Switch Fabric Segmentation
• Enabling distributed stateful segmentation and enforcement directly 

within the data center fabric
• Simplifying network security architecture and improving scalability and 

efficiency

AI Model Protection
• Safeguarding intellectual property and ensuring the integrity of AI-

driven decisions
• Supporting compliance with data and AI ethical standards and 

minimize financial and reputational risks.
 

Cloud Edge  
• Delivering consistent, automated, and scalable security across 

hybrid/multi-cloud environments
• Reducing operational complexity and enhances threat visibility

BRKSEC-2132
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Cisco Hybrid Mesh Firewall

Threat Detection & Exploit ProtectionNetwork Segmentation Macro & Micro Segmentation AI Security

C U S T O M E R  S E C U R I T Y  O U T C O M E S

Security Use Cases

Network (L4 /L7) Zone based Segmentation 
Secure Firewall 

Macro & Micro Segmentation 
Secure Workload
Hypershield

DC Edge - Perimeter Firewall 
Secure Firewall

L4 Switch Fabric Segmentation
Hypershield

AI Model Protection
AI Defense

Cloud Edge  
Multicloud Defense, Cisco Secure Access

BRKSEC-2132
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Security Cloud Control Strategy

SECURITY CLOUD CONTROL

Secure
Firewall
Secure
Firewall

Secure
Workload
Secure

Workload
Isovalent  
Runtime 

Protection

Isovalent 
Runtime 

Protection 

TetragonTetragon Third-Party 
Firewall

Third-Party 
Firewall

ACI
Secure 
RouterSmart SwitchesSmart Switches

DPU

Hypershield

Secure 
Access

                         

      

BRKSEC-2132
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Security Cloud Control Outcomes
Unified Management Solution

One Experience Simplified Tenancy

• Cross-product trust – 
no manual integrations

• Extends to MSPs who 
don’t want to provision 
and manage individual 
products

Role-Based Access

• Configure permissions 
once per user

• Manage access 
control/compliance 
auditing centrally, 
reduce potential 
misconfiguration

• Take advantage of IDP 
integration and group 
mapping

Shared Services

• Portfolio convergence 
around identity and 
subscription concepts

• Enables common 
frameworks for hybrid 
deployment (Policy, 
network, posture)

• Common services 
(search, notifications, 
AI) extend across all 
products

• Common User experience 
across products 

• Centralized onboarding 
and provisioning

• End-to-end product 
interactions (e.g. Universal 
Zero Trust Access)

BRKSEC-2132
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Connecting to various Policy Enforcement Points

Security Cloud 
Control

FTD Smart 
Switch

3rd Party 
Firewalls

Cloud

On 
Premise

MCD/FTDv
Cisco Secure 

Workload

Secure Access

Security Cloud 
Control

BRKSEC-2132
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Security Cloud Control Overview

Platform Services

AI Defense

Firewall

Multicloud Defense

Secure Access

Secure Workload

Hypershield

Mesh Policy

Products

Platform Services: Role based access control, subscription management, shared objects 

Product Insights

Products

Platform

BRKSEC-2132
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Demo

BRKSEC-2132
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Security Controls at every juncture
Of user, device and applications interaction

Securely connect campus to Internet 
and SaaS apps, and employees to 
private apps

Secure Access + Secure Firewall

Get inline threat inspection at workload, 
microservice, and switch port

Hypershield / Secure Workload

Secure connectivity between campus, 
branch, and private cloud via SD-WAN

Secure Firewall

Apply full security stack (IPS, WAF, 
DLP at virtual public cloud (VPC) edge

Multicloud Defense

Internet
Public SaaS 
Applications

CustomersEmployees

Campus / Branch

Private Cloud

K8

K8

EC2

λ

Secure 
Access

                         

      

Hypershield

Secure 
Firewall

Segment 

Secure 
Firewall

HypershieldSecure 

Workload
Hypershield

Multicloud 
Defense

BRKSEC-2132
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Security Cloud Control Firewall Management

Access comprehensive insights
across all firewall and security deployments

Enable prompt issue resolution 
through a live view of network traffic and 
security events

Empower informed decisions 
with operational insights from network data

Gain end-to-end visibility from a single screen

BRKSEC-2132



© 2025 Cisco and/or its affiliates. All rights reserved.

1. Challenges with exploitation

Exploitation is 
pervasive

New exploits appears daily

Cannot throw enough bodies 
at manually crafting coverage

Increasing demand for 
covering classes of threats 
instead of atomic threats

Block classes of vulnerabilities

SnortML

Insights from 
encryption

Trained against millions of URLs

Extends Snort’s industry-leading IPS 
capabilities

AI/ML-driven modeling 
of classes of 
vulnerabilities

BRKSEC-2132
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SnortML

SnortMLData set

Talos Threat 
Intelligence

Publicly available
data

Incoming 
traffic flow

Model 
Comparison

High confidence

Flow is blocked

Low confidence
Flow is allowed

LSP

BRKSEC-2132
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Demo

BRKSEC-2132
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2. Challenges with encryption

Encryption is 
pervasive

Hidden threats easily pass 
through the firewall

Decrypting and re-encrypting 
consumes resources and 
affects performance

Decryption is not always 
possible due to privacy and 
compliance concerns

See and block hidden threats

Encrypted Visibility Engine

Insights from 
encryption

AI/ML-driven detection of apps 
and malware in encrypted traffic

High performing, preserves privacy, 
complementary to decryption

Support for TLS, HTTP 
and QUIC with research 
for more protocols

BRKSEC-2132
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Encrypted Visibility Engine 
Risk-based intelligent decryption, powered by Cisco Encrypted Visibility Engine 

High risk

Low risk

Medium risk

Decrypt and inspect further

~0.6% of flows

~3.4% of flows

~96% of flows

EVE Risk 
Score

BRKSEC-2132
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3. Zero Trust Access
Single Policy, Distributed Enforcement

Resources

ZT
Proxy

Cisco Firewall

Customer Premises

Resource 2 
Private Only

Resource  1 
Optimized

Resource 1 
Optimized

Roaming Users

Resource 2
Private Only

Policy

ZT
Proxy

Backhaul 
Gateway

Secure Access

Policy 
Enforcement

Resource 
Connector

• Same experience in office and remote  • Resilient with Failover to on-prem firewall • No sensitive traffic through cloud access

BRKSEC-2132
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4. AIOps
Cloud service – supports insights for on-premises 
and cloud delivered firewall management centre.

Key capabilities:

• Optimize policies using Policy Analyzer and Optimizer

• Prevent misconfigurations and enhance security posture 
with Best Practice Recommendations

• Provide root cause analysis and forecast patterns using 
predictive analytics with Summary Insights

• Leverage capabilities to their full potential using Feature 
Adoption

• Upgrade recommendations and visibility into 
vulnerabilities and bug fixes using Software Upgrade 
Planner

• Experience seamless interactions with Cisco AI 
Assistant

• Requires FMC 7.2+ • Recommended release FMC 7.6+

BRKSEC-2132
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Traditional Policy Management

Data center A

Data center B

Public cloud

Multiple vendor 
user interfaces

• Policy configuration is device-by-device 

• Translating one intent to multiple policies 
across vendors takes time and is error-
prone

• Adding firewall devices over time makes the 
problem exponentially worse 

Solving these challenges requires a 
different approach

BRKSEC-2132
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Mesh Policy Engine
Extending policy to non-Cisco enterprise firewalls

Data center A

Data center B

Public cloud

BRKSEC-2132
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Mesh Policy Engine Architecture

Security Cloud Control

Mesh Policy 
Engine

Admin

ASA

FTD*

3rd Party Firewall

Firewall 
Management 

Center

SCC FW

IPSec Tunnel

Supported Devices: 
Limited Availability: ASA, Palo Alto Networks, Juniper SRX, Fortinet, AMD Pensando
*General Avaialbility: FTD and Multicloud Defense

BRKSEC-2132
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Mesh Policy Engine Components

Collection of rulesets and objects adhering to the 
security requirements 

Policies

Centralized namespace for grouping and managing 
associated security policies, rulesets and objects

Managers

Enforcement points where the security policy is 
applied. E.g. ASA interface

Install Targets

Objects for referencing IP addresses that subject to 
dynamic changes 

Dynamic Groups

Collection of change commits made to a policy 

Changesets

BRKSEC-2132
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Multicloud Defense
Combining multicloud networking, automation, and cloud-native network security controls

Centralized Management 

Multi-region and Multi-AZ architecture

Autoscale and Auto Heal 

Gateway lifecycle management

Traffic engineering

Unified dynamic policies

BRKSEC-2132
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Deployment Workflow

STEP

01

STEP

03

STEP

02

Discovery
Discover the cloud by deploying the cloud formation 
script provided in your Multicloud Defense tenant. All 
the IAM privileges will by configured to enable the 
controller for the upcoming tasks

Visibility
Enable traffic visibility on specific VPCs to allow for 
more insights into the traffic in and out of your account.

Protection
Using the traffic visibility, thread feed information, or 
simple policy requirements your cloud application 
have to follow to build policies around your 
application. Attach the policy to the gateways. DONE 

BRKSEC-2132
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Capabilities

Ingress 
Gateway

Reverse Proxy
TLS decrypt
WAF – L7 DoS
IDS / IPS
Antivirus 
Geo IP 
Malicious IP

Egress 
Gateway

* No TLS decryption is needed

URL filtering 
Forward proxy
TLS decrypt
FQDN filtering*
FQDN-based firewall policy 
DLP
IDS / IPS
Antivirus
Fully orchestrated IPsec VPN 
(site-to-cloud & cloud-to-cloud)

FQDN filtering
IPS / IDS
Antivirus
Segmentation
FQDN-based firewall policy
TLS decrypt 

Single Pass Architecture

Instance Size
2, 4, and 8 vCPU 

Availability 
AWS, Azure, GCP and OCI

Modes 
Proxy and Forwarding

Use Case

Egress Inspection

East/West Inspection

Multicloud Networking 

Ingress Inspection

BRKSEC-2132
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FTDv as Gateway

VPC A

Applications

VPC B

Applications
Gateway 
Load Balancer

Gateway 
Load balancer 
Endpoint

VPC attachment

Internet 
Gateway

Network 
Load Balancer

VPC attachment

Transit 
Gateway

Service VPC

Internet

Cisco Secure 
Firewall

Cisco Secure 
Firewall

• Egress and East-West currently available
• Ingress on Roadmap

Orchestrating Cisco Secure Firewall in AWS – 
Blue area includes the orchestrated components.

BRKSEC-2132
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Supported Architectures

Centralized Security Model Distributed Security Model Combined Security Model

BRKSEC-2132
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Demo

BRKSEC-2132
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ankaushi@cisco.com 
CCIE Security #23790
23 Years in Industry, 20 with Cisco
TAC – Presales - Channels
Drive end to end Security 
Enablement
Lives in Melbourne and like outdoors

BRKSEC-2132

Your Speaker
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of breaches 

leveraged identity 
as a key component

80
percent

In a Zero Trust World, Identity Is the 
First Line of Defense

Source: Cisco Talos Incident Response Data 2023-2024

BRKSEC-2132
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Traditional ZTNA was Designed for a Different Time 
and Different Needs

BRKSEC-2132
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Zero trust network access (ZTNA) is a 
product or service that creates an identity- 

and context-based, logical access boundary 
around an application or set of applications. 
The applications are hidden from discovery, 
and access is restricted via a trust broker to 

a set of named entities. 

Gartner

Zero Trust Network Access (ZTNA)

BRKSEC-2132



© 2025 Cisco and/or its affiliates. All rights reserved.

Traditional ZTNA: Work from home solution

Managed devices, 
private apps

Private appsP

Different policies 
for home versus office

Blind trust between 
authentication and access

Blind Trust

STEP 1

Authenticate
STEP 2

Access

Managed

Policy A: 
Strict access control

Policy B: 
Direct access

Remote

In office

BRKSEC-2132



© 2025 Cisco and/or its affiliates. All rights reserved.

Application of Zero Trust Network Access 
(ZTNA) principles to both remote and on-

campus networks, ensuring a single security 
policy, consistent user experience, simpler 

troubleshooting, and improved efficiency.  It 
extends beyond ZTNA, which often focused 

primarily on remote access, to encompass all 
users regardless of their location

Gartner

Universal Zero Trust Access

BRKSEC-2132
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Things and agents 
are people too

Managed

Native experience
Popular mobile devices and Google Chrome

Unmanaged

Remote

In office

Every device, people, things, 
agents everywhere

Private appsP

Cisco Zero Trust Access

BRKSEC-2132
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No hairpinning

Edge
Appliance

X

P

T

Internet apps

SaaS apps

Traditional apps

Private apps
Remote

In office

One policy, all apps, 
no hairpinning

Every device, people, things, 
agents everywhere

One client. 
Multiple functions.
ZTA

VPN

Device posture

SIA, DNS

Network/Endpoint Visibility

Digital Experience Monitoring

We do the plumbing

STEP 2

Access
STEP 1

Authenticate

Seamless user to 
app experience

No blind trust with 
Identity Intelligence

Continuously assess you are 
who you say you are

Enabled by 
the network

Works with 
existing IDPs

Passport
Frustrate attackers, not users

Private appsP

Cisco Zero Trust Access

BRKSEC-2132
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Cisco Zero Trust Access on 3 core differentiators

• Zero Friction – Seamless access for users 
and integrated operations for admins.

• Zero Imposters – Continuous identity and 
trust verification that stops Identity attacks.

• Zero Blind Spots – Complete visibility 
and protection across users, devices, 
apps, and now AI.

Zero 

Trust 

Access 

Zero 
Imposters

Zero Friction

Zero 
Blind Spots

BRKSEC-2132
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Zero downtime:
Experience and Policy Assurance

Internet Apps

Private Apps

SaaS Apps

Traditional Apps

Zero friction: 
We do the plumbing. 

Zero impostors:
Identity Trust

Every device, person, 
thing, everywhere

Consistent Security:
Security Service Edge

Cisco Zero Trust Access

BRKSEC-2132
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CAMPUS HOME REMOTE

Same experience in office 
and remote

Resilience with fail-over to 
on-prem firewall

No traffic to sensitive apps 
flows through Cisco cloud

Hybrid Private Access*

BRKSEC-2132
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Hybrid Private Access for flexible enforcement – Now GA
Single Policy, Distributed Enforcement

Policy

Resources

Secure Access

ZT
Proxy

Cisco Firewall

Customer Premises

Backhaul 
Gateway

Resource 2
Private Only

Resource 1
Optimized

Resource 1
Optimized

• Optimal connectivity based on user 
location

• Enterprise privacy for sensitive 
resources

• Resiliency in case of catastrophic 
Cloud Outage (future addition)

Roaming Users

Resource 2
Private Only

ZT
Proxy

FTD

BRKSEC-2132
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We are experiencing rapid adoption of AI

I N N O V A T I O N  A T  S C A L E

1970s–2000s

Computing
1990s–2007

Internet
2007–2010/15

Mobile
2012–2017

Cloud
2022–2025

AI

Generative AI

Agentic AI

AGI?

30%+ of publicly listed companies mention AI use in their quarterly earnings calls

BRKSEC-2132
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Profanity Indirect prompt injection

SecuritySafety

Infrastructure compromise

IP theft

Meta prompt extraction

Prompt injection

Model theft

Training data poisoning

Sensitive information disclosure

Data exfiltration

Model denial of service

Cost harvesting / repurposing

Harassment

Hallucinations

Hate speech

Off-topic

Toxicity

Social division & polarization

Self-harm

Financial harm

BRKSEC-2132
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What are the risks?
Generative AI models are non-deterministic

User

Application

Model

Data

Infrastructure

AI Application Amplified Risk Vectors

Business & reputational harm

Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance

BRKSEC-2132
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Security for AI

Using AI Apps Developing AI Apps

BRKSEC-2132



© 2025 Cisco and/or its affiliates. All rights reserved.

Visibility

1200+ AI applications

Leakage prevention Compliant use

Cisco AI Access

Securing the use of AI

BRKSEC-2132
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Using AI apps

Classification: Safety Guardrail

Toxicity

How to make a bomb

Classification: Safety Guardrail

Privacy

Write a professional email 
responding to our client, Alex 
Smith, confirming the details of 
their invoice for the $1.2M deal 
with ACME Company.

BRKSEC-2132
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AI Access Demo

BRKSEC-2132
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Developers are users too

BRKSEC-2132
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Stop risky models before they start

Malicious code IP compliance Origin compliance

Pre-use enforcement

BRKSEC-2132
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Supply Chain Risk Management - Demo

BRKSEC-2132
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Employees

Protecting Usage of Third-Party AI Apps

Cisco Secure Access

Input Guardrails
Prompt Injection

PII, PHI, PCI
Off-Topic

---

Output Guardrails
Code Detection

Hate Speech
Specialized Advice

---

Enterprise Network Traffic

✓    X

✓    X

1,200+ Third-Party AI Apps

Access 
Control

AI Guardrails

Multimode 
DLP

Cloud Malware 
Detection

Zero-Trust 
Proxy

BRKSEC-2132
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AI- Supply Chain Management  Demo

BRKSEC-2132
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Introducing Cisco AI Defense

Security for businesses developing AI applications

BRKSEC-2132
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Cisco AI Defense

A three-step framework for
developing secure AI applications

Discovery

Uncover AI assets including models, 
agents, and datasets

Detection

Test for AI risk, vulnerabilities, and
susceptibility to attack

Protection

Define guardrails that secure data and
defend against runtime threats

Unified management with Cisco Security Cloud Control

BRKSEC-2132
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AI Defense: Coverage across the AI lifecycle

AI Cloud
Visibility

Identify AI assets

Inventory the Al models, 
agents, and connected data 
sources across distributed 
environment to understand 
usage and gauge risk.

AI Supply Chain 
Risk Management *

Scan for threats

Scan model files, repos, 
and MCP servers to 
proactively block malicious 
or unsafe AI assets before 
operations are impacted.

AI Model & App 
Validation

Detect the vulnerabilities

Identify safety and security 
vulnerabilities across 
models at scale with 
algorithmic red teaming 
technology.

AI Runtime 
Protection

Mitigate threats in real time

Protect production Al apps 
and agents with guardrails 
embedded in the network. 
Block attacks and harmful 
responses in real time.

Discovery Detection Protection

* AI Supply Chain Risk Management is in Beta

BRKSEC-2132
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The AI Defense Solution

Cisco AI Threat Research Labs

Cisco 
Security Cloud Enforcement Points

Multicloud Defense Gateways

Secure Access AI Guardrails

End User

Employee

Model
Providers

Custom
AI Apps

Connected
Data Sources

AI 
APPLICATION 

SECURITY

Third-party
Apps

Copilot

Multicloud Defense Cisco AI Defense

AI Defense Gateway

AI Defense API

Multicloud Defense Cloud Visibility

Secure Access

AI Model & Application Validation

AI Runtime Protection

AI Access

Cisco AI Defense

AI Cloud Visibility

SHADOW AI

BRKSEC-2132
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Demo – Prompt Injection

BRKSEC-2132
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AI Defense with Guardrails

BRKSEC-2132
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AI Defense Event Details

BRKSEC-2132
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Resources

• AI Defense webpage: 
https://www.cisco.com/go/ai-defense

• State of AI Security report: 
https://learn-cloudsecurity.cisco.com/state-
of-ai-security-report 

• AI defense Datasheet:
https://www.cisco.com/c/en/us/products/colla
teral/security/ai-defense/ai-defense-ds.html 

What does the AI threat landscape look like?
http://cs.co/aitaxonomy 

BRKSEC-2132
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Sushil Choudhary
suschoud@cisco.com

• 20 years as Security practitioner, 16 in Cisco | 4 with partners 

• Started in TAC fixing PIX 5.x code

• CCIE# 20683 | CISSP# 618510

• Beer enthusiast & a camper

• Melbourne based, currently working as a Solutions Engineer with VIC 
& SA Enterprise customers

• Interest in understanding pain points and map it to an architecture 
within Cisco’s (vast) security portfolio.
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-

Application Workload- Evolution
Workload sprawl is complex

Hybrid

Private Public

Before 2006 2006 2014 2016 2021

Virtual 
Machine

Public 
Cloud

Maturing of containers

K8s Mainstream 
adoption

Serverless and 
mo  …

Bare Metal

2022
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How do I secure an Application Workload
Using Network Security Controls

Simple right? 

Datacenter
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Securing Application Workloads
Using Network Security Controls

Datacenter

But what if it gets compromised?
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Securing Application Workloads
Using Network Security Controls

And this is only a part of the story…….
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Securing Application Workloads
Using Network Security Controls

Initial Access1

Lateral 
Movement

2

Priv escalation3

Exfiltration4
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Application Workload is-

Network 
Engineer

• Vlans/VRF

• Subnets

• Contracts

Firewall 
Engineer

• Zones

• Subnets

• ACLs

App-tier

DB-tier

Front-end

Application 
Owners

• Service

• Application

• Workload

Cloud Engineer

• VPC

• Subnets

• Security Groups

Cloud-Native
Engineer

• Namespace

• Service

• CNI

We all have our views
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Segmentation and policy control challenges

Organizational Challenges

People

Process

Technology

Multiple teams, 
organizations and 

environments

Inconsistent islands 
of policy controls 

across environments

Network 
Security

NetSec Admin DevSecOps

Cloud-Native 
Security

Cloud Architect

Cloud 
Security

Server/VM Admin

Workload 
Security
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Segmentation and policy control challenges

Organizational Challenges

People

Process

Technology

Multiple teams, 
organizations and 

environments

Inconsistent islands 
of policy controls 

across environments

Server/VM Admin

Workload 
Security

Network 
Security

NetSec Admin DevSecOps

Cloud-Native 
Security

“The Policy Puzzle”
Cloud Architect

Cloud 
Security
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Secure Workload – Zero Trust Segmentation

Centralized Policy Control Plane

Distributed Enforcement Data Plane

Secure 
Workload

Policy Discovery 3 Policy 
Decision 
Point

Policy Engine

Policy AdministratorPolicy Analysis 4

Visibility1 Enforcement5

Host Cloud Network

Untrusted

PEPPEP PEPPEP

PEPPEP PEP

Policy Enforcement Point

SystemsUsers

Resources

2

Discovery/Context

Labels

ServiceNow

Infoblox and DNS

VMware

AWS/Azure/GCP

Threat Intelligence

Active Directory

Identity Services Engine

Secure ClientPEP PEP PEP

BRKSEC-2132



© 2025 Cisco and/or its affiliates. All rights reserved.

Solving the puzzle with Secure Workload!

Centralized Policy Control Plane

Distributed Enforcement Data Plane

Secure 
Workload

Policy Discovery 3 Policy 
Decision 
Point

Policy Engine

Policy AdministratorPolicy Analysis 4

2

Discovery/Context

Annotations

ServiceNow

Infoblox and DNS

VMware

AWS/Azure/GCP

Threat Intelligence

Active Directory

Identity Services Engine

Secure Client

Visibility1 Enforcement5

Host Cloud Network

Network 
Security

Workload
Security

Cloud 
Security

Cloud-Native 
Security

Fitting the pieces together

Untrusted
PEPPEP PEPPEP

PEPPEP PEP

Policy Enforcement Point

SystemsUsers

Resources

PEP PEP PEP
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Discovering and Analyzing Your Policies Demo
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Enforcing your Unified Macro and Micro Segmentation 
Policies Demo
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Cisco acquires Isovalent

BRKSEC-2132
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What is                 ?

•Makes the kernel programmable

•Allows bespoke, dynamic changes to kernel behavior

•Enables high performance, low overhead infrastructure tools

BRKSEC-2132
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How do operating systems work?

Kernel layer

Physical layer

User layer
App 1 App 2 App Y

Network Storage Memory

Server physical components

No direct calls

System calls
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eBPF – Foundation of Hypershield

Kernel layer

Physical layer

User layer
App 1 App 2 App Y

Network Storage Memory

Server physical components

Network filtering

Observability

Security policy

eBPF

What Javascript is 
to the browser, 
eBPF is to the kernel.
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Kernel layer

Physical layer

User layerApp 1 App 2 App Y

Network Storage Memory

eBPF – Foundation of Hypershield

Server physical components

Network filtering

Security policy

eBPF

• Kubernetes networking

• Load balancing

• Kubernetes services

• Identity-based security

• L7 policies

• Dependencies map 
(service and flows)

• Monitoring and 
alerting

• App monitoring

• Monitor process execution

• Runtime security policies

• Real time enforcement

Observability

BRKSEC-2132
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•WHAT IF …

We could build on the strong foundation of eBPF to create

a dynamic, distributed, and high-performance
security solution … running on both the host
as well as within the network?

Cisco HYPERSHIELD

BRKSEC-2132
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Hypershield Architecture

End system kernel enforcer
(Tesseract Security Agent)

• Linux workload

• Kubernetes node

• Windows Server

Cisco Security Cloud Control

Multi-domain

Public Cloud Private Cloud

Network-based enforcer

• VM (Virtual Machine) appliance

• Network switch port

• Server DPU NIC

Library of enforcement points

Includes

• Unified management

• Single global policy

• Intelligent placement
of shields

• Integrations with 
cloud/app/infra metadata

Environments

• Kubernetes

• Cloud – Private/Public

• On-prem
Future

Future
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Cisco Nexus Smart Switches 
with DPUs

• NXOS handles images for both Cisco NXOS and the 
DPU

• NXOS provides the L3 connectivity for the 
Hypershield Agent 

• The Hypershield agent receives Firewall 
configurations and policies from Security Cloud 
Control and pushes them to the DPU complex that 
in-turn configures firewall rules on DPUs

• The Hypershield Agent also collects firewall flow 
information from the DPU complex, construct firewall 
flow logs and exports them

Cisco OS

DPU OS

DPU-N

Cisco NX-OS

DPU HW

DPU OS

DPU-1

DPU HW

DPU OS

PCIE

NX API/CLI/ REST/GRPC

Cisco HW

Hypershield Agent

Security Cloud 
Control

Ethernet

Ethernet

x86

External I/F

S
e

rv
ic

e
 E

th
e

rn
e

t 
I/

F

U S E  C A S E  –  L 4  Z O N E  S E G M E N T A T I O N
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Secure the Data Centre - Network based enforcer

U S E  C A S E  –  L 4  Z O N E  S E G M E N T A T I O N
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Key Takeaways

• Unify Security Management: Simplify multi-deployment operations with Hybrid Mesh Firewall and Security 
Cloud Control.

• AI-Driven Threat Defense: Use SnortML and Encrypted Visibility Engine to detect and prevent advanced, 
hidden threats.

• Automate Policy Control: Apply consistent policies across Cisco and third-party firewalls with Mesh Policy 
Engine.

• Secure Hybrid Access: Deliver seamless user protection anywhere with ZTNA.

• Zero Trust & Segmentation: Enforce least-privilege access through Secure Workload and Hybrid Mesh 
Firewall.

• Future-Proof with Hypershield: Harness eBPF for high-performance, distributed security at the kernel and 
network layer.
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKSEC-2132
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKSEC-2132
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