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Before We Begin Pact
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Migration Workflow
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•  Identify stakeholders

• Create User Acceptance Test Plan

• Download the Firepower Migration 
Tool/Security Cloud Control

• Choice of Firmware

• Provision the *FMC & FTD

• Install the Secure Firepower Migration 
Tool

Getting Started

•   Upload the config/Connect Source 
device to FMT

• Select the features to migrate

• Optimize/Validate/Review the migrated 
config

• Push the migrated config to FMC

• Deploy the config from FMC to FTD

• Static Validation of User Acceptance 
Test

Pre-
Migration • Dynamic Validation of User Acceptance 

Test

• Monitor Device & Network health

• Create Baseline 

• Customize Health policy

• Housekeeping & Best Practices

Post-
Migration



Getting Started
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Behind the Scenes
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Identify 
Stakeholders

01
Installation 
(FMC,FTD & 
FMT)

02
Software 
Conformance

03
Version 
Compatibility

04
Features 
Available

05
User 
Acceptance 
Test

06
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Firepower Migration Tool
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Air gapped version available on demand

System & File Permissions 

Pop-Up Blockers (Authentication in browser)

Always run the latest version of Firepower Migration Tool (Uninstall any older 
versions)



Pre-Migration Phase
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FMT Navigation
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Source Device Selector

The console must stay open while the Secure Firewall Migration Tool is open and running
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FMT Navigation
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Guidelines & Instructions 
specific to the source firewall 
vendor selected

Ensure the right config extraction methods are used based on source device
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FMT Navigation
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Migration Progress/Stage

Source DeviceExtraction Method

VSYS Config extracted
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FMT Navigation
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Selected VSYS for migration

Summary of Parsed Config
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Pre-Migration Report

Pre-Migration report provides insights into corrective actions if there are any errors identified in config

Overall Summary

• Summary of the config that is successfully migrated.

• Policy names, Rule counts, Objects, Logical interfaces, Applications, Static routes, VPN config etc.

Config lines with errors

• Information about configuration elements that couldn't be migrated successfully due to parsing 
issues by the FMT

• Network Objects, Routes etc. (Fix them and re-upload the config file from source device)

Ignored configurations

• List of all the configuration elements that are ignored by FMT during migration

• Review these lines, verify whether each feature is supported in FMC

BRKSEC-2058
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Target Selection

BRKSEC-2058

Migration Progress/Stage

Choice of FMC
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Target Selection

BRKSEC-2058

List of registered devices on FMC

Option to proceed without FTD
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Feature Selection
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Available Features for migration

Enable this to ensure that unused objects are not migrated and only referenced one are migrated
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Interface Mapping

BRKSEC-2058

Migration Progress/Stage

Ensure that number of interfaces on FTD is greater than or equal to Source Device interface

Source Device Interface List 

FTD Device Interface List 
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Zones Mapping

BRKSEC-2058

Inside

Outside

DMZ

VPN

Prod

Staging

Servers

Guest

This would auto-create 
zones identical to Source 
Device Zones

Manual zone creation

Migration Progress/Stage
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Application Mapping (1/2)
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Migration Progress/Stage

Auto Mapping of Applications



© 2025 Cisco and/or its affiliates. All rights reserved.

Application Mapping (2/2)
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Migration Progress/Stage

Manual mapping for apps that 
are not auto-mapped

Complete list of applications is available at https://appid.cisco.com/ 

http://appid.cisco.com/
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Optimize, Review & Validate
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Migration Progress/Stage
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Analysis

BRKSEC-2058
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Optimization Actions

BRKSEC-2058

• Do not migrate : Rules are not pushed to FMC

• Migrate as disabled: Rules are pushed to FMC 
but marked as disabled, this means it will not 
be deployed to FTD
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Summary
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Config Push

BRKSEC-2058

Migration Progress/Stage

Different config 
components

Configure sleep settings to prevent FMT failures during large configuration migration
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Post-Migration Report

Migration Summary

• Configuration that are successfully migrated.

• Useful to compare with pre-migration report for differences.

Selective Policy Migration

• Details of feature selected for migrations

Migration Conversions

• Network/Service object handling

• Partially migrated & Unsupported configurations with reasons

• Expanded Access Control Rules

BRKSEC-2058
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Static & Dynamic Validations

Static Checks

• Packet tracer

• Policy Analyzer Optimizer

• Best Practice 
Recommendations

• System Health

• Baseline

Dynamic Checks

• Elephant Flow Detection

• Configured Traffic Blocks

• System Health

• Application Performance

• Baseline

• Update any static routes which refer to the IP address (If IP address scheme is changed)
• For dynamic routing protocols, ensure that neighbors see FTD IP as the next hop for expected destinations
• Clear the Address Resolution Protocol (ARP) cache on the surrounding switching infrastructure

Session ID: BRKSEC-2058BRKSEC-2058
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What’s Shipping

FMC 7.4.0

Source

• 11XX: 1120, 1140 & 1150

• 21XX: 2110, 2120, 2130 & 2140

Target

• 31XX: 3105, 3110, 3120, 3130 & 
3140

FMC 7.6.1

New Source

• 41XX: 4110, 4120, 4140 & 4150 (M4 
Blades)

• 93XX: SM24, SM36 & SM44 (M4 
Blades)

Target

• New 42XX Series: 4215, 4225 & 
4245

FMC 10.0.0

New Source

• 41XX Series: 4112, 4115, 4125 & 
4145 (M5 Blades)

• 9300 Series: SM40, SM48 & SM56 
(M5 Blades)

• 1010 Series

Target

• New 12XX Series: 1210CE, 1210CP 
& 1210CX

• New 61XX Series: 6160 & 6170

• New 220 Series

BRKSEC-2058

All the source and target devices are forward compatible
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Before We Begin

BRKSEC-2058

• Registered to same FMC(domain)

• No active tasks (Deployments, domain movement, import/export)

• Change the IP addresses of the interfaces if the source device is live, as they are copied to the target device from 
the source device. 

• Update NAT policies with the modified IP addresses.

• Re-enroll the device certificates, if any, on the target device.

• Configure HA parameters such as monitored interfaces, failover trigger criteria, and interface MAC addresses. 

• Configure the diagnostic interface as it gets reset after migration.

• Configure SNMP using the platform settings for the device.
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Getting Started

BRKSEC-2058
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Device Selection

BRKSEC-2058

Target Device Version must be same 
or higher than Source Device Version

Mode of the device should be 
identical on Source and Target

Forward Error Correction is available on 25G/100G interfaces on 31XX/42XX platforms



© 2025 Cisco and/or its affiliates. All rights reserved.

Chassis Manager Details

BRKSEC-2058

CL-FTD

CL-FTD

This step is applicable for 4100/9300 devices to extract config done from chassis manager
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Chassis Manager Details

1. PO Configurations

2. Interface attributes

BRKSEC-2058
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Interface Mapping

BRKSEC-2058

1 2 3

1

2

3

Interface Attributes from the Target Device are retained. Default 
Option
Interface Attributes are copied from Source to Target 
Device
Interface Attributes are customized from their default settings

Interface Attributes

Speed, duplex, and auto negotiation values are set to default if copied values are incompatible
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Interface Mapping Summary

BRKSEC-2058

Only Data interfaces are listed for interface mapping
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Migrate

BRKSEC-2058

The device will not be automatically deployed as part of the process; it will just be configured

1. Post reviewing the interface summary. Proceed with “Submit”

2. Click “Submit” to initiate the migration task

3. Progress can be monitored through task notification

4. Once completed, user is notified along with “Download Report” 
option

CL-FTD



FMC Migration



On-Prem Model Migration



© 2025 Cisco and/or its affiliates. All rights reserved.

Prepare for Migration

BRKSEC-2058

Model Migration Path: Supported Paths

Model Migration Path: Supported Paths

• Target FMC should not have managed devices

• Target FMC should not be a part of High availability 

• FTD registration, Deployment, & Backup should not be running during migration

• Supported migration path from the source to target FMC

• Classic license is not available for FMC Version 7.6+,as NGIPS is not supported

• Backup Availability

https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc_model_migration/b_FMC_Model_Migration_Guide/about_fmc_model_migration.html#id_111597
https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc_model_migration/b_FMC_Model_Migration_Guide/about_fmc_model_migration.html#id_111597
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Migration Workflow (Pre 10.0.0)

BRKSEC-2058

Before model migration, you must delete existing classic licenses.
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Migration Script

BRKSEC-2058

• Log in to the target management center CLI.

• Run the expert command to switch to expert mode. 

• Execute the migration command:

 /var/sf/bin/sf-migration.pl backup_file_path 

• Example: 

root@firepower:# /var/sf/bin/sf-migration.pl /var/sf/backup/source_local_backup
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Post Migration Activities

BRKSEC-2058

• From Version 7.4.x, update the following parameters, as needed:

• IP address of the target FMC.

• If the IP address of the FMC changes, edit the FMC Address in the threat defense devices. 

 *This is not required if the management center can reach the threat defense device. 

• Licensing

• Smart Licensing: Deregister the licenses from the source FMC and register the licenses in the target FMC. 

• Classic license: Contact TAC to regenerate the license using the new MAC address of the FMC. 

• After migration, if you want to manage a different group of FTD in the source FMC:

• Ensure that source FMC cannot reach the stale FTD.

• Delete the stale FTD that are now managed by the target FMC
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Migrating to Public Cloud

BRKSEC-2058

• Use reserved static public IP addresses instead of default public IP addresses.

• Use FQDN/DNS name because it can be moved across the public IP addresses.

• If you do not want to update the public IP address of the target management center virtual, run the following 
command in the threat defense device CLI: 

 configure manager add DONTRESOLVE any_key any_key_for_nat_field_input 

• Before you run the above command, ensure that the management center virtual can connect to the threat defense 
device.

• If you do not perform the above operations, you must update the management center virtual IP address on the 
threat defense device using the following command in the threat defense device CLI: 

 configure manager edit fmc_uuid displayname fmc_ipaddress 
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TAC Insights

BRKSEC-2058

Category Error Message Remediation

Hardware/Software 1. No migration path exists
2. Interface count mismatch
3. Migration data size is greater than 

the storage space of the target 
management center

4. Software version, SRU, LSP and VDB 
mismatch

1. Migration path not supported
2. Source & Target should have same 

number of interface
3. Increase the size of target 

management center
4. Ensure software conformance

Licenses 1. Device count is more than XXX
2. Out of compliance
3. Unable to communicate to licensing 

server

1. Licenses for managed device is less. 
2. Insufficient licenses/unable to connect 

to licensing server
3. Connectivity issue (Proxy connection)

Connectivity 1. Devices not registered after migration
2. Devices show disabled on FMC
3. Policy Deploy failures

1. Check port requirements on 8305
2. IP and Port connectivity from target 

FMC
3. SFTunnel connectivity (8305)

Backup/Restore 
Failures

1. Database corruption
2. Version mismatch

1. Reach out to TAC for assistance
2. Software Conformance
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New Migration Workflow (10.0.0)

BRKSEC-2058

Option to migrate the 
Management Center

Option Available 
under

Insights & Reports
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New Migration Workflow (10.0.0)

Live Connect to Source FMC 
(Connected Mode)

Upload Backup

Bundle Mode

BRKSEC-2058
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New Migration Workflow (10.0.0)

7.6.0 10.0.0

If events are needed

Hardware & Software Details

BRKSEC-2058
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New Migration Workflow (10.0.0)

BRKSEC-2058
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New Migration Workflow (10.0.0)

Phases of migration

BRKSEC-2058
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New Migration Workflow (10.0.0)

BRKSEC-2058
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New Migration Workflow (10.0.0)

BRKSEC-2058
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New Migration Workflow (10.0.0)
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New Migration Workflow (10.0.0)
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New Migration Workflow (10.0.0)

BRKSEC-2058
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New Migration Workflow (10.0.0)

BRKSEC-2058



Migrating FTD to cdFMC
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Prepare for Migration

BRKSEC-2058

• Upgrade the on-premises FMC/FTD to a SCC-supported version

• Onboard the FMC to SCC 

• We support a temporary upgrade from 7.0 to 7.4 (FMC:1000/2500/4500)

• Ensure you have registered the cdFMC with a smart license

• Check for supported features
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Points to remember

BRKSEC-2058

• If a policy in cdFMC shares the same 
name as one in On-Prem FMC (excluding 
network, port, URL, and VLAN objects), 
the cdFMC version will be retained

• After migration, policies and objects aren't 
auto-synced. For phased migrations, you 
must update them manually.

• You can revert to On-Prem FMC within 14 
days of migration. After that, changes are 
finalized automatically. 

Additional Info

https://docs.manage.security.cisco.com/#!g-change-firewall-threat-defense-device-management-from-secure-firewall-management-center-to-cdo.html
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Migration Process (1/3)

BRKSEC-2058
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Migration Process (2/3)

BRKSEC-2058
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Migration Process (3/3)

BRKSEC-2058
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TAC Insights

BRKSEC-2058

Error Reported Cause Remediation

Configuration export from On-
Premises Firewall 
Management Center failed 

1. Disk space is full or nearly full.
2. Concurrent operations such as device 

upgrade, upgrade revert, device import and 
export, or policy analysis are running in on-
premises FMC. 

3. Connectivity issues exist between the on-
premises FMC and SCC. 

1. Ensure that at least 10% of disk space is 
available to accommodate the creation of 
necessary export files.

2. Ensure that no parallel operations are running 
during the migration. 

3. Ensure that the network connection between 
on-premises FMC and SCC is stable and 
reliable. 

Failed to commit migration; 
the device is ineligible

1. The device has pending changes that have 
to be deployed. 

2. The device to be migrated is part of FTD 
high availability (HA), but the current state is 
invalid, for example, it is in Active/Active 
state. 

3. The device to be migrated is connected in 
Analytics-only mode. 

4. Cluster migration is supported only for FTDs 
version 7.4 and above. 

5. Migration for chassis and MI FTDs on 
models 3100/4200 is currently not 
supported.

1. Verify that the device is up to date with On-
Premises FMC. 

2. Ensure all pending changes on the devices 
are deployed. 

3. Confirm that the Firewall Threat Defense 
device is in a valid state

More Insights

https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/get-started-migrate-ftd.html


© 2025 Cisco and/or its affiliates. All rights reserved.

Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKSEC-2058
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKSEC-2058

Contact me at: raghukul@cisco.com

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you


	Default Section
	Slide 2: Seamless Transition: Mastering Migration to Cisco Secure Firewall
	Slide 3: Cisco Webex App
	Slide 4: Agenda
	Slide 5: Your Speaker(s)
	Slide 6: Before We Begin Pact
	Slide 7: Before We Begin Pact

	Firepower Migration Tool
	Slide 8: Migration Lifecycle
	Slide 9: Migration Workflow
	Slide 10: Getting Started
	Slide 11: Behind the Scenes
	Slide 12: Firepower Migration Tool
	Slide 13: Firepower Migration Tool
	Slide 14: Pre-Migration Phase
	Slide 15:  FMT Navigation
	Slide 16:  FMT Navigation
	Slide 17:  FMT Navigation
	Slide 18:  FMT Navigation
	Slide 19: Pre-Migration Report
	Slide 20: Target Selection
	Slide 21: Target Selection
	Slide 22: Feature Selection
	Slide 23: Interface Mapping
	Slide 24: Zones Mapping
	Slide 25: Application Mapping (1/2)
	Slide 26: Application Mapping (2/2)
	Slide 27: Optimize, Review & Validate
	Slide 28: Analysis
	Slide 29: Optimization Actions
	Slide 30: Summary
	Slide 31: Config Push
	Slide 32: Post-Migration Report
	Slide 33: Validations
	Slide 34:  Static & Dynamic Validations

	Firepower Device Migration
	Slide 35: Firepower Device Migration
	Slide 36:  What’s Shipping
	Slide 37:  Before We Begin
	Slide 38:  Getting Started
	Slide 40: Device Selection
	Slide 41: Chassis Manager Details
	Slide 42: Chassis Manager Details
	Slide 43: Interface Mapping
	Slide 44: Interface Mapping Summary
	Slide 45: Migrate

	FMC Migration
	Slide 46: FMC Migration
	Slide 47: On-Prem Model Migration
	Slide 48:  Prepare for Migration
	Slide 49:  Migration Workflow (Pre 10.0.0)
	Slide 50:  Migration Script
	Slide 51:  Post Migration Activities
	Slide 52:  Migrating to Public Cloud
	Slide 53: TAC Insights
	Slide 54:  New Migration Workflow (10.0.0)
	Slide 55:  New Migration Workflow (10.0.0)
	Slide 56:  New Migration Workflow (10.0.0)
	Slide 57:  New Migration Workflow (10.0.0)
	Slide 58:  New Migration Workflow (10.0.0)
	Slide 59:  New Migration Workflow (10.0.0)
	Slide 60:  New Migration Workflow (10.0.0)
	Slide 61:  New Migration Workflow (10.0.0)
	Slide 62:  New Migration Workflow (10.0.0)
	Slide 63:  New Migration Workflow (10.0.0)
	Slide 64:  New Migration Workflow (10.0.0)
	Slide 65: Migrating FTD to cdFMC
	Slide 66:  Prepare for Migration
	Slide 67:  Points to remember
	Slide 68: Migration Process (1/3)
	Slide 69: Migration Process (2/3)
	Slide 70: Migration Process (3/3)
	Slide 71: TAC Insights
	Slide 72: Complete your session evaluations
	Slide 73: Continue your education
	Slide 74: Thank you


