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Webex spaces will be moderated by the speaker until 14 November 2025.
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Agenda The Splunk Security platform

Splunk Enterprise Security
Splunk SOAR

Splunk Attack Analyzer
Asset and Risk Intelligence
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Comp ibility
Context and collaboration
Clear to resolution
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Splunk Recognized as a Leader

2025 Gartner® Magic Quadrant™ for Security
Information and Event Management (SIEM)

Splunk named a
Leader for the 11th
consecutive time

GARTNER is a registered trademark and service mark of Gartner and Magic Quadrant is a registered trademark of Gartner, Inc. and/or
its affiliates in the U.S. and internationally and are used herein with permission. All rights reserved.

ABILITY TO EXECUTE

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to

select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of
Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or
implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire

document. The Gartner document is available upon request from Splunk.
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Leader in SIEM Market

@,M, k
Microsoft

@ Google
Rapid7 @
Palo Alto Networks @
@ Securonix
Fortinet @ @ Exabeam
@ Gurucul
@ CrowdStrike @ Elastic
Sumo Logic @
Huawei )
Datadog @
QAX
@ ManageEngine WX ®
Graylog @
COMPLETENESS OF VISION As of July 2025 © Gartner, Inc

Source:

Magic Quadrant for
Security Information
and Event Management,
Andrew Davies, Eric
Ahlm, Angel Berrios,
Darren Livingstone.
October 8, 2025
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SOC of th're '

Advanced threat detections

[ — e IR s

== | = —
- | |
90 Faster to identity root cause of threats
PERCENT
Real-time attack Curated and Automated threat
chain detection custom detections enrichment with
Cisco Talos
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Investigate at
machine scale

Mission Control Analytics = Security conte Configure*  Search

€ Queue MC-00079 24 hour risk threshold exceeded for system=win-svr1.acme.local
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Overview @ sonn smith
@ ohnsmith  May 31,401 AM 5

MITRE ATT&CK map Discover Al Assistant skills

Sub-Tec... (1)
4
Al May 31,4:01 AM

Sure, here are the Al As! ant skills that can be
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1. SPL Generation based on the user's Splunk
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Splunk Proc ing Language (SPL)
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win-svri.acme.local | Priority Medium 5 win-svri.acmelocal 1 + This refers to
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Splunk Enterprise Security
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DEMO
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Splunk Asset and Risk

Intelligence




SecOps struggle to understand their asset landscape

Rapidly evolving assets, users, devices, applications, and regulatory
pressures continue to grow in scale and complexity.

Incomplete and

Inaccurate Asset Data
52% manage 10,000+ assets’

© 2025 Cisco and/or its affiliates. All rights reserved.
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Lengthy Security Gaps in compliance
Investigation $4M average revenue
69% experienced an attack targeting loss due to compliance
unknown, or poorly managed assets? audit failures®

1 Security Hygiene and Posture Management Survey by ESG, Oct 2021, p.12
2 Security Hygiene and Posture Management Survey by ESG, Oct 2021, p.13
3 Whitepaper: The True Cost of Compliance, Ponemon Institute, Dec 2017, p.12
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Introducing Splunk Asset and Risk Intelligence

| "
Proactive risk mitigation through continuous asset N\
discovery and compliance monitoring. INVESTIGATION

L)

2!

COMPLIANCE

RELATIONSHIPS

Continuously discovers assets (including devices, users,
and applications) leveraging the rich data in Splunk.

Asset and Risk Intelligence identifies compliance
violations and gaps in security controls using OOTB
and custom frameworks, to accelerate investigations
and reduce risk exposure.

. ASSETS . 9

SOFTWARE . IP ADDRESSES

7

VULNERABILITIES

EI

ACTIVITY

ENRICHMENT

RISK INTELLIGENCE
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Splunk Security
Orchestration, Automation

and Response (SOAR)




Cisco SOC of the future

Automated resp

L/

’ <5><> Faster response time with automation

Pre-built Comprehensive Rapid incident
responses for automation and response with
quick action orchestration Cisco Talos
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Automate any
action, at scale

The most comprehensive
automation and
orchestration to help you
work smarter and respond
faster

© 2025 Cisco and/or its affiliates. All rights reserved.
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Go from reactive to proactive

Suspicious process

Snapshot of good
state taken

attempts to connect |Connection made,

to application app infected _
Near-zero time

to recovery
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No surprise, threats are getting through

Attackers put hoops in the way to evade detection & analysis

alfbal ]l
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Introducing Splunk Attach Analyzer

Automate threat analysis of suspected malware and credential phishing threats

;:. Take the manual work out of

threat analysis A

Malicious File

== Detected
Gain consistent, F“; — .
) | comprehensive, high-quality — | Fully r—
—q . S — | Automated Malicious File
Threulll qnuIYSIs Emaill 77 —-=-=====~- Detected
e D\ —> Splunk Attack

Analyzer

A

Malicious File
Detected

/ Intelligent automation for
N end-to-end threat analysis
and response
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Take the manual work out of threat analysis

SAA Attack Analyzer Recent Search

MobileActivation.eml

Score
Verdict Phish
Malware Family  AgentTeslaXor
d Phished Brands  Microsoft Microsoft 0365

Submitted 10/18/2023, 12:24:49 PM by API - soar

SHA256 61dc86bcfbf2359197755ed076f1aalbe333e1868827ab186d738b94b68161¢c9
means that Splunk Attack
Analyzer is going to jump

Resources Analyzed
through the hoops for you, e

» MobileLoginActivation.pdf
u - - - 2~ https://pecan.banksso.com/login.html
th I n k a ntl - a ntl = a n a Iys I S - I click— https://www.yourssoportal.com/0365login.html
i https://pecan.banksso.com/1.zip
+ & 1.zip

File Size 187 KB

[) 4625_7614892678_49355_payload_.exe

- Attacks are not just .

3 S Initial Submission MobileActivation.eml!
MobileActivation.em! a - il

binaries and exploits so
your analysis platform o nenea
shouldn’t be, either.

MobileLoginActivation.pdf

Job Duration 7 minutes
Resources Analyzed 3 URLs, 5 files
Verdict Phish
Malware Family AgentTeslaXor

Phished Brands Microsoft  Microsoft 0365

Detections (47)

@ Static Doc Analysis
Engine Signature / Alert
@ Static File Analysis
Web Analyzer Detected Microsoft Phishing Attempt  Microsoft  Microsoft 0365
© ClamAV

© YARA URL Reputation Urlscan.io: detected the following categories: phishing

Windows 7 Sandbox Static File Analysis Ember ML model scored the executable as probably malicious

°
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Conclusion
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.
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Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,
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http://www.ciscolive.com/on-demand
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Thank you C1SCO Live !
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