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Application workloads evolution

Bare Metal Virtualisation Public Cloud pilot )Containers Pilot ) K8s Full adoption Embracing Cloud Native
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Shift in balance of power ?
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Shift in balance of power ?

NetOps and SecOps
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Cloud Security use cases




Cloud Security use cases
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Objectives

Multiple paths to
securing Cloud &
Apps

Security can be
an enabler

How devops and Cisco can help with
secops teams can this Journey
better work together
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What (not) to expect

No deep dive on Cisco Products
No configuration guide

No troubleshooting
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What (not) to expect

No deep dive on Cisco Products
No configuration guide

No troubleshooting

No PhD in Cloud

No Hypershield

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKSEC-1037

Acknowledge the challenges from the different
teams

Introduction to Cisco Security cloud native
solutions

Very pragmatic approach

Dealing with exotic accent
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NetsecOp complains

Unknown
applications
unsecured in
Public Cloud
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Move to public cloud




Application workloads evolution

Virtualisation Public Cloud pilot )Cor tainers Pilot ) K8s Full adoption Embracing Cloud Native
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What your developers didn’t tell you

Apps are growing at rapid pace, and security
has no clue till an incident/audit happened

Can | get a view of my external facing apps?
What cloud providers are being used?

Are my external facing apps exposed or
vulnerable?
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Two new parameters to consider in Cloud

\aWS, £Y Google Cloud

A Azure  (oves

New Infrastructure skills for each Service
Cloud Providers
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laaS compared to PaaS Compared to FaaS

Manage :
- code
Manage : 1 Manage :
- Network services - Network limited
- Operating Systems Faas - Applications
- Framework (Apps)
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My VRF... VPC sort of ( actually Route Tables)

VPC-fabastro
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In AWS laaS... my workloads = Instances

VPC-fabastro
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Firewall in front of the “Application” VPC
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FTD insertion with HA
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Limits of this design
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Centralized Security Insertion
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mgntTableMGNT Cluster_mgnt IGCIusterAPP
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Multi-Cloud Security configuration complexity

' ::Ills'éloh Centralized Ingress and Egress/East-West Traffic Flow (AWS) Traffic Flow
What do we need to __ "
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Security VPCs

VPC and DNS Flow Log capture
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Multicloud Defense Gateways | i - .
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Cisco Multicloud Defense automates orchestration

What do we need to
configure?

AUTOMATED AUTOMATED BY

BY MULTICLOUD DEFENSE
MULTICLOUD

DEFENSE




Extending Firewalling to the cloud, natively
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Automate deployment of necessary

cloud infrastructure and firewalls
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Cisco Multicloud Defense

Combining multicloud networking, automation, and cloud-native network security controls

INGRESS
—N=-> PROTECTION

dWS

— Multicloud Networking —
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Cisco Multicloud Defense

Combining multicloud networking, automation, and cloud-native network security controls
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Cisco Multicloud Defense

Combining multicloud networking, automation, and cloud-native network security controls
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Cisco Multicloud Defense

Combining multicloud networking, automation, and cloud-native network security controls

O

isco Multicloud Defense
Controller

SaaS controller

Gateways (firewalls)
Highly available
Auto scaling

Auto recovery
Cloud networking & cloud netsec “as code”

Unified Security Policy —

__________________________

C/\D INGRESS C/-\D SEGMENTATION C/\D EGRESS C/_\ MULTICLOUD
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aWS /& AZU re 3 Goog|e Cloud OTSS:E
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NETWORK ROUTING & CONNECTIVITY SECURITY AUTOMATION
VISIBILITY
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Fully Orchestrated

HashiCorp

{ REST:API }

Create (default EK)

ciscomcd-deploy

EXPLORER ¥ ciscomcd_gateway.tf Cisco MCD - Sample API

3 " S Address Group
CISCOMCD-DEPLOY ciscomed t3 resource "ciscomcd_gateway" "ingress_gat Aadre e

v ciscomed
# ciscomcd_gateway.tf
none
scomced_policy_ru
ciscomcd_servic
ciscomcd_spoke_vr
outputs.tf
provider.tf
omcd "ingr
# variables.tf name = var.ciscomcd_ingress_gateway_name
csp_account_name var.ciscomcd_aws_account_name
¢ accountl-us-east-1.tfvars gateway_image var.ciscomcd_ingress_gateway_version
ciscomed-deploy.sh instance_type var.ciscomcd_ingress_gateway_instance_type
mode HUB"

.gitignore

1 Platform

POST Delete
* main.tf /i s .
security_type var.ciscomcd_ingress_gateway_security_type

policy_rule_set_id ciscomcd_policy_rule_set.ingress_policy.rule_set_id

POST Disable

# provider.tf
README.md

POST Enable

POST List

variables.tf ssh_key_pair var.ciscomcd_ingress_gateway_ssh_key_pair
aws_iam_role_firewall var.ciscomcd_firewall_role_name
region var.aws_account_region
vpc_id = ciscomcd_service_vpc.service_vpc.id
min_instances var.ciscomcd_ingress_gateway_autoscale_min
max_instances var.ciscomcd_ingress_gateway_autoscale_max
gateway_state var.ciscomcd_ingress_gateway_status

POST Read

POST Update

POST Setting (DNS TTL)
POST Setting |l

POST

POST St

1 Ima

]
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Centralized Security Model

Gateways are deployed in the security VPC/VCN
« Autoscale aware
 Multi-AZ aware
Type of Multicloud Defense Gateways
e Ingress (Inbound traffic)
« Egress (Egress & E/W traffic)

The controller handles the lifecycle management of
gateways for a true cloud-native aaS experience
Instantiation
Scalability
Reliability
« Upgrade

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037

Spoke VPC 1

Spoke VPC 2

o)

Cisco Multicloud Defense

Controller

Security VPC

Internet
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Distributed Security Model

Gateways are deployed in the security VPC/VCN
« Autoscale aware
 Multi-AZ aware
Type of Multicloud Defense Gateways
« Ingress (Inbound traffic)
« Egress (Egress & E/W traffic)

The controller handles the lifecycle management of
gateways for a true cloud-native aaS experience
Instantiation
Scalability
Reliability
Upgrade

© 2025 Cisco and/or its affiliates. All rights reserved.
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Controller

Ingress Egress Ingress Egress Ingress
Gateway Gateway Gateway Gateway Gateway

Spoke VPC 1 Spoke VPC 2

Spoke VPC 3

lllllllll
cisco



ecurity starts with visibility

“ C @& prodl.mcd.eu.cdo.cisco.com/easysetup h 3 G » O &
ol : Admin: dstoeckm@cis...
C o Multicloud Defense CDO_cisco-dstoeckm
Dashboard Discover Investigate Manage Report Administration
v Favorites x
Pinned navigation items Setup

will go here

Multicloud Defence secures your applications in minutes by orchestrating the deployment of all security
components. Let's begin securing your application by following 3 simple steps.

Setup
Step 1 Step 2 Step 3
Security Policies Connect Account Enable Traffic Visibility Secure Your Account
Rule Sets
Addresses @\
Services 6 2 .D
AL
Certificates
FQDNs Connect a cloud account with the Enable traffic visibility on specific VPCs Setup a Service VPC and Multicloud
Multicloud Defense Controller to allow for more insight into the traffic Defense Gateway to secure your
in and out of your account Account
Profiles
Decryption Connect Account Enable Visibility
IPS/IDS

Data Loss Prevention
Anti Malware

WAF

Layer 7 DOS

URL Filtering

FQDN Filtering
Malicious IPs

Packet Capture

Log Forwarding

]
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Secure Firewall Threat Defense Virtual

ol M| aW% @ = Microsoft rackspace dWSs mll VMicrosoft

Azure technology. Hl Azure

NUT ANI)( ‘l,KV M Google Cloud Platform \—-;’

vmware ORACLE - P Qlkira @

ESXi CLOUD INFRASTRUCTURE E Q UIN I X A"haba Cloud

Google Cloud Platform

openstack.

Virtual firewall performance-based licensing from 100Mbps up to 16 Gbps

FTDv5 (100Mbps), FTDv10 (1 Gbps), FTDv20 (3 Gbps), FTDv30 (5 Gbps), FTDv50 (10 Gbps), and FTDv100 (16 Gbps)

Cloud Leadership

Clustering & Auto Scaling Integrat'lon W'th Sl M Accelerated Networking Smart & Tiered Licensing
services & infrastructure

Dvnamic Polic Quickstarts, Infrastructure as Gateway Load balancer Snapshots
y y Code and Automation integration P
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Secure Firewall Threat Defense Virtual orchestrated by
Multicloud Defense Controller

Simplifies Secure Firewall (FTDv) deployment
» Deploy one or more firewalls, along with load balancers
» Configures all necessary routing

« ldentical workflow for all public cloud providers

il Cloud-delivered Firewall Management Center
cisco !

Devices / Device Management

Simplifies Secure Firewall (FTDv) operations

AAAAAA

« Automatically scales in or out FTDv’s to adjust to load | «~ , e e

@ Ppolicies
ccccccccccccc

* Monitors health of each FTD and replace unhealthy unit |.... . o= v e e R e

Objects

Performs registration and license management & v

Bootstraps FTDv
« Configure interfaces, device group, platform settings, NAT, and routing

» Creates all objects on the FMC that are needed for FTDv deployment

For policy consistency, any existing ACP can be utilized

]
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88 Cisco Multicloud D +
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o Cloud Accounts Discover X Account Resources Discover X
avorites
-
(i)
Home 1 aws 0 ﬁ U 0 0
S VPCs/VNets Subnets
Inventory

Security Groups
bl

0
Cloud Accounts 0 3 0 a
Investigate

Load Balancers

0 0
.‘.-

Route Tables Applications
Infrastructure

0 0

Instances Tags
&

Policies

View More

() Top CSP Services

View More
Reports

Discover ¢ DNS Traffic Discover X
O ﬂ
System and

Accounts

No Data
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But do you understand my
apps?




Establishing Trust with Cisco Secure Workload

Automated discovery, clustering & policy generation and verification

Baseline workload

protection posture

T0p443 E
Network :
communications S :
UODSJ 5
“®  Process p Uop 15, 3
behaviour 58,388
Authentlcatlon
»¢?  Vulnerabilities op 22,3389
o Management
—\-cp15’z1

Labels

[ Absolute and Default Policies m ‘ Catch All Grouped @ Ungrouped

Y Rank 1] Priority T) Action T} Consumer |
Absolute 100 [®ALow | @ VPN
Default 100 [®ALLow | @ VPN
Default 100 [®aLow | ® SLB DB
Default 100 [@ALLOW | ® SLB APP
Default 100 \W\ @ Demo : DusLab : Applications :
Default 100 \W\ @® Demo : DusLab : Applications :
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Demo

)

_-— /r—_i\\
Processing @ @ @
/“""’ APPTior Ll DB Tier
SQL R Y
.......... . S TP /
o 443
%
: : -
. .
. .
Tcpas : © (@)
: App ven e
Provider T} Protocols And Ports T]
@ SLB APP TCP: 1936 P
@ SLB APP TCP : 80 (HTTP) PR
@ DB Tier TCP : 3306 (MySQL) L u
@ APP Tier TCP : 8081 |
@ Demo UDP : 123 (NTP) ...2 more |
@ Demo : DusLab : SharedServices : DNS UDP : 53 (DNS) ...1 more P
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What about MicroSegmentation ?

Leveraging Cisco Secure Workload to segment within a VPC or a subnet

VPC-fabastro

gy el =
I 172.16.0.0 Availability Zone - US-east-1a I
I 172.16.1.0 I
| 172.16.2.0 |
: VPC I'E'l web Subnet @’ App Subnet @ DB Subnet :
I route Table O ("_\ |

@ @
' RIS pofsw  guesw
I G I
I EC2-www ECZ2-app EC2-DB I
| |
I 172.16.0.0 172.16.0.0 172.16.0.0 I
| 172.16.1.0 172.16.1.0 |
L __________________ 1721620] o - W21620) L e = e o o J

Subnet Subnet Subnet

route Table route Table route Table
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Cisco Secure Workload Cloud-Based Sources

PR\

AWS
l Connector

aws
Cisco Secure
Workload /

Edit AWS Connector

AWS Connector consolidates:

/) Activities ~) Roles and Settings o Select VPC

- VPC flow logs ingestion
, - Context gathering (AWS tags and labels)
eeeeeeee - ) - AWS cloud-managed Kubernetes

A Enabling Segmentation : Enabling segmentation on VPCs will remove existing Security Group(s).

Select the VPCs and fine tune the settings for each VPC

/] default-vpc I /] @] . .
8 oo . orchestration (Kubernetes object labels
T and annotations)

]
cisco
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Leveraging Cisco Secure Workload without agent

Cisco Secure

. Workload

AWS B
-/ B cior VPC-fabastro
‘-.-“""";";:""Y R - - "-="="=-""==-"=-"=-"="=-"=-"=-"=-"=-"=-"=-"=-"=-"=-"=-"=-"=-"=-"=-"=-"="=-"=-"="=-"="=-"=-"=-"====== =
I - = 1721600 Availability Zone - Us-east-1a I
I 172.16.1.0 I
l - Flow Logs 1221620 @ @ @ ,
| - Tags /Labels VPC web Subnet App Subnet DB Subnet :
| route Table |
| |
. J O )
I EC2-www Security EC2-app  Security EC2-DB ecurity |
I Group Group Group
I 172.16.0.0 172.16.0.0 172.16.0.0 I
| 172.16.1.0 172.16.1.0 |
L_ __________________ 721620) L o e = 1721620 _ o o e - - = 17216200 o o J
Subnet Subnet Subnet
route Table route Table route Table
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Microsegmentation for
Microservices




Application workloads evolution

Public Cloud pilot >Containers Pilot ) K8s Full adoption Embracing Cloud Native

@ OE)EIgEHI\?gHIFT '\ ®
<D 3 & “Tuk

Private Public

<

. [0%0)
x 3 aws I | i|§|i ...

/_s AIU re m @ Jenkins

System Admin VM Admin Cloud InfraOps K8s Administrators AppOps and DevOps
]
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Cloud Native Apps :

™

O

Traditional security
tools don’t meet
the needs for cloud
native app
development

More security complexity

=
( \|/\

Kubernetes is not
secure by default;
massive
proliferation of
one-function
tools

BBBBBBBBBBB

&

SecOps has to keep
up with the speed of
app development
and have an
integrated workflow

CCCCC



Simple Modern Application

frontend PgSQL

tcp/SQL

1

= Browser

Answa|a)

App

— billing NoSQL

— = i Y
K{ opopop @
C. i X

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037
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Key Components - Services

Pods are ephemeral

and dynamic

/ Cluster

D Ingress managed
load balancer

Ingress
Controller

User Ingress

Service provides a single DNS name for a set
of Pods and can load-balance across them

Service is an abstraction which defines a \ Service provides stable /
logical set of Pods and a policy by which to endpoint IP and name

access them

]
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Kubernetes Networking

Name: a-svc
IP: 172.5.24.11
NodePort: 3150

Pod Network (10.0.0.0/16)

10.0.1.6 10.0.1.33

node NOde 1 node NOde 2
| 192.168.50.4 | 192.168.50.11

Node Network (192.168.0.0/16)

alfbal ]l
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Complicated Policy Enforcement

- o o o o

oo EEm EEm o o S S

— e o o e e e e o e o -

o o e e e e o o -y,

Ll

-— e e e e e e o e e S e e e e e e e e . e

cisco

BRKSEC-1037
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Kubernetes Networking

Il Control Plane !
I |
= s
|

/

Pod Network (10.0.0.0/16)

-

»

o

pod pod
10.0.1.6 10.0.1.33 10.0.3.4 10.0.3.7
D 0
o0 o0
o &9,
node Pd()(jE} 1 node PJ()(jEB :2

Node Network (192.168.0.0/16)

alfbal ]l
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Where is my interface and network cabling

Kubernetes CNI Explained

Concepts of Kubernetes Container Network Interface (CNI)

CNI (Container Network Interface)
A framework for configuring network interfaces in Linux containers.

Plugins
Responsible for setting up networking for pods. Examples include Calico, Flannel, and Weave

Network Namespace
Isolates network resources like IP addresses and interfaces for each pod.

IPAM (IP Address Management)
Allocates and manages IP addresses for pod interfaces.

Benefits
Provides modularity, flexibility, and ensures interoperability between different networking so

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKSEC-1037

Kubernetes Service Mesh Explained

Concepts of a Kubernetes Service Mesh

Service Mesh
A dedicated infrastructure layer for managing service-to-service communication.

Data Plane
Handles the communication between services by proxying requests.

Control Plane
Manages the configuration and policy enforcement for the data plane.

Sidecar Proxy
A proxy deployed alongside each service instance, intercepting and managing network traffic.

Benefits
Provides observability, security, and traffic management without altering application code.

]
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Kubernetes Networking

% Kubernetes

© 2025 Cisco and/or its affiliates. All rights reserved.

[\

Node

iptables
Conntrack
Overhead

Pod

x O ®m " ~3 30 0O

App
|
iptables =
INPUT Socket
Linux
Routing
’ s
iptables
‘ PREROUTING mangle
[ /v \ |
 ——

Context-Switch Overhead [ \ “elh / ]

‘ iptables | iptables
FORWARD POSTROUTING mangle

Linux
Routing

o iptables ‘
POSTROUTING nat

\

iptables Overhead

O O 3+ 3 00O

BRKSEC-1037

iptables
PREROUTING nat

| iptables
| PREROUTING mangle

[ etho |

Standard Container
Networking

]
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The Network has Always Been
Essential to Enterprise Requirements

But Modern Cloud Native Applications Are Challenging for
Enterprise Infrastructure Teams

! ! !

O
g o
B 0
Scale & ) -
Performance Security Reliability

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037
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The Network has Always Been
Essential to Enterprise Requirements

But Modern Cloud Native Applications Are Challenging for
Enterprise Infrastructure Teams

Kubernetes

hehehd

o

Scale &

i Reliabilit Th
Performance -Ccunity eliability  Observability

BRKSEC-1037
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Solution to Regain the Visibility
and Control Enterprises Need

Enterprise CNI

E od

Scale &
Performance

Scale &

Security Reliability  Observability Observability Reliability Security Performance

CCCCC



This is Why Cisco Acquired Isovalent.

It’s the Technology Foundation for Cisco’s Hybrid & Multi-
Cloud Networking & Security Strategy

Networking, Security Policy, and Observability, Consistent Across All Enterprise Infrastructure

Kubernetes

Application
el O © O

Consistent Isovalent Enterprise CNI
Network & Security
Platform
l 0 00) 000! 860 B o0
Cisco Hrdw Private Cloud
Any Transport — —
On Prem

VMware / OpenShift / Private Cloud / Colo

]
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Isovalent Chosen As The Standard Network Interface By

All Major Cloud Providers, Making It An Industry Standard.

Google Cloud QJP Sgr%gelg

2020 - Google announces 2021 - AWS picks 2022 - Announcing Azure
Isolvalent & eBPF as the new Isovalent for Networking & CNI Powered by Isovalent
networking data plane for GKE Security on EKS Anywhere

g October 2023 - Cloud Native Computing Foundation (CNCF) Announces Cilium Graduation

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037
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eBPF - Extended Berkely Packet Filter

Makes the kernel programmable in a secure and efficient way

\ UDP throughput (forward Mpps) TCP throughput (input Gbps) iptables
"W ——————— bpf-iptables

Userspace - #’s of rules ﬁ #’s of rules

app

1000 2000 4000 00 500 1000 2000 4000

—————————————————————————— System calls

/ \ - eBPF runs in a restricted execution environment
Kernel Files = Networking «< L :
- - Before eBPF script is compiled:
— » Verifier ensures things such as memory safety
Memory 1 Processes - _
* Hardening process

(program execution protection, mitigation against spectre,

eBPF yrogram constant blinding, ...)

/ - eBPF can only access pre-approved
kernel functions and data structures

]
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g powers many things

Capabilities For Your Cloud Native Journey

S erv | ce M es h RESILIENCE AUTHENTICATION TRAFFIC MANAGEMENT R u nt | me
S ecuri ty

oge cilium —_—
O8S service wesh Ingress GatewayAPl = spiffe
Observabili ty METRICS TRACING SERVICE MAP

a8 cilium 0 G
D.. Hubble 9 SIEM fl L‘id Grafana

Tetragon

N e tw or k i n g ENCRYPTION LOAD-BALANCING NETWORK POLICY NETWORKING .
SIEM J S 0 N

Q O ||| m IPsec Kubernetes DNS L7 IPv4 - IPv6 - Overlay  BGP ) 4
. (_-cm u Wireguard DSR Maglev L3/L4 Egress Gateway - Multi-Cluster fluentd

Kubernetes Container VM Metal

o 7Y GoogleCloud /4 Azure () AlibabaCloud & e it vmware
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Micro-Segmentation

Label based East-West Application or Multi-tenet Security Enforcement

(

jobs-frontend.yaml

role: frontend
app: jobs

Q identity = 10

© 2025 Cisco and/or its affiliates. All rights reserved.

jobs team

|

jobs-policy.yaml

\

jobs-backend.yaml

role: backend
app: jobs

Q identity = 20

store team

l

store-frontend.yaml

BRKSEC-1037

role: frontend
app: store

Q identity = 30




APl-Aware Security

Safely Secure API Endpoints by filtering Protocols, Methods and Paths

[

jobs-frontend.yaml

role:

app:

frontend

jobs

% identity =10

jobs-policy.yaml

GET / v

|

jobs-backend.yaml

© 2025 Cisco and/or its affiliates. All rights reserved.

PUT /applicants x

BRKSEC-1037

role: backend

app: jobs

% identity = 20

cilium

]
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DNS-aware Cilium Network Policy

Worker Node

— resolve www.mydomain.io

Worker Node

+ A130.57.66.19

Allowed egress:
130.57.66.19

HTTP Request

G

© 2025 Cisco and/or its affiliates. All rights reserved.

¥ | www.mydomain.io

P‘ kube-dns

apiVersion: "cilium.1io/v2"

kind: CiliumNetworkPolicy

[...]

Specs:

- endpointSelector:
matchLabels:

app: frontend

egress.

- toFQDNs:

- matchName: "*.mydomain.io"

toPorts:
- ports:
- port: "443"
protocol: TCP

BRKSEC-1037
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Transparent Data Encryption

........................................................................... cilium

Cluster
=) Node @cilium 3 Node @:cilium

1

]

]

1

]

]

]

]

]

1

]

]

]

! r

! 1

: : @ Namespace A frontend < > backend

! 1

! 1

! 1
' acken ronten acken

: backend [3d frontend K g4 backend g
1

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

1

" oniers 18 it | . -

]
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Tetragon Overview

© 2025 Cisco and/or its affiliates. All rights reserved.

| |7 Logs Traces
. o
tetragon 10 %e

Metrics Events

mmE O

U . SIEM f Iuentd

Pod Pod s
~‘  app.py |

(=] [=]
i I’ '<: \ Func Calls I IF c ’ Code Exec

0 Linux Kernel

Kernel Runtime @' g|[g  Process g ml' Syscall o
7 =8 Execution SUF 17 Activity System Calls

Tetragon Agent

| B2 ? == File EE El I-/\/ Seq <
Q ’ -i ir _ Access VFS SUP L Attack  TCP/IP
Smart

tetl'agon Collector %?.— /NS n Priv 8
<« Stack = Ring SUP (Y Escapes Escalations Namespaces
~~ Traces = Buffer

- ? Hash = Data @ B, HTTP

win Metrics e oo Maps Q > Access Storage ’z’ DNS, TLS Network

BRKSEC-1037

tetra
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Q
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Shaping the future of cloud & cloud native

Observability, Networking & Security with eBPF, Cilium & Tetragon

Metrics Events
D - m % fI’:d
q F Logs Traces %
R o
tetragon 10 %o & e GO

Tetragon Agent

I

Kernel Runtime a’

||
gl [ ?
N7 Smart
tetragon  Collector
<« Stack = Ring
<~ Traces == Buffer
EEE . ¢ Hash
EEE Metrics 4 ob Maps

© 2025 Cisco and/or its affiliates. All rights reserved.

O

o °

] [ [ -a
Q F > Func Calls Q ’ Code Exec

6 Linux Kernel

Eli i-] Process g8 | . syscall p”
SU Execution SUP 1 Activity System Calls
Cli i- File EE g =/\/' Seq <:
SUF Access VFS WP Attack  TCP/IP
N NS g/ " Priv 8

-

[P ' Escalations

/" Escapes Namespaces

400 400
:D <

= Data ﬂ [ = R HTTP,
g Access Storage U " DNS,TLS pNetwork

BRKSEC-1037

- Presence in the OS kernel for
ultimate efficiency

- Networking & Load Balancing
« CNI, K8 Service Mesh

« Observability & Security

- L4-7 traffic, encryption,
process, data, file, identity-
aware, api-aware

]
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A
Manual

Innovations from Isovalent
Automated by Hypershield

Autonomous

@ Outside Cluster +
Any endpoint J
0.0.0.0/0 ® - :443
y
{ } In Namespace + In Namespace
finance {} finance
Any pod o - e B
app=finance-frontend — 1443
y
:E; In Cluster +

Everything in the cluster

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037

@ Outside Cluster

Any endpoint

{MiPGEE K own and*

P nL)l( golgnown

vulnerabilities
app=finance-backend 13306

 Surgical mitigating
controls

-.5§?rgtgag,ﬂ,on within

minutes, while app
Everything in the cluster
€eps running

Kubernetes DNS

-

Allow DNS

]
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Hypershield’s workload capabilities are based on Isovalent
Tetragon, but Al improves the delivery

Isovalent Enterprise

( Netwo_rking . Networking Security .
oad-balancing), fabric, (segmentation, API) Runtime securi ty
routing, observability ’
Cilium CNI Tetragon
Kubernetes Linux Windows Network appliance

BRKSEC-1037
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Hypershield’s workload capabilities are based on Isovalent
Tetragon, but there are separate use cases

Advanced capabilities for exploit
protection and segmentation

Hypershield

Autonomous Segmentation Distributed Exploit Protection Zone Segmentation

Tesseract Security Agent

Isovalent Enterprise

Networking
(load-balancing), fabric,
routing, observability

Netw orking Security

(segmentation, API) ACLLICRE a7

Cilium CNI Tetragon VM appliance DPU Switch

Kubernetes Linux Windows Network appliance

]
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FORRESTER
WAVE

Coverage for non-eBPF capable workloads?

Security Cloud Control renders security rules using native capabilities (Cisco Secure Workload) Microsegmentation

Solutions

Security Group ‘@ OS Native Firewall ‘0. {erl':]uzrl?ixr/::/ig:lor ‘e @
DaemonSet/Firewall ‘0.
[ Denies ] Allows [ Denies ] Allows [ Denies ] Allows
[ Denies ] Allows
Bare metal & Virtual
Cloud ) £ Is. S
Machine Irewalls, smart Kubernetes

Switches & DPU  EKS/AKS/GKE/Openshift/Unmanaged
Agentless in Public Cloud (AWS, Azure, GCP) with cloud native groups
IP Tables on Linux servers
Windows Advanced Firewall or Windows Filtering Platform on Windows servers
Inline Firewalls. Load Balancers, Smart Switches, DPUs

IP Tables on Kubernetes

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037 CIsco



Bringing user/device context

© 2025 Cisco and/or its affiliates. All rights reserved.

finance-app

Customer Service

Finance-app

Consumer Binary Path

C:\Windows\System32\OpenSSH\ssh.ex
e

®

Developers

Dev-jumphost

Provider Service

dev-jumphost

Provider Binary Path

C:\Windows\System32\OpenSSH\ssh.ex
e

BRKSEC-1037

]
cisco



Zero Trust coverage for apps from on-premises to cloud

Cisco Security Cloud Contro

Windows Desktop

@ On-Prem

rackspace
AGENTS AGENTS \echnology

Windows Server

S et S s 4 7_,1“ o)
" L = ) ® _
ecure Firewa - - - Alibaba Cloud Firewalls
IBM AIX
: : : : Aro

SECURITY GROUP NETWORK SECURITY GROUP EQUI N"I X Data Center Fa brlc (SDN)
R
— AR

-
|
Oracle Linux L= @R’

__orAcLE NVIDIA Smart NIC (DPU)
Centos, Rocky, .
Alma Linux Container Bare Metal

Loadbalancer (ADC)

Oracle Solaris

SECURE FIREWALL

AWS, GCP, Azure
SECURE FIREWALL SECURE FIREWALL SECURE FIREWALL

Ubuntu, Debian

VPC Sec VNET Sec VPC Sec
SUSE Linux

Security Group

VPC/VCN Sec

Network Security Group
On Premise
RedHat Linux

Public Cloud

Cloud Network Firewall
Amazon Linux

L _
L1 Containers
L

Bare Metal Servers MW

Multicloud Defense*
Virtual Machines
OpenShift

NVIDIA Smart NIC (DPU)
Kubernetes

User Identity Tags and Labels Vulnerability

Threat Feed Application Encryption Domain/FQDN Cisco Security Risk Score
© 2025 Cisco and/or its affiliates. All rights reserved.
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Is microsegmentation
sufficient?




Is (micro)segmentation the

answer?

78%

of identified attack paths use known
vulnerabilities (CVEs) as an initial
access attack vector

© 2025 Cisco and/or its affiliates. All rights reserved.

93%

of companies
had a
Kubernetes
security incident
in the last 12
months

#1

API attacks will become
the most-frequent
attack vector

BRKSEC-1037

Sources:

J

286%

quarterly increase
in API attacks in 2022

Gartner & Salt
Redhat h ://www.redhat.com/en/bl
Orca 2022 State of Public Cloud Security Report

afra]n
cisco


https://www.gartner.com/en/webinars/4002323/api-security-protect-your-apis-from-attacks-and-data-breaches
https://content.salt.security/state-api-report
https://www.redhat.com/en/blog/state-kubernetes-security-2022-1
https://www.redhat.com/en/blog/state-kubernetes-security-2022-1
https://www.redhat.com/en/blog/state-kubernetes-security-2022-1
https://www.redhat.com/en/blog/state-kubernetes-security-2022-1
https://www.redhat.com/en/blog/state-kubernetes-security-2022-1
https://www.redhat.com/en/blog/state-kubernetes-security-2022-1
https://www.redhat.com/en/blog/state-kubernetes-security-2022-1
https://www.redhat.com/en/blog/state-kubernetes-security-2022-1
https://www.redhat.com/en/blog/state-kubernetes-security-2022-1

Cisco Secure Workload

L Vulnerabilities @ bemo ~

CISCO SECURITY RISK SCORE DISTRIBUTION ~ [ ]
=%

< &
CVES

a00 =

» B m

@ Enter attributes...

Loy

MEDIUM
Severity

Y CVET!

CVE-2021-1675

CVE-2022-1471

CVE-2023-4863

CVEs Packages Worklcads @ Pods o
osTl Year Tl Score (v2) T
mswindows 10enterprise 2021 9.3
redhatenterprisecoreosserver, 2022 N/A
CVE-2021-40444 mswindows 10enterprise 2021 6.8
CVE-2022-42889 redhatenterprisecoreosserver, 2022 N/A
centos 2023 N/A
CVE-2021-319856 mswindows 10enterprise 2021 9.3
CVE-2022-21907 mswindows 10enterprise 2022 10

© 2025 Cisco and/or its affiliates. All rights reserved.

Score (V3) Tl
7.8
9.8
8.8
9.8
9.6
7.8

9.8

HIGH

.

Cisco Security Risk Score ¢
100

100

100

100

100

87

85

BRKSEC-1037

Active Internet Breach

!

Malware Exploitable

Severity (Cisco Security Ris
HIGH
HIGH
HIGH
HIGH
HIGH
HIGH

HIGH

Active Internet Breach (Cisco Security Risk

true

false

true

true

true

true

false

y

Easily Exploitable

Popular Target

true
true
true
true
true
true

true

Easily Exploitable (Cisco Security Rit

Fix Available

!

Predicted Exploitakle

true

true

true

true

true

true

true

Fix Available (Cisco Sec

]
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CVE Vulnerabilities Baremetal / Virtualised / Containerized

@ Cisco Secure Workload

verview

Orgs

@ Defend

4 Investigate

Traffic
Alerts
Vulnerabilities

Forensics

Reporting

Worklo:

User Access

Service Settings

B8 Platform

%¢ Troubleshoot

Vulnerabilities

CVSS V2 DISTRIBUTION ~ Default ~

200 -

100 -

1 7 9 Remotely Exploitable
Low Complexity
0 Critical Severity
CVEs Packages Workloads

Y

Pod Name Tl Cluster Name Tl

® Default ~ . 1.
Attention: We strongly recommend you register Secure Workload cluster with a Smart Account on Cisco Smart Software Manager. The evaluation period will expire in 80 days. Take action now.
Pod Details - calico-kube-controllers-fbd6dccfb-wbbrt X
3 vulnerable packages (4 CVEs) on calico-kube-controllers-fbd6dccfb-wbbrt
Package CVSSv2 Distribution Package CVSSv3 Distribution

1—
i0om —

0—

MNiA 1 2 3 4 5 B T B 9 10
Images Packages | CVEs |
Package 1! Image/flayer 1) CVEs 1!

Critical £

calico-kube-controllers-fbd6dcc  Kubernetes Cluster #1

B

replicaset-zeta-nrépk Kubernetes Cluster #1

cronjob-delta-28240905-qzx7c  Kubernetes Cluster #1

influxdb Kubernetes Cluster #1

© 2025 Cisco and/or its affiliates. All rights reserved.

(v)

golang.org/x/crypto--v0.0.0-20210220033148-5¢ calico/kube-controllers/sha256:762a235b%4a4cz
golang.org/x/text--v0.3.6 calico/kube-controllers/sha256:762a235b%edadcz
go.etcd.io/etcd--v0.5.0-alpha.5.0.202011251931! calico/kube-controllers/sha256:762a235b%4adcz

+ Download table data as JSON  * Download table data as CSV

BRKSEC-1037

CVE-2022-27191

CVE-2021-38561

CVE-2018-1099, CVE-2018-1098

Close

“tises SECURE

y{v3) 1

]
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CSW scanning Repository

Kubernetes

Clusters Pod Vulherability Scanning

To secure your Kubernetes workloads and to keep clusters healthy, regularly scan clusters for any known vulnerakilities and to identify potential security weaknesses in the clusters. For more download instructions go to Software Agent Installer.

Scanners
Cluster Name T/ Pod Queries 1| Health Status 11 Actions Tl
> ¢l01.dus.ciscolabs.com Scanning all pads V4 @ Healthy ‘: Enabled

5 v perpage n

Registry List

© Enter attributes... X
Registry URL 1! Registry Type 1| Kubernetes Cluster T Last Scanned T/ Connection Status @1/ Credentials @ 1! Actions @1!
docker.io Other cl01.dus.ciscolabs.com Dec 19 2023 07:36:49 pm (CET) @ Checking Checking —|— Credential
quay.io Other cl01.dus.ciscolabs.com Dec 19 2023 07:36:39 pm (CET} © Checking Checking - Credential
registry.redhat.io Other cl01.dus.ciscolabs.com Dec 19 2023 07:45:59 pm (CET} © Checking Checking —+ Credential

5 v perpage n

]
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How can we help ?

Prioritize

Vulnerabilities
to fix

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037 CIsco



Focus on Risk with Cisco Vulnerability
Management (Kenna)

Remediate faster and more efficiently
with data-driven risk prioritization.
Accurately measure risk
Prioritize high-risk vulnerabilities
Predict and prepare for exploits

Align IT and Security with business
objectives

Get more out of existing investments

]
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Cisco Secure Workload

® Demo ~

L Vulnerabilities

CISCO SECURITY RISK SCORE DISTRIBUTION ~ [ ]
=%

! 4

8
l~ Q Active Internet Breach Easily Exploitable Fix Available
©  &00-
5 ! V
§ ]
= Lo MEDW FiGH Malware Exploitable Popular Target Predicted Exploitakle
Severity
=®
@ Enter attributes... X
CVEs Packages Worklcads m Pods o
Y CVET) osTl Year T} Score (v2) T} Score (v3) T} Cisco Security Risk Score o Severity (Cisco Security Ris  Active Internet Breach (Cisco Security Risk  Easily Exploitable {Cisco Security Rit  Fix Available {Cisco Sec

CVE-2021-1675 mswindows 10enterprise 2021 9.3 7.8 100 HIGH true true true
CVE-2022-1471 redhatenterprisecoreosserver, 2022 N/A 9.8 100 HIGH false true true
CVE-2021-40444 mswindows 10enterprise 2021 6.8 8.8 100 HIGH true true true
CVE-2022-42889 redhatenterprisecoreosserver, 2022 N/A 9.8 100 HIGH true true true
CVE-2023-4863 centos 2023 N/A 9.6 100 HIGH true true true
CVE-2021-319856 mswindows 10enterprise 2021 9.3 7.8 87 HIGH true true true
CVE-2022-21907 mswindows 10enterprise 2022 10 9.8 85 HIGH false true true
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How can we help ?

Prioritize
vulnerabilities
to fix

4

’/ Buy time to fix
’ the
vulnerabilities

]
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Continually Verify Trust with Cisco Secure Workload

Software package vulnerability - Policy action

Set up filters to search for one or @ Fiter: Struts CVE
more vulnerabilities Query Package CVE = CVE-2017-5638
Identify list of servers with the Scope Defaut
same vulnerability or software Restricted?  No
packages installed Public?  No
Set up policy through Ul or API to Endpoints (¢
1fi 1 . 10.0.42.136 struts-app1 RedHat...
take SpGlelC action: 10.0.0.5(13 struts—agg2 FledHa:...
* Isolate a workload when servers are e e et
identified with the critical vulnerability —
If a new workload has the same T — _
vulnerability, its communication wiill Covtaus:ws |
be restricted as well ==
100 [ Default:aws | TCP : 5640 .
100 [ Default: AWS | TCP : 443 (HTTPS)
10 [ Detautt |

]
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Virtual patching - Cisco Secure Firewall

FMC
: IPS Policies
N
H \
Map CVEs to
Signlatures

CSW

(o) — {e) ') le}
____________ = e W@ 50
Web App Db LDAP

software package —a

inventory for
workloads

© 2025 Cisco and/or its affiliates. All rights reserved.

Secure Workload agents collects CVE
data from workloads

Publish specific CVE data to Firewall
Management Center

Use Firewall recommendations to generate
precise IPS policy

Apply precise IPS policy to protect against
CVE exploits

]
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Natively discovers and prioritises risk

Accurate vulnerabiliy - Financespplicaton

discovery Finance Front end Database App server

1 B Z z

Workload

Workload Workload
\
‘\
\
Workload

Data-driven vulnerability
prioritisation

Workload

md Workload . Workload

Workload Workload

+19 threat and exploit intel feeds

+12.7B managed vulnerabilities

+1B security events processed monthly

Sales

Optional augmentation
from third-party scanners

© 2025 Cisco and/or its affiliates. All rights reserved. CIsco
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Natively discovers and prioritises-risk

© F

Workload

Workload . CVE-2020-147

+19 threat and exploit intel feeds CVE-2018-1109 CVE-2018-1109

+12.7B managed vulnerabilities Workload

+1B security events processed monthly
Optional augmentation Workload

from third-party scanners

.

Workload

Accurate vulnerability
discovery

Data-driven vulnerability
prioritisation

Workload Wor

© 2025 Cisco and/or its affiliates. All rights reserved.
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End-to-end vulnerability management,

accelerated

Exploit Published

Attacks Start

Adversary
OPTIONAL
Vulnerability Tenable Wiz
published c panoptica REEE

%

Cisco Vulnerability
Management

BUILT-IN

Defender

Vulnerability research
/prioritization

Weeks of expert analysis
compressed to minutes

© 2025 Cisco and/or its affiliates. All rights reserved.

SW update/fix ?
Rule evaluation Deployment

Automated inspection,
pre-built integrations,
Al recommendations,
tests, and deployment

Multiple compensating
controls evaluated;
environment best

fit recommended

BRKSEC-1037

Give the app team time
to patch while working at
speed of the adversary

]
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How can we help ?

© 2025 Cisco and/or its affiliates. All rights reserved.

Prioritize
vulnerabilities
to fix /]
/4

’/ Fix before

getting to
production

Buy time to
fix the
vulnerabilities

BRKSEC-1037
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Rethink Security for the Modern Application Stack

AppDev DevOps SecOps

Qe - e — @

Provide Security Insights & Tools Provide Security Insights  Provide Security Insights
for Developers & Tools for DevOps & Tools for SecOps

SAST SBOM APISec IAC SCM Posture CSPM*KSPM

SBOM @
~ e ee e
E] / ‘\ API Sec +DSPM | </> | weror

Code - Build > Test 2> Release >  Deploy > | Operate > @ Monitor 2>

Application Development Deployment Runtime

CH WO o B @ W (Y

Cloud Provider s

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037 CIsco




Consequences of Unmanaged Al Risk

Financial Damage Litigation Risk

aa ow

Home News Sport Business Innovation Culture Travel Earth Video Live

Airline held liable for its chatbot giving
passenger bad advice - what this means
for travellers

23 February 2024
By Maria Yagoda, Features correspondent

4 @@ B Connections Correspondances

When Air Canada's chatbot gave incorrect information to a traveller, the airline
argued its chatbot is "responsible for its own actions".

Artificial intelligence is having a growing impact on the way we travel, and a
Labla waves saca ehoesre vasby nouravad shathat A e

rarnast ehmsre vushat AT novaran: SRR ——— he

© 2025 Cisco and/or its affiliates. All rights reserved.

Reputational Damage Compliance Risk

French Al chatbot taken offline after wild
answers led to online ridicule

By Jack Guy, CNN
@ 2 minute read - Published 11:02 AM EST, Mon January 27, 2025

DXse

IP Leakage

Security Risk

ES IN 21ST-CENTURY HACKING —

AI:ﬁo‘}Géféd Bing Chat spills its secrets via
prompt injection attack [Updated]

By asking "Sydney" to ignore previous instructions, it reveals its original directives.

BEN] EDWARDS - 2/10/2023, 11:11 AM

Enlarge / With the right suggestions, researchers can "trick” a language model to spill its secrets.

BRKSEC-1037
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Things are different

In a very fundamental way

User

Application

Stochastic machine in the middle
Model

Rapidly changing, Constantly evolving

Data

Infrastructure

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037




What’s the risk?

Al Applications can be non-deterministic

User
Application
Model
Data

Infrastructure

© 2025 Cisco and/or its affiliates. All rights reserved.

Amplified Risks

Business & reputational harm
Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance

BRKSEC-1037




The Al Security Challenge

Third-party Al assets carry risks

Open-source models
1.9M+ on HuggingFace

| mse:viocal

Third-party datasets
450K+ on HuggingFace

| riske:Datapa

MCP servers & tools
Thousand across multiple repos

[ retoiToo

]
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The Al Security Challenge

Al red teaming Is time-intensive

Al red teaming is a specific skill that most
businesses lack today

With the proper expertise, manual red
teaming takes 7 to 15 weeks to test one
model

Testing should be repeated each time the
model is modified in development and
regularly during production

© 2025 Cisco and/or its affiliates. All rights reserved.

Identifying relevant regulatory and Responsible Al frameworks

Step Estimated Time

3 days - 1 week

Running individual tests 1 - 2 weeks
Designing and writing code to test various modalities and use

. 1 - 2 weeks
cases according to regulatory and RAI frameworks
Setting up environments, libraries, cloud computing 1 - 2 weeks

infrastructure

Fine-tuning and/or retraining model

3 days - 1 week

Creating model wrappers and integrations to handle model
input and output formats

3 days - 1 week

Configuring parameters for each test to meet requirements of
RAI and regulatory frameworks

3 days - 1 week

Comparing models

3 days - 1 week

Collecting and analyzing results

1 - 2 weeks

Compiling results into a report

BRKSEC-1037

1 - 2 weeks
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The Al Security Challenge

Model security is inconsistent

Q)0 Q)

Model A Model C Model D

Built-in guardrails are for each model, optimized for

, and when changing the model.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037
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Profanity  Indirect prompt injection
Cost harvesting / repurposing  Infrastructure compromise

Harassment |P theft
Hallucinations  Meta prompt extraction

Safety Hate speech  Prompt injection Sec u rity

Off-topic  Model theft
Toxicity  Training data poisoning
Social division & polarization  Sensitive information disclosure
Self-harm  Data exfiltration

Financial harm  Model denial of service

]
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Cisco is leading emerging standards outlining Al risk

(#)owasp (N TR NIST

OWASP Top 10 for LLMs MITRE ATLAS NIST Adversarial ML Taxonomy




Security for Al

Developing Al Apps

© 2025 Cisco and/or its affiliates. All rights reserved. . BRKSEC-1037 . CIsco



How are enterprises using Al applications?

4 N\
Production

N J

4 N

Development

© 2025 Cisco and/or its affiliates. All rights reserved.

=

User

Application
-
_____________ Response
______ Query

|
L 1

|

————— Context

Vector DB

A
1
1
1
1
1
1
1
1
1

=

App Data

Public Data

BRKSEC-1037

OSS Model
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How are enterprises using Al applications?

Production

/

-

Development

© 2025 Cisco and/or its affiliates. All rights reserved.

User

Exfiltration
Denial of Service
Privacy Attacks
Cost Harvesting
Toxicity

Vector DB

A
1
1

Application
-
_____________ Response oo
__________&_ Query  ____________
|
\. 1 A
1 I
. I
I
I
g I
————— Context - - - - -

Indirect Injection
Factual Inconsistency

A Indirect Injection

=

App Data

BRKSEC-1037

Security Risks
Safety Risks

Prompt Injection
Data Extraction
Misalignment
Hallucinations

OSS Model

Model Backdoor

]
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Al Security Risks

Mitigating risks across the Al lifecycle

Development | Production




Al Defense: Coverage across the Al lifecycle

Discovery I Detection I Protection
Al Cloud Al Supply Chain Al Model & App Al Runtime
Visibility Risk Management * Validation Protection
Identify Al assets Scan for threats Detect the vulnerabilities Mitigate threats in real time
Inventory the Al models, Scan model files, repos, Identify safety and security Protect production Al apps
agents, and connected data and MCP servers to vulnerabilities across and agents with guardrails
sources across distributed proactively block malicious models at scale with embedded in the network.
environment to understand or unsafe Al assets before algorithmic red teaming Block attacks and harmful
usage and gauge risk. operations are impacted. technology. responses in real time.

* Al Supply Chain Risk Management is in Beta

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037
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Security for Al

Using Al Apps

lllllllll
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The Al Defense Solution - Securing Shadow Al

SSE or Firewall or Web Proxy

Al Guardrails

Access | Multimode Prompt Injection

Control DLP Pll, PHI, F_’Cl
R opIc @ ChatGPT
¥

Zero-Trust #® GitHub @

¢ l'm ' Copilot wordtune

Employees Code Detection 1,200+ Third-Party Al Apps

Cloud Malware y Hate Speech
Detection Specialized Advice

Enterprise Network Traffic

]
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Secure Access: SSE that truly understands Al

It doesn't just see patterns. It understands intent.

Intelligent Protection
« Pattern-less PIlI/PHI/PCI detection

* Prevention of sophisticated attacks
(OWASP LLM / MITRE ATLAS)
e.d., prompt injection

 Intent-based toxicity detection

Zero-Friction Security

* Built into Secure Access™
» Single unified policy framework

 No additional infrastructure

© 2025 Cisco and/or its affiliates. All rights reserved. (*) included in Secure Access Advantage

287 Total Events

Al Guardrails

Viewing activity from Jan 8, 2025 at 3:30 PM to Feb 7, 2025 at 3:30 PM

erity

@ High

® Critical

® Critical

® High

® High

® High

® High

® High

® High

e Low

e Low

® Critical

® High

® High

® High

® High

e High

® High

A Bob SWG (bob@swginawsd.

A Bob SWG (bob@swginawsd.

A Bob SWG (bob@swginawsd.

A Bob SWG (bob@swginawsd..

A Bob SWG (bob@swginawsd.

A Bob SWG (bob@swginawsd..

A Bob SWG (bob@swginawsd.
5 5212127197
i 5212127197
, 5212127197
, 5212127197
i 5212127197
& 5212127197

} 5212127197

5L 5212127197

A Raymond Wei (raywei@cisc...

A Raymond Wei (raywei@cisc

5 5212127197

1200+

Al Applications Coverage

BRKSEC-1037

Prompt

Prompt

Prompt

Prompt

Prompt

Prompt

Prompt

Prompt

Prompt

Upload

Upload

Upload

Prompt

Prompt

Prompt

Prompt

Prompt

Prompt

Top 16 Al Apps Coverage

Destination

OpenAl ChatGPT

OpenAl ChatGPT

OpenAl ChatGPT

OpenAl ChatGPT

OpenAl ChatGPT

OpenAl ChatGPT

OpenAl ChatGPT

OpenAl ChatGPT

OpenAl ChatGPT

Datadog

Datadog

Mozilla Firefox

OpenAl ChatGPT

OpenAl ChatGPT

OpenAl ChatGPT

OpenAl ChatGPT

OpenAl ChatGPT

OpenAl ChatGPT

Action

Al monitor € Monitored

Al Guardrails - 1 © Blocked
Al Guardrails - 1 © Blocked
Al monitor € Monitored
Al monitor € Monitored
Al monitor € Monitored

Detected ¥

Feb 5, 2025 at 1:15 AM

Feb 5, 2025 at 1:15 AM

Feb 5, 2025 at 1:14 AM

Feb 5, 2025 at 1:14 AM

Feb 5, 2025 at 1:05 AM

Feb 5, 2025 at 12:57 AM

Al monitor =
Classification
Al monitor
Al monitor
@D Privacy
New Rule

Write a professional email responding to our client,
New Rule Alex Smith, confirming the details of their invoice for
the $1.2M deal with ACME Company.

Raja_test_rule A

Al monitor @€ Monitored
Al monitor € Monitored
Al monitor € Monitored
Al Demo © Blocked
Al monitor & Monitored
Al monitor € Monitored

100%

Feb 4, 2025 at 10:56 PM

Feb 4, 2025 at 10:54 PM

Feb 4, 2025 at 10:49 PM

Feb 4, 2025 at 10:49 PM

Feb 4, 2025 at 10:49 PM

Feb 4, 2025 at 10:46 PM

Unified Security
Framework

A Bob SWG (bob@swginawsd

-api/conversal

@D Toxicity

how to make a bomb

]
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The Al Defense Solution

-

Cisco

Multicloud Defense

End User Multicloud Defense Cloud Visibility

Multicloud Defense Gateways

Al Defense Gateway

Al Defense API

Secure Access Al Guardrails

Employee

Secure Access

Security Cloud Enforcement Points

Cisco Al Defense

Al Cloud Visibility

Al Model & Application Validation

Al Runtime Protection

Al Access

Cisco Al Threat Research Labs

© 2025 Cisco and/or its affiliates. All rights reserved.
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Al
APPLICATION
SECURITY

Model

Providers A\

Custom
JA\WAYe]of

Connected
Data Sources

Third-party & Copilot
Apps
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Cisco Hybrid Mesh Platform

o
000 = 11

CeH

~~——
~_

Secure Access
(SSE)

Secure Firewall
(physical/virtual)

aws o=

&) Google Cloud /_s Azure
sl s
- -

Secure Firewall
(cloud/cloud
native)

N

Security Cloud Control

oooooooo
oooooooo

Network (Smart
Switch, SD-WAN)

oooooooo
oooooooo

3

FWaaS

Native enforcement points go deeper

— BT
O
] Lo
“e-
Secure Isovalent / 3rd Party AC
Workload Hypershield Firewall
> Integrate with existing

© 2025 Cisco and/or its affiliates. All rights reserved.

Write policy once with commons, enforce across the mesh

BRKSEC-1037
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Cisco Hybrid Mesh Platform

Security Cloud Control

-
aws o
£y Google Cloud /&Azure
9_‘_ _ opu . —
[ ] | = Q
= = Oo0ooooog Oooooooog :] L0
::,] %D C/<\;D - ': 00000000 00000000 El_«,E—) . 000 = 1 ‘
~— e — — 0
Secure Firewall ~ Secure Access | Secure Firewall Network (Smart FWaas  Secure Isovalent / 3rd Party ACI
(physical/virtual) (SSE) (cloud/clc))ud Switch, SD-WAN) Workload Hypershield Firewall
native
< Native enforcement points go deeper > Integrate with existing
-

© 2025 Cisco and/or its affiliates. All rights reserved.

Write policy once with commons, enforce across the mesh

BRKSEC-1037
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Extending into Campus, Branch, DC & Cloud

Normalizing and sharing context across domains

Cloud Domain
ISE Partner Ecosystem %
%
. Q
) Exchange Actions o
< Hub
Z (ISE/pxGrid)
Context O
O $
Op W o) SF
S 4, ¥
P95 ) \7'0’70/0
User/Devices/ Application Identity, Threat Hunting/Investigation/Response
Location, Device Posture and Policy Enforcement
Networking Security
Domain

]
cisco

Domain
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ISE, SGT, Identity
SD-WAN

© 2025 Cisco and/or its affiliates. All rights reserved.

Securing Users (Universal ZTNA)

Secure
Access

Al Access

Cisco’s Zero Trust Platform

FTD, Multicloud
Defense, 3 Hypershield
Party Firewall (Smart Switch)

Al Defense
One Integrated Architecture

BRKSEC-1037

Secure
Workload

Securing Apps (Hybrid Mesh Firewall)

Hypershield/Isovalent
(Agent)

eBPF
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Conclusion




Key Takeaways

Security can be
an enabler

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cloud Native Apps: an Opportunity for Security




Key Takeaways

Security can be
an enabler

How devops and
secops teams can
better work together

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037
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Cloud Security use cases

1 Cloud InfraOps

NetOps SecOps ...

reat App
... . = . ... ..

DevSecOps

]
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Bringing Worlds Together

Entry Point
Start from the left Start from the right
by integrating into dev toolchain with runtime protection
Stakeholders CIlO and the DevOps team CISO and the security teams

© 2025 Cisco and/or its affiliates. All rights reserved.
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Key Takeaways

Security can be
an enabler

Multiple paths to
securing Cloud &
Apps

How devops and Cisco can help with
secops teams can this Journey

better work together

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1037 CIsco



Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights res
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Thank you C1SCO Live !
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