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Steps for Device Provisioning using Intent Based
Automation

Onboard Devices to Catalyst Center

Assign Devices to Sites

Populate Network Settings (Servers/Wireless)
Create Network Profiles

Provision Devices
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Brownfield device onboarding

Inventory y
carchy We detected I0S-XE device(s) in your network where new telemetry subscription bled
s
ces ()
i
a

yyyyyyyyyyyy

ur:
& ;. cptimiseai for performance. Do you want o take an action to provision thess subscriptions? Apply Fix
llllllll

mmmmm

CLI redentials:
SSH/Telnet -Level

15 or enable - NETCONF

password

At least SNMPv2c
read

Netconf enabled
(WLC)

Note: Devices can be onboarded through other
methods like PnP, PDMT and others

]
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Brownfield device onboarding

P C9200-L-1 © Take a Tou

Add to Inventory

2Q Find Herarchy a We detected I0S-XE device(s) in your network where new telemetry subscription for assurance data needs to be enabled i
to be optimised for performance. Do you want to take an action to provision these subscriptions? Apply Fix

Assign to Site

2q Find Hisraty A Vo dereeind 0S-XE ceicals) n yous smtwrk whers newe
10 be optrised for performance. Do you want to take an a

Inventory

Piug and Play

Inventory

o Fiter History v

« & Giobal thr
BAdwos  Devodame St KMP < SWP  CU NGO ! . & Global o 2q tr 5
s m— ® Uity Dl 1 roous: Inventory
© Unassigned Devices (5) DEVICES (5) @ Global > Unassigned Devices . v & Giobal
Focus: Inventory v 5 i ARIC ’
Fiter | @ AddDevice TagOevice Actions v @ & Canaca
> & APIC
Device(s) D Filter © Add Device Tag Device Actions v (@ Take a Tour ™ Dok s PR — & Ontario
~ & Canada
- & Toronto
& Alberta (@] Device Name « P Address. Device Family Reachability (0 Manageability () (8] AP-4800-1 102022 United AP I o TBRANCH
> @ British Columbia A Mensged
Discovery Details O Aeasw0r 102022 United AP © unknonn so-531080 103025 unmea o

Wéic Unreachable

& Ontario

~ @ Toronto

CLI Credentials: = . SNMP
SSH/Telnet -Level , Credentials
15 or enable | NETCONE Controller Certificates

password SNMP Traps
At least SNMPv2c Syslog Server

read Streaming Telemetry

I\\I/\e/’lt_%)nf enabled N Wireless Service
8l Assurance (WSA)

2q Find Herarchy A Vo detectod 105-XE davicels)in your network whars new telemety subacrption fo assurance data needs o be enabied nd some of the extsting subecripion needs
Filter © Add Device Tag Device Actions v () Take a Tour Last updates:: 10:13AM (1) Export Refresh

Plug and Play

to be optimised for performance. Do you want to take an action to provision these subscriptions? Apply Fix

DEVCES @) @ > Ontaria > Toronto > TBRANCH E [N
focus: Inventory v

-} Device Name ~ Inventory > Reachability () lo} 0} Site i

[m] TBranch_NonFabric_AP1 Software Image > © unreachabie @ Managed NiA NA ITBRANCH/Fioor

 Netflow

O  Teamn

© Mansged NIA NA JTBRANCH/Fioor
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Brownfield device automation

Add to Inventory Assign to Site

P C9200-L-1 ~In Prog 1 Reachable Device(s) | 00h:00m:00s © Take a Toy Inventory Plug and Play Iventory  Plug and Play Shossera e
DEVICE STATUS " Flitoe History v Find Mersrchy A We detected 10S-XE device(s) in your network where new telemetry subscription for assurance data needs to be enabled and some of the existir| L WS A NG dehuctuct KS= NE eiay B ie) In YOur AbON: Jdisre nicy
to be optimised for performance. Do you want to take an action to provision these subscriptions? Apply Fix oo 30 be:opNised (x pareimienca/Tio you Wark Gt 0 B
DevicoNlame  Sttus ICMP + SWWP  CU  NETCOWF ! - & Global = .
5) e © Unassigned Devices (5) 5
B O Unaseigned Devioes 5} ntory @ Global > Unassigned Devices Focus: Inventory ~ & Global
» Succoss(0) Rvantery & apic
0 i Fiter | @ AddDevice TagDevice Actions v @ & Canada
® Unreachable a Canaca
Filter @ Add Device Tag Device Actions v (D Take a Tour Last updated: 10:01 AM .
Devica(s) st ekl Duvica o - WAdduas  Devco Famly AR
Teron
o Dovice Name = 1P Address  Device Family Reachability () Manageability () Compliance () . — _— L Hid
AR 2 o I ¥ TBRANCH
s 3 "
Eetish Crlimbia [m] AP-4800-1 10.202.2 Unified AP @ Unknown & Msnngec N/A
Wic Unreachable o 102025 Unseaap
Discovery Details & Ontario
A Mansged
COP Level None LLDP Level None. « & Toronto (m] AP-0310AXI @ 102025 Unifed AP © vnsachabie - “ e NIA S26.EE60 102023 UiedAD
Protocol Order ssh Retry Count 3 ¥ BRANCH-AAA =
g e . 55 BRANCH & Menaged  TBRANCH s
Timeout 5 second(s) P Address/Range 10.85.54.23-10.85.54.23 wom, @vecovas Doy Omrme O vmins # RoLio-Home [m] BEES 102023  Wohetar i T L Ls Ansion o Pt .
' . 3 &9 (SAVA[o1S
P Filter List None Praterred Use Loopback = -
Management P « #8 TBRANCH (=] TBRANGH-C9200-1 10855623  SwitchesandHubs @ Reschable © Msnsged © Compsant NA A
Addres: P ) 5 VBRANCH-ENFV

e u h i A o
10855169  SwitchesandHubs @ Reachable @ Managed NI 1 a0

coc C L]
o O t O I I a b
, & Saskatchowan l l |
Config changes will be made on network devices during . - I I
bis > 8 VBRANCH-ENFV

Jce is associated to a site. Leamn Moro |

Enable for Telemetry Provision

Inventory  Plug and Play |ventory  Plug and Play
=q Find Herarchy Ve detecied 105-XE device(s) in your ntwork whare new telmetry subscripion fr assurance data nescsto b enabled and some o he exising subscription eeds X S Fodiaty A Ve detected 105-XE device(s) inyour network whare new telemetry subscripion for assurance daa needs 10 b enabled and some of the exising subscrpton needs
to be optimised for performance. Do you want to take an action to provision these subscriptions? Apply Fix to be optimised for performance. Do you want to take an action to provision these subscriptions? Apply Fix
« @ Global ~ & Global
@ oo DEVICES (0) - > Ontario > Toronto > TBRANCH E . oevces (9 .
© Undsmiad Deavices () focus: Inventory v g v © Unassigned Devices (4) s Q- > Ontario > Toronto > TBRANCH 1S
> & APIC
> @& apic
Filter © Add Device  Tag Device  Actions v @ Take @ Tour Last updated: 1013 AM 1 Export (7 Refresh & © Add Device  Tog Device  Actions v @ Take & Tour
~ & Canada Sl Caracia .
. o 5| ssase N o 3 e . s 2| wo etwork Settings
Biitish Columbia O Teroen_Now s > © Uneachabie @ Manoged wA " rTBRANCH i > @ Baitsh Columbia O T norabie APt Software Image > © Uneachatie
(] Teranch_NonFabric_AP2 Provision > © Unveachaie @ Mansged A N e Ociado =] TRRICNARE Provision - e
7 s Assign Device ta Sit
Telomatry ;
y TORANGH-64300-1.clscocom ® Non-compiamt 10 e >
B BRANGHIAAA L} Enable Application Telemetry b Aion: B suwokcan TS
= . device Replacement > Co 10 Device Replacement
ii# RoLlo-Home 0 TBRANCH-C9200L-2.cisca.com @ Non-Compllant 10 {Toronto TBRAN & RoLio-Home o TR ROt sl ¥ nt > i = .
y Others , Others
S Tonaney 0 TBRANCH-C: Updte Tetem © Compiant 10 Toronto TBRANC 8 TBRANCH O @ mamctommea Ritin > s etWO r ro I e S
> ¥ TRNG ompliance £ Floor! Compliance >
- O meTeRANGH [ — ® on-Complans s BIB s
> @ VBRANCH-ENFV > @ TRNG - S
> @ Quebec m] TRNG-TBRANCH-C3650-51 cisco.com e oey =] TRNG-TERANGH- C:3480-51 discsom 10855083 Swichesandb o @ NonCamgmint B orontofTBRA
- L
- > { Saskatchewan
=] TRNG-TBRANGCH-FUSION [m} TRNG-TBRANGH-FU 10855451  Routers @ Reachable © Managed @ Non-Compfant 10 [oronto/TBRA
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Network Settings - Servers

- AAA (Network Client/Endpoint)
- DHCP

- DNS and Domain

- Stealthwatch Flow Destination
- Image Distribution

- NTP

« Time Zone

- Message of the Day

© 2025 Cisco and/or its affiliates. All rights reserved.

Configure external network servers, assign time zones to sites, and customize device CLI login banner messages. The
system will deploy these settings when devices are provisioned.

v AAA ©

Select AAA or Cisco Identity Services Engine (ISE) servers for network, client, and endpoint authentication.

Network Client/Endpoint

() Add AAA servers

v DHCP & ©
Specify one or more dedicated DHCP servers for managing client device networking configuration.

Add DHCP servers

IP Address*
10.85.54.175 -+
v DNS & ©

Configure your network's domain name and specify DNS servers for hostname resolution.

Set a domain name

Add DNS servers

Domain Name*

cirrus.cloud

IP Address* IP Address*
64.102.6.247 10.85.54.175

S]]
S
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etwork Settings - Servers

Q Find Hierarchy

Network Device Credentials

IP Address Pools SP Profiles Wireless Telemetry

Configure AAA, NTP, and Image Distribution (SFTP) servers using the "Add Servers" link. Once devices are discovered, DNA
Center will deploy using these settings.

v ¢ Global
DHCP Server
L L] -
Hierarchy facilitates the
v & Canada -3
. . 10.85.54.175
consistency of network setti Nngs e
> & British Columbia
. .
in portions of the network
> & Baden Domain Name
> & Scarborough cirrus.cloud
o
Primary [x] Secondary
[ BRANCH-AAA
64.102.6.247 10.85.54.175
Network  Device Credentials ~ IP Address Pools ~ SP Profiles ~ Wireless ~ Telemetry Stipports both:[Ev4: and 1PV Supports both IPv4 and IPv6
NTP Server
Q Find Hierarchy Configure AAA, NTP, and Image Distribution (SFTP) servers using the " Add Servers" link. Once devices are discovered, []
Center will deploy using these settings. O NP © Additional NTP © Additional NTP

v ¢ Global
> & APJC AAA Server ©
v é& Canada ® Network @ Client/Endpoint
> & Alberta NETWORK
> d British Columbia Servers Protocol
v & Ontario O 1se O AAA © RrRADIUS (O TACACS
> & Baden Network IP Address (Primary)
> & Scarborough 10.85.54.185 V' 10.85.54.185 v
OO
Change Shared Secret
I @ BRANCH-AAA
R P e oS CLIENT/ENDPOINT
Servers Protocol
@ RoLlo-Home
> &8 TBRANCH ©Ise O AAA © RADIUS TACACS

Client/Endpoint IP Address (Primary)

> @ TRN6

10.85.54.185 v 10.85.54.185 L4
> @@ vBRANCH-ENFV

10.81.254.131 10.81.254.202 171.68.38.65

Supports both IPv4 and IPv6 Supports both IPv4 and IPv6 Supports both IPv4 and IPv6

© Additional NTP

4
10.85.54.175

Supports both IPv4 and IPv6
Time Zone ©
US/Eastern (EDT) v

Message of the day ©

(O Do not override the existing MOTD banner on the device

Welcome to C9200L-1 - Managed by Cisco DNA Center.

e Add Servers

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKOPS-2697

]
cisco



Steps for Device Provisioning using Intent Based
Automation

Onboard Devices to Catalyst Center
Assign Devices to Sites

Populate Network Settings (Servers/Wireless)

{ Create Network Profiles J

—

Provision Devices

Associated to Site —



Network Profiles

« CLI Templates (Wired & Wireless)
« SSID’s (Wireless)

« AP Zones (Wireless)

- Model Configs (Wireless)

- Advances Settings (Wireless)

© 2025 Cisco and/or its affiliates. All rights reserved.

SSID
GUHOA

WLAN Profile Name
GUHOA_6¢12b73c94_profile

Fabric

O Yes © No

a Enable SSID Scheduler

TRAFFIC SWITCHING
© Interface (O VLAN Group

Do you need Anchor for this SSID?
O Yes © No

(] Flex Connect Local Switching

Interface Name*

data

Policy Profile Name
GUHOA_6¢12b73¢c94_profile

802.11be Profile Name

ve

BRKOPS-2697
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Catalyst Center - Intent Based Configuration

u
SWItCheS Configuration to be Deployed ®
18 Line(s)
& 1 interface GigabitEthernetl1/0/6
2
( \ 3 power inline auto
4 power inline auto max 15000
5 power inline police action errdisable
6 power inline port priority high
7 power inline port perpetual-poe-ha
8 power inline port poe-ha
9
. 10
kNetwork SettlngS) & 11 interface GigabitEthernetl/0/5
12
13 power inline auto
14 power inline auto max 15000
15 power inline police action errdisable
( \ r \ 16 power inline port priority high
Q 17 power inline port perpetual-poe-ha
18 power inline port poe-ha
Day N Template Profile
. v, . J

Site Provision

Templates Wariables Simulation Provision Conflicts

(x) System Variables Assistant (2 Template History & Attach te Network Profile (| EI

interface $inte

. Switches )

power inline auto mi
power inline police action errdisable

power inline port priority %
power inline port perpetual-po
power inline port poe-ha

]
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Wireless Provisioning - intent based

[ ) ( . N\
\. Yy % Network Settings %
( ) 4 Q ~

= 8 | m) (B
__Day N Template _ Profile

Site Provision
! YA mEm S %
AT&
.
A site can only be mapped to one profile
A profile can contain many sites

. Model Based | \ WLC y
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697 CIsco




Step 1 : SSID Configuration —

Design->Network Settings->Wireless Reference

Basic Settings

Fill the Information like name, wireless options, state and network to complete the basic setup of

SSID
Security Settings
':'-) Except L2 Sect AAA Configuration, Mac Filtering, NAS-ID and Client Rate Limit, all other parameters will be inherited to overridden S| Configure the security level and authentication, authorization, & accounting for SSID
Wieloss et Hame (S50) WLAN Prois Nema® ol Pratie Nome
. . A\ ©ne (1) Warning Alert and One (1) Information Alert on this page. Collapse to hide
SSID1 SSID1_profile S5ID1_profile

& One (1) Warning Alert

For 2.4GHz+ 5GHz only, enable WPAZ , WPA3 is optianal, For 2,4GHa+ §GHz+8GHz to ba oparatianal an 05 devices varsion 17.7 and above, enable WPAS and disable WPAZ
Wireless Option (O
(© One (1) Information Alert

i O s o A
© Muitl bend operation (2.4GHz, 5GHz, 8GHZ) () Ml hend operaon with Aand Select () SGHz only () 24GHzonly () 86H2 Onl Excopt L2 Security, AAA Configuration, Mac Filtering, NAS-ID and Client Rate Limit, all other parameters will be inherited to averridden Sita(s).

Primary Traffic Type

VolP (Platinum) ~ @ SSID Name: SSID1 (Enterprise)

Level of Security
SSID STATE © Enterprise () Persanal () Open Secured () Open Advanced Settings
‘CanPaure the advanced fiids t complate SSI zelup
.:] Admin Staws @ wpaz [ weas
Mast secure Py S VI A S T —————
D Broadcast SSID User Gredentials are validated with B02.1x Racius server to authenticate clients to the wireless network. 50 Maswac SSI01 (Earpdias)
WPA3 feature is supported for Wireless Controller version 8,10 & abave, For Catalyst 9800 Controllers version 16.12 & above
Fast Transition (802,117} MFP Crent Protsetion Protected Mansgament Frama (B02.1 1w
Authentication, Authorization, and Accounting Configuration © Agee ()b () Ormatie © Optiona ) fnaures © Grtamal ) fecus -
9 AAA Gonfigured (1) e
K
@ AAA Override U Fast Lane & reigenar List
(O Mac Filtering [ Deny RCM Clients (1) 8 Seion Timacu 8 Cius Exchaion
() Enable Posture (O 11y BSS Transition Suppert
19 955 e b S
8 et usar e Tmecun 00 YT
ek iant protang (T
NAS-ID
conigurs coxn (I
Configure Clier Rte Limit
coversge tae Derecron ()
i

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697 CIsco



Step 2: Associate to wireless network profile

Associate SSID to Profile

Select a Profile on the left or Add Profile and click 'Associate’ to associate the SSID to Profile.

SSID Name: SSID1 (Enterprise)

@ ~qd Profile @ 2 rrofile(s) associate d.

9800
BrownfieldProfile_7

C Sy

red

pnp2 \/

pnp-DC-syd2 \/ \ ~
np-wireless \ /
R1.0 (] Vv

R3.0 [

sda

thirdwheel

Voice Client: J

wic-confis ] o

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697

Reference

Can then assign a set of sites to the
. wireless network profile

]
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Provision one WLC

Q  deviceName: (9800-pnp)

1 Selected @ Add Device

Devices (2) Focus: Provision \/

Tag Actions ~ @

8 Device Name “ Inventory Device Family Site
9800-pnp Software Image
= ~ Provision _

& O 98005pnp © Assign Device to Site Global/DC - syd
Telemetry - .

O @ 9800-pnp2 © Provision Device Global/DC - syd
Device Replacement

1L ANL Ayt 45

© 2025 Cisco and/or its affiliates. All rights reserved.

Reference

Inventory / Provision Devices

° Assign Site @ Configuration

Serial Number

9P015USKRB8

@ Model Configuration

Devices
9800-pnp

@ Advanced Configuration @ Summary

&I Global/DC - syd x

BRKOPS-2697
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Select managed sites

Inventory / Provision Devices

@ Assign Site e Configuration @ Model Configuration @ Advanced Configuration @ Summary

(7) Skip AP Provision

Serial Number Devices WLC Role Managed AP location(s)
I = 9800-pnp 9POISUSKRBS 9800-pnp © Active Main WLC () b Select Primary Managed AP Locations
(O Anchor

i Select Secondary Managed AP Locations

The sites WLC manages
determines the relevant
wireless network profiles (WNP)

Secondary sites are for N+1
config

AP are assigned to a site ->
configuration pushed to AP

Some commands are disruptive,
so option to skip AP
provisioning until later

© 2025 Cisco and/or its affiliates. All rights reserved.

Reference

Inventory / Provision Devices

@ Assign Site e Configuration @ Model Configuration @ Advanced Configuration

Serial Number Devices
| = 9800-pnp 9P015USKRB8 9800-pnp

(O skip AP Provision ®

Rolling AP Upgrade

AP Reboot Percentage

Enable 25 '\ 0)

Managed AP Location

Q_ search Hierarchy

v (O & Global
> O & Aus
> (O & brownfield
>Oé&c
() = DC - syd
(O @ deak
> O &EK

> @ @ HongKong

BRKOPS-2697
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SSID interfaces

Reference

L3 configuration is not best practice

Network Devices | Provision Devices

@ Assign Site o Configuration @ Model Configuration @ Advanced Configuration @ Summary

I pnp-9800 Serial Number Devices WLC Role Managed AP location(s) (O
9P015USKRBS pnp-9800 © Active Main WLG () b Managing 3 Primary location(s)
9POISUSKRBS

Y Anchor

&h Select Secondary Managed AP Locations
() skip AP Provision ()

Assign Interface

Interface Name Interface Group Name VLAN ID IP Address

Gateway IP Address Subnet Mask({in bits}
hk_ssid - 14 IP Address Gateway IP Address Subnet Mask
1 Records Show Records: 25 1-1 < Q@

Rolling AP Upgrade

AP Reboot Percentage

(0 Enable 25 v ®

]
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Template

Reference

Inventory / Provision Devices

@ Assign Site @ Configuration @ Model Configuration ° Advanced Configuration @ Summary

D Provision these templates even if they have been deployed before

Devices
Select devices to fill out provisioning parameters Copy running config to startup config
Find Show pnp1-config
=Q Device All v No variables found in template

v pnp1-config (1)

(£)9800-pnp

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697

# add the OBM management interface. L3
int gl

no switchport

#ip address 10.66.104.98 255.255.255.192
ip address 10.66.104.86 255.255.255.192

ip route 0.0.0.0 0.0.0.0 10.66.104.65
ip route 10.10.0.0 255.254.0.0 V1anlO
ip route 192.168.0.0 255.255.0.0 Vl1anlO

# add vlan 14 for the client connections
int g2
switchport trunk allowed vlan 1,10,14

# make sure serial active console port
platform console serial

]
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Wireless Provisioning - Summary

I pnp-9800

@ Assign Site @ Configuration @ Model Configuration @ Advanced Configuration e Summary

‘ @ Default AP Profile (Default_AP_Profile_Aireos/default-ap-profile) will be applied to all Cisco DNA Center generated AP Groups/Site Tags

v Device Details

Device Name:
Platform Id:
Device IP:

Device Location:

pnp-9800
C9800-CL-K9
10.10.10.146
Global/DC - syd

Device

Details

AAA Network Primary Server:

AAA Client Server:

Device Role: Active Main WLC
Associated Anchor device(s) None

v Network Setting N etwo k
NTP Server: 10.10.10.151 Settin S
AAA Network ISE Server 10.66.104.67 g

10.10.10.127 (RADIUS)

AAA client/endpoint settings are pushed as per the configuration added for each Managed AP location per WLAN.

WARNING: Do not use "admin" as the username for your device CLI credentials, if you are using ISE as your AAA serfe

able to login to your devices.

Syslog Server

Netflow Collector

Cisco TrustSec (CTS) Credentials

Wireless Streaming Telemetry
SNMP Trap Receiver

DNS Server

DTLS Ciphersuite

AP Impersonation

Syslog Level

Controller Certificates

Cisco DNA Center

Cisco DNA Center

Yes

Yes

Cisco DNA Center

(Not configured)

Skipped

Enabled

6 - Information Messages

Yes

Device

Controllability

v SSID (wlc-config)

> SSID (thirdwheel)

v Managed Sites

As Primary WLC:

<

Rolling AP Upgrade

Rolling AP Upgrade

AP Reboot Percentage

v Interfaces

Name:

VLAN ID:

v Remote Teleworker Settings

3 Managed Sites

Disabled
25

hk_ssid
14

Wireless Intent

v Advanced Configuration

Template Name:

pnp1-config

Day N Templates

© 2025 Cisco and/or its affiliates. All rights reserved.
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v Model Configs

Capability

Model based config

Design Name

No data to display

]
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Templates




Day0O vs Day-N

\ Reference

PnP (day-0) Pull

Template
Rendered Template

Provisioning (day-n) Push

Implications
Cisco Catalyst Center

Cisco DNA Center DayO0 - pull DayN - push
\ change IP address or interface Interactive commands

one-shot (rollback on failure) line-by-line (no rollback)
1 Template Rendered on Catalyst Center ; )
no composite templates composite templates supported

only re-push on change

]
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Velocity vs Jinja

variable reference
assignment

conditional

loop

implicit variables

interactive mode

ENABLE and
MULTLINE

filters

© 2025 Cisco and/or its affiliates. All rights reserved.

$loopback

#set ($loopback = "10.10.10.1")

#if (Shostname == "border01l")
foo

#end

#foreach ($Snumber in [0..3])
int gigl/${number} /24
shutdown

#end

#foreach (Sinterface in
$ 1interfaces)

yes

yes

no

BRKOPS-2697

{{loopback}}

{% set loopback = "10.10.10.1" %}
{$ 1f hostname == "border01l" %}
foo

{%$ endif %}

{% for number in range(3) %}
int gigl/{{ number }}/24
shutdown

{% endfor %}

{%$ for interface 1in interface %}

yes

yes

yes

]
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Introduction to variables

= uh Catalyst Center Design / CLI Templates
CLI Templates / variable (2) Properties
Templates Variables Simulation Provision Conflicts

loopback Velocity variables are Svar

Q_ search

WD e T Sometimes need to ignore "S"

Field Name

loopback ° adam @ Required Variable

--------------------------------------------------------- Human readable name of variable
Variable Data Value T

Variable Data Source

© User Defined () Bound to source

Variable Type @-______
Sting T A Toxt Fleld -

Data type important:

Default Variable Value

Default Variable Value C] Sensitive Value = i nteg e r VS Stri n g

Maximum Characters
Maximum Characters

Hides the input (secret) 2.3.7

Variable Notes
Hint Text Additional Info

no instructions required = @----—________ a var for adam

. Shows under variable/fieldname

Review Form

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697 CIsco



System Variables

@& variable x

Actions v Edit v | Properties Version 2

Template System Variablesh &

Template

Template System Variables

Q, Search Table

"introspect” data Catalyst Center has about the
device

Applied at runtime

Only for day-N, not day-0 (catch-22)

Lots of use cases:

Interfaces on a device.
Model Number of device
Custom config for WLAN site/policy tags

V' Filter

Source Entity Variable Name () Attribute Name

Inventory
NetworkProfile SsID ~ __ssid
NetworkProfile sSID __ssid[index].wlanld wianld Inventory
NetworkProfile SsiD __ssid[index].wlanPi v
NetworkProfile Policy Profile » __policyprofile

Inventory
NetworkProfile AP Group > __apgroup

Inventory
NetworkProfile Flex Group » __flexgroup

Invento
NetworkProfile Flex Profile > __flexprofile Ty,
NetworkProfile Site Tag > __sitetag Inventory
NetworkProfile Policy Tas > olicyta

v Teg —Pollcytag Inventory

CommonSettings dhcp.server __dhcpserver

Inventory
CommonSettings syslog.server » __syslogserver

Inventory

Inventory

© 2025 Cisco and/or its affiliates. All rights reserved.

Device

Interface

AP Group

Flex Group

Wian

Policy Profile

Flex Profile

Webauth Parameter Map

Site Tag

Policy Tag

RF Profile

__device

__interface

__apgroup

__flexgroup

__wlan

__policyprofile

__flexprofile

__webauthparametermap

__Sitetag

__policytag

__rfprofile

BRKOPS-2697
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Bound Variables

Reference

Take a system variable and map to a variable inside the template.
- e.g. template to shut a list of interfaces
- Inventory -> interface -> portName

CLI Templates 1 interfaces_bound (1) Properties
Templates Variables Simulation Provision Conflicts
H *
interfaces_bound X
interfaces
Q_ search
Vi
VARIABLES .:] attabk
A ions v E it v PFO el"tles ) Field Name
Ct ons | d | p interfaces ° Field Name & Required Variabl
Template Variable Data Value
( Variable Data Source
. v - O User Defined @ Bound to source
($interface in $interfaces)
5 Data Entry Type Source
$ in t er f ace Multi Select ¥ Inventory ¥
Entity Attribute
Interface v portName A
Q
Filter By LG [P ——
pid
portMod
Variable Notes
portNam:
Hint Text
Hint Text portType N
powerovere! therne! t
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Simulation

CLI Templates / interfaces_bound (1) Properties

Templates Variables

(x) System Variables Assistant

Simulation

[ Template History  # Attach to Network Profile - |

Provision Conflicts

($interface in $interfaces)
interface $interface
shutdown

© 2025 Cisco and/or its affiliates. All rights reserved.
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Select "Simulation" on far
right

Create Simulation
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Simulation - #2

CLI Templates / interfaces_bound (1) Properties

Templates Variables Simulation Provision Conflicts

Simulations (3)

Q) Search Table

0 Selected Edit More Actions v
O Simulation Name = Date
O adam 28 November 2022

Variables Simulated

@ Add Simulation

v

Status

® SUCCESS

As of: Feb 3, 2024 9:52 PM

Report

View

Click link to select device
Choose device from list

Create Simulation

Simulation Name*
adamnew

BIND TO SOURCE

Device*

9k-13 (10.10.3.122)

This template has binding or system variables. Select the device for simulation.

Q

9k-13 (10.10.3.122)
2960x-auckland (192.168.14.16)
encs-9k (192.168.200.232)
perth-9k (10.10.100.120)

perth-Sk-edge (10.10.9.128)

& Import Template Parameters T, Export Template Parameters

interfaces

Q, Search Table

Interfaces will be assigned to a list (multi-select)

© 2025 Cisco and/or its affiliates. All rights reserved.
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0 Selected

O interfaces «
AppGigabitEthernet1/0/1
FortyGigabitEthernet1/1/1
FortyGigabitEthernet1/1/2

GigabitEthernet0/0

0 O|B |0

GigabitEthernet1/0/1

As of: Feb 3, 2024 9:55 PM

Q

]
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Simulation #3

= "c','s'c"o" Catalyst Center

Design / CLI Templates

CLI Templates / interfaces_bound (1)

Simulations (4)

Q. Search Table

Properties

Templates Variables Simulation Provision Conflicts

0 Selected More Actions v

O Simulation Name Date

O adam 28 November 2022
0O adam?2 05 December 2023
0O adamnew1 03 February 2024
0O ams 07 February 2023

Variables Simulated

Status

® SUCCESS

® SUCCESS

® SUCCESS

Simulation - adamnew1 x
@ Add Simulation
Variables Simulated: 1 Status: SUCCESS
Y interface GigabitEthernetl1/0/1
shutdown
As of: Feb 3, 2024 9:56 PM [ interface GigabitEthernetl/0/10
shutdown
Report interface GigabitEthernetl1/0/11
shutdown
View
View
View
View

® SUCCESS

© 2025 Cisco and/or its affiliates. All rights reserved.

Shows configuration pushed to device
Lots of options for more intelligent templates

Can send all interface attributes and pick those
needed
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Implicit Variables

Picking interface names from Ul can be tedious. Possible to "implicitly" access all
interfaces/SSID etc

No longer any variable as the binding is implicit
Need to use ".portName” to get interface name

Simulation shows this shuts down every interface.... Be careful!

interfaces_implicit >
- - =t ®
Interfaces_lmpIICIt X Actions v Properties Template System Variables [
Input Form
. . . Preview () Custom or der
Actions v | Edit v | Properties

interfaces_implicit

interfaces_imphcit
ons v | P

Simulation Input

Template

) ($interface in $__interface)
= $interface.portName

]
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Real Example

appX_implicit X

Actions v Edit v Properties

Template

#foreach ($interface in $__interface)

#if ($interface.interfaceType == "Physical" && $interface.portMode == "access")
#if ($interface.description.matches(".x lan"))
int $interface.portName

desc $interface.description

#else

int $interface.portName

desc $interface.description lan

#end

#end

#end

al
2
3
4
5
6
7
8
9
0
1

1
1

]
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Templates need to be committed and have versioning history

CLI Templates / variable (2) Properties
Template History
Templates Variables Simulation Provision Conflicts
; g . 5 :
(x) System Variables Assistant [% Template History & Attach to Network Profile CI® Show Design COanictsQ Q Soarah

) Clof > & Latest Content

Auto saved: 9:48 PM (every 5 mins) =ZQ Search
Author: admin

$1loopback

> @ Version 2
Author: admin | 28 November 2022, 4:52 PM

> Q Version 1
Author: admin | 16 November 2022, 2:58 PM

« Saving without committing will use the last committed version
* Design conflicts: attempts to show commands that clash with SDA push

config.

]
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INTERACTIVE JINJA

Reference
Template Hub / jinja-interactive (1) Properties
Templates Variables Simulation Provision Conflicts
(x) System Variables Assistant @ Template History  ¢? Attach to Network Profile Show Design Conflicts (7)

#INTERACTIVE
no username bogus<IQ>confirm<R>y
#END_INTERACTIVE

]
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Reboot switch —

Reference

Template Hub / reload (1) Properties

Templates Variables Simulation Provision Conflicts

(x) System Variables Assistant 5 Template History ¢ Attach to Network Profile (C_JJJ)} Show Design Conflicts (7)

#MODE_ENABLE
save config first. then do not need to answer prompt for the message to save it
wr mem
#INTERACTIVE
reload in l<I(O>confirm<R>y
#ENDS_INTERACTIVE
#MODE_END_ENABLH

- With interactive, you are matching a regexp, not string. "[confirm]" <>
"confirm”
 Reload in 1 as immediately will terminate connection, template fails

]
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Filters Jinja

set physicallnterfaces __lnterface selectattr("interfaceType", "equalto", "Physical" list
set interfaceNames []

for dict_item physicalInterfaces
for key, value dict_item.1items
1f key "portName'
set _ interfaceNames.append(value
endif
endfor
endfor

interfaceNames

set physicallnterfaces __1lnterface selectattr("interfaceType", "equalto", "Physical"” list
set interfaceNames physicallnterfaces map(attribute="portName" list

interfaceNames

"selectattr" and "map" are filters
« selectattr: if the attribute "interfaceType" == "Physical”
« map: just pick the attribute "portName" (vs all attributes)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697




Structured Data as input (vs strings)

CLI Templates /| meta-data-json (2) Properties

(%) System Variables Assistant [% Template History

set data json_var | fromjson
data.ip}}|

Templates Variables Simulation Provision Conflicts

& Attach to Network Profile ‘-

Update Simulation

Simulation Name*

a

Device

CONFIGURE VARIABLE VALUES

json_var*

{"ip" : "1.2.3.4", "interface"”

1 "g1/01/

Show Design Conflicts ®

1k Import Template Parameters ™ Export Template Parametgq

Simulation - a

Variables Simulated: 1

 Can do this via API.
 Also possible through Ul (using a filter "fromjson")

Status:

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKOPS-2697

]
cisco



emplate Hub - 2.3.5.x+ - Ad Hoc template application —

Tools / Template Hub f
Templates (111)© Select Devices R
Q. search . . L .
You can select the applicable devices to provision the templates from the list
below based on the device details defined by the template.
1 Selected M Export v ohilmport v i Delete | Provision Templates
(-] Name = Project Type Version Cammit State (1) C f. T I t V . bl f D .
(0  fexible_apjson ¥ Onboarding Configuration Regular 1 © 02 Dec 2022 01:28 PM Devices (4) g p
0 For-Loop-Jinja ¥ Sample Jinja Templates Regular Not Committed A Not Committed Qs . Based on the device type and device tags defined when the templates was
earc . o . Py
created. You can select the applicable devices from the list below to provision
O For-Loop-Velocity ¥ Sample Velocity Templates Regular Not Committed A Not Committed ) the templates.
Reachability All Reachable Unreachable P
idh tent ¥ d. Ry I 4 @ 16 Jun 2020 07:06 PM i - .
O dewempoten acam cguier un [} Device Name 1P Address BEREE () Provision these templates even if they have been deployed before
O If-Condition-Jinja Sample Jinja Templates Regular Not Committed & Not Committed devi i isi
[0  2960x-auckland 192.168.14.16 =skect pa::r:!t:: s ® Copy running cenfig to startup config
<
D If-Condition-Velocity v Sample Velocity Templates Regular Not Committed A Not Committed
0 encs-9k 192.168.200.232 Show Export Template Parameters (0 Import Template Parameters (D
O iftoop ¥ adam-jinja Regular 1 A 16 Nov 2022 02:31 PM Q) Sea All 7 int-desc
] perth-9k 10.10.100.120 int*
Implicit-Variables Sample Jinja Templats Regul Not Committed A Not Committed .
a mplicit-Variables ample Jinja Templates egular ot Committer ot Committe: v int-desc (1) g1/0/10
rth-9k-ed 10.10.9.52
O implicit_int_loap2 ¥ adam Regular 1 & 27 May 2022 11:14 AM ) pe edae /i perth-9k
desc*
O include 4 Sample Jinja Templates Regular Not Committed 4 Not Committed template hub was here
O inclugez ¥ Sample Jinja Templates Regular 1 © 17 Mar 2022 08:52 AM
B  imdesc V adam Regular 10 © 08 Apr 2022 03:41 PM

Shows network profiles using templates
Attach template to network profile

Allows selective templates to be directly applied to devices - no need to do full
provision (e.g. WLC)

]
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New Location, Same functionality - 2.3.7.4

Reference

= ‘il Catalyst Center Tools / Template Hub

alialn, Catalyst Center

cisco

Network Hierarchy
The page has a new location!

This page is now located under the Design menu. To go there, click the button below. Or, you'll be
redirected in 2 seconds...

CLI Templates

[TJ Policy Network Settings

% Provision Network Profiles

Image Repositor
& Assurance & - iy

Service Provider Profiles

L9 Workflows

% Tools

G Platform
@ Activities

E Reports

Feature Templates

Authentication Template

 Moved from tools to design. Old Menu gives a
redirect

"feature templates” also moved (was Model
Config Editor)

{@} System

C_1 Explore

]
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AAA and Management of
Credentials



Network Settings: AAA

v AAA © v AAA ©
Select AAA or Cisco ldentity Services Engine (ISE Select AAA or Cisco ldentity Services Engine
Network Client/Endpoint Network Client/Endpoint
Add AAA servers Add AAA servers
Server Type Server Type
Q ISE (O AAA O ISE (O AAA
Protocol Protocol
O RADIUS (O TACACS O RADIUS
PAN* PAN*
10.85.54.185 CIIY 10.85.54.185 I

ISE or other AAA ISE or other AAA

RADIUS or TACACS RADIUS

]
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ISE and Catalyst Center Integration

= Cisco DNA Center System / Settings Q @ @

=Q Search Settings Settings / External Services

Authentication and Policy Servers

Cisco Accounts v

Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco

PnP Connect £ A . g ¥ i
Identity Services Engine (ISE) servers can also supply policy and user information.

Cisco.com Credentials

Smart Account ® Add v ) Export As of: Apr 23, 2023 4:08 PM (7
Smart Licensing .
IP Address Protocol Type Status Actions
SSM Connection Mode
Device Settings S\ 10.10.10.130 RADIUS AAA ACTIVE
Image Distribution Servers
10.66.104.67 RADIUS ISE ACTIVE
Device Controllability
Network Resync Interval
4 10.10.10.120 RADIUS AAA ACTIVE

SNMP

* Only one ISE integration can be done per Catalyst Center.
« Other AAA servers can be added, but as an AAA server only (even if they

are ISE servers)

]
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Difference between ISE and AAA integration

Cisco
Catalyst
@ Center

AAA config pushed to devices AAA config
Catalyst Center discovers the PSN nodes pushed to
When ISE is configured as network AAA for a devices

site, devices in the site will automatically be
added as NAD to ISE
PxGrid:

* Provides Username for wired devices
« Device attributes for Al endpoint analytics
* Micro-segmentation for SDA

alfbal ]l
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Pre-requisites for ISE integration —

Reference

IP reachability required

No proxy server between ISE and Catalyst Center
ISE API needs to be enabled - ERS read write
PxGrid needs to be enabled on ISE

CLI credentials on ISE no longer used for integration. API only

FQDN is required for the integration, not just an IP address (certificate)

If using Enterprise issued Certificate, need VIP + real IP for Catalyst Center Cluster

]
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Device AAA and Site AAA Interaction

Device has AAA Site has AAA defined Provisioning Workflow

Success

configured in Catalyst Center

[X]
[
X [<] [ &

Note: If just client/device AAA, then all will work.

Network AAA is the issue - due to lockout concerns (NAD entry in ISE)

alfbal ]l
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Devices with AAA configured

Provision with Network AAA in Network Settings

[C9200L-1#show run

vt Device Configuration before Provision

Current configuration : 34587 bytes
1

-
_ Network Settings
! Last configuration change at 12:34:46 UTC Tue Mar 4 2025 by netadmin

! NVRAM config last updated at 15:10:21 UTC Tue Mar 4 2025 by netadmin = vl Catalyst Center Design / Network Settings
[

version 17.8
service timestamps debug datetime msec Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust
service timestamps log datetime msec
service password-encryption

service call-home Qaaa X Confngure» external network sgrvers, assign F|me zones tg §|tes, and customize device CLI login banner messages. The
platform punt-keepalive disable-kernel-core system will deploy these settings when devices are provisioned.
1 Search Help
hostname C9200L-1 v © Global
! ) v AAA ©
1 v db Canada
vrf definition Mgmt-vrf &0 ) Select AAA or Cisco Identity Services Engine (ISE) servers for network, client, and endpoint authentication.
' v ntario
address—family ipv4 v &b Toronto

. N Network Client/Endpoint
exit-address—family
]

] @ BRANCH-AAA
address—family ipv6 Add AAA servers

exit-address—-family 5 s
erver Type

!
! O s O AAA
!
]

H Protocol

?aa new-model O RADIUS (O TACACS
1 PAN*

aaa group server radius dnac-network-radius-group 10.85.54.185 @& v

server name dnac-radius_10.85.54.185
ip radius source-interface V1an419
1

aaa authentication login default local

Last PSN sync: Mar 17, 2025 3:34 AM &

] Primary Server*

aaa authorization exec default local 10.85.54.185 @ va -+
aaa authorization exec VTY_author group dnac-network-radius—group local if-authe
aaa accounting update newinfo periodic 2880

aaa accounting exec default start-stop group dnac-network-radius—group
]

]
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Devices with AAA configured

Provision with Network AAA in Network Settings

Network Devices / Provision Devices

L]
L
@ Assign Site @ Advanced Configuration e Summary O pt I O n S =

C9200L-1.lila.com

v Device Details

Device Name C9200L-1.lila.com #1 = Remove AAA

Platform Id C9200L-24T-4G =

| (Network) from Device
Device IP 10.85.54.23
Device Location Global/Canada/Ontario/Toronto/BRANCH-AAA

H2 - Remove AAA

Provision Device

As of: 9:50:42 AM £ Refresh

W Net k) from Net Kk
Step 3 of 3: Preview Configuration ( e Wor rO e Wor
Review the device configuration provided below by clicking on each device. When you are do n
AAA Ne deferred review can be found in the Tasks menu. Settl n g S Status: @ Failed
AAA Ne
(QQ Search by device name @ Device IP: 10.85.54.23 Site: Global/Canada/Ontar, < Back to workflow progress
-
- #3 - Optionally use .
C9200L-1.lila.com Configuration to be Deployed () puas
Templates for AAA
DNS Se| [ View by Configuration Source - All ] Q Search configuration

Errors occurred during config generation. You can still opt to deploy the partial configuration (if any) that was generated successfully. Collapse to hide.

AAA CLI(s) are already present on the device C9200L-1.lila.com: aaa group server radius dnac-group, radius server groupName, aaa accounting settings. Remove the CLIs, resync the device and retry

@ No configuration was generated from current source

]
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radius-server attribute 6 on-for-login-auth

Devices with no AAA configured

PI’OVISIOH Wlth NetWOl'k AAA N NetWOl'k SettlngS radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server attribute 31 mac format ietf upper-case
radius-server 31 send nas-port-detail mac-only
radins-server dead-criteria time 5 tries 3

Sampl AAA config sent to device

aaa new-model
|

A

|
aaa group server radius dnac-network-radius-group
server name dnac-radius_ 10.85.54.185
ip radius source-interface Vl1an4l9
!
aaa authentication login default local
aaa authentication login VTY authen group dnac-network-radius-group local
Sa6 GULNOrlzation exeC default local
aaa authorization exec VTY author group dnac-network-radius-group local [f-
authenticated
aaa accounting update newinfo periodic 2880

aaa accounting exec default start-stop group dnac-network-radius-group
|

Device added in ISE

pac key 7 123A54041104282A0B6A
|

line vty 0 4
authorization exec VTY author I

login authentication VTY authen
‘ases’ Identity Services Engine Home » Context Visibility » Operations » Policy

~ Administration » Work Centers
common

» System  » Identity Management =~ Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

aaa session-1i
|

! ¥ Network Devices ~ Network Device Groups ~ Network Device Profiles  External RADIUS Servers
|

RADIUS Server|Sequences  NAC Managers  External MDM  » Location Services

ip radius source-interface LoopbackO .
P Network Devices P Network Devices

Dot o H
Befault-Device

Device Security Setii J Edit  ofAdd  FyDuplicate | @almport Export v | @) Generate PAC | 3 Delete »
evice Security Settings

Match the following rule:

Filter | Name /| | Contains v | | 9200 | - [ ] } Go [ Clear Filter Jg
Name Mask Profile Name Location Type Description
[J co200L-1.lila.... 10.85.54.23/32 @t Cisco & All Locations All Device Types

]
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Devices with local credentials

Changing local credential passwords

Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust
Qscar % Create and configure the credentials used to access devices. %, Manage Credentials
Search Help Assigned credentials aren't deployed automatically. To push a credential to your devices, click "Manage Credentials" and
choose the credential's Apply action in the Manage Credentials table.
v © Global
v #b Canada
o)
v @ Ontario v CL©

v &b Toronto
Assign a CLI credential

® TBRANCH-SCARBOR...

Credential*

Cisco Live &) Vv

TBRANCH-C9200L-3#show run | i username

username netadmin privilege 15 password 7 04785A150C2E68602858

username ciscolive privilege 15 secret 8 $8$MHEMy60T@Qp. fk$eQBNEVYBCW7umuAarXnNbxDnyhZrk4020RVYYQEFG.A
username lila privilege 15 secret 8 $8$YZ4SK4Hb4X9dmk$.Fil.LkfwxF.YdjvLytRI8R8V. jfN1laWuCaE9a0jTt6

]
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Changing local credential passwords

Credentials Reference

Manage Credentials Credentials are applied

locally to the site but
changed globally

To view the assigned credentials' statuses and to apply them to only devices in the current site, choose
"Focus: Current site."

To view, edit, or delete all available credentials and to apply them to all devices in all applicable sites,
choose "Focus: System."

Focus:| Current site (TBRANCH-SCARBOROUGH) A 4%
Q | Currentsite (TBRANCH-SCARBOROUGH)
System
Add As of: Mar 4, 2025 12:25 PM S

]
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Changing local credential passwords

Credentials

Manage Credentials

To view the assigned credentials' statuses and to apply them to only devices in the current site, cho
"Focus: Current site."

To view, edit, or delete all available credentials and to apply them to all devices in all applicable site
choose "Focus: System."

Focus: System

(Q_  Search Table

Credentials / Edit Credential

CLI

Name / Description*

Cisco Live

Username*

ciscolive

View Username Policy

Password*

.......... SHOW

View Password Policy

.......... SHOW

View Password Policy

Reference

Credentials are
applied locally but
changed globally

New password

applied at the site
level, other sites not

Add v As of: Mar 4, 2025 12:25 P\
Name = Type Actions Impacted u ntll
synched

admin CLI

Cisco Live CLI

cli-canada CLI

Delete
francis CLI
Lila fall|
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697
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Changing local credential passwords

< c

— me
= Cisco

Catalyst Center

Device Credentials

Servers

Q) scar %

Search Help
~ O Global
v o Canada
~ @b Ontario
v di Toronto

I = TBRANCH-SCARBOR...

IP Address Pools

Wireless Telemetry

Create and configure the credentials used to access devices.

Assigned credentials aren't deployed automatically. To push a cred
choose the credential's Apply action in the Manage Credentials tab

v CLI ®

Assign a CLI credential

Credential*

Cisco Live e

v SNMPv2c Read @

Assign an SNMPv2c Read credential

Credential*

ro & v

v SNMPv2c Write @

Assign an SNMPv2c Write credential

Design / Network Settings

Security and Tr,

© Not Secure  hitps://10.85.54.180/dna/design/networkSettings/deviceCredentials?selectedSite=f10009d3-3789-46a7-929f-64991323b24c

Credentials

Manage Credentials

To view the assigned credentials' statuses and to apply them to only devices in the current site, choose

"Focus: Current site."

To view, edit, or delete all available credentials and to apply them to all devices in all applicable sites,

choose "Focus: System."

Focus: System v

()  Search Table

Add

Name =
admin
Cisco Live
cli-canada
francis

Lila

&

As of: Mar 4, 2025 12:25 PM =

Type Actions

CLI -

CLI -

CLI -

s

X

4 Success

CLI credential Cisco Live has been
updated.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Changing local credential passwords

Credentiais Reference

Manage Credentials New password applied at
the site level, other sites

not impacted until synched

To view the assigned credentials' statuses and to apply them to only devices in the current site, choose
"Focus: Current site."

To view, edit, or delete all available credentials and to apply them to all devices in all applicable sites,
choose " Focus: System."

Focus: Current site (TBRANCH-SCARBOROUGH) 4%

(Q Search Table

Add v As of: Mar 4, 2025 12:26 PM 3
N & Type Not Synced (D 2 Devices ACHBHE
Cisco Live CLI ( Not Synced (2)

]
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Changing local credential passwords

Credentials

Reference

Manage Credentials

To view the assigned credentials’ s
"Focus: Current site.”

C9K-STANDALONE-2> show run | i username
| | _ username netadmin privilege 15 password (0 XXXXXXXX
To view, edit, or delete all available . .
choose "Focus: System.” username httpuser privilege 15 password 0 XXXXXXXX
SIS SN IRYe USername ciscolive privilege 15 secret xxxxxx
C9K-STANDALONE-2>
Q Search Table

Add v As of: Mar 4, 2025 12:26 P iy
Name = Type Status Actighfis
r 3
Cisco Live CLI (D) Not Synced (2)
NFVIS-HTTPS-RO HTTP(S) Read @ Not Synced (2) Apply

ol I 1l I h
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Changing local credential passwords

Catalyst Center pushes a

Apr 2 11:19:36.804: $SSH-5-SSH2 USERAUTH: User 'ciscolive' authentication for SS
1) using crypto cipher 'aesl28-ctr', hmac 'hmac-sha2-256-etm@openssh.com' Succeed\\/z|{oEii=tiipal=l o d=l0l=lgiitz] b
Apr 2 11:19:36.830: $HA EM-6-LOG: catchall: enable
Apr 2 11:19:36.848: SHA EM-6-LOG: catchall: terminal length O
Apr 2 11:19:36.875: $HA EM-6-LOG: catchall: terminal width 0
Apr 2 11:19:36.907: $HA EM-6-LOG: catchall: terminal width 0
Apr 2 11:19:36.933: $HA EM-6-LOG: catchall: configure terminal
Apr 2 11:19:36.994: %HA EM-6-LOG: catchall: event manager applet NEW CREDENTIAL
Apr 2 11:19:37.051: SHA EM-6-LOG: catchall: event timer countdown time 1
Apr 2 11:19:37.116: %HA EM-6-LOG: catchall: action 1.0 cli command "enable"
Apr 2 11:19:37.176: %HA EM-6-LOG: catchall: action 1.1 cli command "config t"
Apr 2 11:19:37.342: %HA EM-6-LOG: catchall: action 1.2 cli command "username ciscolive privilege 15 algorithm-type
sha256 secret XXX"
Apr 2 11:19:37.489: %HA EM-6-LOG: catchall: action 1.3 cli command "enable algorithm-type sha256 secret XXX"
Apr 2 11:19:37.612: %HA EM-6-LOG: catchall: action 1.4 cli command "no event manager applet NEW CREDENTIAL"
Apr 2 11:19:37.664: %HA EM-6-LOG: catchall: action 1.5 cli command "end"
Apr 2 11:19:37.721: %HA EM-6-LOG: catchall: action 1.6 cli command "exit"
Apr 2 11:19:37.738: $HA EM-6-LOG: catchall: exit
Apr 2 11:19:37.752: $SYS-5-CONFIG I: Configured from console by ciscolive on vtyl (10.85.54.180)
Apr 2 11:19:37.760: $HA EM-6-LOG: catchall: exit
Apr 2 11:19:39.345: $HA EM-6-LOG: catchall: show running-config yang brief
Apr 2 11:19:39.303: $DMI-5-SYNC NEEDED: Switch 1 R0/0: dmiauthd: Configuration change requiring running
configuration sync detected - 'username *** privilege 15 algorithm-type sha256 secret ***'  The running

temporary EEM script to
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Changing credentials passwords for devices
with AAA for Network Devices

Brownfield AAA, Template-Based AAA or AAA Configured via Network Settings

Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust Credentials / Edit Credential
Creat d fi th dential dt devi CLI
QAAA >< : reate and conrigure e credentials use O access devices.
Search Help Assigned credentials aren't deployed automatically. To push a credential to your devices, click " Managg
O Alapal choose the credential's Apply action in the Manage Credentials table. o
[C9200L-1#show run N?"m / Description
Building configuration... Lila
Current configuration : 34587 bytes Username*
Last configuration change at 12:34:46 UTC Tue Mar 4 2025 by netadmin lila
NVRAM config last updated at 15:10:21 UTC Tue Mar 4 2025 by netadmin View Username Policy
- Password*

<

........... SHOW

View Password Policy

aa new-model
........... —

!
!
!
!
!
!
!
!
a
!
!

View Password Policy

aaa group server radius dnac—network-radius-group
server name dnac-radius_10.85.54.185
ip radius source-interface V1an419

Same workflow as local

!

hentication login default local .
aaa authentication login VTY_authen group dnac-network-radius—group local Credentla|S
qad duCioT IZaC Lo exec gerauee woeat
aaa authorization exec VTY_author group dnac-network-radius—-group local if-authenticated
aaa accounting update newinfo periodic 2880

aaa accounting exec default start-stop group dnac-network-radius-group
]

]
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Changing credentials passwords for devices
with AAA for Network Devices

Brownfield AAA, Template-Based AAA or AAA Configured via Network Settings

Credentials are updated

Servers Device Credentials IP Address Pools Wireless Telemetry Security and]  credentials . C I C I
. , , Manage Credentials y y
QAAA w Create and configure the credentials used to access devices. d .
| not on device
Search Help Assigned credentials aren't deployed automatically. To push a cr
9 choose the credential's Apply action in the Manage Credentials { /
~ V) Global To view the assigned credentials' statuses and to apply them to only devices in the curreafSite, choose
« o Canada "Focus: Current site."
~ 8 Ontario v CLl © To view, edit, or delete all available credentials and to apply them to all devices/n all applicable sites,
choose "Focus: System."
v d Toronto . .
Assign a CLI credential . ) ) &
i BRANCH-AAA ocus: Current site (BRANCH-AAA) v

Credential*

Lila Qv Q. Search Table

Add v As of: Mar 17, 2025 10:46 AM £
v SNMPv2c Read © Name = Type Status Actions
Assign an SNMPv2c Read credential Lila cL @ Not Synced (1)
Credential*
ro & v NFVIS-HTTPS-RG HTTP(S) Read (@ Not Synced (1) Apply

. -
'C9200L-1#show run | i username

username netadmin privilege 15 password 7 15315A1F07250F0A0972

]
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Changing credentials passwords for devices

with AAA for Network Devices

Brownfield AAA, Template-Based AAA or AAA Configured via Network Settings

Mar 17 14:47:14.655: RADIUS: Vendor, Cisco [26] 211

Mar 17 14:47:14.656: RADIUS: Cisco AVpair [1] 205 “cts-pac-opaque=

Mar 17 14:47:14.656: RADIUS: User-Name [1] 6 "lila"

Mar 17 14:47:14.656: RADIUS: User-Password [2] 18 =

Mar 17 14:47:14.656: RADIUS: Calling-Station-Id [31] 14 "10.85.54.180"

Mar 17 14:47:14.656: RADIUS: NAS-Port [51 6 6

Mar 17 14:47:14.656: RADIUS: NAS-Port-Id [87] 6 "ttye"

Mar 17 14:47:14.656: RADIUS: NAS-Port-Type [61] 6 Virtual [5]
C9200L-1#

Mar 17 14:47:14.656: RADIUS: Service-Type [6] 6 Login [1]
Mogs AT A ATAA _COEs DADTUC, MAC_TD AddececTAL G a0 OF F4 D2

Mar 17 14:47:14.656: RADIUS: Message-Authenticato[80] 18

RADIUS: 07 B2 AD 2E 41 9C Al EB DD 91 84 37 AA 74 DC 37 [ .A7t7]
Mar 17 14:47:14.656: RADIUS(00002D54): Sending a IPv4 Radius Packet
W‘ . . rStarted 2 cec timegut

Mar 17 14:47:14.655: RADIUS(00002D54): Send Access—-Request to 10.85.54.185:1812 id 1645/84, len 317

RADIUS: authenticator 26 95 54 9F 4F 73 56 61 — CE B4 FA F9 53 84 7D 6D

Mar 17 14:47:14.678: RADIUS: Message-Authenticato[80] 18

C9200L-1#

RADIUS: C3 5E F8 D2 75 D6 14 59 @06 B4 DC AF 9B 4E 4B 41 [ “uYNKA]
Mar 17 14:47:14.678: RADIUS: PAC key found while sending request (rctx:0x46C7A3EC)
Mar 17 14:47:14.679: RADIUS(00002D54): Received from id 1645/84

ronnnl 140

Mar 17 14:47:14.678: RADIUS: Received from id 1645/84 10.85.54.185:1812, Access—Reject, len 38

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697
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Changing credentials passwords for devices
with AAA for Network Devices

Brownfield AAA, Template-Based AAA or AAA Configured via Network Settings

Credential Status

Servers Device Credentials
Q AAA X
Search Help
v O Global

v ¢ Canada
v ¢ Ontario
v & Toronto

¥ BRANCH-AAA

Type = Name/Description Status Details
IP Address Pools AAA d d h lied
. server not updated with a ie

CLI Lila © railed . P ppiied.
CresteEnd configin credential, please update and try again
Assigned credential
choose the credenti . . . . .

Device credential in sync with credential
SNMP rw ® Success v

assigned to site.
v CLI ©

% Assign a CLI credential
@ Focus: Current site (BRANCH-AAA) \/ %
Credential*

Lila & Vv

Q Search Table

Add v As of: Mar 17, 2025 10:47 AM
v SNMPv2c Read © Name =« Type Status Actions
Assign an SNMPv2c Read credential Ll cLI © Failed (1)

© 2025 Cisco and/or its affiliates. All rights reserved.
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Changing credentials passwords for devices
with AAA for Network Devices

Brownfield AAA, Template-Based AAA or AAA Configured via Network Settings

Servers Device Credentials
Q AAA X Y
Search Help
v O Global
v &b Canada
v & Ontario

v & Toronto

@ BRANCH-AAA

IP Address Pools

Create and configur:

Assigned credential

3 choose the credenti

v CLI @

Assign a CLI credential

Credential*

Lila

Credential Status

Type =~ Name/Description Status Details Actions

AAA server not updated with applied

CLI Lila 9 Failed . .
® Faile credential, please update and try again

Device credential in sync with credential

SNMP rw _ _
© Success assigned to site.

If credentials are invalid, action will fail
Change the password in ISE/AAA before

v SNMPv2c Read ©®

@& Assign an SNMPv2c Read

applying new credential passwords
If an AD/LDAP is integrated with ISE, perform the
credential update in AD/LDAP

© 2025 Cisco and/or its affiliates. All rights reserve
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Netconf failure

* Netconf is mandatory for C9800 WLC and

recommended for C9K switches

All Discoveries

; : ~
@ C9200L_‘| [ Date - Apr 3, 2025 12:31 PM (1) v ] 58 Qi BRI OR0LE TeRB B 2

@ Completed Type: Range Retry Count: 3 Protocol Order: SSH Total Time: 5 minutes 9 seconds View all details Re-discover

DEVICE SUMMARY

1 1 0 0

Discovered Successful Failed Discarded

Q_ Search Table

Y
T Export
IP Address ~ Device Name Status ICMP SNMP CLI HTTP(s) NETCONF
10.85.54.23 €9200L-1.lila.com o ] (] (] C) [}
]
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Netconf failure

C9200L-1#show ver

daa

ip
aaa
aaa
aaa
aaa
aaa

i1(C9200L-1#show run | section aaa

new—model

aaa group server radius dnac-network-radius—group
server name dnac-radius_10.85.54.185

radius source-interface V1an419

authentication login VTY1_authen group dnac-network-radius—group local
authorization exec VTY1_author group dnac-network-radius—group local if-authenticated

accounting update newinfo periodic 2880

accounting exec default start-stop group dnac-network-radius—group

session-id common

Cisco IOS XE Software,

Version 17.08.01

TC9200L=1%#

Co200L-1#

C9200L-1#

Apr 3 16:31:21.440: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: netadmin] [Source: 10.85.54.180] [localport: 22] at 16:31:21 UTC Thu Apr 3 2025
Apr 3 16:31:21.535: %SYS-6-LOGOUT: User netadmin has exited tty session 4(10.85.54.180)

Apr 3 16:31:21.823: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: netadmin] [Source: 10.85.54.180] [localport: 22] at 16:31:21 UTC Thu Apr 3 2025
Apr 3 16:31:22.452: %DMI-5-AUTHORIZATION_FAILED: Switch 1 R@/@: dmiauthd: User 'netadmin' from 10.85.54.180:40254 was not authorized for netconf over ssh.
Apr 3 16:31:22.665: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: netadmin] [Source: 10.85.54.180] [localport: 22] at 16:31:22 UTC Thu Apr 3 2025

Apr 3 16:31:22.962: %SYS-5-CONFIG_I: Configured from console by netadmin on vty2 (10.85.54.180)

C9200L-1#
pr :
C9200L-1#
Co200L-1#
C9200L-1#

Co200L-1#

c9200L-1#)

Apr 3 16:32:04.917: S%DMI-5-AUTHORIZATION_FAILED: Switch 1 R@/@: dmiauthd: User

Apr 3 16:32:25.195: %DMI-5-AUTHORIZATION_FAILED: Switch 1 R@/@: dmiauthd: User

Apr 3 16:32:45.472: %DMI-5-AUTHORIZATION_FAILED: Switch 1 R@/@: dmiauthd: User

Apr 3 16:31:44.638: %DMI-5-AUTHORIZATION_FAILED: Switch 1 R@/@: dmiauthd: User 'netadmin' from 10.85.54.180:16298 was not authorized for netconf over ssh.

)

Y session

Apr 3 16:32:19.483: %SYS-6-LOGOUT: User lila has exited tty session 3(10.85.54.180)

'netadmin' from 10.85.54.180:1311 was not authorized for netconf over ssh.

'netadmin' from 10.85.54.180:41401 was not authorized for netconf over ssh.

'netadmin' from 10.85.54.180:1438 was not authorized for netconf over ssh.

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKOPS-2697

]
cisco



Netconf Requirements

* Discover C9800 WLC’s and C9K switches with Netconf port enabled. Port 830 is recommended.
Do not use standard ports like 22, 80, 8080

* Netconf uses SSH credentials and it has to be admin privilege

* If aaa new-model is enabled,

« |OS XE < 17.9.x, default method needs to be specified for netconf
aaa authorization exec default <local or radius/tacacs group>
aaa authentication login default <local or radius/tacacs group>

« 10S XE > 17.9.x, custom AAA method list can be specified for programmatic interfaces
yang-interfaces aaa authentication method-list <custom method list>
yang-interfaces aaa authorization method-list <custom method list>

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697 CIsco



Netconf failure solved

As of: Apr 3, 2025 12:46 PM @
@ C9200|__ 1 [ Date = Apr 3, 2025 12:43 PM (1) Vv ]
@ Completed Type: Range Retry Count: 3 Protocol Order: SSH Total Time: 0 minutes 4 seconds View all details Re-discover
DEVICE SUMMARY
Discovered  Successful Failed Discarded
Q_  Search Table Y

Iy Export
IP Address = Device Name Status ICMP SNMP CLI HTTP(s) NETCONF
10.85.54.23 C9200L-1.lila.com (] o o (] © o
]
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Netconf failure solved

C9200L-1#show ver

aaa new-model

C9200L-1#show run | section aaa Cisco I0OS XE Software, Version 17.08.01

aaa group server radius dnac-network-radius—group
server name dnac-radius_10.85.54.185
ip radius source-interface V1an419
aaa authentication login defau oca
daa authentication Login authen group dnac-network-radius—group local
aaa authorization exec default local
aaa authorization exec VIY1l_author group dnac-network-radius—-group local if-authenticated
aaa accounting update newinfo periodic 2880
aaa accounting exec default start-stop group dnac—-network-radius—-group
aaa session-id common

o =1 - —_ =

C9200L-1#

Apr 3 16:43:16.998: %SYS-6-LOGOUT: User netadmin has exited tty session 2(10.85.54.180)
C9200L-1#

£02001 21

Apr 3 16:43:16.910: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: netadmin] [Source: 10.85.54.180] [localport: 22] at 16:43:16 UTC Thu Apr 3 2025

Apr 3 16:43:17.286: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: netadmin] [Source: 10.85.54.18@] [localport: 22] at 16:43:17 UTC Thu Apr 3 2025

roups: PRIV15

Apr 3 16:43:17.902: %DMI-5-AUTH_PASSED: Switch 1 R@/@: dmiauthd: User 'netadmin' authenticated successfully from 10.85.54.180:50313 for netconf over ssh. External

Apr 3 16:43:18.832: %SYS-5-CONFIG_I: Configured from 10.85.54.180 by snmp
C9200L-1#

C9200L-1#

groups: PRIV15

Apr 3 16:43:19.341: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: netadmin] [Source: 10.85.54.180] [localport: 22] at 16:43:19 UTC Thu Apr 3 2025

Apr 3 16:43:25.352: %DMI-5-AUTH_PASSED: Switch 1 R@/0: dmiauthd: User 'netadmin' authenticated successfully from 10.85.54.180:6246 for netconf over ssh. External

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697
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Netconf failure solved

Using custom AAA method list

aaa new-model
|
!

aaa group server radius dnac-network-radius—group
server name dnac-radius_10.85.54.185

ip radius source-interface V1an419
|

aaa authorlzatlon exec netconf—authr group dnac—network—radlus—group local 1f—authenticated
o b s rotH=2880

aaa accounting exec default start-stop group dnac-network-radius-group

netconf-vang
yang-interfaces aaa authentication method-list netconf-authn ‘
xang—lnterfaces aaa authorlzatlon method-list netconf-authr

A& InternalUser-ldentityGroup EQUALS User Identity Groups:Employee
® C9800_NETCONF_ AND

* Device_LVL15
EI Network Access-NetworkDeviceName CONTAINS 9800

A& InternalUser-ldentityGroup EQUALS User Identity Groups:Employee
® AND x Device_LVL15
)_NETCONF NETCONF_9200

+

+

ISE Configuration

Employees x v o

Employees xv o

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697
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Evolution to Per-Device
Configuration/Campus

Automation




Evolution of Automation

Intent Per Device @ Config At
Wireless mainly Day-N Scale

Switching templates Wired + Wireless Coverage/scale

Campus Automation




Simplified View and Edit of Switch Configuration

Summary View of Configurations

Actionable Switch Ports
Instant Edit and Provisioning

View/Edit of Detailed Configurations

© 2025 Cisco and/or its affiliates. All rights reserved.

All Devices [ C9K-STANDALONE-2.cirrus.cloud

CI9K-STANDALONE-2.cirrus.cloud

@ Reachable ‘ © Managed | IP Address:

Site: Global/Canada/Ontario/Toronto/TBRANCH-SCARBOROUGH

CONFIGURATION
Layer 2 v
VLAN
Discovery Protocols
STP
VTP
DHCP Snooping
IGMP Snooping
MLD Snooping
Authentication
Cisco TrustSec
Logical Ports

Port Configuration

&4 Run Commands [ View 360

. )QX‘ Device Model: Cisco Catalyst 9300 Switch

Discovery Protocols ~ Edit

CDP

Admin Status @
Hold Time ()
Timer @

(3) Default Configurations

LLDP

Admin Status @
Hold Time @
Timer @

(>) Default Configurations

Enabled (default)
180 (default)

60 (default)

Disabled (default)
120 (default)

30 (default)

Device Role: ACCES

BRKOPS-2697
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Catalyst Center- Per-Device Configuration - Switches

Phase 1: Layer 2 configurations

CONFIGURATION
Layer 2
VLAN
Discovery Protocols
STR
VTP
DHCP Snooping
IGMP Snooping
MLD Snooping
Authentication
Cisco TrustSec
Logical Ports

Port Configuration

Port Configuration # edit

Ports (41) Focus: Default View v

Q, search Table

Port Name = ()

TenGigabitEthernet1/0/22

TenGigabitEthernet1/0/23

TenGigabitEthernet1/0/24

TenGigabitEthernet1/1/1

Switchport Description

@ Only Layer 2 ports ar

@

wrkwexex Uplink #1 to C3650 DISTRI **

Frrxkxtx Uplink #2 to C3650 DISTRI **

Simplified visualization

© 2025 Cisco and/or its affiliates. All rights reserved.

View Port  / Edit

Port Name @

Vv Switchport

Description @
Mode @

Access VLAN ID @
Voice VLAN ID (3)
Admin Status @
Allowed VLANs (D)

() Default Configurations

> VLAN Trunking

~ Dotl1x

Authentication Mode (1)

TenGigabitEthernet1/0/23

#rxxxksx Uplink #1 to C3650 DISTR] ****##*x
Trunk

1 (default)

Enabled (default)

419,420

Closed (default)

Close

BRKOPS-2697
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Catalyst Center- Per-Device Configuration - Switches

Phase 1: Layer 2

Edit 2 Port

2 Selected Ports >

v Switchport

Switchport Description ()

Switchport Mode ()

Switchport Access VLAN ID (D

Switchport Admin Status ()

@ Add Configurations

configurations

Campus Automation Description

Access g
420 (VLAN0420) & v
Enabled & v

© 2025 Cisco and/or its affiliates. All rights reserved.

Simplified

Configuration

Configuration to be Deployed ®
10 Line(s)

interface GigabitEthernetl/1/2

description Campus Automation Description
switchport access vlan 420

switchport mode access

exit

interface GigabitEthernetl/1/3

description Campus Automation Description
switchport access vlan 420

switchport mode access

exit

O W00 oy W

=

BRKOPS-2697
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Catalyst Center- Per-Device Configuration - Switches |=

Reference

Pre-Requisites

« Catalyst 9000 Series Switches running Cisco I0S-XE 17.3 or later
» Cisco Catalyst Center version 2.3.7.9 or later
« L2 Configurations available

» For devices provisioned using SDA, only Config Visibility is supported

alfbal ]l
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9800 WLC - Per device configuration

All Devices | ar9800.adamlab.cisco.com

@ ar9800.adam|ab,cisco_com Manage 1 APs &4 Run Commands [ View 360 Last Updated: 3 hours 12 minutes ago ()

C

@ Reachable \ @ Managed \ IP Address: 10.10.21.200 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS | Uptime: 185 days 11 hrs 18 mins
Site: Global/SYD/north sydney

SEVUKITTY

Advisories Hardware

Device Type Wireless Controller Series Cisco Catalyst 9800 Wireless Controllers for
FIELD NOTICES Gloug

. . Platform C9800-CL-K9 Serial Number 9MZF69DI31J

Field Notices

MAC Address 00:50:56:20:66:8f Vendor Cisco
Potential Field Notices

ftwar

CONFIGURATION BETA Software

Image C9800-CL-universalk9.17.14.01.SPA.bin Version 17.141
WLAN >
RF >

Operational Summary
AP Join > Uptime 185 days 11 hrs 18 mins Provision Status Success
Flex Profiles Last Provisioned Jul 16, 2024 8:38 PM Resync Interval 24 hours
Tags > Last Synced 3 hours ago Cisco ISE Integration Not Applicable

Status

Security >
Global Radio Configurations >
Global Wireless Configurations >
MDNS
EoGRE
Layer 2 >
Network Settings >

(g |
~

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697

Private Beta: 2.3.7.6

Beta 2.3.7.9

IOS-XE 17.12+
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Management choice: Site-Based or Per-device

All Devices / ar9800.adamlab.cisco.com l

ar9800,ad8m|ab_CiSCO_Com =) Manage 1 APs b4 Run Commands 4 View 360 Last Updated: 3 hours 12 minutes ago () -
@ Reachable © Managed IP Address: 10.10.21.200 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS Uptime: 185 days 11 hrs 18 mins

Site: Global/SYD/north sydney

O\ Search Features WLAN PrOf”eS [©) Managed via Site-Based Network Profiles ()
DETAILS
This device is managed using site-based Network Profiles.
Interfaces > ) ) .
. All configurations are in read-only mode. Changes can
System > WLAN Profiles (2) only be made via the Network Profile.
Browse Configurations >

Q Search for WLAN Profile Name or SSID Name

User Defined Fields

0 Selected
Wireless Info

D WLAN Profile Name Status WLAN ID SSID Name Policy Tags AP Configuration Sets
Mobility

new_profile (] 18 new 6 0

SECURITY
Advisories test_profile (] 17 test 3 1

2 Record(s) Show Records: 25 v 1 -2 < o >

FIELD NOTICES

Field Notices

Potential Field Notices

]
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2.3.7.9 - Convert to per-device mode

= lube Catalyst Center

All Devices / pnp-9800

pnp—QSOO Enable Per-Device Configuration &% Run Commands 7' View 360 L4

@ Reachable | @ Managed IP Address: 10.10.10.146 ‘ Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS Uptime: 63 ¢

DETAILS Hardware

e s S Device Type Wireless Controller Series Cisco Catalyst 9800 Wireless Cq
Cloud

System > )

Platform C9800-CL-K9, C9800-CL-K9 Serial Number 9P015USKRBS8, 93KOFYPUL17
Browse Configurations % MAC Address 00:Te:e5:a7:bf:ff Vendor Cisco

User Defined Fields

Wireless Info Software

Image C9800-CL-universalk9.17.12.03.SPA.bin Version 17.12.3
SECURITY
Advisories Operational Summary

- -
Uptime 63 days 5 hrs 30 mins Provision Status Success Ah DeVIce MOde Per DeVIce
U UICES Last Provisioned Dec 8, 2024 2:08 PM Resync Interval 24 hours Config Support

Field Notices Last Synced 4 hours ago Cisco ISE Integration Success @

Potential Feld Notices stetus Intent Mode config read only

Greenfield read-write
Assurance only read-write

]
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Per-Device configuration mode

All Devices | ar9800.adamlab.cisco.com

ar9800,adam|ab,CiSCO_C0m Manage 1 APs Run commands 7 View 360 Last Updated: 3 hours 11 minutes ago ® &
® Reachable | ® Managed | IP Address: 10.10.21.200 | Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS Uptime: 27 days 27 mins
| Site: Global/Sydney/RoseBay
DETAILS
WLAN PI"OfileS ©) Per-device configuration O o
Interfaces >
System > Any configurations made outside Catalyst Center (e.g., via
i CLI or WebUlI) will be detected and imported at the next
Browse Configurations > WLAN Profiles (3) ; ) - p
inventory sync, which may cause conflicts. To ensure
User Defined Fields consistency and predictable ocutcomes, it's recommended
O\ Search for WLAN Profile Name or SSID Name always use Catalyst Center for all supported configurations.
Wireless Info
0 Selected Actions v
CONFIGURATION O WLAN Profile Name Status WLAN ID SSID Name Policy Tags AP Configuration Sets
WLAN v
O new_profile o 18 new 6 0
WLAN Profiles
Policy Profiles [:] test_profile o 17 test 3 1
Remote LAN Profiles
O sss_profile [ <] 1 sss 0 0
Remote LAN Policies
802.11be Profiles 3 Record(s) Show Records: 25 v 1 -3 < @ >

© 2025 Cisco and/or its affiliates. All rights reserved.
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Features supported

« Tag Mapping

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKOPS-2697

Reference
WLAN Security Global Wireless Configurations Network Settings
WLAN Profiles « AAA « Airtime Fairness  DHCP Pools
«  Policy Profiles * AAA Policy  Guest LAN « HTTP/HTTPS
« Remote LAN Profiles « ACL * Media Stream « SNMP
. Remote LAN Policies « EAP « Advanced « NTP
« 802.11be Profiles * URL Filters * Multicast
RF * QGuest User * Location Layer 3
RF Profiles + Web Auth » Excluded Clients » Routing
 Radio Antenna Profiles * Trustsec * QoS Administration
. Multi BSSID Profiles * Local Policy » Application Visibility » Device
AP Join » Wireless Protection Policies —MobHity= * User Administration
« AP Join Profiles Global Radio Configurations « Country « DNS
AP Priming » CleanAir mDNS MobHiy=
« Mesh * High Throughput EoGRE
«  Power Profiles * Media Parameters Layer 2
«  Calendar Profile * Network Parameters  VLAN
Flex Profiles * Global Parameters * Interfaces in 2.3.7.9
Tags * RRM » Discovery Protocols .
. Site Tags New in 3.1.3
« Policy Tags =% removed in 3.1.5
« RF Tags

]
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Mobility is now part of inventory configuration

(not per-device)

m Routers Switches Wireless Controllers

Devices (4) Focus: [ Software Images v ]

Access Points Sensors

Take a tour

a8 = | %

& Export

[ Q  Click here to apply basic or advanced filters or view recently applied fil

ters

1 Selected Tag + Adddevice Software Image Management Actions ~ @

= Tags Device Name * IP Adc
D O 9k-tor-app-temp.adamlab.cisco.com 10.16
D O APFA4BD.9E9A.F1EC 10.1€
O ar9800.adamlab.cisco.com 10.1€
O o perth-9k-edge 10.1€

As of: Oct 1, 2025 11:20 A

Reachability ©

Image Version

Inventory >
Software Image >
Provision >
Telemetry >

Device Replacement >

Switch Refresh >
Compliance >
More >

Assign Device to Site
Provision Device
Configure WLC HA
Configure WLC Mobility
Manage LED Flash Status

Factory Reset

17181

17.15.3.28

17.15.3

17.15.3

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKOPS-2697

]
cisco



A Policy Profile contains a lot of attributes

Edit Policy Profile: adam x

Q_ search

u Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated

General with this Policy profile.

Access Policies

QoS and AVC General
Mobility Configure WLAN switching policy , status and related configs
Advanced Policy Profile Name
. O]

WLAN Timeout adam

WLAN Flex Policy Description

AAA Palicy

DHCP

Vi
DNS Layer Security Length: 0 to 64

Miscellaneous

B

Status (i)

[:' Passive Client (i)

IP MAC Binding ()

Encrypted Traffic Analytics ()

WLAN Switching Policy

Central DHCP (1)

Wl W0

D Central Switching (i)

Central Authentication (1) Flex NAT/PAT (O

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697 CIsco



Example:

Turn off 2.4GHz

Q Search

I General
Security
Layer 2
Layer 3
AAA
Advanced
11ax
11k
11v BSS
Device Analytics
Max Clients
Off Channel Scan

Miscellaneous

Edit WLAN Profile: test_profile

General

The General tab allows to define the basic WLAN profile properties such as the name, the SSID, the WLAN ID, radio

policy and so on.

SSID State

.:] Admin Status @

Broadcast SSID (1)

Radio Policy (i) Show Slot Configuration

6 GHz
5 GHz

2.4 GHz

afiaf®

Bg Policy*
802.11b/g v ®

() Band Select (0

© 2025 Cisco and/or its affiliates. All rights reserved.

Edit WLAN Profile: test_profile

Q Search

General
Security
Layer 2
Layer 3
AAA
Advanced
11ax
11k
11v BSS
Device Analytics
Max Clients
Off Channel Scan

Miscellaneous

General

The General tab allows to define the basic WLAN profile properties such as the ng

policy and so on.

SSID State

Admin Status ()

Broadcast SSID (7)

afls

Radio Policy (i) show Slot Config

(O oo

(I 2o

Edit WLAN Profile: test_profile | Provision

Provision

@ Learn how the Visibility and Contral of Configurations feature helps optimize your workflow.

devices. To configure this setting, go to System = Settings = Visibility and Control of Configurations.

This workflow supports enforcing network administrators and other users to preview configurations before deploying them on the network X

O Preview and Deploy (Recommended) @

Allows previewing device configurations and deploying them at any time. View status in Tasks

Task Name™

Edit WLAN Profile: test_profile-04_Dec_2024_

BRKOPS-2697
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ow in VCR mode

Edit WLAN Profile: test_profile-04_Dec_2024_12_48_AM As of: 12:51:58 AM

Step 1 of 3: Performing Initial Checks
A Cisco Catalyst Center is now performing early validations to ensure a seamless provisioning operation.

~ @ Pending Operations (i

Warning

You are provisioning changes using the
Per-Device Configuration. This feature
is currently in Beta with no official Cisco
technical support. Contact Cisco for

more details. ~ @ Device Level Validations (1)

Success. No pending operations conflicting with the current operation found

Cancel
Success. No issues were found on a preliminary check of the devices invelved in this operation. More checks will be performed as the workflow progresses. Currently, these preliminary checks are performed only
on Switches and Routers. Wireless controllers, Access Points and other devices are not included

£] Exit Recheck

]
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Visibility

Edit WLAN Profile: test_profile-04_Dec_2024_12_48_AM

Step 3 of 3: Preview Configuration

be found in the Tasks menu.

Q Search by device name Device IP: 10.10.21.200 Site: Global/Syd (D)

ar9800.adamlab.cisco.com @ Configuration to be Deployed

[ View by Configuration Source - All v ]

YANG - All

17 Line(s)

1+ <wlan-cfg-data xmlns= "http://cisco.com/ns/yang/Cisco-I0S-XE-wireless-wlan-cfg" >
2~ <wlan-cfg-entries >

3+ <wlan-cfg-entry >

4~ <profile-name>

5 <![CDATA[test_profile]]>

6 </profile-name>

7~ <wlan-radio-policies >

8~ <wlan-radio-policy >

9 <band>dotl1l-5-ghz-band</band>
10 <slot0>true</slot0>

11 <slotl>true</slotl>

12 <slot2>true</slot2>

13 </wlan-radio-policy>

14 </wlan-radio-policies>

15 </wlan-cfg-entry>

16 </wlan-cfg-entries>

17 </wlan-cfg-data>

(D Generation Status Legend

Review the device configuration provided below by clicking on each device. When you are done reviewing, click Deploy. Click Exit and Preview Later to defer the review. The deferred review can

Exit and Preview Later

As of: 12:52:58 AM > Refresh

Status: @ Ready

Q Search configuration

m-

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697
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Provisioning Task

. PROVISION

Active ) - @ In Progress

Start: Dec 4, 2024 12:53 AM

TASK PROGRESS

Edit WLAN Profile: test_profile-04_Dec_2024_12_48_AM

As of: 12:53:49 AM

T 1 0O O 0 0

Total Success Failed Stopped In Progress Not Started

£ Refresh

@ This task was created to deploy configuration that was previously previewed as a work item. View Work Item Details

Hostname ar9800.adamlab.cisco.com
IP Address 10.10.21.200

Status ® Success

v Payload

cd7c-42ca-961¢c-

[{" featureName" :" WlanConfigProfileGen_Configuration"," featurelnstances" :[{" @operator" :" UPDATE"," connectedModelGraph" :
{" wlanDot11BeProfileName" :" *," wlanRadioPolicyGen" :[" java.util. HashSet",

Bbe2f358a5f2"," wlanProfileName" :" test_profile"," wlanRadioPolicySlot2" :true," wlanRadioPolicySlot1" :true}]]," wlanWpa2Aes" :true," @class" :
8d33-4009-9df3-5030d5¢33530"," wlanProfileName" :" test_profile" }}]}]

[{" @class" :" com.cisco.dnac.wireless.model WlanCfg.WlanRadioPolicyGen"," wlanRadioPolicySlot0" :true," wlanRadioPolicyBand" :" DOT11_5_GHZ_BAND"

non

com.cisco

© 2025 Cisco and/or its affiliates. All rights reserved.
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Success

Edit WLAN Profile: test_profile-04_Dec_2024_12_48_AM
- PROVISION

Completed ) - @ Success

Start: Dec 4, 2024 12:53 AM End: Dec 4, 2024 12:53 AM As of: 12:54:30 AM @ Refresh

TASK PROGRESS
1 1 0 0 0 0

Total Success Failed Stopped In Progress Not Started

@ This task was created to deploy configuration that was previously previewed as a work item. View Work Item Details

Hostname ar9800.adamlab.cisco.com
IP Address 10.10.21.200

Status @ Success

> Payload

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697 CIsco



Updating/Adding Telemetry

Update Telemetry Settings Task

As of: 3:48:56 PM O Refresh
Step 3 of 3: Preview Configuration

Review the device configuration provided below by clicking on each device. When you are done reviewing, click Deploy. Click Exit and Preview Later to defer the review. The deferred review can
be found in the Tasks menu. status: @ Ready

snmp-server source-interface traps GigabitEthernetl
no crypto pki trustpoint DNAC-CA

3
n
Search by device name :
Q Search by device name |@ 5  crypto key *#ss&% rsa DNAC-CA
6 ip http client source-interface GigabitEtherneti
7
8
9

ip ssh source-interface GigabitEthernet1
ip ssh version 2

n
ip domain lookup
b e intent or assurance on
11 source interface GigabitEthernet? L)

12 enrollment mode ra

13 enrollment terminal

14  usage ssl-client

15 revocation-check crl none

ar9800.adamlab.cisco.com @& I

16 exit
17 crypte pki authenticate DNAC-CA
IS ————- BEGIN CERTIFICATE-----

Generated CLI - All

mINot part of the per device

Below is the "CLI preview” of the effective configuration change on the device after applying the YANG configuration payload. This CLI configuration should not be applied directly by logging onto the device.

] ]
crypto pki trustpoint sdn-network-infra-iwan
enrollment url http://18.18.21.124:88/ejbca/publicweb/apply/scep/sdnscep-PREVIEN

fqdn PREVIEW_FQDN.com

1
2
3
4 no revocation-check crl

5 no rsakeypair sdn-network-infra-iwan

6 subject-name CN=PREVIEW_ sdn-network-infra-iwan
7 no subject-alt-name ar9808.adamlab.cisco.com
B

Is this feature helpful? ioRRn] Exit and Preview Later

Deploy

J

]
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2.3.7.10 / 3.1.3 - clone profile from another device

All Devices | ar9800.adamlab.cisco.com

ar9800.adamlab.cisco.com

@ Reachable | ® Managed
Uptime: 153 days 2 hrs 54 mins

Q Search Features

DETAILS

Interfaces

System

Browse Configurations
User Defined Fields

Wireless Info

CONFIGURATION
WLAN
WLAN Profiles
Policy Profiles
Remote LAN Profiles

Remote | AN Policie

IP Address: 10.10.21.200

=] Manage 1 APs

Site: Global/Sydney/RoseBay

N

WLAN Profiles ©

&4 Run commands

[ view 360

‘ Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud

Last Updated: 31 minutes ago @ £

Device Role: ACCESS ‘

. " . Ty
Per-device configuration (

WLAN Profiles (3)

Q Search for WLAN Profile Name or SSID Name

0 Selected Actions v

O WLAN Profile Name

D new_profile

D test_profile

Status

WLAN ID

SSID Name

new

test

° Create WLAN Profile-30_Sep_2025_02_38_PM is completed successfully. View Task Details

© Add

Policy Tags

Clone from another WLC

AP Configuration Sets

© 2025 Cisco and/or its affiliates. All rights reserved.
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All Devices / ar9800.adamlab.cisco.com

ar9800.adamlab.cisco.com

[ view 360

Manage 1 APs B4 Run commands Last Updated: 16 hours 45 minutes ago @ £

©® Reachable ‘ © Managed IP Address: 10.10.21.200 Device Role: ACCESS

Site: Global/Sydney/RoseBay

| Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Uptime: 34 days 18 hrs 27 mins

User Defined Fields

AAA ©

Per-device configuration Oa
Wireless Info
AAA Method List v

Servers/Groups AAA Advanced v

CONFIGURATION

WLAN >

AAA new-model is disabled, AAA Authorization Method List of Type EXEC & Group Type Local needs to be created to allow configuring AAA services.
RF > Click here to create
AP Join >

Flex Profiles

RADIUS Servers (0) @ Add &

Tags >

Security A Q Search for Server name, Server IP Address, Authentication Port or Accounting Port

AAA
0 Selected Actions v

AAA Policy

O Server Name Server IP Address Server IPv6 Address Server FQDN Authentication Port Accounting Port

ACL

EAP No data to display

URL Filters

nr9800#conf t
nter configuration commands, one per line.
nr9800(config)#aaa new

End with CNTL/Z.

nr9800(config)#aaa new-model
nr9800(config)#end
nr9800#

© 2025 Cisco and/or its affiliates. All rights reserved.
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Hulk P5: AAA PDC does not support adding aaa-new-model

Cisco Bug: CSCwm80901

Last Modified
Sep 17, 2025

Products (1)
Cisco DNA Center

Known Affected Release
CatC-2.3.7.9 Catc-2.3.7.10

Description (partial)
Symptom:

CactC Version:2.3.7.9-70163
eWLC: 17.14,1712,17.15

Description:
Issue: Per Device Ul does not support adding AAA new model and without that all the provision tasks related to AAA config will fail

Steps:
Perform a couple of provision tasks on a large scale wic to create AAA related config and make sure there is no aaa-new-model on the wic
All the provision tasks will fail saying there is no aaa-new-model

Conditions:
CactC Version:2.3.7.9-70163
eWLC: 17.14,1712,17.15

Description:
Issue: Per Device Ul does not support adding AAA new model and without that all the provision tasks related to AAA config will fail

Steps:
Perform a couple of provision tasks on a large scale wic to create AAA related config and make sure there is no aaa-new-model on the wic
All the provision tasks will fail saying there is no aaa-new-model

]
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new-model causes another issue

X

Netconf Authentication Failure : NCIM12030:
Netconf connection could not be established to
H h ice. N hat If it i i le AAA
ar9800.adam|ab.0|sco.c0| the dev!ce A ot::- that If it is desu.r‘ed to ?.nabe
by configuring '"aaa new-model" then "aaa
authorization exec default local" configuration is

All Devices / ar9800.adamlab.cisco.com

@ Reachable | A Managed also required at a minimum on device. Also 1 ¢
fietcontAuhentication Failars confirm in Catalyst Center that correct user
| Site: Global/Sydney/RoseBay credentials are provided while discovering or

adding the device. You can ensure correct user
credentials are available in global credentials or in
discovery job and run discovery again. You can

Q Search Features J/ also update the credentials of the device using

DETAILS update credentials option.

Interfaces > ¢ Impacted Applications \d

System > ALL i
’7 + b

Nov 10 21:54:27.456: $DMI-5-AUTHORIZATION FAILED: Chassis 1 R0/0: dmiauthd: User 'sdn' from 10.10.21.124:11797
was not authorized for netconf over ssh.

aaa new-model Dby itself breaks netconf

This command allow local authz for netconf

aaa authorization exec default local

]
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AAA fixed - can now add servers

All Devices | ar9800.adamlab.cisco.com

@ ar9800.adamlab.cisco.com & Manage 1 APs &4 Run commands & View 360 Last Updated: 8 minutes ago @ 3
@ Reachable A Managed | IP Address: 10.10.21.200 ‘ Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS Uptime: 34 days 18 hrs 51 mins
Syncing

Site: Global/Sydney/RoseBay

CONFIGURATION

AAA 0] Per-device configuration [OF Y
WLAN >
RF > Servers/Groups v AAA Method List v~ AAA Advanced
AP Join >

Flex Profiles

Tags N RADIUS Servers (0)

Security A Q Search for Server name, Server IP Address, Authentic

AAA

0 Selected Actions v/
AAA Policy

ACL O Server Name Server IP Address
EAP

LRI Filter

@ Add &

© 2025 Cisco and/or its affiliates. All rights reserved.

Create RADIUS Server-11_Nov_2025 09 10_AM

Step 3 of 3: Preview Configuration

Review the device configuration provided below by clicking on each device. When you are done reviewing, click Deploy. Click Exit and Preview Later to defer the

Q Search by device name @ Device IP: 10.10.21.200 Site: Global/Sydney/RoseBay (i)

ar9800.adamlab.cisco.com @ Configuration to be Deployed

[ View by Source - All \v/ J

GENERATED CLI - ALL

4 Line(s)

Below is the “CLI preview” of the effective configuration change on the device after applying the YANG configuration payload|

radius server ISE
address ipv4 10.10.10.127

1
2
3 key 0 PasswordPlaceholder
4 !

BRKOPS-2697
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AAA server-groups

AAA ©

Servers/Groups v

RADIUS

Servers

Server Groups

TACACS+

Servers

Server Groups

LDAP

Servers

Server Groups

AAA Method List v AAA Advanced v

ars (1)
Server name, Server IP Address, Authentication Port or Accounting Port

ons Vv

me Server IP Address Server IPv6 Address

10.10.10.127 -

Server FQDN

Per-device configuration (O &

© Add bers

© 2025 Cisco and/or its affiliates. All rights reserved.

Create RADIUS Server Group

Server Group Name*

ise-radius-group

MAC-Delimiter*

none

Dead-Time (min)

5

v @

@

Range: 0 to 1440

IPv4 Source Interface v @
IPva VRF v @
Servers

Q search

0 Unselected

RADIUS

MAC-Filtering*

none

| always preview. | forgot to click add

after selecting ISE (during testing)

N0)

[ Load Bal

IPv6 Source

|Pv6 VRF

Remave All 1 Selected

> ISE

BRKOPS-2697

Configuration to be Deployed

[ View by Source - All \ ]

GENERATED CLI - ALL
5 Line(s)
Below is the “CLI preview” of the effective configuration change o

1 aaa group server radius ise-radius-group

2 server name ISE

3 subscriber mac-filtering security-mode none
4 mac-delimiter none

5 1

]
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What about the AP?

All Devices / ar9800.adamlab.cisco.com
(£ ar9800.adam|ab.cisco_com Run commands [ View 360 Last Updated: 25 minutes ago @ 3

© Reachable | ® Managed | IP Address: 10.10.21.200 | Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS Uptime: 34 days 19 hrs 52 mins |
Site: Global/Sydney/RoseBay

Q, search Features Hardware
DETAILS Device Type )
Access Points .
Interfaces >
Platform

System > MAC Address

Browse Configurations >

User Defined Fields Software

@ This Operational Access Points tab displays the state o york gnly after the gller has been resynced. ©
Wireless Info Image To configure other AP and Radio Parameters, launch thll Configure Access Points workflow
Operational Access Points (1) M Export 6%

Q Click here to apply basic or advanced filters or view recently applied filters . X .
Access Points / Edit AP Configuration Set

0 Selected Edit AP Configuration Set Assign AP to Site As of: Nov 11, 2025 Edit AP Conflguratlon Set
C] AP Name * IP Address AP Ethernet MAC Address Connection Status Policy Tag Site Tag
AP Ethernet MAC Address
()  APF4BD.9ESA.FIEC  10.10.33.2 f4:bd:9e:9a:f1:ec @ Reachable PT_SYD_north_F1_407e5  ST_SYD_port{ “:Pd:9e9aflec ©

Manage AP tags @ scale oty Tao

PT_SYD_north_F1_407e5 v

Bulk edit tags

ST_SYD_northsyd_576e4_0 v
Use AP existing config workflows for other configuration RF Tt
test v

Remember resync is important after any config push (it happens automatically - not instant)

]
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Q D

Summary Introduced in

CatC 2.3.7.9

X Why Catalyst Center?  (How? | "oy e

Catalyst Center only learns the device’s
existing configuration.

v' Supports both Brownfield & Greenfield deployments

Bl
our tEwport

v' C9800-like intuitive Ul experience

v' Smart search: find favorite “config” by name, Step2:

description, or common terms — even with typo

Stepf: . o “Enable Per-Device

Inventory > View i L Rt Configuration”

Device Details '
[ el

95% config parity with Cisco Prime (for C9800 WLC) o

v Config Cloning introduced in 2.3.7.10 =

X CatC Platform offered capabilities Do

v Visibility & Control: change management with CLI
preview

v' Config drift detection: track what changed and when

v Audit trail: see who made changes and when = l

* Capabilities mentioned are supported for Wired Infrastructure as well

v' Assurance: Visibility, Observability and Insights .

© 2025 Cisco and/or its affiliates. All rights reserved. CIsco

* In ideal conditions, subject to change.



What is next?

Per Device Contig At

Day-N Scale

Wired + Wireless Coverage/scale

OOOOOOOOOOOOOOOO



3.1.5 Networks, and Device Groups - Beta

Networks

Learn mory

Overview Unassigned devices 0

Q Search 1 results

& Export + Create Network

Network name Device groups Devices

Network 1 2 3

NOTE: Today this is switching only

4 All networks
Network 1 &

Device groups 2 Devices 3

Device group name Type Devices

Learn more  Action|

Device group 1 wired 2

Device group 2 wireless 1

Networks are a logical grouping containing device groups |Esustiia

Device group 1 & Wired device aroup

Device groups are group of devices that have similar
configuration

Devices

Q Search 2 results

& Export

Group profiles are configurations required in device groups

Report on devices that don’t have the configurations within
the profile (config push in the future)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697

[:] Device name IP address Manageability Platform Uptime Site
D 9k-tor-app-temp.adamlab.cisco.com 18.18.15.182 © Managed C9300-48U 7 days, 23:19:40.29 Global/S
[:] perth-9k-edge 18.18.9.4 © Managed C9300-48U 111 days, 20:26:16.00 Global/S
]
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3.1.5 Compare to profile - no provisioning (v

Compare configuration

All devices selected.

Compare the configurations of devices in a device group against a group profile.

Select profile type

et

[ Layer 2

vJ

Select profile

9k-tor-app-temp.adamlab.cisco.com @ managed

l[ adam ® v ]l Compared with adam on Sep 30, 2025 03:47 PM
IP address Platform Device Role Uptime Site Network
10.10.15.102 Cisco Catalyst 9300 Switch ACCESS 7 days, 23 hrs Global/Sydney/RoseBay Network 1
Layer 2 VLAN
VLAN [ -]
Discovery Protocols VLANs (10} Focus: Default View \ 1 Export]
STP [<]
Q Search Table
VTP
DHCP Snooping VLANID = (O VLAN Name Admin Status O
IGMP Snooping
15 @ Missing in profile VLANOO15 Enabled
MLD Snooping
uDLD 20 @ Missing in profile VLANO020 Enabled
Authentication
80 @ Missing in profile VLANOOSO Enabled
99 @ Missing in device - ==
10 Bacordls) Show Racorde: 28 N\ 1-10 rd

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697
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Automation beyond the UI:
API’s



API First 2.3.7.6 release notes

Feature
New APIs

Compliance API

Issues APIs

Licenses APIs

Network Settings APls

SDA APIs

Table 6. New and Changed Features in Catalyst Center Platform, Release 2.3.7.7

Description

Catalyst Center platform supports the following Compliance API:
« POST <cluster-ip>/dna/intent/api/v1/compliance/networkDevices/${id}/issues/remediation/provision
Compliance Remediation.
To access the new Compliance AP, click the menu icon and choose Platform > Developer Toolkit > APIs.
Expand the Know Your Network drop-down list and choose Compliance.

Catalyst Center platform supports the following Issues APIs:
« POST <cluster-ip>/dna/intent/api/v1/issues/resolve
Resolve the given list of issues.
« POST <cluster-ip>/dna/intent/api/v1/issues/ignore
Ignore the given list of issues.
» POST <cluster-ip>/dna/intent/api/v1/issues/S${id}/update
Update the given issue by updating selected fields.

To access the new Compliance API, click the menu icon and choose Platform > Developer Toolkit > APIs.
Expand the Know Your Network drop-down list and choose Issues.

Catalyst Center platform supports the following Licenses APls:
« PUT <cluster-ip>/dna/intent/api/v1/licenseSetting
Update license setting.
« GET <cluster-ip>/dna/intent/api/v1/licenseSetting
Retrieve license setting.

To access the new Licenses APIs, click the menu icon and choose Platform > Developer Toolkit > APIs.
Expand the Cisco DNA Center System drop-down list and choose Licenses.

Catalyst Center platform supports the following Network Settings APls:
» PUT <cluster-ip>/dna/intent/api/v1/sites/{id}/timeZoneSettings
Set time zone for a site.
» PUT <cluster-ip>/dna/intent/api/v1/sites/{id}/bannerSettings
Set banner settings for a site.
« PUT <cluster-ip>/dna/intent/api/v1/sites/${id}/telemetrySettings
Set telemetry settings for a site.

To access the new Network Settings APls, click the menu icon and choose Platform > Developer Toolkit > APls.

Expand the Site Management drop-down list and choose Network Settings

Catalyst Center platform supports the following SDA APIs:
Multicast APls
» GET <cluster-ip>/dna/intent/api/v1/sda/multicast/virtuaiNetworks
Get multicast virtual networks.

GET <cluster-ip>/dna/intent/apifv1/sda/multicast
Get multicast.

PUT <cluster-ip>/dna/intent/apifv1/sda/multicast/virtualNetworks

Update multicast virtual networks.

GET <cluster-ip>/dna/intentfapifv1/sda/multicast/vir I count
Get multicast virtual network count.

DELETE <cluster-ip>/dnafintent/api/v1/sda/multicast/virtualNetworks/${id}
Delete multicast virtual network by ID.

« POST <cluster-ip>/dna/intent/api/v1/sda/multicast/virtualNetworks
Add multicast virtual ¢ rk

Site Design APIs

SWIM APIs

© 2025 Cisco and/or its affiliates. All rights reserved.

Catalyst Center platform supports the following Site Design APls:
+ POST <cluster-ip>/dna/intent/api/v1/networkDevices/assignToSite/apply
Assign network devices to a site.

- POST <cluster-ip>/dnafintent/api/v1/networkProfilesForSites/${profileld}/siteAssignments
Assign a network profile for sites to the given site

To access the new Site Design APIs, click the menu icon and choose Platform > Developer Toolkit > APls,
Expand the Site Management drop-down list and choose Site Design

Catalyst Center platform supports the following SWIM APIs:
+ GET <cluster-ip>/dna/intent/api/v1/images
Get list of images available under the given site and product name,
« POST <cluster-ip>/dna/intent/api/v1/images/${id}/download
Download the software image from Cisco.com on the disk for the given 'id".

GET <cluster-ip>/dna/intent/api/v1/productNames

.

Get the list of network device product names, their ordinal, and the support PIDs based on filter criteria,

.

GET <cluster-ip=/dna/intent/api/v1/productNames/count
Get count of product names based on filter criteria.

GET <cluster-ip>/intent/api/v1/images/${imageld}/productNames/${productNameOrdinal}
Update the list of sites for the network device product name assigned to the software image.
GET <cluster-ip>/dna/intent/api/v1/siteWiseProductNames

Get network device product names for a site.

POST <cluster-ip>/dna/intent/api/v1/images/${imageld}/productNames

Assign network device product name and sites for the given image identifier.

GET <cluster-ip>/dna/intent/api/v1/siteWiseProductNames/count

Get the count of network device product names for the given filters.

DELETE <cluster-ip>/dna/intent/api/v1/images/S{imageld}/productNames/${productNameOrdinal}
Removes the network device product name from all the sites for the given software image.

PUT <cluster-ip> /dna/intent/api/v1/images/${imageld}/productNames/${productNameQrdinal}
Update the list of sites for the network device product name assigned to the software image.

GET <cluster-ip>/dna/intent/api/v1/images/count

Count of images available under the given site and product name.

GET <cluster-ip>/dna/intent/api/v1/images/${id}/addonimages

Retrieves the list of applicable add-on images if available for the given software image.

« GET <cluster-ip>/dna/intent/api/v1/images/${id}/addonimages/count
Count of add-on images available for the given software image identifier.

GET <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings

Retrieve the list of remote image distribution servers.

POST <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings

Add image distribution server for distributing software images.

+ GET <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings/${id}
Get image distribution server for specified server identifier.

PUT <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings/${id}
Update remote image distribution server.

DELETE <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings/${id}
Delete remote image distribution server.

BRKOPS-2697
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2.3.7.9 release notes

For detailed information about the APIs, see the Cisco Catalyst Center APIs on Cisco DevNet.
Table 9. New and changed features in Catalyst Center platform 2.3.7.9
Feature Description
New APIs

Applications APIs Catalyst Center platform supports the vnuawing Applications APs:

Retrieves the |Ist of network apphcalions a|ong with experience and health metrics.
* GET
Retrieves the toml count of network applications by applymg basic ﬁnenng
» POST <cl ip: 1
Retrieves the Trend analytics data related to network applications.
To access the new Applications APIs, click the menu icon and choose Platform > Developer Toolkit > APIs.
Expand the Know Your Network drop-down list and choose Applications.

Application Policy APIs cmarysx Contor patform supports the following Appication Polcy APls:

Retneve the |ls! of network devlces with their BDDlIC&tIOr\ visibility status.
« GET <cl
Retrieve the count of network dsvuces for the given appllcallon wsubimy status filters.
+ POST <cl ip: 1 \Pp y
Enable application teleme(ry feature on multiple network devices.
« POST ip i1 ppTelemetry
Disable applacanon telemstry feature on multiple network devices.
» POST <cl 1 icati i bar
Enable CBAR feature on multiple network devices.
« POST «<ck 1 y bar
Disable CBAR lea(ure on mulllple network devices.
» GET <cl
Retrieves the applxcabon QoS pol»cy semng
« PUT <cl
Updates the application QoS pollcy senlng
To access the new Application Policy APIs, click the menu icon and choose Platform > Developer Toolkit > APls.
Expand the Policy drop-down list and choose Application Policy.

Cisco Integrated Catalyst Center platform supports the following Cisco IMC APIs:
Management Controller « GET <cluster-ip; 1
(IMC) APIs Retieves Cisco IMC configurations for Catalyst Center nodes.
« POST <cl i
Adds Cisco IMC configuration to a Calalys! Center node.
« GET <l

Retrieves the Ccsco MC conﬁgumion for a Catalyst Center node.
«+ PUT <cluster-ip
Updates the Cisco IMC configuration for a Catalyst Center node.
+ DELETE 1
Deletes the Cisco IMC configurations for a Catalyst Center node.
To access the new Cisco IMC APIs, click the menu icon and choose Platform > Developer Toolkit > APls.
Expand the Appliance drop-down list and choose Cisco IMC.

Compliance APIs Catalyst Cemer plar(orm supports the following Compliance APIs:
ST

1
Creates a trial lor bugs detection on network devices.

Configuration Archive APIs ' Catalyst Center platform supports the following Configuration Archive APls:

+ GET <cluster-ip>/dna/intent/api/v1/networkDeviceConfigFiles
Get Network Device Configuration File Details.

+ GET <cluster-ip>/dna/intent/api/v1/networkDeviceConfigFiles/count
Count of Network Device Configuration Files.

+ GET <cluster-ip>/dna/intent/api/v1/networkDeviceConfigFiles/${id}
‘Get Configuration File Details by ID.

+ POST <cluster-ip>/dnafintent/api/v1/networkDeviceConfigFiles/${id}/downloadMasked
Download masked device configuration

+ POST <cluster-ip>/dnafintent/api/v1/networkDeviceConfigFiles/${id}/downleadUnmasked
Download Unmasked (raw) Device Configuration as ZIP.

To access the new Configuration Templates APIs, click the menu icon and choose Platform > Developer Toolkit > APls.

Expand the Site Management drop-down list and choose Configuration Archive APIs.

Configuration Templates | Catalyst Center platform supports the following Configuration Templa(es APIs:

APls

Devices APls

« GET <cluster-ip> tent/api/v1/templ Site
Retrieve the network profiles attached to a CLI template.
= GET <cluster-ip>/dna/intent/api/v1/ter i}/ networkProfilesForSites/count
Retrieve count of network pmﬁles attached to a CLI template.
+ POST <cluster-ip 1jtem
Attach network proﬁle toa Day-N CLI template.
« POST <cl pify Ly {i
Attach a list of newmm profiles tn a Day-N cu template
+ DELETE <cluster-ip ifv1 rkProfilesFarSi illc
Detach a list of network Dmﬁlss from a Day-N CLI template.
DELETE <cluster-ip>/d; } kProfilesForSi {
Detach a network profiles from a Day N CLI template.
» GET <cluster-ip>/templates/${templateld}/versions
Get Template Versions.
« GET =cluster-ip>/dna/intent/api/v1/ter i i}
Get Template Version.
« GET <cluster-ip>/dnaintent/api/v1 /ter
Get Template Versions Count.
= POST <cl ip=/dnali vl fter {templ ions/commi
‘Commit Template For a New Versuon
+ GET <cluster-ip>/dna/intent/api/v1/projects
Get Template Projects.
« POST <cluster-ip>/dna/intent/api/v1/projects
Create Template Project.
« PUT <cluster-ip>/dnali pifv1/projects/Slprojectid)
Update Template Project.
= GET <cluster-ip>/dna/fintent/api/v1/projects/${projectid}
Get Template Project.
DELETE <cluster-ip>/dna/intent/api/v1/projects/${projectid}
Delete Template Project.
+ GET <cluster-ip>/dna/intent/api/v1/projects/count
Get Template Project Count.

To access the new Configuration Templates APIs, click the menu icon and choose Platform > Developer Toolkit > APls.

Expand the Site Management drop-down list and choose Configuration Templates APis.
Caha\y:n Cenoer platfurm supports the following Devices APls:
POST

+ GET <cl 1 /networkDevi leanup
Gt trial detals for bugs 59‘36"0" on network devices. Delete a network device without canfiguration cleanu|
« POST <ch i 1 ggerScan « POST <cluster-ip>/ ify1/networkDevi feanun

© 2025 Cisco and/or its affiliates. All rights reserved.
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3.1.5 release notes

Site Design AP Operations The siteHierarchyId attribute is included in the response of these APl operations:

* GET <cluster-ip>/dna/intent/api/v1/areas/$(id}
Gets an area.

+ GET <cluster-ip>/dnafintent/api/v2/bulidings/${id)
Gets a buiiding.

« GET <cluster-ip>/dna/intent/api/v2/fioors/${id)
Gets a floor.

* GET <cluster-ip>/dna/intont/api/v1 /sites
Get sites.

Wireless API Operations The featureTemplates attribute is included in the query of these API operations:

« POST <cluster-ip>/dnajintent/api/v1 /wirelessProfiles
Create Wireless Profile.

« PUT
Update Wireless Profile.

« POST

Wireless Controller Provision.
The featureTemplates atribute is included in the response of these AP| operations:
« GET <cluster-ip>/dnafintent/api/v1 /wirelessProfiles
Get Wireless Profiles.
 GET fid}
Get Wireless Profile by ID.

The ne ighbourApName attribute is included in the response and two new fiters meshRol|

- GET
Get Mesh Ap Neighbours.

The beamState attribute is Included s a query parameter in the API operation:

« POST i i
AP Provision.

With this release, s idRadioType, ghz24Policy, ghz6PolicyClientSteering af
overridable attributes.

Beta AP Operations.
Licenses 4P| Gperation,

A1 Oparation Enhancamants

SD-Access APl aperations

4t this: redease, Gatalyst Cemter piatiorm supports the fodowing Beta AP operatin;

- et

Rt summary of natwork device ioorss

To scas the rew Licsnsas 491 operaton, cick the mand loon and choase Platform » Developer Toslki »
v " Licansas.

i t, isRes:
airkautes ars include) as ogtional parametors i the mspansa of these AP| aperatioes:

+ GET cluster-ips/dnaiinmentiapiiv? fda/srycastiasmeiays
Get anycast gateways.

« GET <clustac-ip/drafinbentiagily! cs/laysc2VirusiNetaorks
et iaper 2 iral neraorks.

The layer ess, Lay ignment, isResourceGuarde]
afirtules are included a5 the optianal uery pararmelers in these AP aperations:
+ POST schustar-ips janaienent/saif fscafanycastGatoways
Al anyeast gataways.
« PUT <clustie—ios/duafonentisoi) fscfsencastataways.
Upaate soycast ateways
+ POST acter- i fdnafeont/opi/scaiioyor 2Vetallietworks
A Laper 2 virtual netwarke,
+ PUT <cluster-is dnafimentjapi/v acklayer 2 irmusibesmors
Upelata layar 2 virtual natworks.
The 1sWoiceV'lanEnabled striuts s Inclused a5 an aptional parametar i the respoase af the AP ope|
« GET <Clustar-ip/Onaintant/agily 140 sumanscasonPronies
Get authemtication profees.
The LsVoiceVianEnabled sirbuts s included as an options! query parameter n the APf ogerstion:
+ PUT <clustae-ip>/dnafienentiapiie fsca/ashensicadianProsiss
URIEte sumantication peosie,
The £1teTd stirbute & Included as an aptcnal paramater n the responsa af the API casratian:
+ GET <clustor-pi/drainsantfapisy) sca/warsiNetwarks
et Transit Networks.
The 5 teTd striute i inclused as an optons query parameter in these AP operations:
+ POST schsster-ips fanafiant ity /scaitransitletwers
Craato Transh Notwarks.

Vireless API Oparations Catatyst

.Ut

Update AP PP Location Setting.

- GeT

Get AP PP Location Seting.

+ DELETE

Deleta Nothve Vian Settngs By Site

T

Update Native Vian Seftings By Ste.

- T

et Native Visn Setiings By Site

+ DELETE

Delste AAA Overrid Vian Setings By Ste.

- pur

Updste AAA Override Vian Settings By Sae.

. GeT

Get AAA Overide Vien Settings By Se,

« posT

Create Evant Driven RAM Confguration Feature Template.

. GeT

Gt Event Driven RSM Configuration Featurs Template.

- pur

Updats Even Driven RRM Configuration Festure Tampiate.

- DELETE

Delete Event Driven RRM Confguration Festure Tempiste.

« poST

Creata Muicast Configueation Faaturs Tempiate.

Get Multicast Conguration Feature Tempiste.

- pur

Updste Muticast Configuration Feature Tempiste.

+ DELETE

Deloto Mricast Confguration Featuro Template.

- poST

‘Creste Dot ax Configuration Festure Tempiste.

- pur

Updste Dot 1ax Configuration Featurs Tempiste.

The policyProfileName attribuf Oevices A% oparations

« POST <cluster-ip>/dnalintent/apif
Create SSID.

« PUT <cluster-Ip>/dna/intent/api/y|
Update SSID.

« POST <cluster-ip>/dnalintent/api]
Update or Override SSID.

« POST <cluster-ip>/dna/intent/api
Create Wireless Profiie.

« PUT <clustor-ip>/dnafintent/apify|
Update Wireless Profile.

Energy Arslytcs AP Operations

sl CorAguration AP| Opersticrs

Catalyst Gentar plattoem wpports the following Devices AP cperations:

LAN Autoemation Pert Channed AP! Opesations

« POST <clustoe-tp> dnaldatalmpi fcargy/ratwarkDevices umey =
Cuery covices eneray fevice troe i}
i Jes s incluce
Count cuvicas anergy tom query.
+ GET <clustae-ip>dnalcistalapiv) femrgy/networkDevicesicount s
Count devices enargy. besics ope s}
+ GET <clustar-l>dnalcata/apuv1 ferergy/netwarkDevices i) van:
Get dsuice nargy by .
+ GET <chuntar-ip>/dnalstalaoiv) eaegy/networkDevicen
rpe—— -
- cer
Resiosn port channals Count for & ratwork device e
- cer fovico opa |
an optioet
. oer

Resioves e lst of port channets for he network cevice.

> Developer Tootkt > Al

+ POST «clustur-lo> dna/iaca/ i feeargyirercdAratyics
Get ecergy tend ansyecs

+ POST <clustar- i dnaJcaua s frargy smmmmaryAnayics
Get erargy summary anaiytics

o o ek

Shas API Cporatians

+ GET <clustar-ip/dnafintant/sciivi ot repRingsl{id)

+ POST «claster-lg» GnATIBn/sgitv 1 10U NOnFIbec ropRings
Canfigur 3 REP Aing on NON-FABRIC depioymern,

+ POST ccluster-lp> dnafimant/spifv) fotfabic/rapRings
Confgurs  KEP Ring on FABRIC deployment.

+ DELETE ccuster-ips/cnafintent/apis1 foetabesrepmingsSidh
Deletn REP rog configured i the FABRIC dngloyreant.

+ DELETE <cusser-ip>/onafntert/apiv1 fctincnk adricirepings/$(c)
Deiese AEP rng configured i the NON-FABRIC deplayment

+ POST cehustar-lp> dnafiment/sgits) lot/repRiga/quesy/count
Raiem e count of AEP regs.

- cer

Softevare krisge Managerment (SWIM) AP| Operations

Rariesns e count of MBP rnge.
- cer

Retiovos e st o MAP rings.
+ GET <clustae

Rewiovos thelst of network devices part of VAP g

Rewioves trm count of MAP rng members

© 2025 Cisco and/or its affiliates. All rights reserved.

Catayst Conter platform supparts the fallawing LAN Automation AP aperasians for Pari Chark11ax|

- posT rannat <l
Croata & Naw Part Chareal boswaan devices. P
- GiT st
Get Pt Ghanneis, asa.
- GET o
Get Port Chann information by 10, |2 rad
+ DELETE ==
Dlete Port Channel, A
. B e <l
Ak 8 LAN Automsted brk 10 & Port Ghannel faa
+ posT " ik st
Rsrmave a Ik from Part Channel o)

Ta access the LAN Automaticn A aperations, cick the menu con and chacss Platfosm > Dfuster]
Expard 8 80t chocas L -

Cataiyst Conter platform supparts the fellawing Siios AP oparations:
+ GET <clusmer-ip{anaydatalapyyi fenerayisies/Sli)

ot site anorgy by D

+ GET <cluster-ip>dnaidsialagi/vi feosrayisites

Got ez energy.

+ GET <clustar-ip>idnaidaalapi/v] fenargyisites/count
Count sihes anargy.

+ POST scluster-ps na/data/spil1 fanergy stesiquery
‘Subrmit recuest to query sites ensrgy.

+ POST <cluster-i> dna/datafsoife fenergy tesiqueryicount
‘Subimit recuest 1o count sites enargy from query.

T acossa the nasw Sites API coscations, lick he meew icon ard choase Platform » Develon

Espand the Know Your Network drap-—town lst and chocse Sites.

Catsiyat supparts

+ GET <clustar-ip>/dnafintentiapi/y! instworkDeviceimages.
Gt the lst of network devices with image detals,

- GEr
‘Count of natwerk derices. far the given stahus Sters

+ GET <cluster-ip>idnafintentiagiiy! instworkDevicsimages Sk}
Fench ratwors device whh Imsge detsils

« posT
Usdsta images on the etwork dsvice

« posT
Distriuite images an the netwark device

Bulk updata images on network devices.
+ posT "

Bulk distriute nages on network devices.
posT

Trigger updste reatiness for netwoek denice.
- GEr
[ R ——

« GET i

Caunt of netwerk device image updste valdation results.
+ GET <clumer- p/onsfintent/agsiyi fproducteries

Fisioves the s of netwars devios preduct e,

Asglicaiions A| Cperations

Backup APl Gperations

Chents API Cpsrations

ol operations:
« posT
Retrieves the Trers snshtics related 1o specifc netwark spmication

Retriewes:sumrmary ansytics data reoted 1o retwork applcations siong whh heah mesics.
- et

Th treec anaitics data for ThaussndEyes.test resubs In the speciied time range
+ GET <chuster-i> dnaldatafapi/v1 thoussdEyss FestResults

mesics,
- oer
Rt th o conm of ThenusandEyes ess resuls,
To acoass the plcatians AP operatins, £ick L » D]
ollowing

+ GET <clusier-ip> dna/systomyapify! foackn Starages
et Baciup Storages.

+ GET cchuster-i> dnalpystomapif ioackos Sk}
et Backup By .

+ POST ccluster-ipsdua/iystemiaci/v] backuphfsCorigurations
Groae NS Genaguration.

+ DELETE coluster-ig> dnaisystem/apife? nackps/ Sl

Oelete Backup.

er

Gt Backup e Festors Esscution.

+ DELETE
Ovlete NS Canbguration

+ GET cchuster-i> dna/systomapify ioackaNisConfigurations
Gt AN NFS Combguration

+ GET <chustar-i> dnalsystam/apity! ibacks
e AN Backin,

+ DET <chuptar-ion dralsystar/agily’ iDackoRRstcraEsecutions
Gt Bachup Arel Rt Exncutions,

+ POST ccluster-is/Cra/sy3teenvagi/v1 backups
Craste Baciup.

+ POST <cluster-igsdhalysteniagi/v] IbackupConsguration
Graste Bacup Configurmian,

+ GET <chustar-i0» el systam/apity FoackConfigurstion
Gt Backup Confgurasn.

+ POST sclustar-igcra/systeeniagi/v1 backupaiSiidhivasiore
Resiare Backus,

To accass the new dams, ek the
EXD8N the Systeen crop-daws 14 803 choois Backuip
Catalyst Cantar platicrm supparts the fllowing Cliends AP| opaeations:
+ GET <chuster-i> dnaldatafagiiy ) fenergy/chacts/cou
Genrn clerts ererpy.
+ POST <cluster-igchalistalacilv] anarayiclientsiavery
Query clierss snrgy
+ GET schuster-ios i dotafapiiv fenergy/chents
Gt clnets ererpy
+ GET acluster-ip2dnaldatafapiv)fenergy/clierma/Siid)
Gt cluet a0aay by 10,
+ POST clussar- i caekaealopifu! anargyiclianisiquary femunt

+ GET <clustar-Ip>/dnafintentiapi/y! fproductSeslasicount
Count of network product sécies.
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3 1 5 | e I e a S e n 0 t e S Devices AP| Operations Catalyst Center plattorm supports the tollowing Devices APl operations:
u |

GET <cluster-ip>/dna/intent/api/v1/filterGroups

Get the filter groups for given search criteria.
Compliance API Operations Catalyst Center platform supports the following Compliance APl operations:

POST <cluster-ip>/dnafintent/api/v1/filterGroups
« POST <cluster-ip>/dnafintent/api/v1/compliancePolicys
Create filter group.

GET <cluster-ip>/dna/intent/apifv1/filterGroups/${id}

(Create a new policy.

GET <cluster-ip>/dna/intent/api/v1/compliancePolicys
Retrieve the policies. Get the filter group details for the given ID.

PUT <cluster-ip>/dna/intent/api/v1/filterGroups/${id}
Update filter group.
DELETE <cluster-ip>/dna/intent/api/v1/filterGroups/${id}

Delete a filter group.

GET <cluster-ip>/dna/i apifv1/ I licys/count

Retrieve the count of policies.

GET <cluster-ip>/dnafi apifv1 iancePolicys/${id}
Retrieve a specific policy.

PUT =<cluster-ip>/dna/ pi/v1/complianceF {id}

Update an existing policy. GET <cluster-ip>/dna/intent/api/v1/filterGroupAssociations

DELETE <cluster-ip>/dna/intent/api/v1/compliancePolicys/${id} Get the filter group associations.

Delete a specific policy. DELETE <cluster-ip>/dna/intent/api/v1/filterGroupAassociations/${id}

POST <cluster-ip>/dna/intent/api/v1/compliancePolicys/${policyld}/rules Delete filter group association
Create a new rule.

GET <cluster-ip>/dna/i apifvl i Poli icvid) » POST <cluster-ip>/dna/intent/api/v1/filterGroupAssociations
N P policy

Retrieve the rules. Create filter group association.
+ GET <cluster-ip>/dnalii apifvl i licys/${policyld} /count

To access the new Filter Groups API operations, click the menu icon and choose Platform

Retrieve the count of rules. . N
. Expand the Know Your Network drop-down list and choose Devices.

GET <cluster-ip>/dna/i apifvl i icys/${poli 1$(id}
Retrieve a specific rule. User and Roles API Operations Catalyst Center platform supports the following User and Roles API operations:

+ PUT <cluster-ip>/dna/intent/api/v1/compliancePolicys/${policyld}/rules/${id}

POST <cluster-ip>/dna/system/api/v2/roles
Add role v2.

Update an existing rule.

DELETE <cluster-ip>/dna/intent/api/v1/compliancePolicys/${policyld}/rules/${id}
Delete a specific rule.

POST <cluster-ip>/dna/system/api/v1/accessGroups

POST <cluster-ip>/dnafintent/api/v1/compliancePolicys/${policyld}/rules/${ruleid}/conditions Add access group.
Create a new condition

GET <cluster-ip>/dna/system/api/v1/accessGroups/S${id}

. et . iancePolicys/ ’ . .
GET <cluster-ip: apifvl ys/${policy ruleld)/conditions Get access group.

Retrieve the conditions.

DELETE <cluster-ip>/dna/system/api/v1/accessGroups/S${id}

+ GET <cluster-ip>/dnafi apifvi i icys/${policy /${ruleld)/conditions/count
Retrieve the count of conditions. Delete access group.

« GET <cluster-ip>/dnafi apifvl i Poli icyld}/rules/${ruleld}/conditic {id} « PUT <cluster-ip>/dna/system/api/v1/accessGroups/${id}
Retrieve a specific condition. Update access group.

» PUT <cluster-ip>/dna/intent/api/v1/compliancePolicys/S{policyld}/rules/S{ruleld}/conditions/${id}

GET <cluster-ip>/dna/system/api/v1/accessGroups
Update an existing condition.
Get access groups.

DELETE <cluster-ip>/dna/intent/api/v1/compli {policyld}/rules/${r itions/${id}

Delete a specific condition. GET <cluster-ip>/dna/system/api/v1/accessGroups/count
» POST <cluster-ip>/dna/intent/api/v1/compliancePolicys/${policyld}/rules/${ruleld}/variables Get access group count.
Create a new variable. DELETE <cluster-ip>/dna/system/api/v2/roles/S{id}

Delete role v2.

GET <cluster-ip>/dnai api/v i icys/${poli 1${ruleld}/variables

Retrieve the variables.

GET <cluster-ip>/dna/system/api/v2/roles/Permissions

GET =<cluster-ip>/dnafi apifvl licys/${p /S{ruleld}/variables/count

Retrieve the count of variables. Get permissions v2.

+ GET <cluster-ip>/dnali api/vl i alicys/$l; I${ruleld)/variables/${id} GET <cluster-ip>/dna/system/api/v2/roles/${id}

Retrieve a specific variable. Get role v2.
PUT <cluster-ip>/dna/intent/api/v1/compliancePolicys/S{policyld}/rules/S{ruleld}/variables/${id}

PUT <cluster-ip>/dna/system/api/v2/roles/${id}
Update an existing variable.

Update role v2.
+ DELETE <cluster-ip>/dnali fapijv1/compli [ {policyld}/rules/${ruleld}/vari /${id}

Delete a specific variable. GET <cluster-ip>/dna/system/api/v2/roles

+ PUT <cluster-id>/dna/ pifv1/compl {policyld} Get roles v2.

Set site assignments for policy. To access the new User and Roles AP| operations, click the menu icon and choose Platforr|

GET <cluster-id=/dna/i apifvl i il if ianments

Expand the System drop-down list and choose User and Roles.

AP O i Ch
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APl Overview

GET FeaturelList GET Feature

All features supported Current config - single feature

No config, just features May not exist -> POST

PUT/POST Feature POST Deploy
Single feature update Pushes feature to device

]
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Which features are supported?

GET dna/intent/api/vl/wired/networkDevices/<deviceid>/configFeatures/supported/layer?2

cdpGlobalConfig, cdplInterfaceConfig, dhcpSnoopingGlobalConfig,
dhcpSnoopingInterfaceConfig, dotlxGlobalConfig, dotlxInterfaceConfig,
igmpSnoopingGlobalConfig, 1lldpGlobalConfig, lldpInterfaceConfig,
mabInterfaceConfig, mldSnoopingGlobalConfig, portchannelConfig,
stpGlobalConfig, stplInterfaceConfig, switchportInterfaceConfig,
trunkInterfaceConfig, vlanConfig, vtpGlobalConfig, vtplInterfaceConfig

]
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GET a feature

{

GET dna/intent/api/vl/wired/networkDevices/<deviceid/configFeatures/deployed/layer2/vtpGlobalConfig

"response": {
"vtpGlobalConfig": {
"items": [
{

"configType": "VTP GLOBAL",
"mode": "TRANSPARENT",
"version": "VERSION 1",
"l1sPruningEnabled": false

}
by

"version": "1.0"

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2697
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Update a feature

PUT /dna/intent/api/vl/wired/networkDevices/<deviceid>/configFeatures/intended/layer2/switchportInterfaceConfig
{
"switchportInterfaceConfig": {
"items": [
{

"configType": "SWITCHPORT INTERFACE",

"interfaceName": "FortyGigabitEthernetl/1/1",

"mode": "DYNAMIC AUTO",

"accessVlan": 10,

"adminStatus": "UP",

"trunkAllowedVlans": "1",

"nativeVlan": 1

]
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Poll the task

GET /dna/intent/api/v1/task/0196428b-090c-7647-aecea-e4c6708049c4
{

"response'": {
"startTime": 1744873130253,
"progress": "Profile Update Task completed successfully",
"data": "[{\"profileIdentity\":{\"id\":\"ec24581b-6e40-4a64-b4d7b-

41e08aefadf3\",\"name\":\"DCP.ec24581b-6e40-4a64-b4d7b-41e08aefadf3\",\"version\":54}}]1",
"version": 1744873130390,
"endTime": 1744873130390,

"serviceType": "Network Profile Service",
"username": "system",
"isError": false,

"instanceTenantId": "5d817bf369136f00c74cb23b",
"1d": "0196428b-090c-7647-aecea-ed4co708049c4"

I

"version": "1.0"

]
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Deploy the feature

POST /dna/intent/api/vl/wired/networkDevices/<deviceid>/configFeatures/intended/deploy

No body required.

GET /dna/intent/api/v1l/task/1df6688d-58e8-4b8e-9d61-a3cbb09676ae
{

"response'": {
"startTime": 1744874529347,
"progress": "New Schedules were added. Successfully created a task schedule. 1df6688d-58e8-

4bB8e-9d61-a3cbb09676ae",
"version": 1744874529432,
"endTime": 1744874529432,
"serviceType": "NCSS",
"username": "admin",
"additionalStatusURL": "/dna/intent/api/vl/activities/1df6688d-58e8-4b8e-9d6l-a3cbb09676ae",
"isError": false,
"instanceTenantId": "5d817bf369136f00c74cb23b",
"id": "1df6688d-58e8-4b8e-9d6l-a3cbb09676ae"
Yo

"version": "1.0"
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Poll the activity

GET /dna/intent/api/vl/activities/1df6688d-58e8-4b8e-9d61-a3cbb09676ae

"response'": {
"recurring": false,
"description": "Deploy Intended Config Features on ec24581b-6e40-4a64-b47b-41e08aefadfi",

"startTime": 1744874529419,
"id": "1df6688d-58e8-4b8e-9d61-a3cbb09676ae",
"endTime": 1744874529432,
"type": "DEFAULT",
"status": "COMPLETED"
I

"version": "1.0"

]
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Closing and Q&A




Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!
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Continue your education
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