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What’s new in 3.X

Ag e n d a Under the hood
Preparing for upgrade
Upgrade Types
In place appliance upgrade
Upgrade physical to virtual
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Introduction and Session

Overview




Session overview

\/ Highlight some new feature and capabilities in 3.X release

OO Understand the different upgrade processes

9 Understand why the upgrade process is different

= Review how to prepare for the upgrade

s~ 1 Show how the upgrade works on same appliance and from physical to virtual

A J
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About Sh.ai

20+ years of industry
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« (Catalyst Center Product
ol e R e Manager/TME Leader
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i IR | - Previously, Director of IT
Ao @SJSU

* Lectured Networking @SJSU
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What’s New In 3.1 Release




Key New Features in Catalyst Center 3.1

* Azure Virtual Formfactor
*Site-Based RBAC

*Rule Based Compliance (RBC)
*Energy Management Dashboard
*FIPS-140-3 Certification

* Thousand Eyes Integration 2.0

« Campus Automation Phase?2
*Event Analytics Phase?2

© 2025 Cisco and/or its affiliates. All rights reserved. . BRKOPS-2566
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3.X Releases Numbering Scheme

Significant market value

Required when there is a break in backward compatibility of published API; significant regression
changes in semantics or workflow

INew market value; anchor point for long-lived release

Required when: Extended update times, or significant jump points in platform which require
updates (i.e., platform revisions)

Permitted only with seamless upgrade, preserve backward compatibility, no regression in f
regression in telemetry, etc.

IValue: Bug-fixes and new device support

Permitted for the correction of errors or omissions only, seamless installation with full roll-back, n
functionality or changes in semantics or workflows

afra]n
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What’s New Under The Hood




What's new under the hood of 3.X release

* New Linux

* New File System

 NFS Backup Support

« Parallel Install

« 2.3.x = Ubuntu 18.04.6 LTS

» Kernel: 5.4.0-139-generic
 Kubernetes: 1.18.15-cisco

» File System

= ext4
* 3.1.x = Ubuntu 22.04.5 LTS
» Kernel: 5.15.0-72-generic
* Kubernetes: 1.29.10-cisco

» File Systems

= Xxfs

© 2025 Cisco and/or its affiliates. All rights reserved.

€ About Ubuntu Release cycle  Packages

Ubuntu releases
25.04 (Plucky Puffin)

24.10 (Oracular Oriole)

24.04 LTS (Noble Numbat)
22.04 LTS (Jammy Jellyfish)

20.04 LTS (Focal Fossa)

18.04 LTS (Bionic Beaver)

16.04 LTS (Xenial Xerus)
14.04 LTS (Trusty Tahr) | |

2014 2016 2018 2020 2022 2024 2026 2028 2030 2032 2034 2036

B LTS standard security maintenance for Ubuntu Main
Expanded Security Maintenance (extra 5 years)

I LTS Expanded Security Maintenance (ESM) for Ubuntu Universe (initial 5 years)
Interim release standard security maintenance (9 months)

| | Legacy support (years 11 and 12)

RELEASED END OF STANDARD END OF UBUNTU PRO END OF LEGACY SUPPORT
SUPPORT SUPPORT
25.04 (Plucky Puffin) Apr 2025 Jan 2026
24.10 (Oracular Oriole) Oct 2024 Jul 2025
24.04 LTS (Noble Numbat) Apr 2024 Apr 2029 Apr 2034 Apr 2036
22.04 LTS (Jammy JellyFish) Apr 2022 Apr 2027 Apr 2032 Apr 2034
20.04 LTS (Focal Fossa) Apr 2020 May 2025 Apr 2030 Apr 2032
18.04 LTS (Bionic Beaver) Apr 2018 May 2023 Apr 2028 Apr 2030
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Upgrade Types




Why is this upgrade different

As is the case with many software platforms, upgrades within the same release train
primarily involve updating application-level components. In contrast, moving
between major release trains is a more complex undertaking.

Major releases typically introduce substantial architectural changes designed
to expand the system’s capabilities, boost performance, and meet new
security requirements. These enhancements often require updates to core
system components, making the upgrade process more involved.
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Possible Upgrade Paths

/I Same appliance (DN2 and DN3) in place upgrade

From Appliance A to Appliance B

A
D From Medium Appliance to Virtual Appliance

Virtual Appliance to Virtual Appliance

-
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Upgrade Methods

.11. Same appliance (DN2 and DN3) in place update using network upgrade package

e From Appliance A (2.3.7) to Appliance B (3.1.X) - Appliance B on 3.1X will connect
O to Appliance A 2.3.7 and grab the backup, convert it and restore (IP change)

o From Medium Appliance to Virtual Backup

Appliance (AWS/ESXi/Azure)

Run conversion script

§ Restore )
. . . . Backup
;lﬁ Virtual Appliance to Virtual Appliance
Restore

- J/

alfbal ]l
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Easier B’n’R

In 2.X release

B’N’R Had to be

to identical
vVersions

With 3.x with
can convert N-2
backups into 3.X
format on the fly

lllllllll
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In-Place upgrade for DN2 and
DN3



This is for in place upgrade,
meaning performing the
upgrade on the same
appliance.
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In place Upgrade steps

Install package
- none
disruptive

Pre-Check - Backup - none
none disruptive disruptive

Post-Check -
system Is
backup

OOOOOOOOOOOOOOOO
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How To Prepare For Upgrade

For DN2 and DN3




Basic Requirements for 3.1.5

Hardware models supported: \
« DN2-HW-APL

« DN2-HW-APL-L

« DN2-HW-APL-XL

« DN3-HW-APL

« DN3-HW-APL-L

« DN3-HW-APL-XL

/

All virtual form factors are supported (Azure**, AWS*, ESXi)

Last release train supported on DN1 is 2.3.7.X

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKOPS-2566

Software versions supported fox
upgrade:

« 2.3.77-70047
2.3.77-70047.10
2.3.7.9-70301
2.3.7.10-70301.10
2.3.7.10-70209
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Question: But what if |
really really really want to
Install 3.x on my DN
appliance?

|||||||||
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-
Question: But what if | really really really

want to install 3.x on my DN1 appliance?

~

AN

.
-

Answer is still NO ©
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Verify CIMC version and settings

~

-Verify Catalyst Center has
connectivity to the CIMC
interface.

-Settings > System Health
-Log into CIMC and verify

firmware version is on 4 1 or
greater from the Summary page

Update CIMC if necessary:

https://www.youtube.com/watch?v=PBYdlyd--yg

© 2025 Cisco and/or its affiliates. All rights reserved.

' )
®
Cisco Integrated Management Controller (Cisco IMC) Information
Hostname: C220-WZP2339058G
IP Addressa:  10.0.0.24
MAC Address: 5C;71:00:10:28:E0
LFirmwﬂm Verslon: 4.3(2.240077) ]
urrent Time (UTG):  Sal Jun 28 0041:23 2025
Local Time:  Sat Jun 28 00:41:23 2025 UTC +0000 (NTP)
Timaezone: UTC Select Timezonea
S [ Catal;@/(l-enter] L
O -,
]
BRKOPS-2566 cisco

Cisco Confidential



Verify CIMC settings

/

N

Verify Redfish is

enabled

Click Admin > Communication

Services

Communications Services

© 2025 Cisco and/or its affiliates. All rights reserved.

Communications Servicos SNMP Mail Alert
v HTTP Properties v XML AP| Properties
HTTPS Enabled: [v] € Besiion Thesoiitsscsnsr: XML API Enabled; (V)
HTTP Enabled: l%| Mox Sooslons: & Max Sessions: 4
Redirect HTTP to HTTPS Enabled: v @ ,
Active Sessions . Active Sesslons: ([
HTTP Port: 80D
HTTPS Port: 443 v Redfish Properties
Redfish Enabled: (V]
v SSH PYODCNICS Max Sessions: 4
SSH Enabled: |v] Max Sessions 4 Active Sessions; 0
SSH Port Active Sessions
S5H Timeout(seconds): 1080 v [IPMI over LAN Properties
. . . . . . . Catalw/c-enter . . . . .
S
J
]
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Verify CIMC setting virtual drive naming convention

Verify Virtual Drive Names

Navigate to Storage > Cisco 12G Modular RAID Controller
-Click Virtual Drives and verify Virtual Drive Names and

Boot Drives are exactly as shown below:

DN2 \
Virtual Drive Name Boot Drive
Number
0 SYSTEM True
1 FUSION False
2 NDP False

DN3
Virtual Drive Name Boot Drive
Number
0 BOOT True
1 SHARED False
2 ANALYTICS False

© 2025 Cisco and/or its affiliates. All rights reserved.
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Getting started with the
upgrade



Appliance Status

Before we start down the process pay attention to
one of these icons in the upper right corner of the
slide

[ Appliance Status: /I\] [ Appliance Status: \l/] [ Appliance Status: %]

Note: If your appliance status goes sidesway you should probably call TAC

'
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Download 3.1.5 Prep Release (upgrade wizard) [App"ame - /N

4 )
®

il Catalyst Center

The upgrade process installs an\ crsionof e Con
application which automates e
multiple steps in the upgrade e Suse o | S Y

process. - -

This upgrade application must be
installed and run
Note: Installing and running this application

will not initiate service disruption for
Catalyst Center until the cluster migration/

step

E ) [ Catal%enter]: | .

New software available notice in product

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2566 cisco
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Download 3.1.5 Prep Release (upgrade wizard)

-~

step

-

Click Download

Note: Installing and running this application
will not initiate service disruption for
Catalyst Center until the cluster migration

~

/

© 2025 Cisco and/or its affiliates. All rights reserved.

[ Appliance Status: /]\}

e

Preparing 3.1.5-75229 for download

B ) [ CatalMenter]: ) -

BRKOPS-2566
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[ Appliance Status: /]\J

Install 3.x Prep Release (upgrade wizard)

ya \ Release 3.1.5-75229 is available

Click Install Now ¥ &

Available applications for 2.3.7.9-70301

Note: Installing and running this application
will not initiate service disruption for
Catalyst Center until the cluster migration

ste S
P .°.'.'.'.'.°.'.[Cataly%enter].'

]
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Install 3.1.5 Prep Release (upgrade wizard)

4 N

Click Install

Note: Installing and running this application
will not initiate service disruption for
Catalyst Center until the cluster migration

& /

© 2025 Cisco and/or its affiliates. All rights reserved.

[ Appliance Status: /l\}

-
®

) Installation

Completad Chacks Currant syslem valic

Preparing 3.1.5-75229 for installation

rochecks Completed Succosstully

gstion and downivaded applications

B ) [ CatalMenter]: ) -
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Install Upgrade Wizard package [A"""a”"e e /N

=

Why does it say your

Uu Application Hosting UE Application Policy

system is up to date? el | P |

(
Jl) Appiication Registry Bl Aopication Visibility Service 2 | Assurance - Sensor [=) Automation - Inteligent Capty

alaln
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How to start the upgrade application

~

Go to system -> Catalyst Center
3.X upgrade

or
Logout /login

Cisco Confidential



[ Appliance Status: /I\J

Catalyst Center 3.x Upgrade

Once the upgrade wizard is \
launched you can rerun the initial
steps and pre-check as many time S
as you need until you pass all the . ==
pre-checks.

Note: Installing and running this application
will not initiate service disruption for
Catalyst Center until the cluster migration

care
[CataMemer]

]
cisco
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Appliance Status: /]\

Retrieving cluster details

" The upgrade wizard will collect \

information and details about your
cluster.

“Cluster” can refer to s single not
or 3-node cluster

L

© 2025 Cisco and/or its affiliates. All rights reserved.
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RetFieving cluster details

BRKOPS-2566

Ratriaving details from the source cluster.

| Retrieving cluster details

_

s

Backup Details
Remote Server info
NFS and SSM Details

ad Nf

Alrgap Configuration

nfiquratior

installed optional packages

ved optianal packages deta

FQDN and VIP information
System Details
d N detalis

Emall Configuration Details

vad Ef

ITSM Details

]
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Server authentication

~

Enter cluster “admin” credentials.
User ID user MUST have
“superadmin” level privileges for
your 2.3.7.x Catalyst Center
cluster.

/

© 2025 Cisco and/or its affiliates. All rights reserved.

[ Appliance Status: /I\J
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---------
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o [ Catal;@/(l-enter]. o
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Cisco Integrated Management Console (CIMC) opince sus: T

Enter your CIMC credentials: \

IP/UserlD and PWD

NOTE: If you never setup your CIMC or you
do not have the credentials, you will need to
reboot the server into CIMC configuration

mode

How is the CIMC Used?

The CIMC is used to specify boot
order when performing the

upgrade.

ssssssssssssssss

.............

Ctuster migration precheck

Password*

\

© 2025 Cisco and/or its affiliates. All rights reserved.

=l - |
T CatalMenter o
. / .
& <

é Let’s branch off here and go deep “down the rabbit hole”.

BRKOPS-2566
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Backup selection

_—

Select backup you want to use to
migrate data from.

Backup must be NOT more than 5
days old

You can choose to migrate ONLY
automation back and not
assurance data.

Note
-The latest full backup that's available is
already selected by default.
-If you want to retrieve the latest
information for your source cluster,
click Refresh.

~—

© 2025 Cisco and/or its affiliates. All rights reserved.

[ Appliance Status: /I\J

ossSSSSSTOOETD

Backup selection

Salect your backup file 1o reconfigure the TAFQal Clusrar

ﬂ H you natice any outdated configuration details, you can sync to Biest data by chicking refresh m
Durion.

u Wi PeCorTT ) i Ll |01 Dacup 10 avod &y dals e during e megalion

ﬂ Selecied Backup backupda « & data with sssurance = 208.00 MB - Update passphinss
Fexf ki )i BN, Coniader Sl b ‘Hn_|| Al Bularmalion dala onky! Priad isisci) WEROUT 11 18 el

Migrate aubamation data onby(F asier magrabion)

#) backup3x - 206.09 MB Oildar Backups

E ) [ Catal%enter]: | .
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[ Appliance Status: /I\J

\

Release selection

(
®

Release selection
Select the Catalysi Center Helbeass for resmaging applianceis).
I'_'iHaIrA! Cantar Halaasn

Release-31.3-F50310

Select which 3.X release you want
to upgrade to.

The upgrade application will ‘
download the selected version.

/ .'.°.°.'.'.'.'.[Catah@/()-enter].'_'
L. . . . . . . . . . )
. J
]
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During the upgrade, would you rather?

Watch grass grow?

Y4

Watch Paint Dry?

Y4

Y4

Watch a progress bar?

J

\_

3
Sit at a bar and get email status

updates?

J

66666666666

[ Session Status: %}
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Notifications

~

If you would like to get email
notifications about how the
upgrade progress is progressing

[ Appliance Status: /I\J

() Cluster detaits

()  Server authenticati on D ¥ you notics arvy outdated configuration detais, you can sy bo katest data by clicking nefresh m
/ Bution.

Summary

||||||||||||||||||

........

The reimaging status can be monitored directly in the UL Would you like 10 receive progress updates by email?

/

© 2025 Cisco and/or its affiliates. All rights reserved.
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Summary

[ Appliance Status: /I\J

The upgrade wizard will show a
summary of all data entered and
selections.

Review for correctness before
proceeding

() Server suthentication

1B 1 you nosice any ousdated configuration detabs, you can sync 1o stest dsta by cickng retvest ([

© 2025 Cisco and/or its affiliates. All rights reserved.

I’;/ Claster Details
eeeeeeeeeeeeeeeeee
{ upselection | yename 00 admin
ton. | Password =00t
tion Deplayment type
s | Hetwork mode
Default
— Ranges
() e owmname | Allowed P Ranges
1P and FQD ™
o e iPs
DN
. Chuster migration precheck FS d
" X st
eeeeeeeeee
tall Praparat
s () 29
. . . . . . . .
. . . . . .
T Catalyst /C- t 7
.| Ceralyst ) Center |~
. .
. . .
]
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Review Summary Page opiance s

Erb?rse%gctlngs displayed are click Next.

. click Refresh and confirm
any of these settings are whether the settings vou
missing 9

entered are now displayed.

Click Back to return to the
relevant wizard page.

any of these settings are

Incorrect, Make the necessary changes
and return to
the Summary page.

]
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Cluster Migration precheck [ Appliance Status /H

( )

Cluster migration precheck

A
Q
O o
o
O w
O -
Q
o
a”
O &
O -

This will do a comprehensive \ S
precheck.

If there are any critical errors it will
not let you proceed.

g

nnnnnnnnnnnnn

Some you can ignore but © =
they may require user 0 —r
intervention/correction later. e

You can rerun the precheck as R !
many times as you need until you

clear up all errors. Ce e e — Ce
.:.:.:,:,:,:,:.CataIMenter.:_'

]
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Confirmation Appliance Status: /]\

/ Confirmation

O Ignoring the precheck warnings and proceeding to next step may lead
to functional errors.

The Install Preparation workflow will modify your backup data. This
includes removing the backup schedules, NFS mount and converting the
backup to the 3.1.x format. These changes are required for migration and
cannot be undone once the workflow starts.

A final Confirmation Of backup Please double-check the following:

Selected Backup backup3x Update

selection and target release
Ve rSiO n yo u a re u pg ra d i n g to ] Once you proceed, you will not be able to go back to modify your

selections. Do you want to continue?

Cancel Proceed

\ . . ) Ll ) . ] . ] . ] . ] . ) Catal&:y/c-enter ) . ) L4 . . ] . ) . ] L) . )
L . . . . . . . . . . . . . . . . )
_ J
]
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Install preparation

System will do the following:\

1. Transform your backup to 3.x
2. Download selected release
3. Build a custom ISO to boot and

install

© 2025 Cisco and/or its affiliates. All rights reserved.

[ Appliance Status: /I\J

Install Preparation

Backign Migration

Préapara K0 &nd Backup Por rlifm S rg

BeC by ToRQE LY (DT Do £

i, S 0, 3025 B8:34 P

Elagruasd

Build Castom 150

Dereeninac Heleawe

Fmrnacn

Moo bowmredl ] 53 &

Grapded o By, Tamp O, J0025 0434 PR

Elapraasd

Sharied s Wion, Sep 08, 212

b DRT

ey

\

o [ Catal%enter

-
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Assuming all
prechecks are passed

We can start the upgrade process

lllllllll
OOOOOOOOOOOOOOOO
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Appliance Status:

Cluster Migration warnings

Cluster Migration

Chustar pra-fight chack compiatad with 2 warnngs. Less detalls

Op | Packages Comp y Chack
‘ Fatowing optonat packages are not svslabile in CaeC 3 v versions and will
not be nstubed aher restoce

Packageis). embrella cloud -provises. core

Cisco IMC Aserts Check
Faikg waile crecking Ciacn NC aerts. 3 adert(s) detected on Cisco IMC
$.0.0.25. To resoive the alerts, follow these Steps

A . Log W o the Cisco IMC Mipe /100025

* Nangete 10 Chasses # §putts and Loge  Faull Semmary

* foveew the ientifed sterts in the Fault Entrioy’ Sut and rosotve them
accoedingly befure proceading 10 prevenst workfow faluies

Are you sure you want 1o p with the mig This action is

Irreversible and will affect all ongoing processes.

-

Point Of
No Return

]
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Upgrade in progress [A"p"ame Stas: \L}

( ® N
Note appliance status:
Your network will continue to
operate; you simply do not have
visibility and management
capabilities.
/ .:.:.:.:.:.:.:.[Catan%enter].:..
e - — . J,
]
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Upgrade in progress

Appliance Reimaging

If you setup the email alerting a

hopefully having a beer while all

this is happening

It will load the new software and
restore your back up and reboot.

Depending on your backup size
restore time can vary

~

re

/

© 2025 Cisco and/or its affiliates. All rights reserved.

[ Appliance Status: \l/}

Appliance Reimaging in progress

o

b,

169.254.651

E ) [ Catalm

i

/)
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Log BaCk In [ Appliance Status: /]\J

r ° \
ot -
ya \ ¥
Login
C_ )
b Passwor d
- |
Log back in to Catalyst Center n
» : Wll" -"1 __E: il h
.'.°.°.'.°.'.'.CatalMenter.'_'
\ / . . . . . . . [ / ] .
kL. . . . . . . . . . J)
]
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Platform Upgrade Completed [ Applance Stalus /N

( )

‘é'lzé!;' Catalyst Center System [ Platform Upgrade

A\ Backup schedules from version 2,.3.x.% weren't carried over during the migration. Please create new schedules manually,

Platform Upgrade Completed

GO to SyStem _ > platform u pg rab - The cluster migration was successfully completed on Mon, Sep 08, 2025 07:42 PM

Cluster migration details

Post Check

o .

and see the platform upgrade X
report o

Appliance Relmaging

8-47 EM

Relmaging Pre Flight Check

Congratulations é{

/ [Catal%enter]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2566 cisco
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Congratulations Upgrade Is Complete

CCCCC
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Post upgrade report

wiluvilie
[2E14-]

Catalyst Centar

Platform Refresh Completed

Tus, Jul 07, 2025 05:37 AM

Cluster migration details

ey
P
& ooovision = o ost Check
B ASEUTARGE ]
o Appliance Reconfiguration
s+ Workllows
% Energy Managamenl
Appliance Helmm;lnq
-]
4. Toal
Patform ¥
Frepare Install
-]
B activities
Repart Pre Check
System
Data Collection
Explore 0

]
cisco
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Upgrade from a physical
appliance to a virtual

appliance




Before you begin

Configure Configure a virtual appliance running Catalyst Center 3.1.5 on ESXi. See the Cisco Catalyst Center 3.1.x on ESXi Deployment Guide.

Confirm you are upgrading from a medium appliance that's running one of these Catalyst Center versions:
2.3.7.7.70047

2.3.7.7-70047-CSCwn89323.SMU
2.3.7.9.70301

2.3.7.9.70301.10

2.3.7.10.70209

Confirm

Ensure that a backup server is configured for automation data, and that an NFS server is configured for Assurance data.

Note: NFS is mandatory for the migration of backup files from physical Catalyst Center appliances.

]
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The Catalyst Center 3.x upgrade
application is preinstalled on the
3.X release.
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Step 1 [ Appliance Status: /]\J

Catalyst Center 3.x Upgrade
/ \ Upgrading to Cisco Catalyst Center 3.1.x provides significant enhancements in network

Start the CatalySt Center 3-X automation, monitoring, performance, and security. This specialized workflow facilitates a
upg rade wizard: seamless transition from version 2.3.7.7+ to 3.1.x, converting existing data and adapting

. configurations to the new architecture.
a.From the main menu,

choose System > Catalyst Center
3.X Upg rade_ By providing consent, you authorize logs to be shared with Cisco for troubleshooting

purposes.

Don't auto open this page Get started

b.Click Get started.

\\ / [CataIMenter]

]
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Step 2

a \
Complete the Catalyst Center 3.x
upgrade wizard:

a.In the Source Catalyst

Center authentication page, enter
the following information and then
click Next:

b.The source cluster's IP address

c.The cluster's login credentials

[ Appliance Status: /]\J

. /

© 2025 Cisco and/or its affiliates. All rights reserved.

O b
0 Source Catalyst Center Source Catalyst Center authentication
authentication Enter the source cluster credentials to establish the connection.
Authenticate the cluster
credentials. . .
Login credentials ®
2 Cluster details .
Retrieving details from the source IP address
cluster. [ ]
3 Server authentication Username *
Verify or update the retrieved
cluster details. [ admin ]
Provide the super admin username to
a Cisco IMC details authenticate
Cisco IMC monitors server
hardware and provides real-time Password *
alerts.
[ ......... Show ]
. [ Catal;@/c-enter] . .
S
J

BRKOPS-2566
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Confirm

B )

Catalyst Center displays a
message if it cannot verify the
security certificate that your
cluster uses.

" /

© 2025 Cisco and/or its affiliates. All rights reserved.

[ Appliance Status: /]\J

Potential Security Risk

This site's security certificate cannot be verified by Catalyst Center. This
might be caused by self-signed certificate, or incorrect destination (IP or
hostname).If you trust anyway, and still want to proceed,

select 'Confirm' below.

More details

E ) [ CatalMenter]: | .

BRKOPS-2566
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Retrieve Source Cluster Details

Source Catalyst Center
authentication
Authenticate the cluster

credentials

Cluster details

Retrieving details from the source

Appliance Status:

Retrieving cluster details

Retrieving details from the source cluster.

@

Backup betalls

Retrieved backup details from the source cluster

If you Wa nt to p roceed y cluster ° Remote Server Info
. . Retrieved remote server info.
click Confirm to close the ) Serversuthenication
\C/!L;r:t\:;’o;::;(‘ilzte the retrieved ° NFS and SSH Details
message_ Retrieved NFS and SSH details
; Ci IMC detail
: Clissci)olMC mo:::sssowev Airgap Configuration
hardware and provides real-time a
. . slorta Retrieved airgap configuration details
The wizard then retrieves
. . 5 Backup selection ° Outgoing proxy configuration
I nfo rm atlo n fro m you r Sou rce (C]'::z:";;:;“;t’:;:ﬂi‘ backup:for Retrieved outgoing proxy configuration details.
cluster, such as its configured NFS D) Hloubon | i SeRaniorpsags
S Retrieved optional packages details from the source cluster.
d F D N status of the reconfiguration
Se rve r a n Q - : Summary ° FQDN and VIP Information
Overview of the source cluster Retrieved FQDN and VIP information.
reconfiguration
8 Cluster migration precheck ° System Details
Precheck the network mode & Retrieved System details
NFS reachability
° Email Configuration Details
Reconfiguration

9

Status of restoration process

Retrieved Email Configuration details

Note:
If the wizard flags any information it can’t retrieve, click the Retry retrieving all details link.

]
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Server Authentication Page

The Server authentication page opens.

-In the Outgoing proxy details section,
your proxy server's login credentials.

-In the Remote host details section, the
password for automation backup and
restore operations.

Note: By default, the VIPs and FQDN
that are configured for your
deployment are grayed out. These
settings are not carried over, so you'll
need to configure them after the
upgrade.

© 2025 Cisco and/or its affiliates. All rights reserved.

@ Cluster details
Retrieving details from the source

uster

° Server authentication
Verify or update the retrieved

details

IMC details

MC monitors server

reconfigu

Cluster migration precheck
Precheck the network mode &

NFS reachability

Reconfiguration
Status of restoration process

BRKOPS-2566

Server authentication

Verify or update the retrieved cluster details.

Appliance Status: /]\

n If you notice any outdated configuration details, you can sync to latest data by clicking refresh but(on.

Outgoing proxy details

Provide the password to access the
outgoing proxy configuration

Remote host details

Remote host configuration for Automation
data backup

NFS details

Network File System (NFS) configuration
for Assurance data backup

Virtual IP addresses (VIPs)

If you prefer not to include VIPs in the
migration, you can exclude them by
selecting the checkbox below.

B nNote: After migration, VIP
assignment must be done
manually.

Fully Qualified Domain Name
(FQDN)

If you prefer not to include FQDN in the
migration, you can exclude them by
selecting the checkbox below

B nNote: After migration, FQDN
assignment must be done
manually.

Proxy server

Username

[ ]

Password

( )

Server IP
Server path
Username devcloud

Password *

( )

Host

Server path

Virtual IP addresses (VIPs)

Fully Qualified Domain Name (FQDN)

]
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Cisco Integrate Management Controller (CIMC) opince sus: T

gter your CIMC credentials: \

IP/UserlD and PWD

NOTE: If you never setup your
CIMC or you do not have the

credentials, you will need to reboot

the server into CIMC configurat
mode

How is the CIMC Used?
The CIMC is used to shut down

ion

the
@/er so the VIP can be migratey

© 2025 Cisco and/or its affiliates. All rights reserved.

O h
@ Source Catalyst Center Cisco Integrated Management Controller(IMC)
authentication Provide credentials for the Cisco IMC, which monitors server hardware and provides real-time alerts for issues.
Authenticate the cluster
credentials.
, Cisco Integrated Management IP address*
@ Cluster details ller(IMC
Retrieving details from the source Contro er( ) [ ]
cluster. Node name: 169.254.6.66
Username *
@ Server authentication )
Verify or update the retrieved admin
cluster details.
Password *
° Cisco IMC details [ ........... Show ]
Cisco IMC monitors server
hardware and provides real-time
alerts.
. [ Catal;@/c-enter] . .
. . . )
J

BRKOPS-2566
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Cisco Integrate Management Controller (CIMC) opince sus: T

( o )
/ Potential Security Risk
| \ This site's security certificate cannot be verified by Catalyst Center. This
might be caused by self-signed certificate, or incorrect destination (IP or
Note: hostname).If you trust anyway, and still want to proceed,
select 'Confirm' below.
. detail
Catalyst Center displays a SRR | o
. i System encountered an error during TLS validation:
message if it cannot verify the DEPTH_ZERO_SELF_SIGNED_CERT self-signed certificate
security certificate that your cluster
uses. If you want to proceed, Cancel m
click Confirm to close the
MmesSage.
Catalyst Center
‘}. . . . . . . . . . b)
]
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I Appliance Status:
Backup Selection ppliance Status: |~

v f o R
Source Catalyst Center Backup selection

Se I ect ba C ku p yo u Wa nt to u Se to authenticatizl Select y:ur backutp file to reconfigure the target cluster.

migrate data from.

Authenticate the cluster
credentials
n If you notice any outdated configuration details, you can sync to latest data by clicking refresh button.
Cluster details
Retrieving details from the

source cluster B We recommend using the latest backup to avoid any data loss during the migration.

Server authentication

Verify or update the retrieved

ﬂ Selected Backup test-003 - Without assurance data - 267.64 MB -

Backup must be NOT more than 5
days old

cluster details

X . Select one of the latest generated backups, or choose older backups and select one from the list below.
Cisco IMC details

Cisco IMC monitors server

hardware and provides real- @ test-003 - 267.64 MB O test-002 - 267.56 MB
time alerts Without assurance data | Tue, Sep 16, 2025 06:15 PM Without assurance data | Tue, Sep 16, 2025 06:09 PM

O O© o © ©

Q Older backups

Older backups are previously generated copies of data

automation back and not

You can choose to migrate ONLY
assurance data. for target reconfiguration |

Note
-The latest full backup that's available
is already selected by default. Ce e e
-If you want to retrieve the latest S CatalMenter
information for your source cluster, T

\clickRefresh. e - s s )

]
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[ Appliance Status: /I\J

Access to backup

Backup access
— p
Enter the passphrase for the full-backup - 1.25 GB backup to decrypt and

reconfigure the cluster.

Passphrase

Enter the backup's encryption [ }

passphrase, then click Proceed

N / [Catal%enter]

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID BRKOPS-2566 cisco

Cisco Confidential



Email Notification Configuration

In the Notifications page, specify
whether you want to receive status
update emails during the upgrade

£\

© 2025 Cisco and/or its affiliates. All rights reserved.

0O © © © © ©

Source Catalyst Center
authentication
Authenticate the cluster
credentials.

Cluster details
Retrieving details from the source
cluster

Server authentication
Verify or update the retrieved
cluster details

Cisco IMC details

Cisco IMC monitors server
hardware and provides real-time
alerts

Backup selection
Choose a source data backup for
target reconfiguration

Notifications
Send email updates regarding the
status of the reconfiguration

Summary
Overview of the source cluster

reconfiguration

Cluster migration precheck
Precheck the network mode &
NFS reachability

Reconfiguration
Status of restoration process

BRKOPS-2566

Appliance Status:

Notifications

Send email updates regarding the status of the reconfiguration.

The reconfiguration status can be monitored directly in the Ul. Would you like to receive progress updates by email?

® vYes (O No

Primary SMTP Configuration FQDN/IP
Configure settings to send email from
Catalyst Center Platform. Type DEFAULT
Edit
Port 25
Secondary SMTP FQDN/IP
Configuration (Optional) { ‘

Configure settings to send email from

Catalyst Center Platform.
Type

| DEFAULT v |

Port

‘25 v\‘

Username

1 J

Password

[ Show ’

Receiver's email(s) From Address

Configuration

Configure and send a test email from Catalyst
Center to verify email settings and recipient
addresses.

Receiver's email(s) *

4

Add comma-separated email addresses of
recipients for reconfiguration alerts.

]
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Email Notification Configuration

{ Appliance Status: /]\}

you want to receive
status update emails

you do not want to
receive status update
emails,

» Click the Yes radio button. The Primary SMTP
Configuration area displays the current settings for your
primary STMP server. If these settings have not been
configured already, enter them now.

« (Optional) Click Edit to make changes to your primary
SMTP server's settings.

 (Optional) Enter the settings for your secondary SMTP
server.

 In the Receiver's email(s) Configuration area, enter the
addresses that status update emails should be sent to.
To enter multiple addresses, separate each address
with a comma.

« (Optional) Click Test mail to check whether the
addresses you just specified receive a message.

click the No radio button

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2566
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ummary Page

The upgrade wizard will show a
summary of all data entered and
selections.

Review for correctness before
proceeding

© 2025 Cisco and/or its affiliates. All rights reserved.

Source Catalyst Center
authentication
Authenticate the cluster

credentials

Cluster details

Retrieving details from the sourc

Server authentication
Verify or update the retrieved

cluster details

©
©
©
@ ?i\scoklchijﬁfrails V
©
©
L7

Choose

nfiguration

Notifications
S | 2gard
status of the iguration
Summary
f the source cluster
iguration
8 Cluster migration precheck

Precheck the network mode &

NFS reachability

9 Reconfiguration

Status of restoration process

BRKOPS-2566

Summary
Review and confirm whether to use version source cluster details or target cluster details.

Appliance Status:

n If you notice any outdated configuration details, you can sync to latest data by clicking refresh bunon4

Cluster Details

Source cluster credentials

Host
Username admin
Password ik

Deployment type
Network mode cloud

Default Allowed IP

Not available
Ranges

Allowed IP Ranges Not available

VIP and FQDN information
VIPs
FQDN

NFS details

Host

Server path

NFS port 2049

NFS version nfs3

Remote host details

Server ip

Server port 22
Server directory

Server username devcloud

Server password b

]
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Review Summary Page opiance s

E;hoer rseeé'%mgs displayed are click Next.

: click Refresh and confirm
any of these settings are whether the settings you
missing g

entered are now displayed.

- Click Back to return to the
relevant wizard page.

any of these settings are

Incorrect, « Make the necessary

changes and return to
the Summary page.

]
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Cluster Migration Precheck Appliance Status: |

Source Catalyst Center Cluster migration precheck
authentication

Authenticate the cluster

ntials A\ 1 checks with warning status found.  Z* Retry

Cluster details
he : yCOtanETiom he source ° Stale Configuration Data Check

Server authentication Q Cluster FIPS Compatibility Check
Verif update the retrieved

—

This will perform a comprehensive
precheck.

Backup Configuration Check

Cisco IMC details Backup configurati \eck failed: NFS throughput validation failed; Low NFS throughput detected on
Cisco IMC monitors serve T FSt 7 R

=

re and provides real-time

Backup System Version Compatibility Check
Backup selection
Choose a sc e data backup for

NFS Server Port Connectivity Check

If there are any critical errors it will
not let you proceed.

Notifications
Send email updates regarding the
s of the reconfigurat

Backup Compatibility With Target Cluster Check

Summary Optional Packages Check

reconfiguratior
Backup Passphrase Check

0O © © © © 6© © ©

Cluster migration precheck

Some you can ignore but
they may require user > o
intervention/correction later.

Backup Certificate Check
High Availability (HA) Not Configured Check
Disaster Recovery(DR) Disabled Check

IPv6 Disabled Check

You can rerun the precheck as
many times as you need until you
clear up all errors.

N

Cloud Connectivity Check

System Workflow Status Check

Kubernetes Resource Validation Check

External Authentication Server Check

O 0 0 00000000 0 00

SMTP Email Configuration Check

]
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[ Appliance Status: /]\}

Before starting upgrade

Confirm that you want to go ahead with the upgrade:

No items are flagged click Proceed, then click Proceed again.

i.Click Ignore and proceed. A dialog box

opens with more details on flagged items.

ltems that don't require immediate attention
are flagged ORANGE ii.Confirm that you want to go ahead with

the upgrade without addressing these items
by clicking Proceed.

ltems that must be addressed before Take care of these items before returning to
starting the upgrade are flagged RED this wizard page.

alfbal ]l
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Cluster Migration [A"""ame Status: \l/}

Cluster Migration

/ \ Are you sure you want to proceed with the migration?
After Catalyst Center completes
these taSkS, the Cluster B} This action cannot be undone and all ongoing processes will be
Migration dialog box opens. yh
Important
This is the last point where you can Cancel
back out of the upgrade. Only . ‘”
continue if you are ready to
upgrade. i Point Of
i No Return

. /

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2566
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Appliance Reconfiguration [ Appliance Status: \L}

( N
L) 2

Appliance Recon figuration Migration Postcheck

The backup configuration (both \ e
automation and Assurance/NFS) o
for your physical Catalyst
Center appliance is removed.

S57%

60000
0 2 2

Data transferred 1 MB / 297 MB (0.35%)

. .
The appliance is powered down,
B9 You can close this window. The process

and the upgrade begins. You can it e
monitor the upgrade's progress as

it completes.
/ .:.:.:.:.:.:.:.[CataIMenter].:..

]
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inalize upgrade/migration Appliance Status:

(

System / Catalyst Center 3.x Upgrade

Backup schedules from version 2.3.x.x weren’t carried over during the migration. Please create new schedules manually.

Catalyst Center 3.x Upgrade Completed
The cluster migration was successfully completed on Fri, Sep 26, 2025 08:09 AM

Cluster migration details

Post Check
o
187ms (Fri, Sep 26, 2025 08:09:21 AM - Fri, Sep 26, 2025 08:09:22 AM)

Py Appliance Reconfiguration

After the upgrade completes, R e

RECONFIGURATION_PRECHECK

click No, exit to finalize the
upgrade. e -

Data Collection
o

30s 561ms (Thu, Sep 25, 2025 03:50:16 PM Thu, Sep 25, 2025 03:50:47 PM)

- Yes, continue
Do you want to reconfigure? m
b

— .. .. . . . | Catalyst X Center |
e & e e e e e / e e e e e e e
\}........ I

]
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Congratulations Upgrade Is Complete

Y
) / '\§

0/1
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Additional Resources

-

Data Migration Guide
Release Notes
Backup Tutorial
CIMC

N

]
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.
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Events app.
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Cisco Live APJC Network Platform Learning Map

)

WoS Demo Pods Monday—10th Tuesday—11th Wednesday—12t" Thursday—13t"

DEMDR-05

Unify Observability and
Networking | Splunk Observability
and Cisco Networking

DEMCPA-06

On-Prem Network Management |
Cisco Catalyst Center Global
Manager, RBAC

DEMCPA-07

Unified Network Management |
Cisco Meraki and Catalyst Center,
Licensing

DEMCPA-08

Assurance with Cisco |
Networking, Cisco ThousandEyes,
Cisco Al Assistant

DEMCPA-10
AgenticOps for Networking

DEMFPW-31

Unified Network Management |
Meraki Dashboard, Cisco Catalyst
Center, and Cloud Fabric

O BU-led sessions

4:30PM

BRKTRS-2008

Meraki Cloud Networking for
the CLI Wired Brain

5:30PM

O CISCOU-3628

GenAl Your Way: Reimagine
Network Troubleshooting

6:15PM
CISCOU-1678

Using Terraform to Automate
your Meraki Deployment

Walk-in Labs

LABOPS-2105

Catalyst Center
Troubleshooting Tools

8:30AM

OBRKOPS-1156

Simple and Easy Network
Automation - with Cisco
Workflows

8:30AM

BRKENS-1402

Designing Access and Core
Switching Architectures with
Meraki

2:15PM

OLTSENT-1718

See More, Act Faster: Unified
Network Management for
Hybrid Networks

2:15PM
LTRENS-3751

SD-Access as Code with
Cisco Catalyst Center and
ISE Automation

3:45PM

BRKMER-1431

Meraki Cloud-Delivered
Network Access Control
(NAC) for Modern Networks

3:45PM

BRKMER-1074

Kickstart Your Enterprise
Network with Cloud
Dashboard

4:15PM

OCISCOU-1623

Automated Meraki switch
port configuration copies for
switch lifecycle replacement

5:00PM

BRKTRS-3821

Mastering Troubleshooting
with Cisco Catalyst Center &
SD-Access

5:00PM

OBRKOPS-2566

Catalyst Center Migration
from 2.3.7 to 3.1.x

5:00PM

BRKOPS-2194

Building Networks That Build
Themselves: Full Lifecycle
Automation from Planning to
Monitoring

10:30AM
BRKEWN-2039

Al Wireless Operation - when
Al meets Cisco Meraki
Wireless

2:45PM

LTRXAR-3783

Cross-Architecture
Integration Experience Lab

3:00PM
BRKOPS-2067

From Zero to Hero with Cisco
Catalyst Center: Adoption
Insights from the Frontline

3:00PM

QGBRKEWN-2141

Catalyst Meets Meraki in Wi-Fi
7: Real-World Implementation,
Troubleshooting, and Features
of Wi-Fi 7

4:15PM

CBRKENS-2568
What's New in SD-Access?

10:30AM
BRKEWN-2658

Cisco Spaces: Advanced
Location Based Services for
Enterprise Networks

12:00PM

O CISCOU-3627

MCP Servers for Network
Platforms: Unifying Catalyst
Center and Meraki

12:45PM

CISCOU-1640

Simplifying Network
Operations: Cisco Catalyst
Center & Meraki Integrations
with NetBox



Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,
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