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Few words about us..
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Agenda Cisco IT’s Network
Network Infrastructure Refresh
Fleet as code

Device onboarding

Let me walk you Configuration management
through how Cisco IT

builds a new site. ISE - Dynamic VLAN Assignment

Automated software upgrades

Assurance and Events



Cisco IT’s Network
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Network Gear, by the numbers
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Controller Footprint

@Production

Non—Production
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Network Infrastructure
Refresh

CISCO Live !



Evolving network installations

« Solve for the machine (Data model/measure everything)
 Target Speed and Quality

]
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Assembly line working groups

0 1 Commit e 2 Bill of materials e 3 Physical Build ° e Quality Assurance

Governance call Site Requirements Clean up &
Site Priority - Generate country Quality Assurance Site live
Lead times specific BOM nd boOwer on ‘ BeauerEfan and full
Budget forecasting TDR, Collate variables andp . System/HA test operational

Team Capacity (S/N, MAC etc)

Data Store Set CMDB Records, YAML/CSV/Templates in GIT,
Sharepoint folder, Jira (work prioritization and issue handling), Cisco Docs for ISO compliance

Code/Artifacts

Data processing/enrichment Data processing/enrichment Fleet as Code:

Fleet as Code (automation): BOM Generation, Physical Rack Stack Patch plan, Var generation for templates/ESP/etc
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Branch Network Product Catalogue
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Catalyst SDWAN (Viptela)

Multisite G24

Re-use
Gold

]
cisco



Fleet as Code

CISCO Live !



Time taken to upgrade and provision a device

Access-switch

Building Backbone

Console Server

(SW) (BB) (CS)
Step Activity 9300X (stack of 6) 9500-484YC 8300-1N1S-4T2X
1 Add/Claim (Pre-Onboarding) -- -- --
2 Discover/Secure (Epoch Start) 0:00 0:00 0:00
3 Authenticate 0:02 0:01 0:00
4 Init (Sys Task) 0:04 0:02 0:01
5 Directory/Day 0 Config 0:05 0:05 0:08
6 Golden Image 0:24 0:06 0:46
7 Backup & Site Config 0:44 0:33 0:47
8 Provisioned & Assigned 0:45 0:34 0:47
9 Final Day N Config 0:55 0:44 0:57
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Standardize your network - avoid over customization

« Standardize VLANs - Consistent IDs
and naming simplify provisioning.

NETWORK AS PETS NETWORK AS CATTLE

» Align subnet sizes - Fixed sizes
enable predictable planning and
automation.

» Template configs - Uniform configs
speed up deployment and reduce
errors.

* Define schema standards - Clear
schemas make automation scalable
and repeatable.

]
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"Treat sites like cattle, not pets — standardized, scalable, and built to run anywhere."



Pin topology and device schema

: <sitecode>-<pin_function>-<pin_position>
: €9500-32C
: mbgold24
: abb
T ogwl
: https://apps.cisco.com/ccw/cpc/estimate/items/ABCD12345677localeChanged=en_|

config > standards > topologies > gold24.yaml

C8300-sdwan—-gwl
C8300-sdwan—gw2
C8300-cs1
9500-bb-gwl
9500-bb-gw2
9300-swl

PSU1:AC
PSU2:AC

: <sitecode>-uplink—-gwl
: SFP-1@00GBase-LR

9300-sw?2
cg-wl-gwl

: <sitecode>-uplink—gw2
: SFP-1@00GBase-LR

: <sitecode>-cross—-1link

Lists the required and optional device subscriptions for ! T
EBEB(:P\ F)if] t()F)()I()SJ!/. : <sitecode>-cross-link

: SFP-100GBase-LR

Schema defining the interfaces in a backbone gateway — this helps
build the BOM using a pre-defined template and determine the
required SFP count.

ol I 1l I h
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Address block schema

alalee A Enterprise Se... 7

config > addr_blocks.yaml
CIsCo .

— Locati :
‘ ‘ - SJ-sa:ﬂr"rANARow-awsouEN : SAN_JOSE
t ALLN

t RICHARDSON
: RTP

D t SYDNEY
Building:5JC34 : TOKYO
Code Fax phone ! SHANGHAI
sicaa 1 SINGAPORE
City Latitude : BANGALORE
SAN JOSE 37.31874 : LONDON
State / Province Longitude : NETANYA

-121.949197 : AMSTERDAM
Zip/ Postal Code Parent
95128 SAN JOSE

Name Contact

SJ-SANTANA ROW - 3098 OLSEN

Country Hierarchy level

Building =

Gmt offset World ! NETWORK_INFRA

-7 WORLD
Time zone Theater

i INFRA_CAMPUS

--None - AMERICAS

Status Region
Online UNITED STATES

¢ NETWORK_INFRA

i INFRA_CAMPUS
Country .

UNITED STATES .

¢ BRANCH_ACCESS
State
CALIFORNIA ! ACCESS_CAMPUS_WIRED
Metro .

SAN JOSE CA : BRANCH_ACCESS
City .

SAN JOSE i ACCESS_CAMPUS_WIRED

The automation would run for site SJC34, determine its route point based on region and metro data available on
CMDB, check the pin topology, and carve out the required IPv4 and IPv6 subnets from the predefined address blocks.

ol I 1l I h
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Defining VLANS, Crosslinks and Security Groups

&GOLD_INFRA
. : ${site_code} Infrastructure
<Support-Network-Group>

: "INFRASTRUCTURE"
: 25
. : 56
<Support-Tenant-Group> : ${site_code} Crosslinks
. : nets_follow_v4

<Support-Network-Group>

: ${site_code}-sdwan-gwl <-> ${site_code}-bb—gwl
: 30

<Support-Host-Group>

<Support-Printer-Group>
: +NETWORK_INFRA
: sdwanl-bb1l

— ${site_code}-sdwan-gwl-ten0-0-4

<Security-Network-Infra-Group> - ${site_code}-bb-gwl-hun1-0-49

<Security-Branch-Group>

<Security-Tenant-Group> &ALL_GOLD
<Security7DCfGr0up4 ! +VLAN300
g : 300

<Security-Corp=Group :
1 22
<Security-Voice-Group> : 64
<Security-Corp-Group> ]
<Security-Printer-Group> = *HSRP
- ${site_code}-${floor}${room}-sw${index}

VLAN subnets are carved from access blocks, loopback subnets from network infra blocks, and support/security groups are
defined and mapped to these subnets to control who can update them in the CMDB.

]
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DHCP Schema

config > dhcp.yaml
DEFAULT:
240:
“policy": "default-dns-policy"
"offset": 30

SAN_JOSE:
"serverl": "dhcp-sitel.example.com"
"server2": "dhcp-site2.example.com"
"policy6": "SJC-IPv6-Policy"
0:
"policy": "PnP DHCP for controller-short"
10:
"policy": "Campus AP VLANs Cluster2 Buildings"
"offset": 6
300:
"policy": "Site IT LAN"
"offset": 40
400:
"policy": "Site Telephony"
"offset": 11
701:
"serverl": "dhcp-iot-regionl.example.
"server2": "dhcp-iot-region2.example.
"policy": "Regional LAN"
702:
"serverl": "dhcp-iot-regionl.example.
"server2": "dhcp-iot-region2.example.
"policy": "Regional LAN"
711:

&ALL_GOLD

: +VLAN300
: 300
: 22
: 64

— *HSRP
— ${site_code}-${floor}${room}-sw${index}

"serverl": "dhcp-iot-regionl.example.
"server2": "dhcp-iot-region2.example.
"policy": "Regional LAN"

DHCP configurations are mapped to the VLAN and crosslink schemas, ensuring each subnet automatically inherits the correct
DHCP policy, server assignments, and offset parameters for consistent IP management across sites.

]
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How does it all come together ?

Fleet as code output - install package per site

For each site, an install package is generated — a
complete set of artifacts produced by the Fleet as
Code automation:

» Address Plan - Defines standardized subnet
allocation across sites for consistent IP hierarchy
and reuse.

« IP Migration plan - updates static reservations,
removes inactive hosts, and alerts stakeholders.

- DayO0/N Configuration Variables - Auto-generated
parameters feeding DNAC templates for zero-touch
provisioning.

« Patch Plan - Details physical rack, stack, and cable
layouts to guide on-ground implementation.

 Site Network UML Diagram (SVG) - Visually
represents site topology, device interconnects, and
logical design.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2194
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Device Onboarding with Catalyst Center

PnP Preclaim Automation Workflow

Parse ServiceNow
‘ Perform prechecks
task generated by
‘ on Catalyst Center
Fleet as Code

Run PnP Add + <: Raise Change
Claim ‘ Request

Perform post Close change / task
checks in catalyst | ) and notify
center stakeholders

kafka_listener.kafka_consumer: INFO > Listening....

kafka_listener.kafka_consumer: INFO > Found a new Pre-Claim request: RITM6618203

]
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PnP Preclaim automation pre-checks

- Verify site exists on catalyst center
145 2025-09-30 09:50:58 pnp_automation: [32mINFO[@m > Found site BGL18 with ID 63¢24012:-11ef-4432-89cd-25€d£999d302

- Find the right network profile and onboarding template for the device type

103 2025-09-30 09:50:58 checker_module.pre_checks: [32mINFO[@m > Checking for existing PnP device with serial number: FVH2902L1PB

110 2025-09-30 @9:50:59 checker_module.pre_checks: [32mINFO[@m > No existing PnP device found with serial number FVH29@02L1PB. Good to proceed.

178 2025-09-30 09:50:59 checker_module.pre_checks: [32mINFO[@m > Checking Network Profile: NEO-Switching (ID: b@19c56c-f@d7-4b68-bcaf-4701dc7555b4)
41 2025-09-30 09:50:59 checker_module.pre_checks: [32mINFO[@m > Found day® template: 9300_day®_gold24_template on Ca Center

- Extract variables from onboarding template and map it to values from Day0O onboarding
file generated by fleet as code automation

191 2025-09-3@ @9:50:59 checker_module.pre_checks: [32mINFO[@m > A1l config day® templates are present in DNAC for profile NEO-Switching

80 2025-09-30 09:51:00 checker_module.pre_checks: [32mINFO([@m > Variables extracted from template 9300_day@_gold24_template: ['MANAGEMENT_ADDRESS', 'MANAGEMENT_IPV6_ADDRESS',
'PRODUCT_ID', 'MANAGEMENT_ADDRESS_SUBNET_MASK', 'MANAGEMENT_ADDRESS_GW']

148 2025-09-30 @9:51:00 ppp_automation: [32mINFO[@m > Template ID: 73f326a2-7c@0f-49db-b8ee-62163a2a8f24

150 2025-09-30 09:51:00 pnp_automation: [32mINFO[@m > Verifying the CSV file against the template variables and checking for entered values

- Claim device successfully
34 2025-09-30 09:54:13 pnp_module.pnp: [32mINFO[@m > Device claimed successfully: {'response': 'Device Claimed', 'version': '1.0'}

sdreeee

Device Name @ Serial Number Product ID Last Contact State @ Onboarding Progress @

ciscolive-cs1 BZC4CV1JA7 C8300-1N1S-4T2X Not Contacted Planned ) Device Claimed.
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Device Onboarding using Catalyst Center

Plug-n-Play Discovery through DHCP Server

- Cabling Vendor plugs the device to the uplink.

- Device attempts DHCP, gets an IP address and
contacts catalyst center

- Since the device is already pre-claimed, it enters the

Catalyst center inventory seamlessly.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Customer Network e e

DHCP &

Server ‘ Server
P=— RN = A
S L
>

O & = =

New device is powered on.
Device starts DHCP discovery

DHCP server responds with PnP
server |P in Option 43 along

with device IP

New devices establishes
connects to PnP server

491499
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But why manage configuration using catalyst center ?

Root Cause of Major Incidents

B SP outage MW Facilities / Power  mDesign Fault  mBug Configuration / Software Change

Configuration / Software changes
should be entirely manageable

Configuration compliance,
automation are key to driving this to
Zero

]
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Templating With Catalyst Center - C9500 Example

CLI Templates / 9500 Composite (7) Properties CLI Templates / 950G7G0\d24700mposite (2) Properties

Templates Simulation Provision Conflicts ) ) . )
Templates Simulation Provision Conflicts

Add applicable templates to create your composite template's sequence.

() Abort sequence if deployment fails Add applicable templates to create your composite template's sequence.

[:] Abort sequence if deployment fails
(Q  Search Table

Reorder More Actions

(Q, Search Table

Template Name

ios_snmp_template Reorder More Actions

ios_syslog_template Template Name

ios_netconf_template ios_xe_mgmt_interface_template

ios_vty_template
ios_xe_L2_template

ios_aaa_template
ios_xe_bgp_blackhole_template

ios_acl_template

ios_xe_ip_ssh_template ios_xe_I1_interface_gw_G24_template
ios_xe_basic_services_template

ios_xe_I3_eigrp_G24_template
ios_xe_ip_http_template

ios_xe_svi_gw_G24_SDWAN

Remove Default Config

Universal Template Composite : Foundational Device-Specific Composite: Custom templates
building blocks for every device. for role-specific configuration

]
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But that was a lot of
templates, how do |
manage them?

Git’init right -

CISCO Live !



How to manage so many templates across multiple catalyst

center ?

Version control is the solution

@ hna-network-configuration-templates rivat > Watch 0 ~

t Add file ~ <> Code ~

';ﬁ Itainton_cisco and ccorneil_cisco Add InfoSec as ie owners for ACL File ( b80d19 ) o {Y) 601 Commits
.github
HNA_device_specific_templates
10S-XE_seed_config
NEO-Feature-Templates/feature_templates_...
NWS-Standard-Templates
Onboarding Configuration/onboarding_temp...

[ .gitignore

[ README.md

[T] README

Catalyst Center Config Templates

Any changes go through Pull Requests in
GitHub and when merged to Main they are then
updated in Catalyst Center clusters via
automation.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2194

GitHub acts as our SSOT (Single
Source of Truth) for all templates.

{% set StackMemberList = __device.serialNumber | split(","
{% set StackMemberCount = StackMemberList | length %}
{% set StackMemberCountOffset = StackMemberCount + 1 %}
{% set powerstack_threshold = (StackMemberCount // 2) + (StackMemberCount % 2) %} {#
stack-power stack Powerstack-1
{% if StackMemberCount > 4 %}
stack-power stack Powerstack-2
{% endif %}
{% for i in range(1, StackMemberCountOffset) %}
stack-power switch {{ i }}
{% if StackMemberCount > 4 and i > powerstack_threshold %}
stack Powerstack-2
{% else %}
stack Powerstack-1
{% endif %}
{% for %}

! @start-ignore-compliance

#MODE_ENABLE

{% for i in range(1, StackMemberCountOffset) %}
switch {{ i }} priority {{ 16 - i }}

{% endfor %}

#MODE_END_ENABLE

! @end-ignore-compliance

lllllllll
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Template Lifecycle Orchestrator

Github to Catalyst center template sync automation

Added TDR test #360 ~ Pull request created to update configuration
= Merged® Itainton_cisco merged 1 commit into main from ADHOC/TDR-TEST (L] 3 days ago template, triggers Jenkins build

Jenkins > CoDE(DFT) > ci-prod ci2.cisco.com NEO catc-network-configuration-templates 1

Guardrails set in Jenkins pipeline -
< Build #13 [ Success |

Build started: 14 hr ago | Duration: 59 sec | Branch: main | Commit: 7a28d0b | Commit message: restore N

<€ Jumpto Line number

- To prevent creation of template directly in
github without testing

Filter by tree view ) - To prevent direct updates on github without
"5 : :
updating template on non production catalyst

Search for stage name... center

& Build root

v [J Alin-Node-14 A . . . .

@ Declarative: Checkout SCM : - To avoid creating template into a new project
& Pre-Build 3

& Docker - Pull H . .

@ SetSecrets : - stage responsible for exporting template from
g ;“:;:'T';Ej:ff;z::jfi‘;:ubtoSVLCatC non production catalyst center and importing
@ Check- If Project Exists in Prod CatCs : to production, runs only when PR is approved
g i 3 — and merged to main, preserves template’s

metadata such as sensitive values,
dropdowns etc. vl
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Extended capabilities with Catalyst Center

Config Backups

What is configured on the Device ?

Config Drift

What configuration changed on the device ?

Config Compliance™

Does my device have desired configuration



Extending Catalyst Center Config Backup Capability

Update backup

@ Extract backup config attributes
\ CLERel el EVIEEE Commit to gt of devices
running configs >
E in file system

Config backup repository

CMDB

alfbal ]l
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Benefits of deploying configuration using

controllers
Time Cost

100% standardized
config pushed and
managed by
Catalyst Center

© 2025 Cisco and/or its affiliates. All rights reserved.

O Milestones achieved -

* PnP/DayN deployments live for Catalyst
‘ | 9300, 9500 and 8000 series devices
covering access switches, BB gateways and
console servers

Human

Error . 50+ sites fleeted or brought live using new
process in 2HFY?25

* Time to provision a switch now < 60 minutes
Config with image upgrade. (stack of 6)

compliance

]
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ISE - Dynamic VLAN
Assignment

CISCO Live !



Dynamic VLAN Assignment - Cisco IT Use Case

Endpoints

1. Endpoints

Endpoint connects into
switchport.

© 2025 Cisco and/or its affiliates. All rights reserved.

Switchport Identity Services Switchport
(Initial VLAN) Engine (New VLAN)
e o o — > —_> o 0 ¢ mmEEEEEEE———
* D N
N ( \ (
2. Authentication Request 3. ISE Policy Invoked 4. VLAN Dynamically
Assigned
Switchport is currently set Auth flow occurs returning
as VLAN 100: Untrusted. the cisco av-pair: Switch receives and sets the
endpoint port to ‘Data’
The 802.1x auth occurs and cisco-av-pair = "Tunnel- VLAN showing ‘VLAN 200’
forwarded onto to ISE. Private-Group-ld=Data" via ‘show access-session’.
J \ J \_
BRKOPS-2194
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Automated Software
Upgrades

CISCO Live !



Image Repository and
Software Image
Management (SWIM)

© 2025 Cisco and/or its affiliates. All rights reservi

ed.
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Stores software images according to
image type and version for the
devices

Push software images to the devices
In your network

Software upgrade can also be
scheduled for later date and time

Pre/post checks and configuration
differences



Catalyst Center SWIM

SWIM Upgrades in the Last Year: Device Count:
* Routers - 1,382
« Switches - 3,114
« WLCs - 97
 Total = 4,593

17.9.3 x 4593 upgrades

17.12.2 x 4593 upgrades
17.15.1 x 4593 upgrades

alfbal ]l
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SWIM Metrics

4,593 upgrades _f 184 change requests
» Devices are generally upgraded 552 hours of upgrading

in batches of around 25 .
« 23 days of upgrading
 Each batch takes around 3 hours

« If done back-to-back without stopping

]
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What is Atomic SWIM?

Automated workflow that enables unattended software upgrades for
network devices and incident management

Why Atomic SWIM?

O
O) 13

Time S Human
Cost Error




Fully Orchestrated Workflow
Golden Image Tagged for Site

Activation &

_ _ Compliance Check
Incident Creation

Create Distribution CR
& Conflict Check

Create Activation CR &
Conflict Check

Image Readiness and
Distribution

CCCCC



A

python’

Modular Design

servicenow

© 2025 Cisco and/or its affiliates. All rights reserved.

Compliance

Change

Check

Distribution

Activation

Incident

BRKOPS-2194

Determines what devices require
upgrade

Creates/Implements/Cancels
Change Requests in ServiceNow

Conflict detection for Cl’s planned
for Upgrade

Copies software image to devices

Installation of new software and
reload of devices. Runs pre and
post checks

Opens Incidents in the event of a
failed upgrade or if a device state
check fails.

]
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Example

workflow




Compliance Module

Determines what devices require upgrade

2024-01-17 21:06:06 atomic_swim.dnac: INFO
2024-01-17 21:06:06 atomic_swim.dnac: INFO
['Cisco Catalyst 9300 Switch']

bs'] and type:

2024-01-17 106:
2024-01-17 106:
2024-01-17 :06:
2024-01-17 :06:

d: 12

2024-01-17 106:
2024-01-17 106:

d: 1

2024-01-17 21:06:
2024-01-17 21:06:

2024-01-17

Golden Image
N

© 2025 Cisco and/or its affiliates. All rights reserved.

getting the compliance status for the devices....
getting all the devices for given family:['Switches and Hu

atomic_swim.dnac: INFO
atomic_swim.dnac: INFO
atomic_swim.dnac: INFO
atomic_swim.dnac: INFO

paginating for new devices page: 1 new devices found: 6
total devices found: 6

getting all the devices tagged as: NETWORK_DEVOPS_HNA
paginating for new tagged devices page:zl new devices foun

getting all the devices tagged as: LD
paginating for new tagged devices page: 1 new devices

atomic_swim.dnac: INFO
atomic_swim.dnac: INFO >

atomic_swim.dnac: INFO
atomic_swim.dnac: INFO

getting all the devices tagged as: DO_NOT_AUTO_SWIM
paginating for new tagged devices page: 1 new devices

atomic_swim. s INFO compliance status fetc
__main__: INFO > compliance
__main__: INFO > Controller:
ompliance Status: NON COMPLIANT, Golden Image Versi

devices.
4 |

, Hostname: svls
_iosxe.17.03.08a.SPA.bin,
, Running Image Version: cat9k_iosxe.17.06.04.SPA.b

<device hosthame>
NETCONF_MANAGED,

Switches and Hubs
<device hostname> ST )
(WLC Capable)

BRKOPS-2194

» Checks Catalyst Center for images that need updating
every 24 hrs

* Non-compliant when running image is a different
version than set golden image

* Module returns the list of non-compliant devices

1

CAT9K[17.6.4]

eds Update

<hub> Reachable 17.6.4

lllllllla
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Change Module

Creates/Implements/Cancels Change Requests in Service Now

2024-01-17 21:51:23 atomic_swim. change change: INFO > Retrieving site code from  Creates a Change requeSt in ServiceNow for the

C.cisco.com for device ' distribution or activation of the image
2024-01-17 21:51:26 atomic_swim.dnac: INFO > getting all tag id for tag WNA_SWIM_NON_PROD_TUES_A

2024-01-17 21:51:27 atomic_swim.dnac: INFO > getting all tag id for tag WNA_SWIM_NON_PROD_TUES_B o i ; i i i
2024-01-17 21:51:28 atomic_swim.change.change: INFO > getting all changes for If the device bemg Upgraded is the Uplmk device for

2024-81-17 21:51:30 atomic_swin.change.change:  INFO > Cl: has CR's: ['CHG1646205', 'CHG164 other Cls, then these Cls are also added to the change
6205', 'CHG1646205'] active
2024-01-17 21:51:30 atomic_swim.change.change: INFO > activation time window for C * Devices marked as outage
, selected planned_time= 'CRPlannedT1me(start datetime= datet1me datet1me(2@24 2, 13, 5, 0), hours_needed=3.
.3, originating_p -02- :00", originating_p
te time='2024-02-13 68:00:00", or1g1nat1ng backout dec1s1on _date_ti me-'2@24 02-13 05:30:00')"

2024-01-17 21:51:30 atomic_swim.change.change: INFO > No s1tes for site_code=
-01- '91.37 atomic_Swim.cnange.cnange.

2024-01-17 21:51:32 atomic_swim.change.change: INFO > CR=CHG1646206 has CI= set as outage
2024-01-17 21:51:34 atomic_swim.change.change: INFO > CR=CHG1646206 has heen successfully submitted
2024-01-17 21:51:34 atomic_swim.change.change: INFO > getting CR=CHG1646206 conflict status

2024-01-17 21:51:34 atomic_swim.change.change: INFO > CR=CHG1646206 conflict status response: {'conflic
t status': 'Not Run'}

2024-01-17 21:51:34 atomic_swim.change.change: INFO > CR=CHG164620€ conflict status='Not Run'
2024-01-17 21:51:34 __main__: INFO > CR: CHG1646206 created for activation for device:

1.cisco.com

2024-01-17 21:51:34 __main__: INFO > change module took 13.461329221725464 seconds to run

ol I 1l I h
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Check Module

Conflict detection for CI’s planned for Upgrade

» Checks if there is an Incident or other
Change Request open against the device
and if so, cancels the upgrade

2024-@1—25 22:45:27 atomic_swim.
offering details found

2024-01-25 22:45:29 atomic_swim.check.check: INFO > No INC found for CI * If not, distribution can proceed

Devic I tha
2024-01-25 22:45:29 atomic_swim.check.check: INFO > No CR found for CI=

\ VI( ) Y |
2Y24-V1-25 22:45:729 atomic_swim.check.check: WARNING > CR=CHG1646207 outside st
art/end time window or does not exist.
2024-01-25 22:45:29 __main__: WARNING > not a good time for swim due to con
flicts or pending incidents
UZ4-Ul~- 4 J

seconds to run

ol I 1l I h
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Distribution Module

Copies software image to devices after performing Image Upgrade Readiness Check

2024-01-17 21:21:37 atomic_swim.dnac: 343f653f-e2f
vice: svlsilv3l-sw

2024-01-17 21:21:38 atomic_swim.anac:

m

2024-01-17 21:21:39 atomic_swim.dnac:
f-7850-432e-9991-13bcfacee505' to complete
2024-01-17 21:21:39 atomic_swim.dnac:

for purpose: Image Upgrade Readiness Check
2024-01-17 21:21:40 atomic_swim.dnac: INFO > Image Upgrade Readiness Check task_id='fb2cfcbf-7850-432e-
9991-13bcfacee505' progress: Swim Network Validation

swim.dnac: INFO > waiting on task_id='fb2cfcbf-7850-432e-9991-13bcfacee505"'

INFO got device id:

INFO starting the readiness check for CI=svlsilv3l-swl

INFO > Waiting for Image Upgrade Readiness Check task_ 'fb2cfcb

INFO > waiting on task_id='fb2cfcbf-7850-432e-9991-13bcfacee505"

2024-01-17 21:21:43 atomic

e Lo
ic_swim.dnac: INFO
is complete with time taken:

7 21:21:44 atomic_swim.dnac: INFO
mic_swim.dnac: INFO
o i d 0 A 0

> Image Upgrade Readiness Check task_id='fb2cfcbf-7850-432e-
3196ms
> readiness check is good for CI=svlsilv31l-swl
> starting distribution for CI=svlsilv3l-swl

03 0 £ o i oo o maga D4 4 b 3 4 ' 40
-b6e2-5f8f13bd2f77' to complete
2024-01-17 21:21:46 atomic_swim.dnac:
for purpose: Image Distribution
2024-01-17 21:2 6 atomic_swim.dnac:
bd2f77' progress: Starting Distribution

INFO > waiting on task_id='d974b97f-9c81-4900-b6e2-5f8f13bd2f77"

INFO > Image Distribution task_ 'd974b97f-9c81-4900-bbe2 - f13

2024-01-17 21:30:55 atomic_swim.dnac: 'd974b971-9c81-4900-b6e2-5f8f13bd2f77
for purpose: Image Distribution
2024-01-17 21:30:55 atomic_swim.dnac:
bd2f77' progress: Starting Distribution
2024-01-17 21:31:00 atomic_swim.dnac:
for purpose: Image Distribution
2024-01-17 21:31:00 atomic_swim.dnac:
bd2f7 progress: Starting Distribution
2024-01-17 21:31:05 atomic_swim.dnac:
for purpose: Image Distribution
2024-01-17 21:31:06 atomic_swim.dnac:
bd2f77' progress: Starting Distribution
2024-01-17 21:31:11 atomic_swim.dnac:

> waiting on task_id

Image Distribution task_id='d974b97f-9c81-4900-b6e2-5f8f13

> waiting on task_id='d974b97f-9¢c81-4900-b6e2-5f8f13bd2f77

Image Distribution task_id='d974b97f-9c81-4900-b6e2-5f8f13

> waiting on task_id='d974b97f-9¢c81-4900-b6e2-5f8f13bd2f77"'

Image Distribution task_id='d974b97f-9¢c81-4900-b6e2-5f8f13

> waiting on task_id='d974b97f-9c81-4900-b6e2-5f8f13bd2f77"'
INFO

561793ms
INFO >
INFO >

21:31:11 atomic_swim.dnac: task_id='d974b97f-9c81-4900-b6e2-5f8f13
complete with time taken:
21:31:11 atomic_swim.dnac:

21:31:11 atomic_swim.dnac:

2024-01-17
bd2f77"' is
2024-01-17
2024-01-17
successfully

Image Distribution

had 1 success
on CI

image distribution

image distribution completed

© 2025 Cisco and/or its affiliates. All rights reserved.

Provision / Inventory / Image Update Status

<device hostname>

) Image Distribution

Date: Jan 17, 2024 3:51 PM Duration: 9 minutes 21 seconds Status: @ Successfully distributed cat9k_iosxe.1 a.SPA.bin

Operations Checks

v @ Distribution 9 minutes 21 seconds
Distribution of image: « k_iosxe.17.03 on device <hostname> N with ssfu

> ° Image Integrity Verification(KG\

1 second

Image Update Readiness Check

Pre Distribution Operation VIGEBETAILS
. <device hostname>

cat9k_iosxe.17.06.04.SPA.bin

catk_iosxe.17.03.08a.SPA.bin
Distribution

Yes
3 minutes
Readiness Checks Results Re-E
’ e Post Distribution Operation Check Type Description Status
1 second
> @ Image Checksum Verification O ) i
30 seconds C Expected:
Action:
> ° Unpack Images K Expected - !
4 minutes 47 seconds feyr

BRKOPS-2194
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Activation Module

Installation of new software and reload of devices. Runs pre and post checks.

2024-01-17 21:52:36 _main__:
2024-01-17 21:52:37 atomic swim.dnac:
vice: t

2024-01-17 21:52:41 atomic_swim.dnac:
0c3-560f98ce37bf' to complete
2024-01-17 21:52:41 atomic_swim.dnac:
for purpose: Image Activation
2024-01-17 21:52:42 atomic_swim.dnac:
37bf' progress: image activation
2024-01-17 21:52:52 atomic_swim.dnac:
for purpose: Image Activation
2024-01-17 21:52:52 atomic_swim.dnac:
37bf' progress: image activation

2024-01-17 22:13:05 atomic_swim.dnac:
for purpose: Image Activation
2024-01-17 22:13:05 atomic_swim.dnac:
37bf' progress: image activation
2024-01-17 22:13:15 atomic_swim.dnac:
for purpose: Image Activation
2024-01-17 22:13:15 atomic_swim.dnac:
37bf' progress: image activation
2024-01-17 22:13:25 atomic_swim.dnac:
for purpose: Image Activation
2024-01-17 22:13:26 atomic_swim.dnac:
37bf' progress: image activation

0] Q1_ ] -36 _2tomi wim _dna
for purpose: Image Activation
2024-01-17 22:13:36 atomic_swim.dnac:
37bf' is complete with time taken:
2024-01-17 22:13:37 atomic_swim.dnac:
0-80c3-560f98ce37bf with output: []
2024-01-17 22:13:37 atomic_swim.dnac:
2024-01-17 22:13:37 atomic_swim.dnac:
2024-01-17 22:13:37 atomic_swim.dnac:
ccessfully. Success =1, Failure =0,
2024-01-17 22:13:37 atomic_swim.dnac:
2024-01-17 22:13:37 atomic_swim.dnac:
uccessfully
2024-01-17 22:13:37

__main__:

© 2025 Cisco and/or its affiliates. All rights reserved.

INFO > collecting information to start the activation process...

INFO > got device id: for de

INFO > Waiting for Image Activation task_id='e9f7ad58-fb73-44f0-8

INFO

INFO

INFO

INFO

INFO
1246767ms
INFO

INFO
WARNING
INFO
Running
INFO
INFO

>

>
>
>
>
>

waiting on task_id='e9f7ad58-fb73-44f0-80c3-560f98ce37bf"'
Image Activation task_id='e9f7ad58-fb73-44f0-80c3-560f98ce
waiting on task_id='e9f7ad58-fb73-4410-80c3-560f98ce37bf"'

Image Activation task_id='e9f7ad58-fb73-44f0-80c3-560f98ce

waiting on task_id='e9f7ad58-fb73-44f0-80c3-560f98ce37bf"'

Image Activation task_id='e9f7ad58-fb73-44f0-80c3-560f98ce
waiting on task_id='e9f7ad58-fb73-44f0-80c3-560f98ce37bf"
Image Activation task_id='e9f7ad58-fb73-44f0-80c3-560f98ce
waiting on task_id='e9f7ad58-fb73-44f0-80c3-560f98ce37bf’

Image Activation task_id='e9f7ad58-fb73-44f0-80c3-560f98ce

Image Activation task_id='e9f7ad58-fb73-44f0-80c3-560f98ce

check result for task: post with task_id=e9f7ad58-fb73-44f
post check executed successfully
differences for CI=

activation for CI:

0, Pending = 0, TotaL = 1

image activation had 1 success
image activation on )

| was completed su

com completed s

INFO > Activation module took 1264.0125000476837 sec.!

BRKOPS-2194

- A
Provision / Inventory / Image Update Status L
<device hostname> J.COm) |mage Update
Date: Jan 17, 2024 4:22 PM Duration: 20 minutes 46 seconds Status: @ Successfully updated with ce _iosxe.17.03.08a.SPA.bir
Operations Checks
v @ Activation 20 minutes 45 seconds
\ 1 of image 19k _iosxe <hostname> E T mpl successful
> ° Pre Activation Operation
2 seconds
> ° Image Activation
17 minutes 45 seconds
> ° Install Commit
18 seconds
> ° Remove Inactive Images
2 minutes 1 1ds
[code]
PRE CHECK [ POST CHECK |
B No Differences Found @ No Differences Found |
> ° Collect Running Image Details Legends
4 secon Colors Links
[ Added (f)irst change
. Changed| |(n)ext change
> ° Verify Image Activation Deleted (t)op
1 seconc > g
[/code]
> @ Post Activation Operation
20 seconds
ol I 1l I h
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Milestones
Reached

Catalyst 9300/9400 (Access Switches)
ISSU upgrades for 9400

Catalyst 8300/ ISR4K (Console Server)

Catalyst 9800 (Wireless Controller)
ISSU upgrades

Catalyst 9500 (Back-bone Gateway)
Workflow to ensure redundancy

'
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Lessons Learned

- Used public APIs where possible, Cisco Internal APIs and the Catalyst Center SDK to
create custom APIs *

- Used Catalyst Center SDK to perform custom APIs for Cisco internal APls *
- Prioritize the automation of upgrades that deliver the most value in the shortest time
- Each device role/family must be handled slightly differently

Future Plans

- Tagging/maintenance module for approved maintenance window in ServiceNow
- Remove check module from distribution workflow

- Enhance automation capabilities to include support for Meraki-managed devices

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2194
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Stop Upgrading Boxes !

*MANUALLY

Unattended Atomic Software Image Management ( Atomic Swim)

© 2025 Cisco and/or its affiliates. All rights reserved. . BRKOPS-2194 . CIsco
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Auto incident creation and triage

- Approximately 90% of the
incidents we work on are not
caused by the network itself, but
we are engaged to assist with
troubleshooting and issue
identification

- Opportunity to reduce mean-
time-to-resolution (MTTR)

- Triage & problem determination
is part of our charter; we need
Innovative tools to do it well

2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2194
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Catalyst Center Issues and Events

Al Assurance

Ef HNA CatC Al Assurance 04/02/2025, 15:56

Cisco DNA Center Notification Webhook from Catalyst Center to a room in Webex Teams.

Source DNA dnac-rcdn9-prd.cisco.com
Center IP: — (P2)Excessive time to connect - High deviation from baseline
Severity: 2 Sl AN IR Feb 4, 2025
Category: WARN 9:30a
Timestamp: 2025-02-04 12:00:00 : Open lasues Tr:jmmgs‘ —
Issue Name: Excessive time to connect - At least
78% increase in time on blizzard in s Q) Search Table

Global/RTP-HUB/MNDO1.

0 Selected Ty Export

Issue Description: The network is experiencing Most Impacted Floors

Issue Client Count First Occurred Time

excessive onboarding time O

compared to usual. Clients are

ve time to connect - At leas ncrease in time on blizzard in Global/RTP-HUB/MNDO1. B RTP-HUB/MNDO1

taking longer than the usual time to
connect to SSID blizzard.

Issue Status: active “

Cisco DNA Center Issue Details

1 Record(s) Show Records: 10

Total Open: 1

Q. Search Table

Open link directly to source.

Exces

ol I 1l I h
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Results: Auto incident creation and triage

Alerts/Events — > Rules

Overall table

Number

% Impacted User
Location
Impacted Service Offering
a0 Y Are:
version: "1.@" s
name: "HNA - Aggregation Device Interface Down" Causing CI
description: "Check for interfaces down on backbone gatq
SNHP_TRAP 4-MIB: :bgpba si category: "Tnterface Issue" Environment
= function: "last_alert_delta" -
. gory
function_args: []
threshold: 2m Subcategory
expression: "a AND b"
. Impact
actions:
Zabiix - Incident i
p— filters:
slunk : a: Py
oz field: "ci.service_offerin o
ge operator: IN
swe_Tn E— 1 value: S
s Tn o [
"VPN (AnyConnect, Employee VPN)", Descrpton

"Workplace Network Access (Wired, Wireless LA
"Lightweight & Hybrid Network Access (CV0, MV(
"Cisco Bridge Network (C-Bridge)",
1
field: "ci.install_status"
operator: EQUALS
value: "Installed"

field: "ci.purpose"
operator: EQUALS
value: "Prod

field: "ci.pin_functi
operator: EQUALS
value: "Backbone Gateway (bb/dt/dtbb)"

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2194

Situation/Incident creation

Workplace Network Access (Wired, Wireless LAN) (6]
Device Offiine

EE— 50
Production

Access

Network

2-Medium

1-High

2-High

Availabilty - -wmposne

Event ID: 452269321

Message: C3 - Composite _oomposile - Unavailable Composite
Zabbix Link: https:/

UM Global Link: h

Alert Triggered due to being active for 0:15:00

Opened

Opened by

State

Source

Support Level

Assignment group

Assigned to

Group Assignment Count

Impacted Service Offering Count

2025-01-11 10:01:34
Closed

Monitoring

CI - Support
Network-DevOps-HNA

0

(=]

[S]

]
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Automating Incidents - Access Point DOWN

State

Step 2: Kafka Consumer

Step 1: Read new incidents consumes Incidents created
from ServiceNow via ESP with Service Offering as
Messaging Service “Workplace Network Access”
Application
Catalyst Webhook Server
center
OpenShift/Kubernetes

Step 5: Format the response from CatC and
update the content in ServiceNow as work notes

BRKOPS-2194

Step 3: Get the AP
name from the Incident
and using the CatC API
get the status of AP,
WLC and Switch

Catalyst Center

Step 4: If AP is unreachable, trigger
self-heal mechanisms and check for
the status again



Conclusion
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Network operations can be simplified !

Before automation After automation

« M Painful « M Simple and Programmable
Manual configuration via device CLI or text-based Use standard network infrastructure schemas and
templates, manual network infrastructure planning configuration templates

* ¥ Time-consuming » ¥ Speed and Scale
Configuration took time; troubleshooting took time, 50+ switches and routers configured in less than
2AM Nightmares while deploying sites ! an hour

* M Repetitive « M Event-driven automation*
No time for more interesting work if we’re Leverage controller’s telemetry to auto resolve
upgrading switches all day incidents

« M (Boring) « M Reduced toil

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2194
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)

“Keep Calm and Automate Everything

]
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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Continue your education

© 2025 Cisco and/or its affiliates. All rights reserved.

~ N [ N [ N
( \> —0% [o] ==
M 0000 Y'Y
—T— MMM
Visit the Cisco Stand for Book your one-on-one Attend the interactive Visit the On-Demand
related demos Meet the Expert education with Capture Library for more
meeting the Flag, and Walk-in sessions at
Labs www.CiscolLive.com/
on-demand
- J J J

edin.com/in/sandeep-rajakrishnan-87667111b/
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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