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Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until 14 November 2025.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKOPS-2194
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Few words about us..

BRKOPS-2194
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Agenda 01 Cisco IT’s Network
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02 Network Infrastructure Refresh

03 Fleet as code

04 Device onboarding

05 Configuration management

06 ISE - Dynamic VLAN Assignment 

Automated software upgrades07

Assurance and Events08

Let me walk you
through how Cisco IT
builds a new site.



Cisco IT’s Network
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Network Gear, by the numbers
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Controller Footprint
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Production

Non-Production



Network Infrastructure 
Refresh
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Evolving network installations

• Solve for the machine (Data model/measure everything)
• Target Speed and Quality

BRKOPS-2194BRKOPS-2194
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Assembly line working groups
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2 Bill of materials 3 Physical Build 4 Logical Build 5 Quality Assurance

Site Requirements
Generate country 

specific BOM
TDR, Collate variables

(S/N, MAC etc)

Rack, stack, patch 
and power on.

Day 0 PNP/Upgrade
Day N provision

Clean up &
Quality Assurance

Documentation
System/HA test

1 Commit

Governance call
Site Priority
Lead times

Budget forecasting
Team Capacity

Data processing/enrichment Fleet as Code: 
BOM Generation, Physical Rack Stack Patch plan, Var generation for templates/ESP/etc

Set CMDB Records, YAML/CSV/Templates in GIT, 
Sharepoint folder, Jira (work prioritization and issue handling), Cisco Docs for ISO compliance

1 2 3 4 5

Site live 
and full 

operational

Data processing/enrichment 
Fleet as Code (automation): 

Data Store

6

Code/Artifacts
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Branch Network Product Catalogue 
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Landlord 
or DIA DIA1 DIA1 DIA2

DIA or 
Fixed 

line

DIA or 
Fixed 
line

Meraki managed/monitored

DNAC/Catalyst managed/monitored

Catalyst SDWAN (Viptela)

SDWAN

Access

Wireless 
Control

Multi-site core

Building core

Access Point

Voice

Lab

Console

9300X-48HX

83002NS83002NS

9300X-48HX

8500 8500MX75 83002NS

PIN

9300X-48HX

B24 S24 G24
Multisite G24

9500-48Y4C 9500-48Y4C

83001NS

83001NS

8500

VG410

83001NS

8500

MS130X 

8500

9500-32C 9500-32CMulti-site lab 
core

9166 91669166

9500-32C 9500-32C

MCG MCG

Re-use
Gold

83001NS

9166 



Fleet as Code



© 2025 Cisco and/or its affiliates. All rights reserved.

Time taken to upgrade and provision a device
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Access-switch 
(SW)

Building Backbone 
(BB)

Console Server 
(CS)

Step Activity 9300X (stack of 6) 9500-484YC 8300-1N1S-4T2X

1 Add/Claim (Pre-Onboarding) -- -- --

2 Discover/Secure (Epoch Start) 0:00 0:00 0:00

3 Authenticate 0:02 0:01 0:00

4 Init (Sys Task) 0:04 0:02 0:01

5 Directory/Day 0 Config 0:05 0:05 0:08

6 Golden Image 0:24 0:06 0:46

7 Backup & Site Config 0:44 0:33 0:47

8 Provisioned & Assigned 0:45 0:34 0:47

9 Final Day N Config 0:55 0:44 0:57
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Standardize your network – avoid over customization

BRKOPS-2194

"Treat sites like cattle, not pets — standardized, scalable, and built to run anywhere."

• Standardize VLANs – Consistent IDs 
and naming simplify provisioning.

• Align subnet sizes – Fixed sizes 
enable predictable planning and 
automation.

• Template configs – Uniform configs 
speed up deployment and reduce 
errors.

• Define schema standards – Clear 
schemas make automation scalable 
and repeatable.
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Pin topology and device schema

BRKOPS-2194

Schema defining the interfaces in a backbone gateway — this helps 
build the BOM using a pre-defined template and determine the 

required SFP count.

Lists the required and optional device subscriptions for 
each pin topology.
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Address block schema
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The automation would run for site SJC34, determine its route point based on region and metro data available on 
CMDB, check the pin topology, and carve out the required IPv4 and IPv6 subnets from the predefined address blocks.
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Defining VLANs, Crosslinks and Security Groups
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VLAN subnets are carved from access blocks, loopback subnets from network infra blocks, and support/security groups are 
defined and mapped to these subnets to control who can update them in the CMDB.
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DHCP Schema

BRKOPS-2194

DHCP configurations are mapped to the VLAN and crosslink schemas, ensuring each subnet automatically inherits the correct 
DHCP policy, server assignments, and offset parameters for consistent IP management across sites.
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How does it all come together ?
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Fleet as code output – install package per site

For each site, an install package is generated — a 
complete set of artifacts produced by the Fleet as 
Code automation:

• Address Plan – Defines standardized subnet 
allocation across sites for consistent IP hierarchy 
and reuse.

• IP Migration plan - updates static reservations, 
removes inactive hosts, and alerts stakeholders.

• Day0/N Configuration Variables – Auto-generated 
parameters feeding DNAC templates for zero-touch 
provisioning.

• Patch Plan – Details physical rack, stack, and cable 
layouts to guide on-ground implementation.

• Site Network UML Diagram (SVG) – Visually 
represents site topology, device interconnects, and 
logical design.



Device Onboarding
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Device Onboarding with Catalyst Center
PnP Preclaim Automation Workflow
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Parse ServiceNow 
task generated by 

Fleet as Code

Perform prechecks 
on Catalyst Center

Run PnP Add + 
Claim

Raise Change 
Request

Perform post 
checks in catalyst 

center

Close change / task 
and notify 

stakeholders
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PnP Preclaim automation pre-checks

BRKOPS-2194

- Verify site exists on catalyst center

- Find the right network profile and onboarding template for the device type

- Extract variables from onboarding template and map it to values from Day0 onboarding 
file generated by fleet as code automation

- Claim device successfully
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Device Onboarding using Catalyst Center
Plug-n-Play Discovery through DHCP Server
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- Cabling Vendor plugs the device to the uplink.

- Device attempts DHCP, gets an IP address and 
contacts catalyst center

-   Since the device is already pre-claimed, it enters the 
Catalyst center inventory seamlessly.



Config Management
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30%

25%5%

5%

35%

SP outage Facilities / Power Design Fault Bug Configuration / Software Change

But why manage configuration using catalyst center ?
Root Cause of Major Incidents

BRKOPS-2194

Configuration / Software changes 
should be entirely manageable

Configuration compliance,      
automation are key to driving this to 
zero
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Templating with Catalyst Center – C9500 Example
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Universal Template Composite : Foundational 
building blocks for every device.

Device-Specific Composite: Custom templates 
for role-specific configuration



But that was a lot of 
templates, how do I 
manage them?

Git’init right -
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How to manage so many templates across multiple catalyst 
center ?
Version control is the solution

BRKOPS-2194

GitHub acts as our SSOT (Single 
Source of Truth) for all templates.

Any changes go through Pull Requests in 
GitHub and when merged to Main they are then 
updated in Catalyst Center clusters via 
automation.
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Template Lifecycle Orchestrator
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Github to Catalyst center template sync automation

Pull request created to update configuration 
template, triggers Jenkins build

- To prevent creation of template directly in 
github without testing

- To prevent direct updates on github without   
updating template on non production catalyst 
center

- To avoid creating template into a new project

- stage responsible for exporting template from 
non production catalyst center and importing 
to production, runs only when PR is approved 
and merged to main, preserves template’s 
metadata such as sensitive values, 
dropdowns etc.

Guardrails set in Jenkins pipeline - 



© 2025 Cisco and/or its affiliates. All rights reserved.

Extended capabilities with Catalyst Center
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Config Backups

Config Drift

Config Compliance*

What is configured on the Device ?

What configuration changed on the device ?

Does my device have desired configuration



© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2194

Extending Catalyst Center Config Backup Capability

Extract backup 
and copy device 
running configs 
in file system

Commit to git

Config backup repository

Update backup 
config attributes 
of devices

CMDB
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Benefits of deploying configuration using 
controllers
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Time Cost Human 
Error

100% standardized 
config pushed and 

managed by 
Catalyst Center

Config 
compliance

Milestones achieved - 

• PnP/DayN deployments live for Catalyst 
9300, 9500 and 8000 series devices 
covering access switches, BB gateways and 
console servers

• 50+ sites fleeted or brought live using new 
process in 2HFY25

• Time to provision a switch now < 60 minutes 
with image upgrade. (stack of 6)



ISE - Dynamic VLAN 
Assignment
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Dynamic VLAN Assignment – Cisco IT Use Case
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Endpoints
Switchport 

(Initial VLAN)
Identity Services 

Engine
Switchport 
(New VLAN)

1. Endpoints

Endpoint connects into 
switchport.

2. Authentication Request

Switchport is currently set 
as VLAN 100: Untrusted.

The 802.1x auth occurs and 
forwarded onto to ISE.

4. VLAN Dynamically 
Assigned

Switch receives and sets the 
endpoint port to ‘Data’ 
VLAN showing ‘VLAN 200’ 
via ‘show access-session’.

3. ISE Policy Invoked

Auth flow occurs returning 
the cisco av-pair:

cisco-av-pair = "Tunnel-
Private-Group-Id=Data"



Automated Software 
Upgrades
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Image Repository and 
Software Image 
Management (SWIM)
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Stores software images according to 
image type and version for the 
devices

Push software images to the devices 
in your network

Software upgrade can also be 
scheduled for later date and time

Pre/post checks and configuration 
differences
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Catalyst Center SWIM
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SWIM Upgrades in the Last Year:

• 17.9.3

• 17.12.2

• 17.15.1

x 4593 upgrades

x 4593 upgrades

x 4593 upgrades

Device Count:

• Routers – 1,382

• Switches – 3,114

• WLCs – 97

• Total = 4,593
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SWIM Metrics
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• 4,593 upgrades

• Devices are generally upgraded 
in batches of around 25

• Each batch takes around 3 hours

• 184 change requests

• 552 hours of upgrading

• 23 days of upgrading

• If done back-to-back without stopping
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What is Atomic SWIM?

BRKOPS-2194

Time $ 
Cost

Human 
Error

PSIRT New Features

Why Atomic SWIM?

Automated workflow that enables unattended software upgrades for 
network devices and incident management 



© 2025 Cisco and/or its affiliates. All rights reserved.

Fully Orchestrated Workflow
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Start

Compliance Check

Create Distribution CR 
& Conflict Check

Create Activation CR & 
Conflict Check

Activation & 
Incident Creation

Image Readiness and 
Distribution

Golden Image Tagged for Site
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Modular Design
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Compliance

Distribution

Activation

Change

Check

Incident

Determines what devices require 
upgrade

Copies software image to devices

Installation of new software and 
reload of devices. Runs pre and 

post checks

Creates/Implements/Cancels 
Change Requests in ServiceNow

Conflict detection for CI’s planned 
for Upgrade

Opens Incidents in the event of a 
failed upgrade or if a device state 

check fails.



Example
workflow
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Compliance Module
Determines what devices require upgrade

BRKOPS-2194

• Checks Catalyst Center for images that need updating 
every 24 hrs

• Non-compliant when running image is a different 
version than set golden image

• Module returns the list of non-compliant devices

<device hostname>
<device hostname>

<hub>

<Controller Hostname>
<Device Hostname>

<Golden image UUID>
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Change Module
Creates/Implements/Cancels Change Requests in Service Now

BRKOPS-2194

• Creates a change request in ServiceNow for the 
distribution or activation of the image

• If the device being upgraded is the uplink device for 
other CIs, then these CIs are also added to the change

• Devices marked as outage

< CATC Hostname>

<Device Hostname>

<Device>

<Device>

<Device>

<Device>

<Device>

<Device>

<Device>
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Check Module
Conflict detection for CI’s planned for Upgrade

BRKOPS-2194

• Checks if there is an Incident or other 
Change Request open against the device 
and if so, cancels the upgrade

• If not, distribution can proceed

<Device Hostname>

<Device Hostname>

<Device Hostname>
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Distribution Module
Copies software image to devices after performing Image Upgrade Readiness Check

BRKOPS-2194

<Device Hostname>        
<Device Hostname>

<Device Hostname>

<Device   UUID>

<Device Hostname>
<Device Hostname>

<device hostname>

<device hostname>

<hostname>
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Activation Module
Installation of new software and reload of devices. Runs pre and post checks.

BRKOPS-2194

<Device Hostname>
<Device Hostname>

<Device Hostname>

<Device UUID>

<device hostname>

<hostname>

<Device Hostname>
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Milestones 
Reached

BRKOPS-2194

Catalyst 9300/9400 (Access Switches)

ISSU upgrades for 9400

Catalyst 8300/ ISR4K (Console Server)

Catalyst 9800 (Wireless Controller)

ISSU upgrades

Catalyst 9500 (Back-bone Gateway)

Workflow to ensure redundancy
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Future Plans

BRKOPS-2194

Lessons Learned

• Used public APIs where possible, Cisco Internal APIs and the Catalyst Center SDK to 
create custom APIs *

• Used Catalyst Center SDK to perform custom APIs for Cisco internal APIs *

• Prioritize the automation of upgrades that deliver the most value in the shortest time

• Each device role/family must be handled slightly differently

• Tagging/maintenance module for approved maintenance window in ServiceNow

• Remove check module from distribution workflow

• Enhance automation capabilities to include support for Meraki-managed devices
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Stop Upgrading Boxes !
*MANUALLY 

Unattended Atomic Software Image Management ( Atomic Swim) 



Assurance and Events
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Results: Auto incident creation and triage
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- Approximately 90% of the 
incidents we work on are not 
caused by the network itself, but 
we are engaged to assist with 
troubleshooting and issue 
identification

- Opportunity to reduce mean-
time-to-resolution (MTTR)

- Triage & problem determination   
is part of our charter; we need 
innovative tools to do it well

90%



© 2025 Cisco and/or its affiliates. All rights reserved.

Catalyst Center Issues and Events

BRKOPS-2194

Webhook from Catalyst Center to a room in Webex Teams.

Open link directly to source.

AI Assurance  
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Results: Auto incident creation and triage

BRKOPS-2194

Alerts/Events Rules Situation/Incident creation

`

`

`
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Automating Incidents – Access Point DOWN 
State

Catalyst 
center

Webhook Server
Catalyst Center

Step 1: Read new incidents 
from ServiceNow via ESP 
Messaging Service 
Application

Step 2: Kafka Consumer 
consumes Incidents created 
with Service Offering as 
“Workplace Network Access”

Step 3: Get the AP 
name from the Incident 
and using the CatC API 
get the status of AP, 
WLC and Switch

Step 4: If AP is unreachable, trigger 
self-heal mechanisms and check for 
the status again

Step 5: Format the response from CatC and 
update the content in ServiceNow as work notes

OpenShift/Kubernetes

BRKOPS-2194

BRKOPS-2194



Conclusion
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Network operations can be simplified !
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After automation

• 🗹 Simple and Programmable

Use standard network infrastructure schemas and 
configuration templates

• 🗹 Speed and Scale 

50+ switches and routers configured in less than 
an hour

• 🗹 Event-driven automation*

Leverage controller’s telemetry to auto resolve 
incidents

• 🗹 Reduced toil

Before automation

• 🗹 Painful

Manual configuration via device CLI or text-based 
templates, manual network infrastructure planning

• 🗹 Time-consuming

Configuration took time; troubleshooting took time, 
2AM Nightmares while deploying sites !

• 🗹 Repetitive

No time for more interesting work if we’re 
upgrading switches all day

• 🗹 (Boring) 
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“Keep Calm and Automate Everything”
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKOPS-2194
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKOPS-2194

Contact me at: https://www.linkedin.com/in/sandeep-rajakrishnan-87667111b/

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you



Cisco
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