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About Me

Customer Success Specialist @ Cisco – Campus Networking

Joined Cisco in 2021

Adelaide Based
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A Checklist for Success:
Things you should configure
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Things you should configure: General Settings

BRKOPS-2067

Common

❑Revocation Check

❑Wired Endpoint Data Collection

❑Device Credentials

❑Trusted Certificates

❑Cisco.com Credentials

❑Smart Account

❑Smart Licensing

❑SSM Connection Mode

❑Device Controllability: enable autocorrect telemetry config

❑Device EULA Acceptance

❑Configuration Archive

❑Cisco AI Analytics

❑Building your Network Hierarchy

Appliance only
❑  System Health: CIMC Credentials



© 2025 Cisco and/or its affiliates. All rights reserved.

Revocation Check

BRKOPS-2067

For your 
reference

Design > Network Settings > Security & Trust > Revocation - Check

! Revocation - Check: CRL none

crypto pki trustpoint DNAC-CA

 enrollment mode ra

 enrollment terminal

 usage ssl-client

revocation-check crl none

 source interface Loopback0

 hash sha256

! Revocation - Check: none

crypto pki trustpoint DNAC-CA

 enrollment mode ra

 enrollment terminal

 usage ssl-client

revocation-check none

 source interface Loopback0

 hash sha256

This applies to the self-
signed certificate or your 
own certificate.

The self-signed doesn’t 
have a CRL so the 
recommended setting is 
“Revocation – Check: 
None”.

Your own certificate may 
have a CRL.
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Revocation Check

BRKOPS-2067

For your 
reference

Design > Network Settings > Security & Trust > Revocation - Check

To apply this change to 
devices you can go to 
inventory, select devices, 
Actions > Telemetry > 
Update Telemetry Settings
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Wired Endpoint Data Collection
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Applies to switching only!

Design > Network Settings > Telemetry > Enable Catalyst Center Wired Endpoint Data  Collection At This Site

For your 
reference
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Device Credentials
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You can do it before a 
discovery or during the 
discovery.

If you do it during the 
discovery assign credentials 
to the global level.

Design > Network Settings > Device Credentials

For your 
reference
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Device Credentials

BRKOPS-2067

You can do it before a 
discovery or during the 
discovery.

If you do it during the 
discovery assign credentials 
to the global level.

Design > Network Settings > Device Credentials

For your 
reference

Focus allows you to change 
credentials at system level 
as well.
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Device Credentials

BRKOPS-2067

Focus allows you to change 
credentials at system level 
as well.

Design > Network Settings > Device Credentials

For your 
reference
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Trusted Certificates
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Click on “Update trusted 
certificates now” to 
download the latest version.

Design > Network Settings > Trusted Certificates

For your 
reference
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Cisco.com Credentials
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System > Settings > Cisco.com Credentials

For your 
reference
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Smart Account
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System > Settings > Smart Account

For your 
reference
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Smart Licensing
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System > Settings > Smart Licensing

For your 
reference

This is a license for Catalyst 
Center itself. It doesn’t have 
a cost.

It is deposited in the smart 
account when a physical or 
virtual appliance is acquired.
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SSM Connection Mode
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System > Settings > SSM Connection Mode

For your 
reference

Mode selection depends on 
your setup. Smart proxy is a 
very convenient way.
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Device EULA Acceptance
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System > Settings > Device EULA Acceptance

For your 
reference
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Configuration Archive
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System > Settings > Configuration Archive

For your 
reference

By default, it is 15.

50 is the maximum. 
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Cisco AI Analytics
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System > Settings > Cisco AI Analytics

For your 
reference

It requires DNA Advantage.
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Building your Network Hierarchy

BRKOPS-2067

Design > Network Hierarchy

For your 
reference

You can create the Hierarchy  
manually
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Building your Network Hierarchy
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Design > Network Hierarchy

For your 
reference

You can create the Hierarchy  
manually
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Building your Network Hierarchy
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Design > Network Hierarchy

For your 
reference

You can create the Hierarchy  
manually

You can import data (e.g. 
from Prime Infrastructure, 
CSV, Ekahau)
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Building your Network Hierarchy
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Design > Network Hierarchy

For your 
reference

You can create the Hierarchy  
manually

You can import data (e.g. 
from Prime Infrastructure, 
CSV, Ekahau)
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Appliance only – System health

BRKOPS-2067

System > Settings > System Health

For your 
reference

Enter the CIMC credentials 
to get information on the 
appliance health within 
System 360.



© 2025 Cisco and/or its affiliates. All rights reserved.

Things you should configure: Firewall(s)

BRKOPS-2067

Don’t forget about the firewall!

• Within your network:

Cisco Catalyst Center Security Best Practices Guide section 
Secure Your Catalyst Center Deployment

• Internet access:

Cisco Catalyst Center Third-Generation Appliance Installation 
Guide, Release 2.3.7.x section Required Internet URLs and Fully 
Qualified Domain Names

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_cisco_catalyst_center_security_best_practices_guide.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_cisco_catalyst_center_security_best_practices_guide.html#id_91757
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen/m_plan_deployment_2_x_x_3rdgen.html#concept_z4t_cd3_sfb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen/m_plan_deployment_2_x_x_3rdgen.html#concept_z4t_cd3_sfb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen/m_plan_deployment_2_x_x_3rdgen.html#concept_z4t_cd3_sfb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen/m_plan_deployment_2_x_x_3rdgen.html#concept_z4t_cd3_sfb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen/m_plan_deployment_2_x_x_3rdgen.html#concept_z4t_cd3_sfb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen/m_plan_deployment_2_x_x_3rdgen.html#concept_z4t_cd3_sfb
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Things you should configure: Firewall(s)

Catalyst Center requires 
internet access for SW 
updates, SWIM downloads, 
external integrations etc. 
This list is updated inline 
with each release of Catalyst 
Center and should be 
reviewed as part of 
upgrades.

List Continues

BRKOPS-2067
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Things you should configure: Syslog & SNMP Extra Servers

Catalyst Center is a SNMP 
Trap & Syslog receiver. 
If you have Splunk or other 
3rd party monitoring apps 
then these don’t have to 
miss out!
Configure extra Trap & 
syslog destinations to ensure 
continuity of telemetry to 
other platforms

Design > Network Settings > Telemetry

BRKOPS-2067
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Things you should configure: Netconf

Netconf discovery is 
mandatory for wireless 
controllers. Switches 
should also be discovered 
with Netconf enabled as 
well for features such as 
PoE analytics, 
Sustainability and system 
telemetry.

Tools > Discovery

BRKOPS-2067
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Things you should configure: Netconf

Enabling Netconf is 
important, but securing it 
is even more important...

On the device

netconf-yang

aaa new-model

aaa authentication login default local

aaa authorization exec default local

ip access-list standard NETCONF_ACL

 permit <host-address> <wildcard-mask>

 deny any

exit

netconf-yang ssh ipv4 access-list name NETCONF_ACL

end

BRKOPS-2067
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Things you should configure: Netconf

If switches have been 
discovered without 
Netconf, there is no need 
to rediscover. The device 
can be edited and the 
Netconf port (830 default) 
added at a later stage.
Be sure to update 
telemetry once complete 
(select device > Actions > 
Telemetry > Update 
Telemetry)

Inventory – Select Device -> Edit Device

BRKOPS-2067
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Things you should configure: Auto Correct Telemetry

System > Settings > Device Controllability

New feature (2.3.7.x) that 
allows Catalyst Center to 
automatically fix telemetry 
configurations.

Off by default.
Scroll down

BRKOPS-2067
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Things you should configure: Walls

Walls and correct 
attenuation are important for 
Catalyst Center to be able to 
give you a guide on your RF 
coverage.

Design > Network Hierachy

BRKOPS-2067
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Things you should configure: Issues & Alerts

269 Pre-defined alerts with 
KPI’s, thresholds and 
Priorities.
Globally subscribe to event 
notifications, adjust priority 
levels, and fine tune some 
KPI’s.

Assurance > Issue Settings

BRKOPS-2067
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Things you should configure: Issues – User Defined Events

Match against device 
generated syslog for custom 
issue & alerting. Custom 
issues based on syslog 
severity, severity and 
message pattern matching.

Assurance > Issue Settings > User Defined

BRKOPS-2067
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Things you should configure: Assurance Profiles

Custom Assurance Profiles 
to provide more flexibility for 
the wide range of 
environments, including site-
based priority, KPI and 
notification adjustments.

Design > Network Profiles > Assurance Profile

BRKOPS-2067
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Things you should configure: Assurance Profiles

Custom Assurance Profiles 
to provide more flexibility for 
the wide range of 
environments, including site-
based priority, KPI and 
notification adjustments.

Design > Network Profiles > Assurance Profile

BRKOPS-2067
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Things you should configure: Issues & Alerts

Notification channels for 
REST (webhook), syslog, 
Email, Webex, or Pager duty 
built in.

Platform > Developer Toolkit > Event Notifications

BRKOPS-2067
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Things you should configure: Health Score Settings

Remove or adjust certain 
KPI’s from health score 
calculation relevant to your 
environment. Device, client 
& application health can all 
be fine tuned.

Assurance > Health Score Settings 

BRKOPS-2067
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Things you should configure: Health Score Settings

Remove or adjust certain 
KPI’s from health score 
calculation relevant to your 
environment. Device, client 
& application health can all 
be fine tuned.

Assurance > Health Score Settings 

BRKOPS-2067
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Things you should UPDATE: Telemetry Updates

Post Upgrade telemetry 
endpoint updates are 
required to ensure full 
functionality with the new 
version of Catalyst Center.

Provision > Inventory

BRKOPS-2067
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Things you should USE: Workflows

Workflows provided guided 
steps to automate various 
tasks via Catalyst Center

Workflows

BRKOPS-2067



A Checklist for Success:
AI-RRM
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If you want to learn more about AI-RRM…

BRKOPS-2067

Advanced RF Tuning in Cisco Wireless - Become an Expert 
While Getting a little Help from Cisco AI

BRKEWN-3413
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AI-RRM: RF Profiles

Give AI-RRM your 
constraints. Configure to 
match your existing profile 
and environment.

Design > Network Settings > Wireless > RF Profile (AI RF Profile)

BRKOPS-2067
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AI-RRM: Time Zones (they matter!)

BRKOPS-2067
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AI-RRM: Review Review Review (and simulate)

Per building RF scores & 
Insights to help drive 
visibility and continual 
improvement.

Assurance > AI-RRM

BRKOPS-2067
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AI-RRM: Review Review Review (and simulate)

Simulate the impact of 
changes to the RF profile 
before applying to 
understand potential 
improvements gained from 
adopting recommendations.

Assurance > AI-RRM

Simulate RF performance 
with RRM service changes

BRKOPS-2067
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AI-RRM: A real world result

BRKOPS-2067
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AI-RRM: A real world result

BRKOPS-2067



A Checklist for Success:
AI Event Analytics
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Event Analytics: Uncover what you can’t see

Understand trends and 
anomalies that you might not 
know are occurring in your 
environment, discovering 
insights into that annoying 
issue that has been plaguing 
you for a long time.

Assurance > Issues & Events > Event Analytics

BRKOPS-2067
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Event Analytics: Wired Superpowers

Investigate High severity, 
Rare, High Volume, and New 
events with data driven 
insights to help drive faster 
time to resolution.

Assurance > Issues & Events > Event Analytics

BRKOPS-2067



A Checklist for Success:
Integrations
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Integrations: The Ecosystem

Cisco Physical and Virtual Infrastructure

Cisco Catalyst                       Center Platform

REST APIs EventsReports

Infrastructure-as-Code

Infrastructure provisioning, 
and network management

Integrations

Cisco Spaces

Custom Integrations

Network Insights

Managed
Services

Education HospitalityHealthcare ManufacturingRetailWorkplaces
Education icon

Hospitality icon Workplaces icon
Healthcare icon

Retail icon Manufacturing icon

DevOps Tools

GenAI

BRKOPS-2067

https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/usecase-c96-744290.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/use-case-c96-742185.html?oid=htgen018267
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/usecase-c96-742380.html?oid=htgen018266
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/use-case-c96-742737.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/use-case-c96-742095.html?oid=htgen018268
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/dna-spaces-mfg-st.html?oid=Wprswt028206
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Integrations: External Services

• External integrations bring value in 
to Catalyst Center, extend it’s 
capabilities and provide a single 
view to multiple sources of 
information to assist in 
troubleshooting.

System > Settings

BRKOPS-2067
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Integrations: Getting Data Out - Splunk

• Integration using the Cisco 
Catalyst Apps or the Cisco EN 
Integration Apps

• Webhook notifications to Splunk 
HTTP Event Collectors

• Run Python scripts  hosted by 
Splunk – trigger reports runs and 
import data file

• Syslog notifications (Configured in 
Network Settings)

Platform > Developer Toolkit

BRKOPS-2067



A Checklist for Success:
API’s & Automation
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API’s: Ever Growing 

BRKOPS-2067

Accelerating release of new APIs:
• Version 2.3.5.3 – 476 APIs
• Version 2.3.7.5 – 520 APIs
• Version 2.3.7.6 – 876 APIs
• Version 2.3.7.9 – 1132 API’s
• Version 3.1.x – 1137 API’s

Platform > Developer Toolkit
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API’s: Ever Growing 

Explore API’s, get comfortable with 
what you can do, and not have to 
write any code

Platform > Developer Toolkit

BRKOPS-2067
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API’s: Ever Growing 

Try an API, see the results, and then 
take that data from there.
For more details check out the 
developer portal.

Platform > Developer Toolkit

BRKOPS-2067
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API’s: Examples – Copilots & LLM’s are your friend

• Scaffold automation (VLAN/SVI generators, ACL templates)

• API starters (Catalyst Center, vManage, etc) and pagination handling

• IaC – Ansible & Terraform

• dnacentersdk for ease of implementation in python scripting

• Build & resolve issues with Jinja & Velocity templates 

• Data parsing utilities for “show” outputs

• Quick one-offs: curl, regex, bash utilities

BRKOPS-2067



© 2025 Cisco and/or its affiliates. All rights reserved.

API’s: Examples – Webhook Receiver

• Structure: role + context + constraints + examples + ask

• Weak: “Make a webhook server”

• Strong: “Flask app receiving Catalyst Center webhooks, verifying HMAC, forwarding to Teams 
Incoming Webhook, with health check and retries; provide README and sample payload”

• Tips:

• Ground with file paths and API versions

• State inputs/outputs and validation rules

• Ask for tests and edge cases

• Prefer smaller, iterative prompts for refactorings

• https://github.blog/ai-and-ml/github-copilot/5-tips-for-writing-better-custom-instructions-
for-copilot/

BRKOPS-2067
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API’s: Examples – Daily Health Checks

BRKOPS-2067
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Wrapping up

BRKOPS-2067

Build Foundations

Baseline core settings for 
security, stability, and full 
feature enablement.

Customise Metrics

Tailor alerts, profiles & 
health scores to your needs.

Leverage AI insights

Optimize RF & detect hidden 
issues with AI-RRM & Event 
Analytics.

Integrate & Automate

Connect to tools & APIs to 
streamline network 
operations.
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you
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