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A Checklist for Success:

Things you should configure




Things you should configure: General Settings

O System Health: CIMC Credentials

URevocation Check

dWired Endpoint Data Collection
UDevice Credentials

dTrusted Certificates
dCisco.com Credentials

dSmart Account

dSmart Licensing

JSSM Connection Mode
Device Controllability: enable autocorrect telemetry config
W Device EULA Acceptance
dConfiguration Archive

dCisco Al Analytics

LBuilding your Network Hierarchy

ol I 1l I h
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Revocation Check
Design > Network Settings > Security & Trust > Revocation - Check

= il Catalyst Center Design / Network Settings

Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust

Th |S a p pl ieS tO th e self_ Q Find Hierarchy v Certficate Revocation Check

If Device Controllability is enabled, the Controller Certificates device settings will be configured on the device when it is
+~ @ Global assigned to a site. This certificate revocation check requires access to the Certificate Authority that publishes the

- - - Certificate Revocation List {CRL). The default revocation-check is “crl none” which will check CRL first and then permit
s I g ne ‘ e r I I ‘ a e O r yo u r > &b Australia connection if not available. Select “none” to skip CRL check altogether.
> db New Zealand Revocation Check GLI to configure on the device

£ Revocation - Check: CRL None ~ ! Revocation = Check 3 CRL none
own certificate. 7

Revocation - Check: CRL None Crypto pki truStpOint DNAC_CA
Revocation - Check: None enrollment mode ra
enrollment terminal

The self-Signed doesn,t usage ssl-client

revocation—-check crl none

have a CRL SO the izzicihig‘girface Loopback0
recommended setting is —
“REVOC&tiOI’) - CheCk: crypto pki trustpoint DNAC-CA

enrollment mode ra

1]
NOne . enrollment terminal

usage ssl-client
revocation-check none

Your own Cert|f|cate may source interface Loopback0

hash sha256

have a CRL.

For your
reference

"':{1' .;, ‘ Q. admin v
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Revocation Check

Design > Network Settings > Security & Trust > Revocation - Check

To apply this change to
devices you can go to
inventory, select devices,
Actions > Telemetry >
Update Telemetry Settings

© 2025 Cisco and/or its affiliates. All rights reserved.

= ‘dudh Catalyst Center

[ Admin

DEVIGE WORK ITEMS

(O Unreachable

(O Unassigned

(J Untagged

() Failed Provision

(O Non Compliant

(D Outdated Software Image
() No Galden Image

[ Failed Image Prechecks

) Under Maintenance

(0 Security Advisaries

Provision / Inventory

Routers  Switches (RVBEEELRCGHIEIN  Access Points

Devices (1)  Focus: Inventory
Q  Click here to apply basic or advanced filters or view recently applied filters
1Selected Tag (@ Add Device 7 Edit Device ({j Delete Device | Actions ~
® Tags Device Name IP Address nventory EoX Status
Software Image
¢ CatC-CL.catclab.cisco.com 172.31.96.9 Srovision 1 alert

Telemetry

Sensors

Manageability (0 Compliance

A Managed

Device Unreachable

@ Compliant

Enable Application Telemetry

Device Replacement

Disable Application Telemetry

Switch Refresh

Update Telemetry Settings

Compliance

More

,Q admin v

T T

Take a tour t Export

As of: Sep 20, 2025 2:48 PM

Image Version

.../Admin/Level 1 17.12.4

Show Records: 25 v 1
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Wired Endpoint Data Collection

Design > Network Settings > Telemetry > Enable Catalyst Center Wired Endpoint Data Collection At This Site

= 'y Catalyst Center Design / Network Settings e O | 2 amn v
Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust
- - = ' Q\erc Hierarchy Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices are
ies to switching on “
= Search Help
| O Global Catalyst Center is your default SNMP collector. It polls network devices to gather telemetry data. View details on the
v Q

metrics gathered and the frequency with which they are collected.
> & Australia

> &b New Zealand v Application Visibility

When assigning Catalyst 9000 or Traffic Telemetry Appliance devices to the site, enable

NetFlow Application Telemetry and Controller-Based Application Recognition by default. ©

@ Enable by default on supported wired access devices

Choose the destination collector for Netflow records sent from network devices
© Use Catalyst Center as the Netflow Collector

(O Use Gisco Telemetry Broker (CTB) or UDP director

<

Wired Endpoint Data Collection

The primary function of this feature is to track the presence, location, and movement of wired endpoints in the
network. Traffic received from endpoints is used to extract and store their identity information (MAC address and IP
address). Other features, such as IEEE 802.1X, web authentication, Cisco Security Groups (formerly TrustSec), SD-
Access, and Assurance, depend on this identity information to operate properly.

Wired Endpoint Data Collection enables Device Tracking policies on devices assigned to the Access role in Inventory.

© Enable Catalyst Center Wired Endpoint Data Collection At This Site If Disable is selected, any custom Device
() Disable Catalyst Center Wired Endpoint Data Collection At This Site (O DL (MR e e ElulEak e (e

Only Catalyst Center-configured Device
Tracking policies are removed.

v Wireless Controller, Access Point and Wireless Clients Health

Enables Streaming Telemetry on your wireless controllers in order to determine the health of your wireless controller,
access points and wireless clients

@ Enable Wireless Telemetry

Save

]
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Device Credentials

Design > Network Settings > Device Credentials

il
€15co

Catalyst Center Design / Network Settings

Servers Device Credentials IP Address Poals Wireless Telemetry Security and Trust

YO u Ca n d O it b efo re a QFind Hierarchy Create and configure the credentials used to access devices. % Manage Credentials
Search Help v

Assigned credentials aren't deployed automatically. To push a credential to your devices, click " Manage Credentials

o choose the credential's Apply action in the Manage Credentials table
~ © Global !

discovery or during the

> &b New Zealand

discovery.

Gredential*

v CLI @

netadmin

If you do it during the

@ Assign an SNMPv2c Read credential

discovery assign credentials oo N
to the global level.

~ SNMPv2c Write ©

@ Assign an SNMPv2c Write credential

Gredential*

catclabrw @ v

~ SNMPv3 @

(O Assign an SNMPv3 credential

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067 CIsco



Device Credentials
Design > Network Settings > Device Credentials

Catalyst Center

Servers Device Credentials

You can do it before a

discovery or during the
discovery.

If you do it during the
discovery assign credentials
to the global level.

Focus allows you to change
credentials at system level
as well.

IP Address Pools Wireless Telemetry

Create and configure the credentials used to access devices

/ Network Settings

Assigned credentials aren't deployed automatically. To push a credential to your devices, click "Manage Credentials" and

choose the credential's Apply action in the Manage Credentials table

~ CLl @

@ Assign a CLI credential

netadmin

~ SNMPv2c Read ©

® Assign an SNMPv2c Read credential

catclabro

~ SNMPv2c Write

MPv2c Write credential

catclabrw

~ SNMPv3 ©

(O Assign an SNMPv3 credential

Credentials

Manage Credentials

To view the assigned credentials' statuses and tt

site, choose "Focus: Current site."

2, Manage Credentials

o apply them to only devices in the current

To view, edit, or delete all available credentials and to apply them to all devices in all applicable

sites, choose "Focus: System."

Focus: Current site (Global) v
Q) Search Table

Add v
Name =
netadmin-Ci

netadmin-Ci-

HTTPSWrite HTTP(S) Write

netadmin-Ci-

SNMPv3 SNMPv3

{ob

Status Actions

© Synced

@ Synced

@ Synced

© 2025 Cisco and/or its affiliates. All rights reserved.
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Device Credentials

Design > Network Settings > Device Credentials

Catalyst Center

Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust

F OC l I S a I | OWS O l I to C h a n e Q) Find Hierarchy Create and configure the credentials used to access devices 2, Manage Credentials
y g elp Assigned credentials aren't deployed automatically. To push a credential to your devices, click "Manage Credentials" and
u | O Global choose the credential's Apply action in the Manage Credentials table
dentials at system level |

> db Australia

> ¢ New Zealand Credentials
as well.

Manage Credentials

Credentials

Manage Credentials

To v he assigned credentials' statuses and to apply them to only devices in the current To view the assigned credentials' statuses and to apply them to only devices in the current
site, choose " Focus: Current site site, choose "Focus: Current site."

To view, edit, or delete ilable credentials and to apply them to all devices in all applicable To view, edit, or delete lable credentials and to apply them to all devices in all applicable
sites, choose "Focus: System " sites, choose "Focus em."
Focus: System s/

Focus: Current site (Global)

Q Search Table Q) Search Table

Add v 024 10:27 AM £ Add

Actions Name =« Status Actions
netadmin-Ci cLl netadmin-Ci © Synced

netadmin-Ci-HTTPSWrite HTTR(S) Write

netadmin-Ci-
TIPS Wit HTTP(S) Write ® Synced
netadmin-Ci-SNMPv3 SNMPv3 dmin-Ci

netadmin-Ci-
SNMPY3 SNMPV3 © Synced

© 2025 Cisco and/or its affiliates. All rights reserved.

]
BRKOPS-2067 cisco



Trusted Certificates

Design > Network Settings > Trusted Certificates

Click on “Update trusted
certificates now” to
download the latest version.

Catalyst Center

Q Search

Certificates
Trusted Certificates
System Certificates
Certificate Authority
Device Certificates
Cisco Accounts
PnP Connect
Cisco.com Credentials
Smart Account
Smart Licensing
SSM Connection Mode
Device Settings
PnP AP Location
Image Distribution Servers
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
PnP Device Authorization
Device EULA Acceptance
Device Prompts
Configuration Archive
External Services
Umbrella
Authentication and Policy Serv...
Integrity Verification

SD-Access Compatibility Matrix

Settings i

Trusted Certificates

7:) Cisco Trusted External Root Bundle is available now. Update trusted certificates now

Cisco Catalyst Center supports the storage and update of the Cisco Trusted External Root Bundle(ios.p7b) from the Cisco PKI web site. This Cisco Trusted External Root Bundle enables supported
Cisco networking devices to authenticate the controller and its applications such as Netwerk Plug and Play, upon the presentation of a valid third-party vendor device certificates. Cisco Catalyst

Center already contains a pre-installed Cisco Trusted External Root Bundle.

Trusted Certificates Status All

1ssued o @

OU=Security Communication
RootCA1, 0=SECOM Trust.net,
C=Jr

CN=Baltimore CyberTrust Root,
0OU=CyberTrust, O=Baltimore, C=IE

CN=Entrust Root Certification
Authority, OU="(c) 2006 Entrust,
Inc.", OU=www.entrust.net/CPS is
incorporated by reference,
0="Entrust, Inc.", C=US

CN=Certigna, O=Dhimyotis, C=FR

CN=GlobalSign Root CA, OU=Root
CA, O=GlobalSign nv-sa, C=BE

CN=NetLock Arany (Class Gold)
Fétanusitvany,
OU=Tanusitvanykiadok
(Certification Services), O=NetLock
Kft., L=Budapest, C=HU

PM-AAA Cartifinata Qandirac

Expired

Expiring by Import

Issued By ()

QOU=Security Communication
RootCA1, 0=SECOM Trust.net,
c=Jp

CN=Baltimore CyberTrust Root,
0OU=CyberTrust, O=Baltimore, C=IE

CN=Entrust Root Certification
Authority, OU="(c) 2006 Entrust,
Inc.", OU=www.entrust.net/CPS is
incorporated by reference,
0="Entrust, Inc.", C=US

CN=Certigna, O=Dhimyotis, C=FR

CN=GlobalSign Root CA, OU=Root
CA, O=GlobalSign nv-sa, C=BE

CN=NetLock Arany (Class Gold)
Fétanasitvéany,
QU=Tanusitvanykiadok
(Certification Services), O=NetLock
Kft., L=Budapest, C=HU

PA-AAR Partifinate Qanirac

Used For

Cisco
Trusted

Cisco
Trusted

Cisco
Trusted

Certificate
Serial Number

Time Left

425 days

639 days

852 days

1165 days

status )

Ty Export As of

Valid From

Sep 30,
2003 1:50
PM

May 13
2000 4:16
AM

Nov 28,
2006 6:53
AM

Jun 30,
2007 12:43
AM

Sep 1, 1998
9:30 PM

Dec 12,
2008 1:38
AM

Valid To =

Jun 30,
2027
12:43 AM

Jan 28,
2028
10:30 PM

Action

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco.com Credentials

System > Settings > Cisco.com Credentials

Catalyst Center System / Se £ admin

Settings / Cisco Accounts

Cisco.com Credentials

Q, Search

Certificates

To add or re-authenticate a Cisco.com user, use the e-mail address associated with
(T your Cisco.com account. You must visit this page in private or incognito mode. A
( ; -
“—/ pop-up window will open for authentication. Allow the pop-up to continue. Learn

how (&)

Trusted Certificates

System Certificates

Certificate Authority

Device Certificates Use Cisco.com credentials to connect to Cisco and verify access to software and services.
Cisco Accounts | .
Cisco.com ID marrees@cisco.com( Change | Delete )
PnP Connect
Cisco.com Credentials
Smart Account
Smart Licensing
SSM Connection Mode
Device Settings
PnP AP Location
Image Distribution Servers
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
PnP Device Authorization
Device EULA Acceptance
Device Prompts
Configuration Archive
External Services
Umbrella
Authentication and Policy Serv
Integrity Verification

SD-Access Compatibility Matrix

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067 CIsco



Smart Account

System > Settings > Smart Account

© 2025 Cisco and/or its affiliates. All rights reserved.

il Catalyst Center

i Certificates
System Certificates
Certificate Authority
Device Certificates

Cisco Accounts
PnP Connect
Cisco.com Credentials
Smart Account
Smart Licensing
SSM Connection Mode
Device Settings
PnP AP Location
Image Distribution Servers
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
PnP Device Authorization
Device EULA Acceptance
Device Prompts
Configuration Archive
External Services
Umbrella
Authentication and Policy Serv.
Integrity Verification

SD-Access Compatibility Matrix

System / Settings

Settings / C

Smart Account

A Some of your license compliance requirements have not been met. Learn more.

Cisco Smart Account credentials are used for connecting to your Smart Licensing account
The License Manager tool will use the details and licenses information from this Smart
Account for entitlement and license management

Selected Smart Account User marrees@cisco.com

Selected Smart Account Name ANZ CS Change C
(O Auto register smart license enabled devices ®  Save

View all virtual accounts ©

To add a new Smart Account, use the e-mail address associated with your Cisco

—~, Smart Account. You must visit this page in private or incognito mode. A pop-up

1) window will open for authentication. Allow the pop-up to continue. Delete duplicate
Smart Account entries, if there are any. Learn how ()

Smart Account Credentials (1)

Username «

marrees@cisco.com

Status

°

Delete historical information

Show Records:

25 v

Q admin

v

BRKOPS-2067



Smart Licensing =

System > Settings > Smart Licensing

Catalyst Center System / Settin

o Settings / Gisco Accounts
Q Search

Smart Licensing
Certificates

IS IS a I Ce n S e O r ata ySt Trusted Certificates Smart Licensing is a cloud-based, software license management solution that allows you to

manage and track the status of your license and software usage

System Certificates

[
, On registering this Cisco Catalyst Center Product Instance, it will be able to communicate
e l l e r I Se " O e S n a Ve Certificate Authority with Cisco Smart Software Manager.

Device Certificates Cisco Smart Software Manager offers an integrated view of the licenses you have

a purchased and what has been deployed in your network.
C o S Cisco Accounts
[]

PnP Connect
Cisco.com Credentials Smart Account

Smart Account
Smart Account Domain

It is deposited in the smart
SSM Connection Mode Virtual Account marrees_lab
Device Settings

account when a physical or

Registration Status @ Registered { May 2, 2025 2:11 PM )
Image Distribution Servers

virtual appliance is acquired.

Network Resync Interval
Export-Controlled Functionality Not Allowe
SNMP

ICMP Ping Transport Settings Direct ©

PnP Device Authorization
View Available Licenses

Device EULA Acceptance
Device Prompts n
Configuration Archive
External Services
Umbrella
Authentication and Policy Serv.
Integrity Verification

SD-Access Compatibility Matrix

]
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SSM Connection Mode

System > Settings > SSM Connection Mode

Mode selection depends on
your setup. Smart proxy is a
very convenient way.

Catalyst Center

Q, Search

Certificates
Trusted Certificates
System Certificates
Certificate Authority
Device Certificates
Cisco Accounts
PnP Connect
Cisco.com Credentials
Smart Account
Smart Licensing
SSM Connection Mode
Device Settings
PnP AP Location
Image Distribution Servers
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
PnP Device Authorization
Device EULA Acceptance
Device Prompts
Configuration Archive
External Services
Umbrella
Authentication and Policy Serv...
Integrity Verification

SD-Access Compatibility Matrix

Settings /

SSM Connection Mode

Direct connection mode requires all smart-enabled devices in your network to have direct
internet access to the Cisco Smart Software Manager (SSM) cloud.

On-Prem Cisco Smart Software Manager (formerly known as Cisco Smart Software
Manager satellite) connection mode offers near real-time visibility and reporting of the
Cisco licenses you purchase and consume. If your organization is security-sensitive, you
can access a subset of Cisco Smart Software Manager (SSM) functionality without using a
direct internet connection to manage your licenses with the Cisco Smart Software Manager
(SSM) cloud

‘With smart proxy connection mode, smart-enabled devices in your network don't need
direct internet access; only the product instance requires direct internet access to the
Cisco Smart Software Manager (SSM) cloud. This option is not applicable for registering
Catalyst Center.

() Direct () On-Prem CSSM @) Smart proxy

© 2025 Cisco and/or its affiliates. All rights reserved.
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Device EULA Acceptance

System > Settings > Device EULA Acceptance

o Catalyst Center System [/

- Settings / Device Settings
Q Search

Device EULA Acceptance

Certificates

Trusted Certificates To add or re-authenticate a Cisco.com user, use the e-mail address associated with

your Cisco.com account. You must visit this page in private or incognite mode. A
pop-up window will open for authentication. Allow the pop-up to continue. Learn
Certificate Authority how &)

System Certificates

Device Certificates
To download device software or provision device configuration, read and accept
Cisco Accounts the Gisco End User License Agreement Supplemental Product Terms.

PnP Connect . .
Cisco.com ID  marrees@cisco.com ( Change )
Cisco.com Credentials
Smart Account
Smart Licensing
SSM Connection Mode
Device Settings
PnP AP Location
Image Distribution Servers
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
PnP Device Authorization
Device EULA Acceptance
Device Prompts
Configuration Archive
External Services
Umbrella
Authentication and Policy Serv..
Integrity Verification

SD-Access Compatibility Matrix

]
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Configuration Archive

System > Settings > Configuration Archive

bl Catalyst Center

Q Search

L] L] Certificates v
By d efa u It, It IS 1 5 . Trusted Certificates
System Certificates
Certificate Authority
Device Certificates
[ .
50 is the maximum e
[
PnP Connect
Cisco.com Credentials
Smart Account
Smart Licensing
SSM Connection Mode
Device Settings v
PnP AP Location
Image Distribution Servers
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
PnP Device Autherization
Device EULA Acceptance
Device Prompts
Configuration Archive
External Services v
Umbrella
Authentication and Policy Serv...
Integrity Verification

SD-Access Compatibility Matrix

System / Settings

Settings / Device Settings
Configuration Archive

Catalyst Center internal server will periodically back up your device's running configuration
You can select the day and time for the backup and select the total number of config drifts
being backed up (note: total config drifts being saved included all the labelled configs for
the device). To archive all the device's running configurations, you can configure an
external server.

Internal External

Total config drif 35

saved

Number of canfig drift per device

50 v
T SO CamTy e

Select a backup day

your backup schedul begin on Menday at 0 ) AM and will con

S

]
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Cisco Al Analytics

System > Settings > Cisco Al Analytics

It requires DNA Advantage.

© 2025 Cisco and/or its affiliates. All rights reserved.

dees  Catalyst Center

Q_ Search
Device Settings
PnP AP Lacation
Image Distribution Servers
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
PnP Device Authorization
Device EULA Acceptance
Device Prompts
Configuration Archive
External Services
Umbrella
Authentication and Policy Serv...
Integrity Verification
SD-Access Compatibility Matrix
IP Address Manager
Cloud Access Login
Cisco Al Analytics
Stealthwatch
Talos IP Reputation
Destinations
Cisco Spaces/CMX Servers
Global Manager Integration
Machine Reasoning Engine
Cisco Catalyst Cloud

Webex Integration

System

Settings / E

Cisco Al Analytics

Al Network Analytics

Al Network Analytics harnesses machine learning to drive intelligence in the network, empowering administrators to
effectively improve network performance and accelerate issue resolution. Al Network Analytics eliminates noise and
false positives significantly by learning the network behavior and adapting to your network environment.

Enable Al Network Analytics

Al-ENHANCED RRM

Provides sopbhisticated closed-loop optimization of your radio network based on historical data, while delivering
visual insights into why and how. Al-Enhanced RRM delivers macro level suggestions for config optimization and the
ability to apply these within minutes. Al-Enhanced RRM is applicable to sites running Catalyst 9800

Enable Al-Enhanced RRM

SYSLOG MESSAGE TEXT EXPORT

If Syslog Message Text Export is enabled messag s will be exported using the secure cloud connection without
data anonymization; please refer to the Cisco Catalyst Center Data Privacy and Security Data Sheet for more

details og Message Text Export is disabled, only Syslog metadata will be exported without the full text and
some functionality will be disabled

Enable Non-anonymized Syslog Message Text Export

Al Endpoint Analytics

Provides fine-grained endpoint identification and assigns labels to a variety of Endpoints
ENDPOINT SMART GROUPING

Using Al and Machine Learning, Endpoint Smart Grouping reduces the number of unknown endpoints in the network
by providing Al based endpoint groupings, automated custom profiling rules and erowdsourced endpoint labels

Enable Endpoint Smart Grouping

BRKOPS-2067
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Building your Network Hierarchy

Design > Network Hierarchy

Design / Network Hierarchy
ahualie - Catalyst Center

cIsco

You can create the Hierarchy
manually

Network Settings
Network Profiles
Image Repository
. Service Provider Profiles
52 Workflows
CLI Templates

Feature Templates

Authentication Templates

[E] Reports

[ Explore

]
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Building your Network Hierarchy

Design > Network Hierarchy

il Catalyst Center Design / Network Hierarchy

You can create the Hierarchy
Mmanua I Iy (Q Search Hierarchy [e

Add Area

e —————
Add SiteJ ok Import | Ty Export

v @ Global Add Building
Add Floor

> ¢ Australia

> &8 New Zealand

]
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Building your Network Hierarchy

Design > Network Hierarchy

= ‘duile Catalyst Center Design / Network Hierarchy
‘ You can create the Hierarchy © 1o sif (L moor) (1 Exvon
ma n Ua I Iy Search Help Import Sites

Import Floor Maps

Import Access Points

You can import data (e.g.
from Prime Infrastructure,

CSV, Ekahau)

]
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Building your Network Hierarchy

Design > Network Hierarchy

el Catalyst Center
You Can Create the Hiera rChy (), Search Hierarchy
manually

~w ) Global
> df Australia

> dB New Zealand

You can import data (e.qg.
from Prime Infrastructure,

CSV, Ekahau)

e Add Site i Import |:| Export

Add Area

Add Building

Edit Area

Delete Area

Import Ekahau Project

Import Ekahau Survey

Import Access Points

Sync: Cisco Spaces/CMX Server
Export Floor Maps

View Devices

View Settings

Design [ Netwaork Hierarchy

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067
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Appliance only - System health

System > Settings > System Health

il Catalyst Center

Q_ Search

SD-Access Compatibility Matrix

Enter the CIMC credentials

Cloud Access Login

to get information on the

appliance health within

Cisco Spaces/CMX Servers

Syste m 3 6 O - Global Manager Integration
Machine Reasoning Engine
Cisco Catalyst Cloud
‘Webex Integration

ThousandEyes Integration

System Configuration

Debugging Logs
Visibility and Control of Config
Geo Map Settings
Proxy
High Availability
Multiple Cisco Catalyst Center
Integration Settings
System Health
Login Message
Authentication API Encryption
Terms and Conditions
Product Telemetry
Trust & Privacy

Account Lockout

System / Settings

Settings / System Gonfiguration

System Health

Cisco IMC Configuration Validation Catalog

Define your Cisco Integrated Management Controller (Cisco IMC) and provide required
credentials. These settings are used to communicate with Cisco IMC and allow it to
monitor the health of the Catalyst Center hardware.

Catalyst Center Address Gisco IMC Address

10.66.50.143 10.66.50.142

Edit Catalyst Center Server
Configuration

Cisco IMC address must correspond with the Catalyst Center
IP address it is managing. The two systems must be able to
communicate over the network.

MC Username*

Cancel

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067
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Things you should configure: Firewall(s)

Don’t forget about the firewall!

« Within your network:

Cisco Catalyst Center Security Best Practices Guide section
Secure Your Catalyst Center Deployment

* Internet access:

Cisco Catalyst Center Third-Generation Appliance Installation
Guide, Release 2.3.7.x section Required Internet URLs and Fully
Qualified Domain Names

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_cisco_catalyst_center_security_best_practices_guide.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_cisco_catalyst_center_security_best_practices_guide.html#id_91757
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen/m_plan_deployment_2_x_x_3rdgen.html#concept_z4t_cd3_sfb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen/m_plan_deployment_2_x_x_3rdgen.html#concept_z4t_cd3_sfb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen/m_plan_deployment_2_x_x_3rdgen.html#concept_z4t_cd3_sfb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen/m_plan_deployment_2_x_x_3rdgen.html#concept_z4t_cd3_sfb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen/m_plan_deployment_2_x_x_3rdgen.html#concept_z4t_cd3_sfb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen/m_plan_deployment_2_x_x_3rdgen.html#concept_z4t_cd3_sfb

Things you should configure: Firewall(s)

In order to... ...Catalyst Center must access these URLs and FQDNs

Download updates for system software and application packages, Recommended: *.ciscoconnectdna.com:443’

and submit user feedback to the product team. To avoid wildcards, specify these URLs instead:

Catalyst Center requires S

- https://registry.ciscoconnectdna.com

internet access for SW
updates, SWIM downloads,
external integrations etc. S————

This list is updated inline et Aecount and S seftware dounlosas eslmsocn
with each release of Catalyst oot s s comy
Center and should be s/ nasenvices cisco com
reviewed as part of

upgrades.

« https://apx.cisco.com

» *.awsglobalaccelerator.com
« api.thousandeyes.com

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067 cisco



Things you should con

Design > Network Settings > Telemetry

Catalyst Center is a SNMP
Trap & Syslog receiver.

If you have Splunk or other
3" party monitoring apps
then these don’t have to
miss out!

Configure extra Trap &
syslog destinations to ensure
continuity of telemetry to
other platforms

© 2025 Cisco and/or its affiliates. All rights reserved.

figure: Syslog & SNMP Ext

aeey  Catalyst Center n / Network Set

Servers Device Credentials |P Address Pools Wireless Telemetry Security and Trust

Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these
assigned to a site or provisioned

QFind Hierarchy settings when devices ar

Catalyst Center is your default SNMP collector. It polls network devices to gather telemetry data. View details on the
metrics gathered and the frequency with which they are collected.

| ~ © Global

> &b Australia

> &b New Zealand

~ SNMP Traps

Choose Catalyst Center to be your SNMP trap server, and
destination servers for SNMP traps and messages from ne

dd any external SNMP trap servers. These are the
k devices

@ Use Catalyst Center as SNMP trap server

@ Add an external SNMP trap server

IP Address®
192.168.200.200

Syslogs

will be provisioned
for provisioned

@ Use Catalyst Center as syslog server
@ Add an external syslog server
s IP Address®

192.168.200.200 192.168.34.185

Application Visibility

igning Catalyst 9000 or Traffic Telemetry Appliance devices to the site, ena
pplication Telemetry and Controller-Based Application Recognition by default
@ Enable by default on supported wired access devices

Choose the destination collector for Netflow records sent frem network devices.

© Use Catalyst Center as the Netflow Collector

(O Use Cisco Telemetry Broker (CTB) or UDP director

ra Servers

BRKOPS-2067
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Things you should configure: Netcon

Tools > Discovery

Catalyst Center Discover Devici

Netconf dlscovery |S Provide Credentials

(fv Global credentials are provided only for ease of use when entering credentials. At the device level, only the device-specific credentials are saved. The device-to-global-credentials association isn't saved

a n d ato ry O r WI re eSS Next, confirm the credentials that Catalyst Center uses for the devices it discovers. At least one CLI credential and one SNMP credential are required. You can have a maximum of five global

credentials and one task-specific credential for each type. Optionally, you can update SNMP properties and protocols used for CLI

controllers. Switches

SNMP existing ports or add new ones. You can add either a job specific port or a global port

S O u a S O e I S C Ove re SNMPv2e Read (1) We recommend using port number 830. Do not use standard ports like 22, 80, 8080.

SNMPv2c Write (1)

with Netconf enabled as

NETCONF (1)

If your network contains 10S XE-based wireless controllers, please enter the port that should be used for discovery and the enabling of wireless services on these controllers Select from

EXISTING GLOBAL NETCONF PORT

well for features such as B

PoE analytics, |
Sustainability and system

telemetry.

© Add NETCONF Port

Review

]
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Things you should configure: Netconf

On the device

netconf-yang

Enabling Netconf is aaa new-model
important, but securing it aaa authentication login default local
Is even more important... aaa authorization exec default local
ip access-list standard NETCONF_ACL
permit <host-address> <wildcard-mask>

deny any

exit

netconf-yang ssh ipv4 access-list name NETCONF_ACL

end

]
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Things you should configure: Netconf

Inventory - Select Device -> Edit Device

Catalyst Center ision [ Inventory ‘ Q. admin v

. O Global m fowers | Edit Device
If switches have been

Credentials Management IP Resync Interva Device Role
= - (O Unreachable Q  Click here to apply basic or advanced filters or view recently applied f| — =———
discovered without N O Slct gt crdonisl© A v spacic cndonl
(O Unassigned 1 Selected Tag (@) Add Device 2 Edit Device fj Delete Device
Username* P
() Unta .
Netconf, there is no need . .
I (O Failed Provision
)

() Non Compliant 0 a 9800-ClL.catclab.cisco.com 192.168.34.21

to rediscover. The device

O No Golden Image

can be edited and the R BT —

(O Under Maintenance

Netconf port (830 default) | i pe o e |
added at a later stage.

Be sure to update |

telemetry once complete | e e e e
(select device > Actions >

Specify the protocol to use for this device

Telemetry > Update

ollability is Enabled. Config changes will be made on netwerk devices during discovery/

Telemetry) ey s ot

APCA4D6.667A.50A0 192.168.34.18]

NETCONF

]
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Things you should configure: Auto Correct Telemetr

System > Settings > Device Controllability

New feature (2.3.7.x) that
allows Catalyst Center to
automatically fix telemetry
configurations.

Off by default.

-lcllls-élcl" Catalyst Center

Q) Search

Certificates

Cisco Accounts

Device Settings
PnP AP Location
Image Distribution Servers
Device Controllability
Network Resync Interval
SNMP
ICMP Ping

Device EULA Acceptance

Configuration Archive

ernal Services

Terms and Conditions

Trust & Privacy

System / S

Settings / Device Settings

Device Controllability

Device Controllability is a system-level process on Catalyst Center that enforces state
synchronization for some device-layer features. Its purpose is to aid in the deployment of
required network settings that Catalyst Center needs to manage devices. Changes are
made on network devices during discovery, when adding a device to Inventory, or when
assigning a device to a site. If changes are made to any settings that are under the scope
of this process, these changes are applied to the network devices during the Provision and
Update Telemetry Settings operations, even if Device Controllability is disabled. The
following device settings will be enabled as part of Device Controllability when devices are
discovered:

* SNMP Credentials
« NETCONF Credentials

Subsequent to discovery, devices will be added to Inventory. The following device settings
will be enabled when devices are added to inventory:

- Picrn TrietCan (OTRY Mradantiale

Autocorrect telemetry configuration

Catalyst Center identifies and automatically corrects the following telemetry configuration
issues on the device:

« SWIM certificate issue

« 108 WLC NA certificate issue

* PKCS12 certificate issue

« [0S telemetry configuration issue

The autocorrect telemetry config feature is supported only when Device Controllability is
enabled.

@ Enable autocorrect telemetry config

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067 CIsco



Things you should configure: Walls

Design > Network Hierachy

Design / Network Hierarchy

3D 246tz (TS 2 Add/Edit  Data/Filters  View Options ~ More

earch Hierarchy
Wa I IS a n d CO rre Ct esrch Help £ Adelaide / Lab / Level 1 Updated 10 seconds ago 23 & Q search

~ O Global

~ ¢ Australia

attenuation are important for

> & CatC Blitz

Catalyst Center to be able to

> & Northern Termitory

> & Queensland

give you a guide on your RF

~ 68 Adelaide

coverage.

> &b Tasmania

> &b Victoria

> & Western Australia

> &8 New Zealand

e T+ L | ool
— ==Yl
YT I TIT LT LT 1T, A | -.- @@

]
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Things you should configure: Issues & Alerts

Assurance > Issue Settings

269 Pre-defined alerts with
KPI's, thresholds and
Priorities.

Globally subscribe to event
notifications, adjust priority
levels, and fine tune some
KPI’s.

© 2025 Cisco and/or its affiliates. All rights reserved.

= b Catalyst Center

Global Profile Custom Profile ©

System User Defined

DEVICE TYPE | Al

Router | Core, Distribution & Aq Access Point

CATEGORY Connectivity | Connected | D Availability | Utilization

Q) Search Table

Priority =

12 Record(s)

Issue Name

Interface Connecting Network Devices is Down

Fabric WLC to MapServer Gonnectivity

WLC unreachable

Assurance telemetry Status is poor

Radius server is not responding.

WLC Reboot Unexpectedly

WLC Power Supply Failure

Excessive time lag between Cisco Catalyst Center and Netwark Device

WLC Monitor

Network Device HA Switchover

Assurance /[ Settings

Issue Resolution

Manual

Manual

Manual

/ lIssue Settings

Third Party

Enabled

Device

Global

Current Setting

Default

Default

Default

Default

Default

Default

Default

Default

Last Modified

Show Records:

10

Manage Subscription

Subscription

Not

Subscribed

t Subscribed

t Subscribed

t Supported

t Subscribed

t Subscribed

t Subscribed

t Subscribed

t Subscribed

t Subscribed

v

BRKOPS-2067
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Things you should configure: Issues - User Defined Events

Assurance > Issue Settings > User Defined

= ‘dsco Catalyst Center

Match against device
generated syslog for custom | user oefinea issue’

issue & alerting. Custom
iIssues based on syslog
severity, severity and
message pattern matching.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067 CIsco



Design > Network Profiles > Assurance Profile

Custom Assurance Profiles
to provide more flexibility for
the wide range of
environments, including site-
based priority, KPI and
notification adjustments.

© 2025 Cisco and/or its affiliates. All rights reserved.

Catalyst Center

Custom Profile / Edit Profile

Lab =
Assign Sites

System User Defined
DEVICE TYPE Router | Core, Distribution & Ac
CATEGORY Onboarding | C y | Connected
Q, Search Table
Priority ~ Issue Name
Fabric facing port channel connectivity
Dual-Active Detection Link has failed
Interface Connecting Network Devices is Down
WAN Interface Down
Stack Port Link has failed
StackWise Virtual Link has failed
Fabric Border node intemet is unavailable
Fabric Devices Connectivity - Control Border Underlay
VNI(s) Down on Fabric Node (per VN)

Cisco TrustSec environment data download status

Things you should configure: Assurance Profiles

Access Point | Wired G

bility | Utilization | Application | Sensar Test

Issue Resolution () Enabled Global Current Setting

Manual

Manual

Manual

v
Last Modified Subscription
Not Subscribed
Not Subscribed
Not Subscribed
Not Subscribed
Not Subscribed
Not Subscribed
Not Subscribed
Not Subscribed
Not Supported

Mot Subscribed

Delete Profile m

BRKOPS-2067
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Things you should configure: Assurance Profiles

Design > Network Profiles > Assurance Profile

Custom Assurance Profiles
to provide more flexibility for
the wide range of
environments, including site-
based priority, KPI and
notification adjustments.

© 2025 Cisco and/or its affiliates. All rights reserved.

lLah s
Assign Sites

System User Defined

pEvICE Ty [JEaIll Router  Core, Distributior

catecory [EaUlll Onboarding  Connectivity

Dual-Active Detection Link has failed

Interface Connecting Network Devices is Down

WAN Interface Down

Stack Port Link has failed

StackWise Virtual Link has falled

Fabric Border node internet is unavailable

Fabric Devices Connectivity - Gontrol Border Underlay

VNI(s) Down on Fabric Node (per VN)

Cisco TrustSec environment data download status

Add Sites to Profile: Lab

Q) Chaose a site

~ (9 Global
v (O é Australia
> (J & Australian Capital Territory
v O catC Biitz
> O & Admin
v @ E Lab
@ = Pod 01
@ = Pod 02
® = Pod 03
©@ = Pod 04
@ = Pod 05
® = Pod 06
@ = Pod 07
@ = Pod 08
® = Pod 09
@ = Pod 99
> (D New South Wales
> 5 Northern Territory

> o Queensland

> [1d South Australia

Cancel

BRKOPS-2067
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Things you should configure: Issues & Alerts

Platform > Developer Toolkit > Event Notifications

e a New Notification

Step 1 - Select Site and Events

Notification channels for
REST (webhook), syslog,
Email, Webex, or Pager duty

u u 0 Selected
built in. O s

Access Contract (SGACL) access policy installation failed on the device

Add device failed

Add device successful

AP Coverage Hole

AP CPU High Utilization

AP disconnected from WLC

AP Flap

AP License Exhausted on WLC

AP Memory High Utilization

Showing 274 of 274

£ Exit

Ghannels Supported

REST

SYSLOG

SYSLOG

SYSLOG

SYSLOG

SYSLOG

SYSLOG

SYSLOG

SYSLOG

SYSLOG

EMAIL

EMAIL

EMAIL

WEBEX

WEBEX

WEBEX

WEBEX

WEBEX

WEBEX

WEBEX

WEBEX

WEBEX

PAGERDUTY

PAGERDUTY

PAGERDUTY

PAGERDUTY

PAGERDUTY

PAGERDUTY

PAGERDUTY

PAGERDUTY

PAGERDUTY

Q admin ~

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067
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Things you should configure: Health Score Settings

Assurance > Health Score Settings

Remove or adjust certain
KPI’s from health score
calculation relevant to your
environment. Device, client
& application health can all
be fine tuned.

© 2025 Cisco and/or its affiliates. All rights reserved.

Catalyst Center

Device Health Application Health

Health Score

ance / Settings

The health score can be customized based on device type. The network device's health score is the lowest score of all included KPIs. To disable a KPI from impacting the overall device health, you can exclude it from the health score calculation

Note: Health score setting is not

Router  Core, Distribution & Access  Wireless Controlier

Q Search Table
KPI Name «

Air Quality 2.4 GHz
AP health indicated by Air Quality of 2.4 GHz band

Air Quality 5 GHz
AP health indicated by Air Quality of 5 GHz band.

Air Quality 6 GHz
AP health indicated by Air Quality of 6 GHz band.

CPU Utilization

Device health indicated by CPU Utilization

Interference 2.4 GHz

AP health Indicated by Radio frequency Interference in
2.4 GHz band

Interference 5 GHz

AP health indicated by Radio frequency Interference in 5
GHz band

Interference 6 GHz

AP health Indicated by Radio frequency Interference in 6
GHz band

Link Error

for Third Party Devices

Access Point

KPI Health Score

Included for Health Score

Current Setting

Default

Default

Default

Default

Default

Default

Default

Last Modified

BRKOPS-2067
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Things you should con

Assurance > Health Score Settings

Remove or adjust certain
KPI’s from health score
calculation relevant to your
environment. Device, client
& application health can all
be fine tuned.

© 2025 Cisco and/or its affiliates. All rights reserved.

Catalyst Center

Device Health Application Health

Health Score
The health score can be customized based on device type. The network device's health score is the

Note: Health score setting is not applicable for Third Party Devices.

Router  Core, Distribution & Access i ontroller  Access Point  Wireless Client_~Wired Clien

Q) Search Table
KPI Name = KPI Health Score

Air Quality 2.4 GHz
AP health indicated by Air Quality of 2.4 GHz band.

Air Quality 5 GHz
AP health indicated by Air Quality of 5 GHz bana:

Air Quality 6 GHz
AP health indicated by Air Quality of 6 GHz band.

CPU Utilization

Device health indicated by CPU Utilization

Interference 2.4 GHz

AP health indicated by Radio frequency Interference in
2.4 GHz band

Interference 5 GHz

AP health indicated by Radio frequency Interference in 5
GHz band

Interference 6 GHz

AP health indicated by Radio frequency Interference in 6
GHz band

Link Error

Health Scort

st score of all includedKPIs. To disable a KPI from impacting the overal

Included for Health S

@ Yes

figure: Health Score Settings

Air Quality 2.4 GHz

AP health indicated by Air Quality of 2.4 GHz band.

KPI HEALTH SCORE

@ Included in Device health Score

Last Modified:

Cancel

BRKOPS-2067
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Things you should UPDATE: Telemetry Updates

Provision > Inventory Post Upgrade telemetry
endpoint updates are
required to ensure full
functionality with the new
version of Catalyst Center.

We have detected I0S-XE device(s) in your network where new telemetry subscriptions for assurance data need to be enabled and some of the existing subscriptions may need to be optimized for performance. Apply Fix
A To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the & Force Configuration Push option

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067 CIsco



Things you should USE: Workflows

Workflows

Workflows provided guided
steps to automate various
tasks via Catalyst Center

E Configure Cisco UDN
C C User De d Network

Create Fabric Site

Create Sensor Test

orid client

Wireless

E Smart License
Compliance
Explore bilities for Smart License
Enabled

Site to Site VPN

onfiguration betwet

Create Anycast Gateways

P pocls to

E Replace Device

Wired  Wireless

Configure REP Ring (Non-
Fabric)

Workflow

Umbrella Deployment

Wireless  Wired

Create a Port Channel

step by step

E Switch Refresh

h netwark devic
with new madels.

Configure REP Ring
(Fabric)

Create Layer 3 Virtual
Networks

Wireless

E Create/Modify Fabric Site

EGP EVPN

Create Layer 2 Virtual
Networks

Create Transits
e Transits for

uting domal

Create a Remote Support
Authorization

Grant the C alist tempor.

Create/Modify Layer 3
Virtual Networks
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A Checklist for Success:

Al-RRM




If you want to learn more about Al-RRM...

Lee!

Advanced RF Tuning in Cisco Wireless - Become an Expert
While Getting a little Help from Cisco Al
BRKEWN-3413



Al-RRM: RF Profiles

Design > Network Settings > Wireless > RF Profile (Al RF Profile)

Catalyst Center n / Network Se

| Create Al RF Profile

-
G Ive / \ I - I z I 2 M yO u r ~~ Some of the RF parameters specified in the Al RF profile are dedicated to the Al-Enhanced RRM operations. Equivalent on-device RF configurations continually reside in the wireless controller as a survivability option for standalone operation. X

constraints. Configure to
match your existing profile

and environment.

®24GH: @5GH: @6GH O

Lab

Busy Hours &
Start Time End Time Busy Hour Sensitivity O

9:00 AM v 5000 O Low @ Medium

Enable RF Settings

Flexible Radio Assignment ©

Dynamic Channel Assignment ©

Dynamic Bandwidth Selection ©

Transmit Power Control ©

Advanced

Display Tuning Controls for 2.4 GHz

Channel Width Best

Cancel Save

]
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Al-RRM: Time Zones (they matter!)



Al-RRM: Review Review Review (and simulate)

Assurance > AlI-RRM

Per building RF scores &
Insights to help drive
visibility and continual
improvement.

© 2025 Cisco and/or its affiliates. All rights reserved.

rance / Al Network Analytics / Al-Enhanced RRM

© Band 2.4GHz | 6GHz Al RF Profile: RRM_RF_PROFILE
All Sites Al Enabled Sites D 24 Hours [_5GHz ]

SUMMARY RF PERFORMANCE SUMMARY

Europe/England/London/London 1 20 30 99 /100 13 %

Total AP Count  Total Clients RRM Performance () APs with High CCI

Consider changing the configured Busy Hours for RRM to be more effective.

16

RRM Changes

Next RRM Ru

RF COVERAGE SUMMARY

High

AP Density

Connectivity

Insights @ Consider expanding the configured Channel List for reduced neighbor contention and improved performance.

@  Consider changing the configured Channel Width for improved performance.

~ RF Performance

RRM Changes ©

LATEST TREND

Total Radios Optimized

2

@ Channel Change @ Channal Width Change @ Tx Powar Change @ B

View Details

FRA Changes @

LATEST

All Radios: 21

TREND

Total FRA Enabled Radios: 1

FRA Capable Radios

2025 12:21 PM

Al RF PROFILE SIMULATOR

o (55 )

View Details

Qct 7.2025 12:21 PM

BRKOPS-2067
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Al-RRM: Review Review Review (and simulate)

Assurance > Al-RRM

Simulate the impact of
changes to the RF profile

before applying to » ot Dot €
understand potential —
improvements gained from
adopting recommendations. '

]
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Al-RRM: A real world result

/ mmm ~ May24-May31

Wircloss Controllor

Access Points

Wetwork Davices (47

\&

© 2025 Cisco and/or its affiliates. All rights reserved.

Netwsark Dzvices (0|

LATEST  TREMD

DERLLHENTH & m Good

(1 Search b ramwe, MAC abdress, or P adtmss

et Hare Mensgaabiy

BRKOPS-2067

Wirsiess Controlier
- L L
Access Points
2 1
W Feath
g T Aoag Foin
ezs 5 « Faddes Cineed Heaf LLTRr CIe-TU . H

May31 - Jun?

=ntial
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Al-RRM: A real world result

hialis Catalyst Center Assurance / Dashboards / Issues and Events

Event Analytics

B =
RN | liﬁlii ﬁil .
EEER N

307 events 5.07K events 3.47K events

The darker the color more the
changes in wireless network

]
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A Checklist for Success:

Al Event Analytics




Event Analytics: Uncover what you can’t see

Assurance > Issues & Events > Event Analytics

abal Catalyst Center Assurance / Dashboards / Issues and Events

Wired Events Wireless Events

Understand trends and
anomalies that you might not 1

of

know are occurring in your Lo

N
en Vi ronmen t , d | scove ri N g Vs I=IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

OTALEVENTS |  HIGH SEVERITY @ MEDIUM SEVERITY @ LOW SEVERITY

107
10 pM 1w 124

#HIGH # MEDIUM

insights into that annoying A
issue that has been plaguing
you for a long time.

[¢ events that occurred in the selected period sorted by Least frequent events that occurred in the selected period sorted by Most frequent events that occurred in the selected period sorted by
severity. oceurrence occurrence.

EVENT TYPE EVENT TYPE / EVENT TYPE
PKI-2-NON_AUTHORITATIVE_CLOCK 6 I0SXE_OIR-6-OFFLINECARD 5 LINEPROTO-5-UPDOWN
LINK-3-UP 5 REDUND, MONITOR_EV 3 LINK-3-U
REDUNDAN )BY_LOS 3 REDUND: ANDBY_LOST 3 REDUN STANDBY_LOST
LINEPROTQ-5-UPDOWI 5 LINEPROTO-5-UPDOWN 5 REDUNDANCY-5-PEER_MONITOR_EV

REDUNDANCY-5-PEER_MONITOR_EV 3 LINK-3-UPDOWN & IOSKE OIR-6-OFFLINECARD
View Details View Details View Details
E VOLUME INCREASE JEASE N ot

ith the highest increase in volume within the selected period serted Vi decrease in volume within the selected period sorted hat started occurring at the end of the selected period sorted by
on by variation occurrence.

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067 CIsco



Event Analytics: Wired Superpowers

Assurance > Issues & Events > Event Analytics

= aluil - Catalyst Center

Showing 5 rows

Investigate High severity, |

Rare. High Volume. and New e e s e i et
events with data driven
insights to help drive faster
time to resolution.

LINK-3-UPDOWN x

Selected Messages Details @

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067 CIsco



A Checklist for Success:

Integrations




Integrations: The Ecosystem

Healthcare Education Hospitality Workplaces Retail Manufacturing

. ~ - o -

Infrastructure-as-Code

Network Insights Integrations

splunk'> Managed Infrastructure provisioning,
Services and network management
service

DevOps Tools webex Cisco Spaces

y CISCO BLUECAT
GitHub

- thon Red Hat [
= et ferraform GitLab h Custom Integrations

Infoblox 2=

Cisco Catalyst Center Platform

Cisco Physical and Virtual Infrastructure

]
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https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/usecase-c96-744290.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/dna-spaces/use-case-c96-742185.html?oid=htgen018267
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Integrations: External Services

System > Settings

External integrations bring value
to Catalyst Center, extend it’s
capabilities and provide a single
view to multiple sources of
information to assist in
troubleshooting.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Q Search
i Finy
PnP Device Authorization
Device EULA Acceptance
Device Prompts
Configuration Archive
External Services
Umbrella
Authentication and Policy Serv
Integrity Verification
SD-Access Compatibility Matrix
IP Address Manager
Cloud Access Login
Cisco Al Analytics
Stealthwatch
Talos IP Reputation
Destinations
Cisco Spaces/CMX Servers
Global Manager Integration
Machine Reasoning Engine
Cisco Catalyst Cloud
bex Integration
ThousandEyes Integration
System Configuration
Debugging Logs
Visibility and Control of Config
Geo Map Settings

Proxy

Catalyst Center

System / Settings

Certificates

Trusted Certificates
Manage the PKI Trusted Certificates bundle to enable authentication of Cisco networking devices to
Cisco Catalyst Center and its applications, such as Network Plug and Play

Certificate Authority

Control how Cisco Catalyst Center manages and shares the Certificate Authority information

Cisco Accounts

PnP Connect

Add the device inventory from the Cisco Plug and Play Cennect cloud portal te Plug and Play in
Catalyst Center

Smart Account

Set up a Smart Licensing account for entitlement and license management.

SSM Connection Mode

Connection mode provides options for the Catalyst Center to access Cisco Smart Software Manager

(SSM) cloud.

Device Settings

PnP AP Location
Configure AP Location during PnP flow

Device Controllability

Enable the system-level process to enforces state synchronization for device-layer features

SNMP

Configure SNMP polling properties for use across the network

System Certificates
View information about Cisco Catalyst Center's currently active SSL certificate or infermation about
how to replace it.

Device Certificates
View certificates th: ere issued by Cisco Catalyst Center for managed devices to authenticate and
dentify the devices

Cisco.com Credentials

Set up a Cisco.com ID to connect to Cisco and enable access to software and services.

Smart Licensing
Smart Licensing is a cloud-based, software license management solution that allows you to manage
and track the status of your license and software usage

Image Distribution Servers

Configure Image Distribution Servers which will help in storage and software distribution

Network Resync Interval

Set the global resync interval for device synchronization with C:

ICMP Ping
Configure ICMP Ping capability for Wireless Access Points.

BRKOPS-2067
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Integrations: Getting Data Out - Splunk

Platform > Developer Toolkit

splunksenterprise Apps ¥

admin v 2) Messages ¥ Settings v Activity v Help =

Integration using the Cisco Datainputs - _ - -
. Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to
Catalyst Apps or the Cisco EN oroorcing o receidng
Integ ratlon AppS Local inputs
«  Webhook notifications to Splunk Twpe . Actions
V Files & Directories 13 + Add new
HTTP Event Collectors
N Ru n Pyth 0 n SC ri ptS h osted by Index a local file or monitor an entire directory.
Splunk - trigger reports runs and S,
import data file - e
) SySIOg notifications (Configured in Listen on a TCP port for incoming data, e.g. syslog.

Network Settings) o 4 Addnew

Listen on a UDP port for incoming data, e.g. syslog.

+ Add new

Scripts + Add new
Run custom scripts to collect or generate more data.

cisco_dnac_clienthealth + Add new
Go to the add-on's configuration Ul and configure modular inputs under the Inputs menu.

cisco_dnac_compliance
Go to the add-on's configuration Ul and configure modular inputs under the Inputs menu.

]
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A Checklist for Success:

APlI’'s & Automation




WHO LIKES DOING THE
SAME THING OVER
AND OVER?

WHO THINKS  WHOISN'T '
AUTOMATINGA COMFORTABLE WRITING CODE,

TASK WILL LEAVE AS THAT'S FOR THE SW DEVS?
THEM OUT OF

AJOB?  WHAT IF YOU

COULD START SMALL
AND AUTOMATE LITTLE
PARTS TO FREE YOU UP
FOR MORE FUN THINGS

BBBBBB -2067 cisc




API’s: Ever Growing

Platform > Developer Toolkit

Accelerating release of new APIs:

Version 2.3.5.3
Version 2.3.7.5
Version 2.3.7.6
Version 2.3.7.9

476 APIs
520 APIs
876 APIs
1132 API’s

Version 3.1.x - 1137 API’s

© 2025 Cisco and/or its affiliates. All rights reserved.

il Catalyst Center

APIs Integration Flows Event Notifications

Q_ Search

Appliance

Authentication

=
5
z
g
2

Name
Cisco DNA Center System
Create a configuration model for the intended

Connectivity configs for a device.

Fabric Wireless

SDA Update configurations for an intended layer 2

feature on a wired device.
Wired

Wireless

Get configurations for a deployed layer 2
Ecosystem Integrations feature on a wired device.
Event Management Get number of configurations for a deployed
e artan layer 2 feature on a device

Know Your Network
Deploy the intended configuration features on a
wired device,

Operational Tasks
Policy

Update configurations for intended layer 2
features on a wired device

Site Management
System

System Settings
¥ 9 Get service deployment status.

Get the supported layer 2 features on a wired
device

Get configurations for an intended layer 2
feature on a wired device.

Platform / Developer Toolkit

Description

Create a configuration model for the intended configs for a
device. This is a pre-requisite to preview the generated
device config for the provisioning

This API updates the configurations for an intended feature on
a wired device. Only the feature cenfigurations to be changed
need to be added to the intended

The API returns configurations for a deployed layer 2 feature
on a wired device

The API returns the number of configurations for a deployed
layer 2 feature on a device.

Deploy the intended configuration features on a wired device.
This can be used enly if the provisioning settings do not
require Preview or ITSM Approval

This APl updates the configurations for the intended features
on a wired device. Only the feature configurations to be
changed need to be added to the.

Returns service deployment status based on filter criteria

The API returns the supported layer 2 features on a wired
device

This API returns the configurations for an intended layer 2
feature on a wired device. Even after the intended
configurations are deployed using the API

Q_ Search API

URL

fdnafintent/.
etworkD )
nfigurationModels

fdnafintent/api/v vorkDevices/S{i
d}/configFeatures/intended/layer2/${feature}

fdnafintent/api/v1/wired/networkDevices/S{i
d}/configFeatures/deployed/layer2/S${feature}

fdnafintent/ap red/networkDevices/${i
d}/configFe: Ideployed/layer2/$featur
e}/count

fdnafintent/api/v
etworkDeviceld}/configFeatur
ploy

red/networkDevices/S{n
ntended/de

fdnafintent/api/v1/wired/networkDevices/S{i
d}/configFeatures/intended/layer2

fdnafintent/api red/ne s,
etworkDeviceld}/configFeatures/intended,
viceDeployments

fdnafintent/api/v1/wired/networkDevices/S{i
d}/configFeatures/supported/layer2

fdnafintent/api/v1/wired/networkDevices/S{i
d}/configFeatures/intended/layer2/S${feature}

Actions

BRKOPS-2067
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API’s: Ever Growing

Platform > Developer Toolkit

Get Device list

APP’ mfortable with
Explore API’s, get comfortable wit

Returns list of network devices based on filter criteria such as management IP address, mac address, hostname, etc. You can use the .* in any value to conduct a wildcard search. For example, to find all
W a yo u Ca n O y a n n O ave 0 hostnames beginning with myhost in the IP address range 192.25.18.n, issue the following request: GET /dna/intent/apifv1/network-device Phostname=myhost. *&managementlpAddress=192.25.18..* If

id parameter is provided with comma separated ids, it will return the list of network-devices for the given ids and ignores the other request parameters. You can also specify offset & limit to get the
required list.

write any code

Parameters Responses Code Preview

Request Query Parameters

Default
Value

Description DataType Required
hestname hostname array
managementlpAddress managementlpAddress array
macAddress macAddress array
locationName locationName array
serialNumber serialNumber array
location location array
family family array
type type array
series series array
collectionStatus collectionStatus array
collectioninterval collectioninterval array

notSyncedForMinutes notSyncedForMinutes array

]
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API’s: Ever Growing

Platform > Developer Toolkit

Try an API, see the results, and then
take that data from there.
For more details check out the

developer portal.

© 2025 Cisco and/or its affiliates. All rights reserved.

Delete image

Get software image
details

Returns count of
software images

Import local software
image

Add image distribution

Retrieve image
distribution servers

Update the list of sites
for the network device product
name assigned to the software
image

Unassign network
device product name from the
given software image

Returns network
device product names for a site

Tagging golden image
Initiates sync of

software images from
Gisco.com

Update remote image
distribution server

Remove image
distribution server

Retrieve specific image
distribution server

Get Device Farnily
Identifiers

Retrieve network
device product name

Returns the image
summary for the given site

Get network device

-]
DevNet

Documentation » All » Catalyst Center > Cisco Catalyst Center APl 2.3.7.9

Tag as Golden Image

Operation Id: ragAsGoldenimage

Description: Golden Tag image. Set siteld as -1 for Global site.

Request Parameters
Header
Accept | string

MIME type / MIME subtype Consumed

default = " application/json”

Content-Type | string

MIME type / MIME subtype Produced

default = " application/json"
Request body
request
Schema Definition Example Body

TagAsGoldenimageRequest S

deviceFamilyldentifier: string [

Events

G Search docs BETA

@ Configuration

Parameters Code Snippets

Python Nodejs

curl -L equest POST

url /dna/intent/api/v1/image/importation/golden \

header e applicatior
ontent-Type: appl

BRKOPS-2067
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API’s: Examples - Copilots & LLM’s are your friend

 Scaffold automation (VLAN/SVI generators, ACL templates)

 API starters (Catalyst Center, vManage, etc) and pagination handling
* laC - Ansible & Terraform

« dnacentersdk for ease of implementation in python scripting

» Build & resolve issues with Jinja & Velocity templates

» Data parsing utilities for “show” outputs

* Quick one-offs: curl, regex, bash utilities

N
_V

Terraform ANSIBLE

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2067 CIsco



API’'s: Examples - Webhook Receiver

« Structure: role + context + constraints + examples + ask

« Weak: “Make a webhook server”

« Strong: “Flask app receiving Catalyst Center webhooks, verifying HMAC, forwarding to Teams
Incoming Webhook, with health check and retries; provide README and sample payload”

 Tips:
« Ground with file paths and API versions
« State inputs/outputs and validation rules
» Ask for tests and edge cases
* Prefer smaller, iterative prompts for refactorings

e https://qgithub.blog/ai-and-ml/qgithub-copilot/5-tips-for-writing-better-custom-instructions-
for-copilot/

]
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API’s: Examples - Daily Health Checks

© 2025 Cisco and/or its affiliates. All rights reserved.

Device Health Breakdown
Health Category Count Percentage
Poor Health (=3) 16 27.1%
Fair Health (4-7) 4 6.8%
Good Health (=7) 39 66.1%

Critical & High Priority Issues

Issue Type Count
Critical Issues (P1) 3
High Priority Issues (P2) 0

Client Health Summary
Connection Type Total Poor Health  Fair Health Good Health
Wired Clients 1 1
Wireless Clients 0 Q
All Clients 1 1
System Health Summary

System Component

Status

ISE Integration 2/2 Available
System Services 0/141 Running
Systemn Backups 3/3 Successful
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Build Foundations

Baseline core settings for
security, stability, and full
feature enablement.

© 2025 Cisco and/or its affiliates. All rights reserved.

Wrapping up

Customise Metrics

Tailor alerts, profiles &

health scores to your needs.

Leverage Al insights

Optimize RF & detect hidden
issues with AI-RRM & Event
Analytics.

BRKOPS-2067

Integrate & Automate

Connect to tools & APIs to
streamline network
operations.
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved

&

Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
[%:I Cl|¢)
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y
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Thank you C1SCO Live !
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