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Who am I?

BRKOPS-1104

Solutions Engineer

6 years at Cisco

23 years of experience in IT

Networking, virtualization, desktop services, 
automation/coding

Started my career as a Windows admin out of 
high school

Probably the only speaker with an 
unlicensed nuclear accelerator
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You are attending this session because...

BRKOPS-1104

You are interested in 
learning about CML

You want to understand 
CML lab resource needs

You want to learn how to 
build labs in CML



Get started
with Cisco Modeling Labs
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Why should you be interested 
in Cisco Modeling Labs?

Hint (it’s not just for workin  on your certific tions)

BRKOPS-1104
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Benefits of network modeling

BRKOPS-1104

Automation

Skill 
Development

Rapid 
Prototyping

Cost Savings 
(vs. HW lab)

Protocol 
Experience

Actual Test 
environment 

Failure 
Scenarios

Packet 
Analysis

Migration 
planning

Hands on 
Network OS 
experience
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• Commercial Use

• Multi-User, LDAP support

• Compute Host Clustering 

• TAC Support

• Non-Commercial Use

• Single User

• Support via CML community 
forum on Cisco Learning 
Network

Choose your licensing and install type

BRKOPS-1104

Baremetal OVA

or

CML Personal Edition
20 node limit

CML Personal Plus Edition
40 node limit

CML Enterprise Edition
Up to 320 nodes
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Add 3rd party nodes

BRKOPS-1104

More node definitions at the CML Community GitHub
https://github.com/ciscodevnet/cml-community

Just supply the necessary qcow2 image!



Scaling your Resources
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You don’t need to run CML on a 
massive server to learn networking

Your Speaker, at some random point in time

BRKOPS-1104
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This is running our lab today

CML Server
8 Core
16GB RAM

Ubuntu External 
Host

A physical host attached 
to the CML topology

bridge0 (native vlan192)
bridge292 (trunk vlan292)

bridge292 (access vlan292)

Home/LAN (access vlan192)

BRKOPS-1104
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Scoping the size of your CML Host

BRKOPS-1104

Size of 

Network Topology

Use of Managers

(FMCv / SDWAN)

Node Type and Count
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Resource considerations

BRKOPS-1104

CPU Disk Memory

Highest at node launch Increases as you build labs Feature nodes = More RAM

Feature rich node types:

Nexus 9kv, Catalyst 8kv/9kv, 
IOS-XRv9k, SDWAN, FTD/FMC
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Approximate memory utilization by node type

BRKOPS-1104

Least Memory Most Memory

Catalyst 9000v 

IOS-XRv9000

FMCv

SDWAN Manager

Alpine

IOL

IOL-L2

IOSv

IOSv-L2

Nexus 9000v

FTDv

ASAv

Ubuntu

Catalyst 8000v

SDWAN Validator

SDWAN Controller

<=1GB 2 – 4GB 8-10GB >=12GB
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Hardware Recommendations

BRKOPS-1104

By topology types

Learning / Small Topologies

• 4 core x86_64 processor
• 8 – 16GB RAM
• Mini PC or VMware Workstation

• Recommend IOL/IOL-L2

Mix / Medium topologies

• 12 core x86_64 processor
• 32 – 64GB RAM

• Mix of Catalyst 8000v, 
ASA/FTDv, Nexus 9000v 
IOL/IOL-L2

Feature Rich / Large topology

• 24+ core x86_64 processor
• 128GB+ RAM
• Clustered Hardware

• SDWAN / IOS-XRv9000 / 
Catalyst 9000v / FMCv



© 2025 Cisco and/or its affiliates. All rights reserved.

If you have limited hardware 
resources…

…how c n you  o more?

BRKOPS-1104
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Launching – 
20 - Cat 8000v routers
1 vCPU / 4GB RAM each

System: 8 CPUs 16 GB RAM

(with too little resources)

BRKOPS-1104
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Starting just 4 nodes

CPU still good Memory High

Allocated more 
RAM than available

BRKOPS-1104
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Node 1 – Crashed

CPU dropped to 9.5% Memory High High Memory Load on Compute

BRKOPS-1104
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Restarting - waiting 
for compute

Insufficient HW resources

Memory usage on node 2 is 65%

HW Memory Still High

BRKOPS-1104
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Optimize your design with IOL / IOL-L2 images

BRKOPS-1104

Still running IOS-XE, but not as a full VMLower resources than Cat8000v / Cat9000v

Similar data and control plane functions 

IOL (L3 router)

• BGP, OSPF, IS-IS, EIGRP
• IPv4/IPv6
• Tunnels
• L3VPN/L2VPN
• MPLS, SR-MPLS, SRv6

IOL-L2 (L2 switch w/ L3 )

• VXLAN
• Switchports/trunks
• HSRP
• Port Security
• DHCP
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Launching - 20x IOL routers

1 vCPU / 1GB RAM each

System: 8 CPUs 16 GB RAM

(This would oversubscribe CML by 4GB)
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9 IOL Router nodes started

CPU barely changed

8 GB of RAM Allocated

Only using 2.50GB!
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All IOL routers running

< 1% CPU

20GB Allocated

4.4GB RAM

BRKOPS-1104
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Boot comparison
20x Cat8000v (only 4 started) vs. 20x IOL routers (all running)

BRKOPS-1104

20x 8000v lab: 45% CPU utilization, 97% memory utilization.  4 booting nodes.

20x IOL router lab: .63% CPU utilization, 29.52% memory utilization.  All nodes running.



Build networks
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Where do you start with this blank canvas?

BRKOPS-1104
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Ideas to populate 
your Canvas

Rapid Prototyping

• Test existing network configurations

• Test network migrations

• Experiment with changes to your network

Protocol Experience

• Deploy IPv6, BGP, VXLAN

Skill Development

• Design a CCNA / CCNP / CCIE Lab

BRKOPS-1104
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Sample technologies that can be operated in CML

BRKOPS-1104

Firewall 
ACLs

VXLAN

IPv6

VLANs/ 
Switching

Routing 
Protocols

Catalyst 
SDA

Catalyst 
SD-WANSegment 

Routing 
and SRv6



Let’s build
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Step 1: Configure a jump host
Components added

• External Connector
• Bridge Mode

• Ubuntu Node
• DNS server (BIND9)
• NTP (chrony)
• Squid (Proxy)
• Python / PIP
• Create 3 – Interfaces

• To external LAN
• To OoB 

Management
• To CML Lab 

Network

BRKOPS-1104

Step 1: Configure a jump host
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Leverage CML node config 
to jumpstart your nodes

BRKOPS-1104
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External connectivity options
NAT vs. Bridge Mode

BRKOPS-1104

• NAT

• You want your CML nodes to access external 
resources only, like the Internet.

• Bridge

• You want CML nodes and external systems 
accessible to each other.

• Connect to platforms and devices outside CML

• Create out-of-band management access

• Expose web-ui of CML nodes

Internet

SSH

Tools

Internet



© 2025 Cisco and/or its affiliates. All rights reserved.

Add interfaces before starting the node.

BRKOPS-1104

Before starting node After starting node
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Building out our internal services network

New components

• OoB-Mgmt switch
• Unmanaged Switch node

• No license usage!

• cml-demo-lf1
• IOL-L2 node
• Access switch for internal 

services
• DNS, NTP

• Management port
• Out-of-band access
• For scripts, ansible, 

etc

Place interface in 
management VRF

Assign interface
 to VLAN

BRKOPS-1104
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interface ethernet1/3
 no switchport
 vrf forwarding management
 ip address 10.255.255.101 255.255.255.0
 no shutdown
line console 0
 logging synchronous
line vty 0 4
 login local
 transport input ssh

hostname cml-demo-lf1
!

vlan 100
  name cml_services
!

vrf definition management
  address-family ipv4
  exit-address-family 
!
ip domain name cml.lab
!
crypto key generate rsa modulus 4096
!
username netadmin privilege 15 secret s3cr3tpw1
!
interface ethernet0/0
 description Services Host
 switchport mode access
 switchport access vlan 100
 spanning-tree portfast
 no shutdown

Example IOL-L2 node startup config

BRKOPS-1104

Management VRF

Domain name and crypto key created

Username for SSH login

(Opt.) VLAN100 created + assigned

Hostname defined
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Ideas to expand your services network

BRKOPS-1104

Single Router and Switch Access + Distribution w/ Firewall VXLAN Fabric
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Data Center VXLAN Fabric with Internet Access

We can improve 
the look of this lab

BRKOPS-1104
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Annotated and documented lab
• Standard text annotations

• Define details on VNIs in fabric

• Define NAT inside and outside link

• Smart Annotations

• Identify nodes in fabric

• Identify spines

• Identify VNI / VLAN link association

Much better!

BRKOPS-1104
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We still have plenty of resources for more nodes

BRKOPS-1104
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Extend out your network
Create an enterprise core or a service provider network

BRKOPS-1104
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19 network nodes, Splunk, and 6 hosts deployed

BRKOPS-1104
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All licenses used. 

BRKOPS-1104

Included 3rd party nodes*, external connector, 
and unmanaged switch do not consume 
licenses

*Alpine, Desktop, Server, Trex, Ubuntu, WAN Emulator node types
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Oversubscribed but everything is running 

BRKOPS-1104

Sure… ut c n you PROVE it 
is doing anything?



Operate your network
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How do you know the network is working?
Can we access the lab from the jump host?  Are we providing services? Can our hosts reach the internet? 

BRKOPS-1104
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Packet Capture

BRKOPS-1104

VXLAN L3VNI
Original FrameLeaf connection

DNS query response for time.cml.lab
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Change link 
conditions

BRKOPS-1104
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Adjusting link condition
Before and after state of adding 10% loss

BRKOPS-1104

Before conditioning After conditioning
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The external Ubuntu hardware reaching out 
to ciscolive.com using our internal DNS 

server on 172.16.1.210
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Operate your firewalls

BRKOPS-1104

Monitor firewall for sessions, permitted/denied traffic

Manage policy, update rules, understand behavior
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Deploy the Splunk container

BRKOPS-1104
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Access the Splunk instance in CML

BRKOPS-1104
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Deploy the Splunk> Enterprise Container

BRKOPS-1104



A final thought
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The only limit to what you can build is your imagination…(and resources)

BRKOPS-1104
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Deployed and configured.  Automation + AI + CML
Your gateway to experimenting with LLMs

BRKOPS-1104
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Additional Resources

BRKOPS-1104

• Cisco Live Lab Topology, documentation, and configurations

• https://github.com/roguerouter/CiscoLive-BRKOPS-1104-Lab

• CML Free Tier!

• https://software.cisco.com/download/home/286193282/type/286326381/release/CML-Free

• CML Resource Calculator

• https://www.cisco.com/c/dam/en/us/products/collateral/cloud-systems-management/modeling-labs/resource-calculator.xlsx

• CML Documentation

• https://developer.cisco.com/docs/modeling-labs/

• IOS-XE VXLAN Configuration Guide

• https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-
15/configuration_guide/vxlan/b_1715_bgp_evpn_vxlan_9300_cg.html

• Cloud-Init configuration options (Ubuntu node)

• https://cloudinit.readthedocs.io/en/latest/

• Free Splunk Learning Resources

• https://www.splunk.com/en_us/training/free-courses/overview.html
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKOPS-1104
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKOPS-1104

Contact me at: mleuschn@cisco.com 
or via LinkedIn https://www.linkedin.com/in/matt-Leuschner

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
mailto:mleuschn@cisco.com
https://www.linkedin.com/in/matt-Leuschne
https://www.linkedin.com/in/matt-Leuschne
https://www.linkedin.com/in/matt-Leuschne
https://www.linkedin.com/in/matt-Leuschner


Thank you
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