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Participant Responses Needed

« How many tools do you have in your NOC?

« How many controllers?

« NPMs? Vendors?

 How long it takes to RCA?

* Cross layer data visibility?

 If yes, how long does it take?

* Are you dealing with alarms flooding problem?



How many of you believe
Agentic Al is “real”?
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Splunk turns data into
actions by making machine
data accessible, usable and

valuable

What is Splunk
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2003 $2013

Foundlng Selomalong *

* SAA See 206,
Bncknqe Boun y ‘ I Con fiusnme
N

Founded by 3 geeks (Rob, Michael and Erik)

Vision to make a tool to manage massive amount
of machine logs as simple as you searching it on a
webpage (GOOGLE FOR LOG SEARCH)

el

2006 |=

2003

Splunk SIEM : Enterprise Security
Launched

First premium app was launched to
provide advance security data
analytics and SIEM

Q
=

2011

Splunk 1.0 Launched

Splunk launched its first product, Splunk 1.0. It was
marketed as a search engine for log files and
machine data, enabling users to troubleshoot and
monitor their IT systems.

Evolutlon of product : Splunk 1.0 to Splunk 4.0

Major feature updates across
platform, security and 011y
space

Data streamfng was launched

Splunk Cloud

Launched 011y Cloud

Launched

-

Oty
Cloud

2020

) mm
2013 ) -l @

e
clsco + splunk>

2024

Product Evolution & Market Leadership

ITSI Launched

© 2025 Cisco and/or its affiliates. All rights reserved.

SPL Language for advance analysis

Index optimisation for scale

Data manipulation based searches

Analytics and real time search

Distributed search

Splunk app base launch and APPS GENERATION AT SCALE STARTED

BRKOBS-2549

More than 8 acquisitions made (Phantom, SignalFx, Rocana
etc)

Emerged as technology leader in security, ITOps and 011y
Splunkbase grown from 400 to 1800 apps
Reached PB / day scale milestone
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Data Classification

Data Warehouse
-Business
-Reporting

e |
—

Mostly structured
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Data Classification

. .Y

Data Warehouse
-Business

-Reporting i

Files and Documents

Mostly structured

]
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Data Classification

Unstructured

Data Warehouse
-Business
-Reporting

Files and Documents Machine Data
l °e Cl n
P L,
Ao m

Mostly structured

Messy

]
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Machine Data “Valuable Complex Data”

= "I[|-a® | Metrics

Streaming Events

| Logs
Machine Interactions I ;i Traces

Machine Data

Transactional

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2549
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Unstructured

Structured
Semi - Structured
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Multiple Use Cases On Common Data

IT Operations - Logs: | Traces
70

=
bernetes |
tworking I

__Windows Events -
Packet / Flow Date
Call Detail Reco

]
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Machine Data is CompieX

10.2.1.35 64.66.0.20 - - [21/Dec/2021 16:21:51:326103]
"GET /product.screen?product i1d=CC-P3-BELKIN-
SILBLKIPH5&JSESSIONID=SD5SL6FF1ADFF9 HTTP 1.1" 503 865
"http://shop.splunktel.com/product.screen?product _id=C
C-P3-BELKIN-BLK BTOOTH HFREE" "Mozilla/5.0 (Linux; U;

Android 2.3.5; FR-fr; SAMSUNG-SGH-I927
Build/GINGERBREAD) AppleWebKit/533.1 (KHTML, like
Gecko) Version/4.0 Mobile Safari/533.1" 3875

affiliates. All rights reserved. BRKOBS-2549



Marketing Use Case: Show the top
products viewed by region

IP of client

64.66.0.20

Product viewed

C-P3-BELKIN-BLK BTOOTH HFREE

Language setting
of browser
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DevOps Use Case: Which mobile handsets
should | test the most before releasing my new app?

Platform

Android 2.3.5

Build/GINGERBREAD

Handset model ]
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IT Operations Use Case: Which web’;)ages are
generating the most errors™

10.2.1.35864.66.0.20
product.screen?product id=CC-P3-BELKIN-
SILBLKIPH5 SD5SL6FF1ADFF9 5038865

IP of client

HTTP
status code

Page requested

[ ID of web session

Mozilla/5 9 Size of objegts
returned to client
Web browser ]

BRKOBS-2549

© 2025 Cisco and/or its affiliates. All rights reserved.



Introducing Splunk Platform

| Splunk-Built I ‘ Splunkbase Custom Apps I
2,400+ apps Build for your
Security Observability unique needs

. The Splunk Platform
r€amin _
. Machine Learning Scalable Index ﬁ:j;ﬁg;?:n Orches
Logs Metrics Traces -
Public Clouds (">>  Third-Party = Apps /

Tools — On-Prem Services o3
=]  Data Centers Edge

BRKOBS-2549
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Network Data Collection

‘Methods > Patterns > Ready to go

splunk> %
Control Plane
Edge Processor \ / (on gzlrt;?cl;g)loud
@ Transform
3 -~
g_ Filter & Mask Splunk Cloud
é Index
o Route
\ /__> aws
Forwarders N
Syslog Amazon S3
HEC
Splunk
g Index

Customer Environment

Improved manageme
control over data in str

Reduce noise, improve sign

Work with just the data you
want - nothing more, nothing
less

Optimize costs associated
with data management

BRKOBS-2549
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Network Data Collection Patterns in Splunk

Splunk Forwarders
File-based Ingest

SNMP Polling Kafka & Pub/Sub HEC
Collects data from Polls network Streams events from Pushes data to
Batch files periodically or devices for status messaging platforms Splunk immediately Real-Time
real-time

@ D :I;: ) O g§—| - _Sa%

D . =l g %S e L | &7
S3/GCS/Blob API|-Based Custom Methods  NetFlow/IPFIX Streaming
Uploads Polling or Scripts Collection Telemetry

Ingests data in Polls deyices for Programmable Collects real-time

flow data Streams (gNMI, gRPC,

Continuously (Splunk OpenConfig)
stream)

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Vendor Neutral
Collection Patterns

HPE Aruba
Supports Syslog, SNMP,
NetFlow, and APL.

Dell

Supports Syslog, SNMP,
sFlow, and REST API.

Huawei

Supports Syslog, SNMP, NetStream,
and Telemetry via gRPC.

Check Point
Supports Syslog, SNMP,
OPSEC LEA, and REST APL

and Streaming Telemetry.

© 2025 Cisco and/or its affiliates. All rights reserved.

®

Palo Alto Networks
Supports Syslog, SNMP, XML API,

Ericsson .
Supports Syslog and Nokia
VMware NSX SNMP for telemetry. Supports Syslog,
Supports Syslog, API, SNMP, and gNMI for
and NetFlow/IPFIX. telemetry.

2

o)

Cisco

Supports Syslog,
SNMP,NetFlow/IPFIX, and
gRPC/NETCONF.

Juniper

Supports Syslog,
SNMP,NetFlow/IPFIX, JTI,
and Webhooks.

Fortinet

Supports Syslog,
SNMP, and FortiTelemetry.

Supports Syslog, SNMP,
iControl REST API, and
Telemetry Streaming.

Networks

Supports
Telemetry.

Infqblox Arista

Supports Telemetry.

‘@ Notwor
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‘ Cisco TA /| Apps / Connectors Landscape

Splunk

-
>

Splunk Add-on for Cisco ASA

Splunk Add-on for Cisco Identity Services
Splunk Add-on for Cisco ESA

Splunk Add-on for Cisco Meraki

Splunk Add-on for Cisco WSA

Splunk Add-on for Cisco UCS

Splunk Add-on for AppDynamics*

Cisco WebEx Meetings Add-on for Splunk*

Splunk for Cisco Identity Services (ISE)*
Splunk App for AppDynamics*
Cisco WebEx Meetings App for Splunk*

>
0e00s e0ee0ceocooe

Connector

Cisco ESA

Cisco Umbrella Investigate
Cisco Webex

Cisco ISE

Cisco Umbrella

Cisco Firepower

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco

TA

Cisco Secure eStreamer Client Add-On for
Splunk

Cisco ACI Add-on for Splunk Enterprise
Cisco Nexus 9k Add-on for Splunk Enterprise
Cisco Endpoint Sec. Analytics (CESA) Add-On
Cisco SecureX threat response - Custom
Search Command

Cisco SecureX threat response - CESA Relay
Cisco SD-WAN Add-on for Splunk

Cisco Threat Grid Add-On

Cisco Cyber Vision Splunk Add On

Cisco Network Assurance Engine Add-on for
Splunk Enterprise

Cisco DNA Center Add-on

Cisco Nexus Dashboard Insights Add-On
Cisco Catalyst SD-WAN HSL Add-on for Splunk
Cisco Cloud Security Umbrella Add-on for
Splunk*

Cisco AMP for Endpoints CIM Add-On*
Cisco Webex Teams Alert Action*

Cisco Intersight Add-on for Splunk*

Duo Splunk Connector

App

Cisco Secure Firewall App for Splunk

Cisco Endpoint Security Analytics (CESA)
Cisco ACI App for Splunk Enterprise

Cisco Nexus 9k App for Splunk Enterprise
Cisco Secure Network Analytics (Stealthwatch)
App for Splunk Enterprise

Cisco SD-WAN App for Splunk

Cisco DNA Center App

Cisco SecureX threat response - Relay module
Cisco Cyber Vision Splunk App

Cisco Network Assurance Engine App for
Splunk Enterprise

Cisco Nexus Dashboard Insights App for Splunk
Cisco Cloud Security App for Splunk*

Cisco AMP for Endpoints Events Input*

Plus 30+ more built by 3rd
party communities &

individuals

]
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Create New Ruleset

Data Ma nagement

Capabilities to pre-process data in motion

Data Management Experience
(DMX)

Runs on the Edge and Cloud

On Premise

Metrics
Filter Normalize

Traces

Splunk O11y
Events
Logs to Metrics Aggregate

End to End Monitoring (incl. Agent Management) EStplun_k
nterprise

UF, HEC, OTel

Private Cloud

Data Lake

Public Cloud

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



How does it fit into your context
Device Telemetry

ﬁﬁﬂzzgy;{; :tr”- "router@l" \ Flat StrUCture

"collection_start_time": "2024-11-06T12:00:00Z",
“collection_end_time": "2024-11-06T12:05:00Z",

“encoding_path": "Cisco-I0S-XR-infra-statsd-oper:infra-statistics/interfaces/interface", routero1 ’GigabitEthernetO/O/'l : 1 50000,

"rows": |

" rou_tinestanp?: "2024-11-0612:00:012", 000, ,2,1,0,3,1000,65.4,55.3,72.1

"keys": {
"interface-name": "GigabitEthernet@/0/1"
T
"content": [
"interface": {
" istics": = 0, (o)
e ecLets™: 150069, Reduction > 95%, Performance Benefits ~10%
"input-bytes": 200000000,
"output-packets": 145000,
"output-bytes": 195000000,
"input-errors": 2,
"output-errors": 1,
"crc-errors": 0,
"packets—dropped": 3,
"bytes—dropped": 1000,

"bandwidth-utilization": 65.4, // Percentage
"cpu-usage": 55.3, // Percentage
"memory-usage": 72.1 // Percentage

) Logs 2 Metrics

Time Devicelnfo Metric input Metric : output Metric : discards | Metric : other
packets packets multi metric

12345678890 | devicel- 150000 145000 2
eth 0/0/0/1

Reduction > 90%, Performance Benefits ~90% .

© 2025 Cisco and/or its affiliates. All rights reserved. CIsco
BRKOBS-2549
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NOC Maturity Model Example

Transforming from NOC to SOC (Service Operation Center)

CAPABILITY MATURITY MODEL
Predictive
Unsupervised ML, Automation
and Self Healing
Adaptive
Thresholding and
Advanced
Correlation
Service Based
Monitoring
Static
Monitoring
and Alerting ‘ ‘
h:r' e e e 2 e A T ] “‘".L,“: I
Search and ‘
Investigate
Reactive
SNMP Traps
SNMP Polling
Syslog
Configs

Perf Counters

© 2025 Cisco and/or its affiliates. All rights reserved.

Al-driven Adaptive
Response

Streaming
Telemetry

Closed-Loop
Automation

\‘ Service Mapping

Service Monitoring w/
= Cross-platform and
= cross-layer correlation
[T Transactional Records
- (e.g. xDRs, SIP,RTCP,

Diameter, Flow),
Registrations, Licensing)

Platform Health Active Monitoring
Monitoring and Service SLAs (e.g.
Alerting Video, Voice, Data)

Auto-ticketing

vl
BRKOBS-2549 Ccisco



NOC Maturity Model Example Desire

Transforming from NOC to SOC (Service Operation Center)
CAPABILITY MATURITY MODEL e et m ................

Predictive
Unsupervised ML, Automation e .
and Self Healing A dg\éigc?ndszptwe
Adaptive .
Thresholding and Streaming .~ =
Correlation
Most customers Closed-Loop
are h ere Automation
Service Based
Monitoring \.
Service Mapping
Static . I
Monitoring Service Monitoring w/
e
and Alerting ‘ N = Cross-platform and
=TT ~~  cross-layer correlation
LTS AR s Transactional Records
Search and = e — (e.g. XDRs, SIP,RTCP,
Investigate o T Diameter, Flow),
il dol | L Registrations, Licensing)
Reactive o ‘
Platform Health Active Monitoring
SSI\'T'I\TFE’ Jgﬁﬁz Monitoring and \?_szinlS_'-AS ée-g-)
. ideo, Voice, Data
Syslog Alerting
Configs ¢ )
© 2025 Cisco and/or its affiliates. All rights reserved. Perf Counters BRKOBS-2549 Auto-ticketing
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Data Intelligence
Search >> Report >> Alert

eXen
YR
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Find "waldo"

Q. Search

s’*jrﬂ( App: Splunk 4 Rookies »

Search Datasets Reports Alerts ashboards

ivity v Help v

Find

New Search

action=purchase status=200
v 261 events (15/05/2018 07:49:00.000 to 15/05/2018 08:49:17.000)  No Event Sampling v
Events (261) Patterns Statistics Visualization

Format Timeline v = Zoom Out

List» / Format 20 Per Page v

< Hide Fields i= All Fields i Time Event

e —— b 15/05/2018 12.130.60.5 - - [15/May/2018 08:49:08:127) "GET /cart.do?action=purchase&itemId=EST-20&product_id=RP-SN-01&JSESSIONID=SD1SL2FF18ADFF3 HTTP 1.1" 200 3816 “"http://www.my

Job v ” &

> Search & Reporting

tassomnses~ [

<5

ave As ¥

Close

* Smart Mode ¥

1minute per colu

|\J2345678

08:49:08127  flowershop. com/category. screen?category_id=GIFTS* "Googlebot/2.1 ( http://www.googlebot.con/bot.html) * 873

index=world name=waldo glasses=yes | eval miles=km*0.62 | stats count by countries

v

\

A

|
Base Search

Retrieves & filters events

Events are retrieved

|
SPL Commands

Evaluate, transform, and
format events

Results move linearly through SPL commands

Last 4 hours Vv

© 2025 Cisco and/or its affiliates. All rights reserved.
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Schema-on-the-Fly

splunk
Search Pivot Reports Alerts Dashboards Search & Reporting
Q. New Searoh Save Asv  Close
sourcetype=access_combined Last 60 minutes v Q
v
+ 9,899 events (1/5/16 12:29:00.000 PM to 1/5/16 1:29:07.000 PM) Jobvy 11 m » 4 & B Verbose Mode v
Events (9,899) Patterns Statistics Visualization
Format Timeline v — Zoom Out 1 minute per column
iuen o . —~— ev 1 2 3 4 5 6 7 8 9 Next >
status_description X
< Hide Fields = All Fields
p?=1 AND (SELECT * FROM hr_employee_info)&uid=598761fa-21c1-4
40 Values, 100% of events Selected |[TXae: JRlS 346 "http://m.acme.com/search.php?=1 AND (SELECT * FROM hr_em
Selected Fields Mac 0S X; en_US) AppleWebKit (KHTML, like Gecko) Mobile [FBA
a action 5 Reports FBSN/iPhone 0S;FBSV/5.0.1;FBSS/2; FBCR/Pelephone;FBID/phone;F

clientip 100+

1N

A to_d ete Cted fi e I d S a n d _combined.log  sourcetype = access_combined  status = 504

host 3
e | U; CPU iPhone OS 5_0_1 like Mac OS X; en_US) AppleWebKit (KHTML, I...
q source | em—
?| | (SELECT password FROM SYS.USER$ WHERE name='SYS')&uid=f121
sourcetype 1 I l l( p
“ YP Va UeS 1.1" 503 49818 "http://m.acme.com/search.php?||(SELECT passwo
# status 40 e roid 2.3.3; nl-nl; HTC_DesireHD_A9191 Build/GRI40) AppleWebKi
a Status_description 40 OK 2,693 27.205% ™) 53
a user 1 Not Found 734 7.415% i :ombined.!og sourcetype = acf:ess_combined ! status = 503 :
a useragent 84 s T o, o ' i U; Android 2.3.3; nl-nl; HTC_DesireHD_A9191 Build/GRI40) AppleWebkKit...
' p?&uid=467359b9-4813-4242-8512-40bcdc8ac41f&JSESSIONID=SD3SL1
Interesting Fields Unsupported Media Type 12 0.121% xt/javascript'>alert('pwnd');</script>" "mozilla/5.0 (Linux;
2 address 100+ Expectation Failed n 0.111% bKit/533.1 (KHTML, like Gecko) Version/4.0 Mobile Safari/53
# bytes 100+ .
2 Length Required n 0.111% _combined.log  sourcetype = access_combined  status = 504
e g Precondition Failed n 0.111% J; Android 2.3.3; nb-no; HTC_DesireHD_A9191 Build/GRI40) AppleWebKi...
R sted R Not Satisfiabl 1 0.111% p?=1 AND (SELECT * FROM hr_employee_info)&uid=88ed7c0d-29b2-4
a customer_segment 9 oo shatbotly 248 "http://m.acme.com/search.php?=1 AND (SELECT * FROM hr_em
a customer_value 3 Reset Content n 0.111% de-de) AppleWebKit/533.17.9 (KHTML, like Gecko) Versio

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2549 cisco



Report Waldo's Vitals

* Reports

- Visually represent the results
of a search

- Run on an ad hoc basis or save the
report to view later

- Share it with others on the team or a
different group

- Add reports to a new or
existing dashboard

© 2025 Cisco and/or its affiliates. All rights reserved

splunk App: Buttercup Games v

Search Datasets Reports Alerts Dashboards

Q. New Search

index=test sourcetype=access_combined | eval Dytes:byces/m‘txmecnart cfunt by status_description

12,636 events (before 9/9/16 2:39:22.000 PM)  No Event Sampling v

Events Patterns Statistics (60) Visualization

# Line Chart v #Format v
Splunk Visualizations

O e el = S

7C

8

=7 o8 421 ()
4 !_ o ®

5( More
p 0 LA
il P50

242
3(

2¢
Line Chart
Track values and trends over time.

1

Search Fragment
| timechart count [by comparison_category]

Find

Buttercup Games

SaveAs~  New Table Close

ﬂ Alltime~  Q
—
Jobv 11 om A & 4 ® Smart Mode v

— Created

— Gone

— Not Found

— Not Implemented
— 0K

— OTHER

— Payment Required
~— Precondition Failed
— Request-URI Too Long
= Service Unavailable
— Temporary Redirect

e

— —————

1:00 PM 1:10 PM 1:20 PM 1:30 PM 1:40 PM 1:50 PM

Wed Aug 24

2016

_time

_time Created Gone Not Found Not Implemented 0K OTHER Payment Required Precondition Failed Request-URI Too Long Service Unavailable Temporary Redirect
2016-08-24 13:00:00 0 0 1 0 13 2 0 0 0 1 1
2016-08-24 13:01:00 0 0 3 0 18 0 0 0 0 1 0
2016-08-24 13:02:00 0 0 0 23 0 0 0 0 1 0

afraln
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splunk>  App: Buttercup Games v Administrator v Messages~  Settingsv  Activityv  Helpv | Find

| |
New Search saveAs v Close
index=test sourcetype=access_combined | eval bytes=bytes/1000 | timechart count by status_description Alimevy | Q

/12,636 events (before 9/9/16 2:39:22.000PM)  No

Events Pattemns. Statistics (60) Visualization

#Format v

A
‘Congestion (Interface Utilization)
Europe Network Hub J o
P
— Created
. Gone
« — Not Found
‘London congestion — Not Implemented
— 0K
89 oTHER
3¢ — Payment Required

Precondition Failed

— T ary R
) Line Chart emporary Redirect
OB Track values and rends over time
1C search Fragment

timechart count [by comparison_category]

1:00 PM 110 PM 1:20PM 1:30PM 1:40 M 1:50 PM
Wed Aug 24
2016

_time

Quality

Barcelona congestion

24

7 Pillars Of Zero Trust Security Policy - Implementation Status Timeline Of Implementation Status

- ———

Jnfrastructure

87 % corpe

Applications

Upcoming Zero Trust Implementations

9 550

Visualize Any Data | (@) 55 . m—

o |

- Open framework to create or customize any visual

- Visuals shared via Splunkbase library

Line Chart
Track values and trends over time.

- Available for any use: search, dashboards, reports

Search Fragment
| timechart count [by comparison_category]

- Visuals for IT, security, loT and business analytics

ol I 1l I h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2549 cisco



Actionable Alerting

Edit Alert

Alerts

Create alerts based on any search

Alert  Alert - Customer download failing + Add Actions v

Enable Actions HipChat

Customize content and format of email alerts

Send HipChat room notifications

— Run a script

Send Email o Invoke a custom script
Trlgger a Scrlpt To $result.area_code$. support@splunktel.com; Px Sod s

Send an email notification to specified recipients
4

Custom Alert Actions g ServiceNow

Priority High ~ Create a ticket in ServiceNow

A% Slack

AIIOWS paCkaged integ ration Sublect snames Send a message to a Slack channel

Message The customer with a phone number of $result.n

With third_party applications "Sresult.track_name3" by "Sresult.artist_name$" é\b gl

Generic HTTP POST to a spcified URL

This dashboard may help diagnose:

— E n a b I e C u Sto m WO rkfl OWS http:/fwimpy.splunk.com:8999/en-US/app/oidemo/customer_care?

form.sourcetypeToken=Sresult. mdnS&earliest=5job.searchEarliestTimeSalatest
=$job.searchLatestTime$ 4

- Developers Can bUiId, paCkage Include + |Link to Alert Link to Results
and publish alert actions SearchSuing - i Table v

-+ Trigger Condition Attach CSY

]
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~cworks App for Splunk Enterprise

Cisco Networks
App for Splunk

Splunkbase App
Analyze data from Cisco Switches & Routers

(Cisco 10S, I0S XE, I0S XR and NX-OS
devices), WLAN Controllers and Access

Points, using Splunk® Enterprise & Splunk
Cloud.

jarsion History

® (Cisco Catalyst series switches (2960, 3650, 3750, 4500, 6500, 6800, 7600 etc.)

® (Cisco ASR - Aggregation Services Routers (900, 1000, 5000, 9000 etc.)

® (Cisco ISR - Integrated Services Routers (800, 1900, 2900, 3900, 4451 etc.)

® (Cisco Nexus Data Center switches (1000V, 2000, 3000, 4000, 5000, 6000, 7000, 9000 etc

® Cisco Carrier Routing System

® Other Cisco 10S based devices (Metro Ethernet, Industrial Ethernet, Blade Switches, Connegted
Grid etc.)

® Cisco Access Points

® (Cisco WLC - WLAN Controller

© 2025 Cisco and/or its affiliates. All rights reserved. CIsco


https://splunkbase.splunk.com/app/1352/

Cisco Enterprise Networking App

Unified Experience: Single Interface for ISE, SD-WAN, Catalyst Center, Meraki, and ThousandEyes

Cisco Networking

Technical Add-Ons Networking Dashboard
Catalyst Center  [ii)

Catalyst SDWAN, ‘ﬁ\

Meraki ‘
ThousandEyes @

Cyber Vision <

S

ISE

S

N

)! Examples
e |ISE + SD-WAN: Unified dashboard for auth
Cyber Vision + Catalyst Center: Correlated threat view

Meraki + Catalyst: network performance and device health
Cross-Product Intelligence: Single data model enabling
correlation searches across all products

© 2025 Cisco and/or its affiliates. All rights reserved.




Proactive & Predictive

What do you need?

Full fidelity, contextual and unbiased analytics

.

M\ e
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Traditional Monitoring Methods

Mostly PULL based

e
oSV
Where Data Is Created c2® |
p SNMP
=
syslo
— Sensing & /
Measurement

- | 7
20
& = \)05’\‘00\
'\e
SO

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2549
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Where Data Is Useful

3

Strong burden on back-end

Normalize different encodings,
transports, data models,
timestamps

]
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Next Generation Monitoring Methods

Streaming PUSH method

Where Data Is Created

Streaming Telemetry >

Sensing &
Measurement

© 2025 Cisco and/or its affiliates. All rights reserved.

Push paradigm

One consistent way to
access Statistics, Oper
state & Events @ all layers

High Performance: 10 sec

Multiple encodings &
Transport

BRKOBS-2549

Where Data Is Useful

w

Volume: Scale of Data
Velocity: Analysis of Streaming Data
Variety: Different Forms of Data
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ML Pattern Study

99.7% of data

95% of data

—— 68% of data
Values found

over here are
probably

-3stdev -2 stdev -1stdev Average +1 stdev +2 stdev +3 stdev
The percentages designate the area under the curve

Stage 1
2 weeks ago, we detected
300/600+ devices are
anomalous
(very high false positives)
Stage 2
Today post applying rules +
in collaboration with N/W
engineers, we have
reduced it down to 0 to ~30
devices
(significant reduction in
false positives)

© 2025 Cisco and/or its affiliates. All rights reserved.

outliers \ /

Values found
over here are
probably
outliers

Anomalous
‘sudden drop’

Traffic Data

/m\ . Anomalous ‘1 q\ A
\jﬁ MM ‘sudden rise .7 /

~  Normal

= Anomalous “  Anomalous @\

025 m 20 ‘sudden rise /__/Z L ‘suddenrise [ﬁ \Jq
Anomalous _

_ ‘suddenrise’ Splunk Detection Outcomes

Anomalous

‘sudden drop
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Agentic Intelligence

= Predictive and Preventive

Sl
YR
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A simple analogy...

Think of an autonomous network using agentic Al as a living, intelligent human

The seat of cognition — reasoning, understanding, making decisions : The Brain » LLMs 2 Customer or

Vendor provided ( Ex: Cisco Deep network model ) + (Splunk Time Series Foundation Model - coming Nov
25)

The Food 2 Splunk

Splunk supplies the brain with high-quality, well-prepared data — less noise, detection rich signals — fuelling thought and
decision-making.

The Nervous System’s Memory & Associations 2 Knowledge Graphs 2 Customer or Vendor Provided

A map of all known entities and their relationships, letting the brain instantly connect new information to past knowledge.
Splunk’s Extra Role
Splunk doesn’t just feed the brain; it also curates and organizes that data so it fits seamlessly into the knowledge
graph and power up agentic RAG and ontologies. It’s like both the chef preparing the food and the librarian
cataloguing it, ensuring the brain can not only consume information but also place it in the right mental “shelf” for
quick retrieval later.

The Muscles & Limbs 2 Al Agents’ Actions 2 Cisco Foresight/ Al Canvas (or LangGraph etc)
Carrying out the brain’s decisions — executing tasks, triggering changes, and acting on the world.

ol I 1l I h
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A simple analogy...
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An Intelligent Agent \ -
7
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Perception (Chef - Food)

Focus on collecting and understanding
environmental data from various sources.

Reasoning (Chef, Librarian, Brain)

Utilize ML and Al techniques to analyze data and
identify patterns.

Planning (Brain and Knowledge)

Develop action plans based on reasoning to
achieve goals.

Action (Muscles and Limbs)
- Tasks and Tools

Execute plans by interacting with the
environment.

Learning (Brain, Knowledge, Food)

Evaluate outcomes and adjust behavior for
improvement.

afraln
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Splunk Architectural Patterns
(AN+AI)

Splunk Platforms

Data Fabric
Splunk, GraphDB, Knowledge DBs, LLM-RAG-VectorDB, 3rd Party

Cisco and Splunk Al




Intent Driven

DeteCtlon_ Drl\len Age.nts Intent Parsing and LLM Reasoning | Contextual Data Retrieval via
Anomaly detection | ML-based detection Splunk or other DS | Inference and Decision | Automated Action
| Network Ontology | Knowledge Reference | Execution (NSO) | Feedback Loop and Telemetry Validation

Inference Study | Trigger Agentic Flow (Splunk) | Memory and Knowledge Graph Update

Splunk : Detection + Investigation Engineering

Change Management + Configuration Drift Detection 2 Auto-Remediation

Detections and Trigger: Splunk detects malicious changes and alerts CD Agent

Context and Reasoning: CDA find deviations against golden config template along with
using LLM (CDNM) driven intel

Inference : Impact analysis by leveraging telemetry in Splunk to forecast potential pattern of
usage >> Potential risk

Action: Risk remediation pushed via orchestration (i.e. NSO or CNC )validating policy
alignment and intent

Closing Loop: Splunk confirms drift cleared seeing improved telemetry and update the
feedback

]
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Introducing Cisco Data Fabric

Cisco Data Fabric is a purpose-built, Al-native platform that transforms raw machine data into structured,
connected, and context-rich intelligence, ready to power analytics, automation, and Al at scale

Next-Generation Federated Analytics
o Azure, Iceburg, Delta Lake formats using Spark,
Cisco SAL, Snowflake, Databases, S3
Machine Data Lake

o The backbone of the Cisco Data Fabric, this data Al Assisted Experiences Agentic Experience
lake provi des a low cost landin g zone to power (human-machine-human) (machine-human-machine)
LLM/ LRMs Al Okifadi iadishartt l Cisco Solutions Splunk So!ufions . Customer. extensions and
o Fle le /e fo) pe n arc h itecture ( pa rquet Sup po rted) Orchastiation ‘~ (AI Defense, M;l;c.l)ki, Hypershield (Plcﬁormo.::;:::;;ys)ecumy, & Enterp;:;it?ggzvstem

Splunk Model Context Protocol (MCP) server
o Agentic Al integration with Cisco, Splunk and 3rd

The right actions
P arty P I’OdU'CtS The right analytics
o Splunk & Cisco LLMs/LRMs and Al intelligence
Al Driven Data Management Experience the ngg::
o Splunk’s data management capabilities now ’ .
Data on Splunk Ingested and Data Stored outside
include the ability to streamline the process of Machine Data Lake Indexed data on of Splunk (Federated
. . . . . (MDL) Splunk Data Access)
extracting multiple fields, which in turn deliver
greater precision in regex generation and
simplifies data onboarding.
]
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Delivering a new class of cross-domain operational
intelligence

3rd Party Al Apps (Chat
GPT, Gemini,...)

Splunk & Cisco Splunk & Cisco Al

Applications Assistants + Agents Customer S EaiVier ADDS

Cisco Data Fabric

Data I Data
Management Management

Federation Federation

Domain
[ controller ] Splunk

f Networking,

| Data la_kes Infrastructure,

(Multi- Applications

[ vendor) (Multi-vendor)
Devices

Security

External Data Sources & 3rd Party

© 2025 SPLUNK LLC
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Machine Learning Toolkit (MLTK) --> Al Toolkit

Rebranding MLTK to Al Toolkit to align with future vision and capabilities for
developers!

Al models available in Al Toolkit

« Splunk hosted models in Al Toolkit (Alpha):

o No third-party vendors or infrastructure necessary. Data stays
within Splunk boundaries. (Available for Splunk Cloud Platform)

« Cisco Foundation Al model support

o Foundation-Sec-8B-Instruct will provide a Connection Management Settings
production-ready, cybersecurity-specialized
LLM for Splunk security-focused customers.

[ ] EXternaI LLM IntegratiOn Select Service: Splunk Hosted
o Leverage third-party LLMs, hosted outside of

Select Model: v -- Select Model --
Splunk to query Splunk Platform.

By using the LLM connection feature you acknowledge and agree that data from searches using the ai command will be processed by an exter

Foundation-Sec-8B-Instruct
Llama 3.1 70B Instruct AWQ

Cisco Deep Network Default Provider: Bedrock Llama 3.1 88 Instruct
Model Integ ration Default Model: meta.llama3-1-8b-instruct-v1:0

Time Series Foundation

Model (coming soon)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2549 ciIsco



Splunk Al
Assistant for SPL

GA in Splunk Cloud and
Splunk Enterprise

Get your job done faster
using natural language

Chat with your data to
drill down to deeper
insights

Accelerate your learning

journey to become the
expert

© 2025 Cisco and/or its affiliates. All rights reserved.

+ MNew chat

Previous

"Chain search to calculate
users per deployment by
month”

"Manthly users per
deployment”

(® Usage guidelines

3 Settings

Free for a limited time

Version 1.1.0 of the Splunk Al
Assistant for SPL is free to use for a
limited time.

BRKOBS-2549

Write SPL Explain SPL Tell me about...

#/

How can | help you today?

‘ Usze the common information model to search for successful lagins ‘

‘ What data is being collected in the environment ‘

What metrics are being collected in the environment ‘

‘ What data contains the field <<fieldname>> ‘

‘ Use the common infarmation model to search for failed logins ‘

More prompts v

Results from GenAl can vary; review for accuracy. View Al details [2

]
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LLM Insights

Bringing GenAl into Splunk

e Allow users to connect to
externally hosted LLMs

e New search command that allows
users to pass data through an
external LLM and present the
results in the search pipeline

e Current support for OpenAl,
Anthropic, Azure OpenAl, AWS
Bedrock, Gemini, Grok and Ollama

© 2025 Cisco and/or its affiliates. All rights reserved.

Search

|r_-'L|_" search here...

Last 24 hours - n

No Event Sampling =

» Search History (3)

How to Search

If you are not familiar with the search features, or want to learn more, or see your
available data, see one of the following resocurces.

Documentation [2 Tutorial (2 Data Summary

https:fji-0f861ec62eBf31f82. splunk.show/en-US/app/Splunk_ML_Toolkit{search#

BRKOBS-2549

Analyze Your Data with Table Views

Table Views let you prepare data without
using SPL. First, use a point-and-click interface
te select data. Then, clean and transform it for
analysis in Analytics Workspace, Search, or
Pivot!

Learn more [2 about Table Views, or view and
manage your Table Views with the Datasets
listing page.

B Verbose Mode »

Create Table View

]
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Cisco Al Canvas in Splunk Platform

Brings real-time telemetry, Al insights, and team collaboration into one view

Intuitive and collaborative data exploration

« Al Canvas in Splunk enables natural language
interaction and collaborative boards, making it easier > AlCanvas | Anomalous network callinvestigation
for teams to explore, discuss, and analyze data
together, regardless of technical skill level.

Delivers rich and actionable data storytelling

« By combining Splunk’s advanced analytics and
visualizations with Al Canvas’s dynamic, interactive
interface, users can create compelling, shareable
data stories that drive better understanding and
decision-making across the organization.

Network Map  Sunday 1:30AM

Streamline Al-driven workflows within Splunk

- Integration with Splunk Al Assistant and tailored Al
Canvas interaction patterns ensures seamless, end-
to-end support for Splunk-specific use cases,
accelerating insights and automating complex
workflows from a single, unified platform. _—

BRKOBS-2549 cisco
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Alert noise reduction for faster investigation

Automatically grouping related alerts reduces noise and

splunk >cloud Apps ¥

Service Analyzer v

Event iQ in Splunk IT Service Intelligence

16) Messages v Settings v Activity v Find

Entity Overview Alerts and Episodes Glass Tables

> Episodes by Alert Group ¢

additional context helps teams quickly understand the
incident and determine next steps.

Significant reduction in manual effort

Automated Al-driven alert correlation drastically minimizes the
manual work required to configure, standardize, and maintain l
alert grouping (NEAPSs), allowing admins and analysts to focus

on higher-value tasks.

Clarity and transparency

Dynamically generated titles and a plain text explanation of I
the correlation configuration helps teams easily understand I
why particular alerts were grouped.

© 2025 Cisco and/or its affiliates. All rights reserved.

67 episodes | search

1= Sorted by @ ¥ Timew

+ Add sub-sort Select...v g

Alert Group: Boutique Website  08/21/2025 02:34:30 AM - 08/21/2025 03:19:00 AM
+
72 Count: 79 Owner : Unassigned Severity : Medium Status : New

Alert Group: Splunk  08/21/2025 02:39:00 AM - 08/21/2025 03:19:00 AM

+
#8 Count:8 Owner : Unassigned Severity : Low

Alert Group: splunk_tshirt_compan'  08/21/2025 02:34:30 AM - 08/21/2025 03:19:00 ...

+
all) Count: 63 Owner : Unassigned Severity : Medium Status : New

Alert Group: Boutique Digital 08/21/2025 02:39:00 AM - 08/21/2025 03:19:00 AM

+
02 Count: 72 Owner : Unassigned Severity : Critical Status : New

Alert Group: Splunk ITSI  08/21/2025 02:39:00 AM - 08/21/2025 03:19:00 AM

+
A5 Count: 8 Owner : Unassigned Severity : Low

Alert Group: Splunk ITSI Metrics  08/21/2025 02:38:55 AM - 08/21/2025 03:19:00 AM

Count: 19 Owner : Unassigned Severity : Low

Alert Group: Splunk Indexer Data  08/21/2025 02:44:00 AM - 08/21/2025 03:19:00 AM

+
*7 Count:7 Owner : Unassigned Severity : Normal Status : New

Alert Group: Splunk Indexer ~ 08/21/2025 02:44:00 AM - 08/21/2025 03:19:00 AM

+
7 Count:7 Owner : Unassigned Severity : Normal Status : New

Alert Group: Appdynamics  08/21/2025 02:39:00 AM - 08/21/2025 03:19:00 AM

+
vl Count: 18 Owner : Unassigned Severity : Critical Status : New
Alert Group: splunk observability clor  08/21/2025 02:34:30 AM - 08/21/2025 03:19:0...
+
¥ 12 Count: 162 Owner : Unassigned Severity : Critical Status : New
Alert Group: Splunk Observability Clo  08/21/2025 02:39:00 AM - 08/21/2025 03:19:0...
18

Count: 18 Owner : Unassigned Severity : Critical Status : New

BRKOBS-2549

Deep Dives Dashboards v

Q ‘ Last 24 hours » ‘

Configuration » Search

Display time as: Latest Event v Show filters (1)

« Collapse list

Status : New De. °

Status : New De.. °

Status : New D..

Acknowledge

Alert Group: Boutique Website

08/21/2025 02:34:30 AM - 08/21/2025 03:19:00 AM

"Boutique Payment Service" health score has been unhealthy for 12 of the last 12 minutes, a
Notable Event Count: 79  Aggregation Policy: Episodes by Alert Group [2

Impact Events Timeline Common Fields Similar Episodes Comme|
1 _. also 0=

Number of fields
to display

Common fields (Showing 3/3)

( Show Event iQ fields only

v service_name: 3 values (expand for details)
Value Frequency
Boutique Payment Service 36/79 events
Boutique checkout 27/79 events
AD-Ecommerce 16/79 events

v src: 4 values (expand for details)

Value Frequency

Boutique Payment Service 36/79 events

Boutique checkout 27/79 events

AD-Ecommerce 8/79 events

AD-Ecommerce:18112 8/79 events
alert_group: Boutique Website

]
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Model Context Protocol (MCP):
The Foundation of the Al Agent Revolution

The Model Context Protocol (MCP) is an open protocol that enables seamless integration between LLM applications and external data

sources and tools.

MCP | % Claude
architecture — - [MCP clients| - ® 3 §
' | MCP hosts | :

client.py

Mmce

Result summarization

Data discovery SPL generation Search execution

L]
— e

=pos =

Local data
sources

4 o, N i N

Remote
services

Universal Enterprise Rapid
Connectivity Security Deplovment
Connect agents to data, Built-in authentication, Eliminate months of custom
software, and services through authorization, and controls integration development
a single standardized interface / k for safe access / k
]
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MCP Server - Initial Use Cases

Target Use Cases

1. Integrating your chat bots or Al assistant with Splunk data platform
for increasing productivity in operational tasks

2. Developers trying to build agentic workflows that can leverage
access to Splunk functionality through a remote MCP server
with/without other tooling

3. Automating alert investigations by integrating LLMs with the
Splunk platform and Confluence (KB articles)

4. Leveraging LLM reasoning and ML capabilities for alert
investigations and clustering analysis

© 2025 Cisco and/or its affiliates. All ri
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https://lantern.splunk.com/Security/UCE/Proactive_Response/Orchestrate_response_workflows/Leveraging_LLM_reasoning_and_ML_capabilities_for_Jira_alert_investigations
https://lantern.splunk.com/Security/UCE/Proactive_Response/Orchestrate_response_workflows/Leveraging_LLM_reasoning_and_ML_capabilities_for_Jira_alert_investigations
https://lantern.splunk.com/Security/UCE/Proactive_Response/Orchestrate_response_workflows/Leveraging_LLM_reasoning_and_ML_capabilities_for_Jira_alert_investigations

Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights res

afraln
cisco


http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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