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~ Fascinated by the Future
of Intelligence ~
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Varied definitions

..the ‘digital experts’ definition of artificial intelligence

“Artificial intelligence (Al) is like teaching computers and
machines to think, learn, and make decisions the way humans
do, but in their own way.”

Internet Search

"Al is when computers /earn to do smart things, like answering questions,
remembering stuff, or recognizing pictures — just like your brain, but made of
code." [Chat-GPT]

Chat-GPT

i
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Evolution of Al

Why we are fascinated by it

CISCO Live !



Early Concepts - 1700s
Al-Boom - 1950s

Modern Al - Late 1990s
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Applications evolving to use Al

Predictive Analytics Facial Recognition Voice Assistants ChatBots
Machine Learning Deep Learning Natural Language Generative Al
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2547 'é I.slé(;I




How Gen Al different from regular algorithms

&D7  Artificial Intelligence
g (Al)

Input

Learning-Based

Pattern-Based

Self-Improve

Rule-Based

Output

Output
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A revolution is happening

Digital m High- li |
Productivity is moving gita ecos_yste 2 9 qu_a ty_ Ilsca =
are being data is driving
from human centered
transformed by unprecedented

to Al powered ; WD . :
agentic applications innovation

N
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Why is this happening now
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‘Cambrian explosion’ of LLM models
...different types, sizes & focus areas

Closed Source

-

Chat-GPT

Gemini

Claude

~

Open Source

-

~

Llama Mistral Vicuna
Gemma Zephyr Dolphin
Wizard More...
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Neural networks advancing pattern identification

...covering large amounts of complex data
Input Layer Hidden Layer Outer Layer
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Large scale processing capability
...Silicone chips - high density, high performance GPUs

Parameter (Synapses)
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Transformer architecture
...attention mechanism

The attention mechanism adds contextual information to words
In a sentence

“I swam across the river to get to the other bank.”

You have no problem interpreting “bank” in the following sentence:

A machine needs some help...

I swam river o get bank.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2547
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Areas of complexity along the
Al journey
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Complexities surrounding Al adoption

...the data challenge

Explosive
data growth

By 2026, large enterprises will triple
their unstructured data capacity
compared to 2023*

© 2025 Cisco and/or its affiliates. All rights reserved.

N

)

Proliferation of data
sources and types

Logs, Metrics, Traces, Events
Cloud, On-prem, IOT

BRKOBS-2547

Disparate
use cases

Troubleshooting
Threat investigation
Compliance
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Complexities surrounding Al adoption

...the infrastructure challenge

&

Not enough processing Cost of running Al
power datacenters
Resource constraints Procuring, managing,
globally securing and optimizing

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2547
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Shifting
iInvestment

Constant disruption & rapid

change
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Complexities surrounding Al adoption

...the operational challenge

Al predictability

Lack of trust and
predictability for Al

© 2025 Cisco and/or its affiliates. All rights reserved.
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Security Knowledge Gap

Dynamic & fast incremental
changes in Al

Guard rails for new Al
powered threats
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Splunk’s foundation of Al services + data

I

* Generative Al Assistants to make your
job easier

 Powered by leading Al technologies to
deliver accuracy and efficiency

* Integral part of the Splunk portfolio and
Data Platform

0010 ®
01010 .
0101 C®

Trusted Partner
for Safe Al

Data Access:
Splunk + Cisco

Domain Expertise
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Building an observability practice in the Al era

...foundational critical observability capabilities across your stack

Troubleshooting &
Root Cause
Analysis

Al-powered detection,
diagnosis and response for
performance problems
across your apps and
infrastructure.

Monitoring Critical
Business
Processes

See the impact of
performance problems on
business processes
(checkout flows, order
fulfillment, loan processing,
etc.)

© 2025 Cisco and/or its affiliates. All rights reserved.

o

Understanding
Critical User
Journeys

See every step users are

taking and improve their

experiences on your web
and mobile apps.

= -

Al App & Infra
Performance
Optimization

Proactively improve the

reliability of Al apps and

infrastructure to prevent
future problems.

Al-Powered Observability

Optimizing
Observability Detect & Prioritize
Costs App Security

Manage growing telemetry
volumes more efficiently to
reduce spend and avoid
costly overages.

Detect vulnerabilities and
attacks in your application
code, and prioritize response
based on likely business risk.
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Building an observability practice in the Al era

...a proactive approach to staying ahead with embedded Al

Agentic Al- Al
telemetry prevention & troubleshooting remediation
posture detection agents

Business and
user impact
analysis

Agentic Al-Powered Observability

© 2025 Cisco and/or its affiliates. All rights reserved.
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What is an Al Assistant

An Al assistant responds to your prompts with information or
guidance
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Al Assistants have ‘skills’, not features

...domain specific skills

»
>

W
AI Assistant Domain Portfolio
Natural Language to Query System Health Pattern
Translator Summarizer
“Find the slowest dependency “Group similar stack traces and
chain for the ‘place-order’ show the top three dominant error
transaction that caused latency patterns in auth-service since
degradation for Sydney users.” midnight.”

Hmim
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Al Assistants portfolio across Cisco | Splunk

S

Security Firewall, Secure Access, Hypershield, Duo, Identity Intelligence, Splunk Enterprise Security

Networking Meraki, Catalyst Center, Catalyst SD-WAN, ThousandEyes, Intersight, Mobility Services

Data Splunk Platform

@) | Observability | Splunk Observability Suite

oC Collaboration Webex Control Hub

Service Ops Customer Experience

<

NI
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Splunk Al Assistant for SPL

...core capabilities

Natural language
to SPL

SPL to Natural
language

General Splunk
Q/A

Write SPL

Explain SPL

Tell me about..

CCCCC



Splunk Al Assistant f

Write or explain SPL with bi-directional
translation

Upskill new and advanced Splunk users
quickly

Access the full knowledge base for
answers in Splunk product

© 2025 Cisco and/or its affiliates. All rights reserved.

or SPL

) Chat
® Usage guidelines

3 Settings

Give us feedback!

Want to share your feedback?
Contact us by email at
misupport@splunk.com

Using data models, get top 10 users W

ailed login attempts over the past week

| tstats count from datamodel=Autf

Authentication.action="failure" ea

Authentication.user ation.Authentication where

-7d@d latest=now() by

| top limit=10 Authentication.user

The query retrieves the top 10 users with the 18 Copy [2 Open in search

est number of failed authentication attempts in the past

PL command details

The tstats command is used to retrieve statistical information about indexed data, in this case, counting
the number of events.

from datamodel=Authentication.Authentication

This specifies that the data should be retrieved from the Authentication data model, which contains

structured data related to user authentication events.

. [

Splunk Al Assistant is under development and actively improving responses based on your feedback.
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Write SPL Explain SPL Tell me about...

Write SPL to determine who made modifications to any AWS security groups

° SPL Query

index=botsv4 sourcetype=aws:cloudtrail AND (eventSource="ecl.amazonaws.com” AND
(eventName="AuthorizeSecurityGroupIngress” OR eventName="AuthorizeSecurityGroupEgress” OR

eventName="RevokeSecurityGroupIngress” OR eventName="RevokeSecurityGroupEgress” OR eventName="CreateSecurityGroup”

OR eventName="DeleteSecurityGroup”))

@ Explain SPL & Copy [2 Open in Search

| Output results in table fomat

Results from Gendl can vary, review for accuracy View Al details (2



Write SPL Explain SPL Tell me about...

eventName="RevokeSecurityGroupIngress” OR eventName="RevokeSecurityGroupEgress” OR eventName="CreateSecurityGroup”

OR eventName="DeleteSecurityGroup”))

(® Explain SPL 2 Copy [2 Open in Search

Output the results in table format

SPL Query

index=botsv4 sourcetype=aws:cloudtrail AND (eventSource="ec2.amazonaws.com” AND
(eventName="AuthorizeSecurityGroupIngress” OR eventName="AuthorizeSecurityGroupEgress” OR

eventName="RevokeSecurityGroupIngress” OR eventName="RevokeSecurityGroupEgress” OR eventName="CreateSecurityGroup”

OR eventName="DeleteSecurityGroup"”))

| table _time, eventName, userldentity.userName, eventName, requestParameters, Jelponlezlenntl

(® Explain SPL 0 Copy [2 Open in Search

This will output the results in a table format, showing the timestamp, event name, user who made the modification, event name, request parameters, and response
elements for each modification 1o an AWS security group

o Lo

> Related contemt

BRKOBS-2547 n

Results from Gendl can vary. réview for accuracy View Al details (2



Write SPL Explain SPL Tell me about...

eventName="RevokeSecurityGroupIngress” OR eventName="RevokeSecurityGroupEgress” OR eventName="CreateSecurityGroup”

OR eventName="DeleteSecurityGroup”))

@ Explain SPL © Copy (2 Open in Search

Output the results in table format

6 SPL Query

index=botsv4 sourcetype=aws:cloudtrail AND (eventSource="ec2.amazonaws.com” AND
(eventName="AuthorizeSecurityGroupIngress” OR eventName="AuthorizeSecurityGroupEgress” OR
eventName="RevokeSecurityGroupIngress"” OR eventName="RevokeSecurityGroupEgress” OR eventName="CreateSecurityGroup"

OR eventName="DeleteSecurityGroup”))

| table _time, eventName, userldentity.userName, eventName, requestParameters, responseElements

@ Explain SPL @ Copy (2 Open in Search

This will output the results in a table format, showing the timestamp, event name, user who made the modification, event name, request parameters, and response
elements for each modification 10 an AWS security group
o Lo

> Related content

What is AuthorizeSecurityGroupingress?

BRKOBS-2547
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Write SPL Explain SPL Tell me about...

This will output the results in a table format. showing the imestamp, event name, user who made the modification, event name, request parameters, and response
elements for each modification 1o AWS security groups.

D ©

> Related content

What is AuthorizeSecurityGroupingress?

AuthorizeSecurityGrouplIngress is an AWS API action that allows you 10 add one or more inbound rules to a security group. In other words, it is used to
authorize incoming traffic to a security group.

In the context of the SPL query | provided earlier, AuthorizeSecurityGroupIngress is one of the event names that we are searching for in the AWS

CloudTrail logs. This event is triggered when someone adds a new inbound rule to a security group, which can potentially allow incoming traffic to reach the
resources associated with that security group.

By including AuthorizeSecurityGroupIngress in the query, we are trying to capture any modifications made to the security group's inbound rules, which
could potentially impact the security posture of the AWS environment.

Here's a brief summary of the four event names we are searching for:

*AuthorizeSecurityGrouplIngress: Add inbound rules to a security group
*AuthorizeSecurityGroupEgress: Add outbound rules to a security group
* RevokeSecurityGroupIngress: Remove inbound rules from a security group

* RevokeSecurityGroupEgress: Remove outbound rules from a security group

By monitoring these events, we can get a better understanding of who is making changes to the security groups and what changes are being made.

<
BRKOBS-2547
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Splunk Al Assistant for SPL

...US€e Cases
What data is Sel?rch for Search for err;ce STJ]‘ to How do | enrich
being collected allowed exceptions and showthe data with fields
for network traffic ) runtime : look
host from Australia stack traces in schedule of rom a fookup
<hostname> icati <lookupfile.csv>
src_ip IP application logs saved searches P
Address
Data Security Observability Administrative Master SPL.
Discovery Investigations Investigations s Ratinands

© 2025 Cisco and/or its affiliates. All rights reserved.
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Al Assistant for
Splunk Observability



Building an observability practice in the Al era

...how Al Assistant can help

Understand
root-cause of
an issue
affecting an
application

Monitor &
troubleshoot
application &
infrastructure

Create custom
charts &
dashboards,
creating
SignalFlow
code

Investigate
performance
gaps &
optimize
resource
allocation

Observability Al Assistant

© 2025 Cisco and/or its affiliates. All rights reserved.
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Building an observability practice in the Al era

...machine learning. deep learning | generative Al

(e Make everyone
an expert

Reduce need for environment
and tool expertise by simplifying
analysis and investigations.

Detect Correlate
and predict and diagnose
Real-time, Aggregate and analyze all
streaming analysis to data to investigate and
detect anomalies identify root causes.

and forecast trends. Machine and Deep Learning

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2547
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Building an observability practice in the Al era

Scenario: On-call SRE paged to investigate a recent application failure

Investigating without Al Assistant (~40 min*) Investigating with Al Assistant (~7 min*)

. Review alert (2m)
. Manually review alert to determine investigation
starting point
Review service map and dependencies (5m)

.. Leverage tribal knowledge and experience to determine . . .
investigation next steps .. Ask Al Assistant to investigate (5m)

Review APM traces (10m) . Ask assistant to analyze APM issues using generative Al
Manually review APM service tree for failing services . Using conversational chat, ask the assistant to determine

». Manually review failed trace metadata the probable cause of the failure
to further scope the investigation
Review infrastructure metrics (10m)
. Manually review related infrastructure
metrics to further scope the investigation
Review application logs (10m)
.. Manually review related application logs
to determine the probable cause of failure

. Review alert (2m)
.. Manually review alert to determine investigation starting
point

*Results will vary depending on complexity of case

© 2025 Cisco and/or its affiliates. All rights reserved. cisco
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Customers already notice dramatic
improvements during their troubleshooting

With Application Performance No one can be a subject matter expert
Management (_APM)’ our MTTXx has on everything...imagine being able to
dropped drastically—what used to take ask any question about our metrics,

30-60 minutes is now resolved in just
5-10 minutes, thanks to Al!

data, and system correlations...

Fortune 500 industrial manufacturing company Fintech real-time payment processing company
What used to take engineers 10-30 I no longer have to chase down
minutes digging through logs and APM engineers to find out what's wrong—Al
data now takes just 1-2 minutes with Al. gives me the answers instantly, saving

me 15-30 minutes every time.

Multinational investment holding company

]
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Agentic Al




Agentic system autonomy pattern

.- -

© 2025 Cisco and/or its affiliates. All rights reserved.

TOOL USE

Leverage external
functions for additional

context

PLANNING

LLM reasoning to decide
sequence of steps

COLLABORATION

Solve complex tasks by

calling several small
agents

BRKOBS-2547

REFLECTION

Self-evaluate
responses and make
necessary correction

Hmim
cisco



Agentic system autonomy pattern

r Input

Al Agent Orchestrator

Trace
Metrics Data LLM #1
A\ 4

@ Log Data

Anomaly
Detection

CCCCC



Al Troubleshooting Agents [ — A+ o8l At.

Incidents overview > Incidents s D 2 S e

for Splunk Observability .

v <4 Summan

NEEDS ATTENTION:

vithin mi

* Evidence timeline ¥ Root cause analysis ¥ Remediation

21Sep 2025 3:43:39 AM 4 High memory us
Checke

Entity: cart-service-dd7b95987-44b2v

Fix issues faster with automated Root T s
Cause Analysis

Agents have context into your data

True Al native, interactive experience

il
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Our mission: automate the DevOps incident
workflow

Agentic & predictive Al for problem detection, isolation and root cause inference to reduce
MTTx

N\

Readiness Incident Detection Prioritization RCA & Response Remediation Analysis

@ - A ® ® ® ®

Al-Powered Setup and Detection

Zero-config automated detection

Predictive alerting
Smart alert correlations, grouping and
summarization

. J

N
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Our mission: automate the DevOps incident

workflow

Agentic & predictive Al for problem detection, isolation and root cause inference to reduce

MTTx

Readiness Incident Detection

® A

© 2025 Cisco and/or its affiliates. All rights reserved.
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Prioritization

RCA & Response Remediation

Al-Directed Troubleshooting

1-click automated Root Cause Analysis
Al-driven insights on business and end-user
impact

Incident summarization and recommendation

Analysis

BRKOBS-2547
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Our mission: automate the DevOps incident
workflow

Agentic & predictive Al for problem detection, isolation and root cause inference to reduce MTTx

4 )

Readiness Incident Detection Prioritization RCA & Response Remediation Analysis

® A

Conversational and In-Context Al

Chat-based Al Assistant for easy, interactive insights
Embedded in-product Al experiences
Slack / Teams Al Agents

N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2547 cisco
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Automated troubleshooting workflow

Focus is on building Al-driven problem detection, isolation and root cause inference to reduce
MTTX

é )

Incident Detect & Prioritize Isolate & RCA Respond Remediate

Is there an issue? Where is it coming from?? Who do | call? How do | fix?

Is it important? Where to look for?
Guess impact & escalation Investigate “room-by- Figure out who to ‘
o engage

Execute

' ' ' runbooks
@ A§semble war room & secure @ Isolate the problem Q Assemble war room
alignment

Align on telemetry @ Figure out who to

goage Next Steps Recommendations
4 (future)

NI
cisco

Summarization for Root Cause Analysis (Now)

© 2025 Cisco and/or its affiliates. All rights reserved.
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The Al stack puts new demands on observability

...we are now asking different questions

Are my Al Am | getting Are the Al Can | trust the
agents & apps the right value infrastructure models

working as out of them components

expected healthy

Observability for Al

L}
© 2025 Cisco and/or its affiliates. All rights reserved. cisco




“It's a cardinal error to
theorize without data”

-Sherlock holmes

|||||||||
BBBBBBBBBBBBBBBB



Observability coverage for Al & agentic apps

...monitor & track the health of your Al stack

Application / Agent Code

Orchestration (LangChain, LangGraph,
OpenAl Agent SDK...)

Vector Databases (Weaviate, Pinecone)

Cloud Providers

(Azure, AWS, GCP)

SaaS-Al Model Enabled Al Apps

© 2025 Cisco and/or its affiliates. All rights reserved.

Application / Agent Code

Orchestration (LangChain, LangGraph,
OpenAl Agent SDK...)

Vector Databases (Weaviate, pinecone)

Model (GPT,
Claude, Llama)

GPUs / Server / Network / VMs

Self-Hosted Model Enabled Al Apps

BRKOBS-2547
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Observability coverage for Al & agentic apps

...monitor & track the health of your Al stack

Al infrastructure
monitoring

Out-of-the-box views for
monitoring the Al
infrastructure stack, all the
way from the hardware
(GPUs) to LLM models, LLM
orchestration frameworks,
and vector databases

© 2025 Cisco and/or its affiliates. All rights reserved.

Al Agent
observability

Understand agents across
the overall environment and
at a per agent level,
showing key agent metrics
around latency, error rate,
token usage and cost.

Conversation
insights

Code-level integration into
LLM frameworks to provide
visibility into entire
conversations with agents
including individual
prompts/responses.

BRKOBS-2547

Agent quality
evaluations

Understand how the agents
are faring in production,
including prompt level
characterizations around
hallucinations, confidence
levels and costs.

NI
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Observability coverage for Al & agentic apps

...monitor & track the health of your Al stack

Al Infrastructure Monitoring

Monitor health, availability, consumption of the
entire Al infrastructure stack

o GPU metrics now available at host, cluster

and pod level
o Proactive alerting
o Reactive Troubleshooting

Component-specific dashboards and detectors
o Frameworks / Agents

Model Providers

Model Proxies

Vector Databases

Infrastructure (GPUSs)

O O O O

Correlated Troubleshooting across components
and services

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk>  Splunk Observability Cloud

Infrastructure > Al Frameworks
Nvidia GPU

# Home

© ™ || V- Addfiters

GPU health GPU performance

% APM
Infrastructure

¥4 Digital Experience
y Metrics

ﬁ Data Management

GPU and
memory
usage

) Settings

Dependencies

Available host... [} e

A A o MikeCohen
185daysleftintrial Q. + [ @ @] & Show Playground

BRKOBS-2547
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»

Dashboards

Alerts
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“» APM
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w4 Digital Experience
Application
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B, Loss
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Al POD OVERVIEW INTERSIGHT NEXUS SWITCHES STORAGE Al POD HOSTS Al POD GPUS RED HAT OPENSHIFT

Al Pod Resources

#Nodes | 10s | JATNE

total nodes, with or without GPUs

NIM FOR LLMS VECTOR DATABASE MORE v~ Eﬁ
Overrides: Filter | Optional ] Time [ -31d Chart resolution v Eventoverlay
GPU Utilization | 10s | a -

A Al PodHigh GPU Utilization Detector

node3.compact.tenan

worker3.flashstack.lot
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A GPU High Memory Usage Detector
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worker3.flashstack.local | 1

worker3.flashstack.local | 0
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—
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42.5419
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worker3.flashstack.local | 0

Sun 09 Nov 2025 15:51:10
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Application
Security
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Logs

Metrics
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@’ Settings

Infrastructure Overview

UTC+11

® _1h V+ Add filters

Recently Used

2 Recently Used

Public Clouds

aws  Amazon Web Services
& Google Cloud Platform

@  Microsoft Azure

Containers

2 Containers

2 Kubernetes

50

Network Explorer

Al/ML

2 Al Frameworks

ECS (OTel) PROTOYPE

2 ECS Prototype

Hosts

2 Hosts overview

2 My Data Center

Web Server

2 Test

Others

Q, Search...

> Network Explorer (2 entities)

v Al Frameworks (9 entities)

(Data resolution is 5 minutes.)

oa
o\

AWS Bedrock

2

Active Bedrock Instances

Nvidia GPU

% 1 Critical alerts

)

Running GPUs

Weaviate

2

Running instances

Azure OpenAl

No data found

This can occur if an integration
has been recently disabled.

Add Remove navigator

Nvidia NIM

1

Active models

GCP Vertex Al

No data found

This can occur if an integration
has been recently disabled.

Add Remove navigator

OpenAl

0 Alerts

3

Active services

Running services

® Dashboards vs. Navigators

> ECS Prototype

> Hosts overview

> My Data Center




Infrastructure > Al Frameworks

Nvidia GPU

uTC+11

© Ah Y+ Add filters
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view :i=Table @ Heatmap

GPU health GPU performance Dependencies

Data Management

ﬁ Settings

Available GPUs ... Q1 ---

Total GPU unit across organization

Available hosts ... Q1 ---
Total hosts with Nvidia GPU

Available k8s clust... Q ---
Total k8s clusters with Nvidia GPU

GPU temperature ... 1 -+

Average GPU temperature in °C

23.7

Sun 09 Nov 2025 15:35:00

Sun 09 Nov 2025 15:35:00

Memory utilization ... Q

Average memory utilization in %

0

%

Sun 09 Nov 2025 15:35:00

GPU utilization by host a -

Average usage across all hosts

100

15:00 15:30
M ip-10-1-123-51.us-we Seeall

M cL-Demo

Sun 09 Nov 2025 15:35:00 Sun 09 Nov 2025 15:35:00

Memory utilization by host | 1m | a ..
Average usage across all hosts
100
50
[0]
15:00 15:30
M cL-pemo [ | ip-10-1-123-51.us-we See all

GPU temperature by k8s cluster @

Maximum GPU temperature in °C

GOW\/\/W\J

40
20

15:00 15:30
= ai-pod.cisco.local M o1 1y-for-ai-de See all

GPU utilization by k8s cluster a -

Average GPU utilization across dashboard time window

=R 46.2875 % ai-pod.cisco.local

[ 17.9000%  o11y-inframon-ai

L 4.92931 % ai-pod.cisco.local

I 0% o11y-for-genai-cluster
0% o11y-for-ai-demo-cluster
0% tenant2.avatar.local

Sun 09 Nov 2025 15:36:20

Memory utilization by k8s cluster | 1m
Average memory utilization in %

100

15:00 15:30
M o1 1y-for-ai-de See all
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Observability for Al & agentic apps

...monitor & track the health of your Al stack

splunk>  Splunk Observability Cloud

Al Agent Performance o A

PN

Trace all interactions between users, agents
and tools in a dedicated view

Visualize multi-agent workflows, to
understand inputs, outputs and agent
decisions

Understand the health, quality and cost of
each agent running

Evaluate LLM responses to assess the
effectiveness of applications

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2547 CiIsco



Token Usage

Cost Management: Prevents unexpected
expenses by optimizing prompt length

Performance Optimization: Improves
speed & efficiency shortening overly
verbose inputs and outputs.

Resource Allocation: Provides insights into
usage patterns to effectively manage
resources and scale LLM applications.

Debugging and Traceability: Offers critical
observability for diagnosing issues and
understanding LLM behavior in live
environments

© 2025 Cisco and/or its affiliates. All rights reserved.

Observability for Al & agentic apps

...monitor & track the health of your Al stack

Estimate tokens with tokens = characters + 4. See how standardizing metrics with OpenTelemetry can lower token usage and cost.

Data points per dataset
————

Incre e larger time windows,

m Show USD currency symbol

Standardized Data - Cost Estimation

Tokens: 14541 Estimated Cost: 7.2705

“serviceName": “CheckoutService",

“environment": "“PRODUCTION",

“region": "ap-southeast-2",
latency_ms",

@ "2025-10-24 04:46:44.5782",
"host": "ip-10-0-1-1@8",
"endpoint": "/api/checkout",
“method": "“GET",
"status": 508,

"tags": "endpoint=/api/checkout, method=GET, status

N
|

Price per 1K tokens

Formatting Standardization Options

m Minify Unstandardized JSON Use OTel summary

m (min/mean/p95/max) instead

m Minify OTel JSON i
of raw points

Play Comparison Reset

i Unstandardized Data - Cost Estimation

Tokens: 30765 Estimated Cost: 15.3825

ourceMetrics": [

e
{

“resource": {
“attributes": [

{
"key": "service.name",
"value": {

"stringValue": "checkout"

}

}.

{
"key": "deployment.environment",
"value": {

Savings: tokens (-112%),

BRKOBS-2547

il
CIsco



Monitor & observe Al - token usage

...costly prompts - Scenario 1

Welcome & Confirms order &

Inquires about milk Offers pastry option

Customer approaches looking at the menu.

Greetings price

options

Barista Barista Barista Barista Barista: "Hi there! What can | get for you today?"

? Customer: "Hmm, good morning! I'm ready. Can | get a large latte, please?"

Barista: "Sure thing! And would you like that with regular milk, or a dairy alternative

Customer Customer Customer .
A like oat, almond, or soy?"

Places partial order
for coffee

Confirms Milk Responds with
options preferred pastry

Customer: "Regular milk, thanks. Could | get an extra shot of espresso in that?"

Barista: "Absolutely, a large latte with an extra shot. Anything else for you today,
maybe a pastry or a sandwich?"

Customer: "Oh, actually, yes! Do you have any plain croissants left?"
Requests customer

Confirms Pick-Up &
Moves on

Barista: "Let me check... Yes, we do! One plain croissant. So, that's a large latte
with an extra shot and a plain croissant. Your total comes to $9.50."

Name

Barista Barista Customer: "Perfect, here's my card."

Barista: "Great, payment successful! Your coffee will be ready at the pick-up
counter in just a couple of minutes. What name can | put on that for you?"

Customer

Customer
A

i mer: "It' rah."
Responds with Presents Credit Customer: "lt's Sara

Aame Card Barista: "Got it, Sarah. We'll call you when it's ready!"

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Monitor & observe Al - token usage

...costly prompts - Scenario 2

Welcome & Confirms order & Confirms Payment Confirms Pick-up &
Greetings Price Prompts 4 Name Moves on

Barista Barista Barista Barista

CustAomer Customer Customer

Places Full Order
with all items

Presents Credit Responds with
Card Name

© 2025 Cisco and/or its affiliates. All rights reserved.

Customer approaches having already decided.

Barista: "Hi there! What can | get for you today?"

Customer: "Good morning! I'd like a large latte with an extra shot of
espresso and regular milk, please. And one plain croissant”

Barista: "Alright, so to confirm: a large latte with an extra shot and regular
milk, and one plain croissant. Your total comes to $9.50."

Customer: "Perfect, here's my card."”

Barista: "Great, payment successful! Your coffee will be ready at the pick-
up counter in just a couple of minutes. What name can | put on that for
you?"

Barista: "Your coffee will be ready at the pick-up counter in just a couple of
minutes. What name can | put on that for you?"

Customer: "lt's Sarah."

]
CIsco
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@. Settings

Agents (Apha

[ UTC+11

© iadl % ] [ Environment : ad-ecommerce (+60) v ]

Requests
Total count

13.9k

Quality scores

Errors
Total count Rate

pL 0

(O Hallucination

6.9k evaluations 38'0%
Hallucinated

Q_ Search by agent name...
Agent T Requests Errors
plan_synthesizer Q 746 0 (0%)
coordinator 1.2k 24 (1.94%)
weather_agent 1.2k 0 (0%)
activity_specialist 2.4k 0 (0%)
flight_specialist 2.1k 0 (0%)
hotel_specialist 2.1k [N (eL7)]
formatter-agent-1 135 [ON(eL7)]

Tokens
Total count

2.6m

© Relevance

92.7%

Relevant

Latency (P90)

23.33s
16s
58.79ms
7.69s
4.58s
4.52s

14.79s

Input count

1.4m

Tokens |,

575.9k
In: 187.2k
Out: 388.6k

401.3k
In: 66.7k
Out: 334.6k

356.4k
In: 321.1k
Out: 35.3k

301.1k
In: 171.7k
Out: 129.3k

21Tk
In: 173.8k
Out: 97.8k

238.1k
In: 162.4k
Out: 75.7k

85.1k
In: 57.8k
Out: 27.3k

Output count

1.2m

© Bias
96.5%

Not biased

Quality issues ()

@© Hallucinated: 75%

© No issues

® Not evaluated

@© Hallucinated: 53%

@© Hallucinated: 22%

@© Hallucinated: 21%

@ Hallucinated: 100%

© Biased: 94%
+ 1 more

© Toxicity
98.6%

Non toxic

© Sentiment
100.0%

Positive sentiment

[ €3 Configure log observer index

Related traces

Related logs



splunk>  splunk Observability Cloud

"\ Home

=5 Dashboards

A Alerts

Y

“,» APM
Infrastructure

wj Digital Experience

“ Appllc.atlon Alpha
Security
E. Logs

y Metrics

g Data Management

ﬁ Settings

Infrastructure > Al Frameworks

OpenAl

417 days left in trial Q, Search

uTC+11
© lgg V+ Add filters oAl
2o Overview := Table m Heatmap
OpenAls Dependencies
Active services | 20m o - Active models | 20m n Token usage overview | 3h
Usage of tokens including input and output tokens for OpenAl
4aM
2M
0 i - - Lm PP
02 Nov 03 Nov 04 Nov 05 Nov 06 Nov 07 Nov 08 Nov
Sun 09 Nov 2025 16:00:00 Sun 09 Nov 2025 16:00:00 [ | Input tokens [ Output tokens
Operation overview | 3h n . Total tokens | 20m
Duration of operations for OpenAl Usage of tokens consumed by all LLM applications
100 ’ 9.13405M Input tokens
" , 2.31695M Output tokens
02 Nov 03 Nov 04 Nov 05 Nov 06 Nov 07 Nov 08 Nov 09 Nov
. Max . Min Sun 09 Nov 2025 16:00:00
Total tokens by service | 20m n . Total tokens by model | 20m
Token usage by service Token usage by model
J service.name | Input tokens | Output tokens | gen_ai.request.model | 3 Input tokens | Output tokens
trip-planner-t| 29,795 31,260 mistralai/Mistral-7B-Instruct-v0.3 642,527 648,807
travel-planner-traceloop-raw-adm... 210,763 222,388
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& Agent Quality
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< Agents
plan_synthesizer ‘Apha

@A Home
UTC+11
[ © -8d+ v ] [ Environment : ad-ecommerce (+60) ¥ ] [ Agent : plan_synthesizer v ¢€3 Configure log observer index ] [ & View related traces B View related logs J
2" Dashboards
Performance
M Alerts
- 4 Requests @® Errors @ Latency [
B Count § Count B p9o9
i 100 1m po20
APM > il pso
80 50s
60
40
;?-. Infrastructure 60 s
40 30s
w3 Digital Experience > 0
A 20s
20 -
Application 10s
“ . Alpha >
Security 0 0 oms
2 Nov 4 Nov 6 Nov 8 Nov 2 Nov 4 Nov 6 Nov 8 Nov 2 Nov 4 Nov 6 Nov 8 Nov
8, Logs
y Metrics > Token usage
Token usage o
@3 Data Management > = glftu;ut
B Total
@. Settings > 60k
40k
20k
0
2 Nov 3 Nov 4 Nov 5 Nov 6 Nov 7 Nov 8 Nov 9 Nov
Quality
) () Hallucination © Relevance © Toxicity © Bias © Sentiment
Quality scores o,
Suiality score 75.0% 98.7% 100.0% 100.0% 100.0%
Hallucinated Relevant Non toxic Not biased Positive sentiment

Quality issues (i)

https://shw-playground.signalfx.com/#/apm/traces?endTime=Now&filters=%7B"traceFilter":%7B"tags":%5B%7B"tag":"sf_environment","operation":"IN","values":%5B"ad-ecommerce","ai-pod","ai-test-env", "ai-test-exp-svc", "ai-test-val","azure-test","CC-Dev", "christhianb-lab","datacenter-b01",...
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Dashboards

Alerts

APM
Infrastructure

Digital Experience

Aoolicat]
ppllc'atlon Alpha
Security

Logs

Metrics

Data Management

@e Settings

< APM

Trace view

[ gen_ai.agent.name = plan_synthesizer X H gen_ai.o..on.name = *

V+ Add filters

[ Q_ Search...
115 / 115 Spans Loaded Oms 33
v H <i> travel-planner-tl: travel_planner_multi_agent.workflow 30.1s »7
v [ <> travel-planner-tl: LangGraph.workflow 30.1s R
v <i> travel-planner-tl: __ start__task 6.9ms‘
] <i> travel-planner-tl: should_continuetask 361.0ps‘
v <i)> travel-planner-tl: coordinator.task 104s R
} <i> travel-planner-tl: coordinator_agent.task 10.3s R
v ] <i> travel-planner-tl: ChatOpenAl.chat i chat 9'15’77
H <:> travel-planner-tl: GET 137.6ms‘
v H <i> travel-planner-tl: chat gpt—4o—mini 3.6ms‘
</)> openai:gpt-4o0-mini: ChatOpenAl.chat 3.6ms
v ﬂ <i> travel-planner-tl: Ran evaluate() 29.2s
v \ <)> travel-planner-tl: Ran test case 29.25
] <:> travel-planner-tl: Bias 41s
\ <i)> travel-planner-tl: Toxicity 4.2s
] <> travel-planner-tl: Answer Relevancy 15.1s
\ <)> travel-planner-tl: hallucination [GEval]
] <i> travel-planner-tl: sentiment [gevall [GEval]
v H <> travel-planner-tl: Ran evaluate()
v [ <)> travel-planner-tl: Ran test case
4\ <)> travel-planner-tl: hallucination [GEval] Related Logs

] <> travel-planner-tl: sentiment [geval] [GEval]
v H <i> travel-planner-tl: Ran evaluate()
v [ <i> travel-planner-tl: Ran test case
| <i> travel-planner-tl: Bias

<i> travel-planner-tl: Toxicity

& Infrastructure (0)

Span properties X

tural etiquette and must-see attractions. **Next Steps:**
- Confirm travel dates and preferences for the boutique hotel and experiences.
- Begin booking flights and accommodations once details are finalized.
- Prepare a detailed itinerary for the couple, including all bookings and recommendations. T
his plan will ensure a memorable and romantic getaway to Paris for the travelers.
Show Less

gen_ai.output.messages °°°

[{"role": "assistant", "parts": [{"type": "text", "content": "**Travel Plan for Paris Trip**\n\n**Tra
vel Dates:** Next month (specific dates to be confirmed)\n\n**Departure City:** Seattle\n
\n**Destination:** Paris, France\n\n**Travel Class:** Business-class flights\n\n**Accommo
dation:** Boutique hotel\n\n**Key Details for Specialist Agents:**\n\n1. **Flights:**\n - Boo
k business-class flights from Seattle to Paris.\n - Look for direct flights or the best connectio
ns to minimize travel time.\n - Ensure flexible cancellation policies in case of changes.\n\n2.
**Accommodation:**\n - Research and recommend boutique hotels in Paris that offer a rom
antic atmosphere.\n - Focus on areas such as Le Marais, Saint-Germain-des-Pr\u00e9s, or
Montmartre for a charming experience.\n - Confirm amenities such as in-room dining, spa s
ervices, and proximity to attractions.\n\n3. **Unique Experiences:**\n - Curate a list of rom
antic activities, such as:\n - A Seine River dinner cruise.\n - Private guided tours of iconic lan
dmarks (e.g, Eiffel Tower, Louvre).\n - Wine tasting or cooking classes.\n - A visit to a local m
arket followed by a picnic in a park.\n - Consider booking a couple's spa day or a photograp
hy session to capture memories.\n\n4. **Additional Considerations:**\n - Provide informati
on on local transportation options (e.g., metro, taxis).\n - Suggest restaurants for romantic d
inners and local cuisine.\n - Include tips on cultural etiquette and must-see attractions.\n\n
**Next Steps:**\n- Confirm travel dates and preferences for the boutique hotel and experie
nces.\n- Begin booking flights and accommodations once details are finalized.\n- Prepare a
detailed itinerary for the couple, including all bookings and recommendations. \n\nThis plan
will ensure a memorable and romantic getaway to Paris for the travelers."}], "finish_reason":
“stop"}]

Show Less
gen_ai.prompt.O.role e--
system
gen_ai.prompt.1.content e°-
a ° - a bouti

Logs about the entity in view

Logs for trace e396dc0d296a84eee181aec93625c25¢ in o11y-playground-
us1.stg.splunkcloud.com [SWIPE] integration

o Global Index Search is enabled. Results include logs from all indexes and may be broad.

Review entity selection or refine entity mappings.

@ Logs (1)
| ST



Building an observability practice in the Al era

...foundational critical observability capabilities across your stack

Troubleshooting &
Root Cause
Analysis

Al-powered detection,
diagnosis and response for
performance problems
across your apps and
infrastructure.

Monitoring Critical
Business
Processes

See the impact of
performance problems on
business processes
(checkout flows, order
fulfillment, loan processing,
etc.)

© 2025 Cisco and/or its affiliates. All rights reserved.

o

Understanding
Critical User
Journeys

See every step users are

taking and improve their

experiences on your web
and mobile apps.

= -

Al App & Infra
Performance
Optimization

Proactively improve the

reliability of Al apps and

infrastructure to prevent
future problems.

Al-Powered Observability

Optimizing
Observability Detect & Prioritize
Costs App Security

Manage growing telemetry
volumes more efficiently to
reduce spend and avoid
costly overages.

Detect vulnerabilities and
attacks in your application
code, and prioritize response
based on likely business risk.

]
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“Al follows the path we draw.
We shape its mind, guide its
heart, and drive its purpose”

|||||||||
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2e)
o0

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

~
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
Events app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

N
—OC'— [,%’j QP
([ 0000 LY
—— NnMMmnm -
Visit the Cisco Stand for Book your one-on-one Attend the interactive Visit the On-Demand
related demos Meet the Expert education with Capture Library for more
meeting the Flag, and Walk-in sessions at
Labs www.CiscoLive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights reserv
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you CISCO Live !
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