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~ Fascinated by the Future 

of Intelligence ~ 

BRKOBS-2547
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AI Defined

BRKOBS-2547
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Varied definitions
..the ‘digital experts’ definition of artificial intelligence 

“Artificial intelligence (AI) is like teaching computers and 
machines to think, learn, and make decisions the way humans 

do, but in their own way.” 

BRKOBS-2547

Internet Search

"AI is when computers learn to do smart things, like answering questions, 
remembering stuff, or recognizing pictures — just like your brain, but made of 

code." [Chat-GPT]

Chat-GPT



Evolution of AI
Why we are fascinated by it
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Early Concepts - 1700s

© 2025 SPLUNK LLC

AI-Boom - 1950s

Modern AI - Late 1990s

BRKOBS-2547
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Deep Learning Natural Language Generative AI

Facial Recognition ChatBotsVoice Assistants

Machine Learning

Predictive Analytics

Applications evolving to use AI

BRKOBS-2547
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Regular Algorithms
Artificial Intelligence 
(AI) 

Input

Output

Learning-Based

Pattern-Based

Self-Improve

Adaptive to Input

Input

Output

Rule-Based

Deterministic

How Gen AI different from regular algorithms

BRKOBS-2547



© 2025 Cisco and/or its affiliates. All rights reserved.

© 2025 SPLUNK LLC

A revolution is happening
Productivity is moving 
from human centered 

to AI powered

Digital ecosystems 
are being 

transformed by 
agentic applications

High-quality | scale 
data is driving 
unprecedented 

innovation

BRKOBS-2547
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© 2025 SPLUNK LLC

Why is this happening now

BRKOBS-2547
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Closed Source Open Source

‘Cambrian explosion’ of LLM models
…different types, sizes & focus areas 

Chat-GPT

Gemini

Claude

Llama

Gemma

Orca

Mistral

Zephyr

Wizard

Vicuna

Dolphin

More…

BRKOBS-2547
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Hidden Layer Outer LayerInput Layer

Identify object..

Neural networks advancing pattern identification
…covering large amounts of complex data

Orange

BRKOBS-2547
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Large scale processing capability
…silicone chips – high density, high performance GPUs

Perceptron
(Neuron)

Parameter (Synapses)

BRKOBS-2547
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Transformer architecture
…attention mechanism

“I swam across the river to get to the other bank.”

A machine needs some help…

You have no problem interpreting “bank” in the following sentence:

BRKOBS-2547

The attention mechanism adds contextual information to words 
in a sentence
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Areas of complexity along the 
AI journey

BRKOBS-2547
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By 2026, large enterprises will triple 

their unstructured data capacity 

compared to 2023*

Logs, Metrics, Traces, Events

Cloud, On-prem, IOT
Troubleshooting

Threat investigation

Compliance

Explosive 
data growth

Proliferation of data 
sources and types

Disparate 
use cases

Complexities surrounding AI adoption
…the data challenge

BRKOBS-2547
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Resource constraints 
globally

Procuring, managing, 
securing and optimizing

Constant disruption & rapid 
change

Not enough processing 
power

Cost of running AI 
datacenters

Shifting 
investment 

Complexities surrounding AI adoption
…the infrastructure challenge

BRKOBS-2547
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Lack of trust and 
predictability for AI 

Guard rails for new AI 
powered threats

Dynamic & fast incremental 
changes in AI

AI predictability Security Knowledge Gap

Complexities surrounding AI adoption
…the operational challenge

BRKOBS-2547
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AI Assistants Everywhere Unified AI Assistants

LLMs Agentic LLMsML/DL

Platform Powered by

AutomationData Analytics

Detect         Investigate        Respond        Predict

A
d
m

in
is

tr
a
ti
o

n

Security Observability

• Generative AI Assistants to make your 
job easier

• Powered by leading AI technologies to 
deliver accuracy and efficiency

• Integral part of the Splunk portfolio and 
Data Platform

Splunk’s foundation of AI services + data

Data Access: 

Splunk + Cisco 

Domain Expertise

Trusted Partner 

for Safe AI 

BRKOBS-2547
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Optimizing 
Observability 

Costs

Manage growing telemetry 
volumes more efficiently to 

reduce spend and avoid 
costly overages.

Monitoring Critical 
Business 

Processes

See the impact of 
performance problems on 

business processes 
(checkout flows, order 

fulfillment, loan processing, 
etc.)

Understanding 
Critical User 

Journeys
Troubleshooting & 

Root Cause 
Analysis

AI App & Infra 
Performance 
Optimization

See every step users are 
taking and improve their 
experiences on your web 

and mobile apps.AI-powered detection, 
diagnosis and response for 

performance problems 
across your apps and 

infrastructure.  

Proactively improve the 
reliability of AI apps and 
infrastructure to prevent 

future problems.

KEY CAPABILITIES TO

Detect & Prioritize 
App Security

Detect vulnerabilities and 
attacks in your application 

code, and prioritize response 
based on likely business risk. 

AI-Powered Observability

Building an observability practice in the AI era
…foundational critical observability capabilities across your stack

BRKOBS-2547
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Automated 
telemetry 
posture

Agentic AI-
powered

prevention & 
detection

AI 
troubleshooting 

agents

Self-healing 
remediation

Business and 
user impact 

analysis 

Agentic AI-Powered Observability

Building an observability practice in the AI era
…a proactive approach to staying ahead with embedded AI

BRKOBS-2547
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An AI assistant responds to your prompts with information or 
guidance

What is an AI Assistant

BRKOBS-2547
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AI Assistants have ‘skills’, not features

“Find the slowest dependency 
chain for the ‘place-order’ 

transaction that caused latency 
degradation for Sydney users.”

Natural Language to Query 
Translator

“Group similar stack traces and 
show the top three dominant error 

patterns in auth-service since 
midnight.”

System Health Pattern 
Summarizer

…domain specific skills

AI Assistant Domain Portfolio

BRKOBS-2547
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Security Firewall, Secure Access, Hypershield, Duo, Identity Intelligence, Splunk Enterprise Security

Networking Meraki, Catalyst Center, Catalyst SD-WAN, ThousandEyes, Intersight, Mobility Services

Observability Splunk Observability Suite

Collaboration Webex Control Hub

Splunk PlatformData

Service Ops Customer Experience

BRKOBS-2547

AI Assistants portfolio across Cisco | Splunk



AI for Splunk Cloud
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Natural language 
to SPL

SPL to Natural 
language

General Splunk 
Q/A

Splunk AI Assistant for SPL
…core capabilities

Write SPL Explain SPL Tell me about..

BRKOBS-2547
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Splunk AI Assistant for SPL

Write or explain SPL with bi-directional 
translation

Upskill new and advanced Splunk users 
quickly

Access the full knowledge base for 
answers in Splunk product

BRKOBS-2547
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What data is 
being collected 

for 
<hostname>

Search for 
allowed 

network traffic 
from Australia 

src_ip IP 
Address

Search for 
exceptions and 
stack traces in 
application logs 

Splunk AI Assistant for SPL
…use cases

Data 
Discovery

Security 
Investigations

Observability 
Investigations

Write SPL to 
show the 
runtime 

schedule of 
saved searches

Administrative 
Insights

How do I enrich 
data with fields 
from a lookup 

<lookupfile.csv>

Master SPL. 
Commands

BRKOBS-2547



AI Assistant for 
Splunk Observability 
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Understand 
root-cause of 

an issue 
affecting an 
application

Monitor & 
troubleshoot 
application & 
infrastructure

Create custom 
charts & 

dashboards, 
creating 

SignalFlow 
code

Investigate 
performance 

gaps & 
optimize 
resource 
allocation 

Observability AI Assistant

Building an observability practice in the AI era
…how AI Assistant can help

BRKOBS-2547
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Correlate 
and diagnose 

Aggregate and analyze all 
data to investigate and 
identify root causes.

Make everyone 
an expert

Reduce need for environment 
and tool expertise by simplifying 
analysis and investigations.

Machine and Deep Learning

Generative AI 

Detect 
and predict

Real-time, 
streaming analysis to 

detect anomalies 
and forecast trends.

Building an observability practice in the AI era
…machine learning. deep learning | generative AI

BRKOBS-2547
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Investigating with AI Assistant  (~7 min*)

1. Review alert (2m)

a. Manually review alert to determine investigation starting 

point

2. Ask AI Assistant to investigate (5m)

a. Ask assistant to analyze APM issues using generative AI

b. Using conversational chat, ask the assistant to determine 

the probable cause of the failure

*Results will vary depending on complexity of case

Building an observability practice in the AI era
Scenario: On-call SRE paged to investigate a recent application failure

Investigating without AI Assistant (~40 min*)

1. Review alert (2m)

a. Manually review alert to determine investigation 

starting point

2. Review service map and dependencies (5m)

a. Leverage tribal knowledge and experience to determine 

investigation next steps

3. Review APM traces (10m)

a. Manually review APM service tree for failing services

b. Manually review failed trace metadata 

to further scope the investigation

4. Review infrastructure metrics (10m)

a. Manually review related infrastructure 

metrics to further scope the investigation

5. Review application logs (10m)

a. Manually review related application logs 

to determine the probable cause of failure

BRKOBS-2547
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What used to take engineers 10-30 
minutes digging through logs and APM 
data now takes just 1-2 minutes with AI.

With Application Performance 

Management (APM), our MTTx has 

dropped drastically—what used to take 

30-60 minutes is now resolved in just 

5-10 minutes, thanks to AI!

I no longer have to chase down 

engineers to find out what's wrong—AI 

gives me the answers instantly, saving 

me 15-30 minutes every time.

Fortune 500 industrial manufacturing company Fintech real-time payment processing company

No one can be a subject matter expert 

on everything…imagine being able to 

ask any question about our metrics, 

data, and system correlations…

Multinational investment holding company

Customers already notice dramatic 
improvements during their troubleshooting

BRKOBS-2547
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Self-evaluate 
responses and make 
necessary correction

REFLECTION

Leverage external 
functions for additional 

context

TOOL USE

LLM reasoning to decide 
sequence of steps

PLANNING

Solve complex tasks by 
calling several small 

agents

COLLABORATION

Agentic system autonomy pattern

Input

Output

BRKOBS-2547
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Metrics

Skill #2 Log Data

AI Agent Orchestrator

Skill #1
Trace 

Data

Incidents
Anomaly 

Detection

LLM #1

Skill #4

Skill #3

Input Output

BRKOBS-2547

Agentic system autonomy pattern
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AI Troubleshooting Agents
for Splunk Observability

Fix issues faster with  automated Root 
Cause Analysis

Agents have context into your data 

True AI native, interactive experience

BRKOBS-2547
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Our Vision for Agentic AI



© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Confidential

Our mission: automate the DevOps incident 
workflow
Agentic & predictive AI for problem detection, isolation and root cause inference to reduce 

MTTx

IncidentReadiness AnalysisPrioritization RCA & Response RemediationDetection

AI-Powered Setup and Detection

● Zero-config automated detection
● Predictive alerting
● Smart alert correlations, grouping and 

summarization

BRKOBS-2547
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Cisco Confidential

IncidentReadiness AnalysisPrioritization RCA & Response RemediationDetection

AI-Directed Troubleshooting

● 1-click automated Root Cause Analysis

● AI-driven insights on business and end-user 

impact

● Incident summarization and recommendation

Agentic & predictive AI for problem detection, isolation and root cause inference to reduce 

MTTx

Our mission: automate the DevOps incident 
workflow

BRKOBS-2547
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Cisco Confidential

IncidentReadiness AnalysisPrioritization RCA & Response RemediationDetection

Conversational and In-Context AI

Chat-based AI Assistant for easy, interactive insights
Embedded in-product AI experiences

Slack / Teams AI Agents

Agentic & predictive AI for problem detection, isolation and root cause inference to reduce MTTx

Our mission: automate the DevOps incident 
workflow

BRKOBS-2547
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IncidentChange RemediateDetect & Prioritize Isolate & RCA

Where is it coming from?? 
Where to look for?

Is there an issue?
Is it important?

Assemble war room & secure 
alignment 

Guess impact & escalation Investigate “room-by-
room” 

Isolate the problem

Figure out who to 
engage

Figure out who to 
engage

Align on telemetry

Respond

Assemble war room

Execute 
runbooks

Who do I call? How do I fix?

Next Steps Recommendations 
(future)

Summarization for Root Cause Analysis (Now)

Automated troubleshooting workflow
Focus is on building AI-driven problem detection, isolation and root cause inference to reduce 
MTTx

BRKOBS-2547
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Are my AI 
agents & apps 

working as 
expected

Am I getting 
the right value 

out of them

Are the AI 
infrastructure 
components 

healthy

Can I trust the 

models

Observability for AI

The AI stack puts new demands on observability
…we are now asking different questions

BRKOBS-2547
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“It's a cardinal error to 

theorize without data” 
-Sherlock holmes

BRKOBS-2547
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Cisco Confidential

Cloud Providers
(Azure, AWS, GCP)

SaaS Model
(OpenAI, Azure OAI, Amazon Bedrock)

Application / Agent Code

SaaS-AI Model Enabled AI Apps

Vector Databases (Weaviate, Pinecone) 

GPUs / Server / Network / VMs

Model Serving
(Ray, vLLM)

Self-Hosted Model Enabled AI Apps

Vector Databases (Weaviate, pinecone) 

Orchestration (LangChain, LangGraph, 
OpenAI Agent SDK…)

Application / Agent Code

Model (GPT, 
Claude, Llama)

Orchestration (LangChain, LangGraph, 
OpenAI Agent SDK…)

Observability coverage for AI & agentic apps
…monitor & track the health of your AI stack

BRKOBS-2547
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AI infrastructure 
monitoring

Out-of-the-box views for 
monitoring the AI 

infrastructure stack, all the 
way from the hardware 

(GPUs) to LLM models, LLM 
orchestration frameworks, 

and vector databases

Agent quality 
evaluations

Understand how the agents 
are faring in production, 
including prompt level 

characterizations around 
hallucinations, confidence 

levels and costs.

AI Agent
observability

Understand agents across 
the overall environment and 

at a per agent level, 
showing key agent metrics 
around latency, error rate, 

token usage and cost.

Conversation 
insights 

Code-level integration into 
LLM frameworks to provide 

visibility into entire 
conversations with agents 

including individual 
prompts/responses.

Observability coverage for AI & agentic apps
…monitor & track the health of your AI stack

BRKOBS-2547
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● Monitor health, availability, consumption of the 
entire AI infrastructure stack
○ GPU metrics now available at host, cluster 

and pod level
○ Proactive alerting
○ Reactive Troubleshooting

● Component-specific dashboards and detectors 
○ Frameworks / Agents
○ Model Providers
○ Model Proxies
○ Vector Databases
○ Infrastructure (GPUs)

● Correlated Troubleshooting across components 
and services

Observability coverage for AI & agentic apps
…monitor & track the health of your AI stack

AI Infrastructure Monitoring

BRKOBS-2547
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AI Agents & Apps
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● Trace all interactions between users, agents 
and tools in a dedicated view

● Visualize multi-agent workflows, to 
understand inputs, outputs and agent 
decisions

● Understand the health, quality and cost of 
each agent running

● Evaluate LLM responses to assess the 
effectiveness of applications

Observability for AI & agentic apps
…monitor & track the health of your AI stack

AI Agent Performance

BRKOBS-2547
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● Cost Management: Prevents unexpected 
expenses by optimizing prompt length 

● Performance Optimization: Improves 
speed & efficiency shortening overly 
verbose inputs and outputs.

● Resource Allocation: Provides insights into 
usage patterns to effectively manage 
resources and scale LLM applications.

● Debugging and Traceability: Offers critical 
observability for diagnosing issues and 
understanding LLM behavior in live 
environments

Observability for AI & agentic apps
…monitor & track the health of your AI stack

Token Usage

Standardized Data - Cost Estimation Unstandardized Data - Cost Estimation

BRKOBS-2547
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Customer Customer

Confirms Milk 

options

Barista

Inquires about  milk 

options

Barista

Offers pastry option

Barista

Welcome & 

Greetings

Customer

Responds with 

preferred pastry

Places partial order 

for coffee

Barista

Confirms order & 

price

Customer Customer

Presents Credit 
Card

Barista

Requests customer 

Name

Responds with 
name

Customer approaches looking at the menu.

Barista: "Hi there! What can I get for you today?"

Customer: "Hmm, good morning! I'm ready. Can I get a large latte, please?"

Barista: "Sure thing! And would you like that with regular milk, or a dairy alternative 

like oat, almond, or soy?"

Customer: "Regular milk, thanks. Could I get an extra shot of espresso in that?"

Barista: "Absolutely, a large latte with an extra shot. Anything else for you today, 

maybe a pastry or a sandwich?"

Customer: "Oh, actually, yes! Do you have any plain croissants left?"

Barista: "Let me check... Yes, we do! One plain croissant. So, that's a large latte 

with an extra shot and a plain croissant. Your total comes to $9.50."

Customer: "Perfect, here's my card."

Barista: "Great, payment successful! Your coffee will be ready at the pick-up 

counter in just a couple of minutes. What name can I put on that for you?"

Customer: "It's Sarah."

Barista: "Got it, Sarah. We'll call you when it's ready!"

Barista

Confirms Pick-Up & 

Moves on

BRKOBS-2547

Monitor & observe AI - token usage
…costly prompts - Scenario 1
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Customer Customer

Presents Credit 

Card

Barista

Confirms order & 

Price

Barista

Confirms Payment 

Prompts 4 Name

Barista

Welcome & 

Greetings

Customer

Responds with 

Name

Places Full Order 

with all items

Barista

Confirms Pick-up & 

Moves on

Customer approaches having already decided.

Barista: "Hi there! What can I get for you today?"

Customer: "Good morning! I'd like a large latte with an extra shot of 

espresso and regular milk, please. And one plain croissant"

Barista: "Alright, so to confirm: a large latte with an extra shot and regular 

milk, and one plain croissant. Your total comes to $9.50."

Customer: "Perfect, here's my card."

Barista: "Great, payment successful! Your coffee will be ready at the pick-

up counter in just a couple of minutes. What name can I put on that for 

you?"

Barista: "Your coffee will be ready at the pick-up counter in just a couple of 

minutes. What name can I put on that for you?"

Customer: "It's Sarah."

Monitor & observe AI - token usage
…costly prompts - Scenario 2

BRKOBS-2547
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Conversation Insights 
& Agent Quality
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Optimizing 
Observability 

Costs

Manage growing telemetry 
volumes more efficiently to 

reduce spend and avoid 
costly overages.

Monitoring Critical 
Business 

Processes

See the impact of 
performance problems on 

business processes 
(checkout flows, order 

fulfillment, loan processing, 
etc.)

Understanding 
Critical User 

Journeys
Troubleshooting & 

Root Cause 
Analysis

AI App & Infra 
Performance 
Optimization

See every step users are 
taking and improve their 
experiences on your web 

and mobile apps.AI-powered detection, 
diagnosis and response for 

performance problems 
across your apps and 

infrastructure.  

Proactively improve the 
reliability of AI apps and 
infrastructure to prevent 

future problems.

KEY CAPABILITIES TO

Detect & Prioritize 
App Security

Detect vulnerabilities and 
attacks in your application 

code, and prioritize response 
based on likely business risk. 

AI-Powered Observability

Building an observability practice in the AI era
…foundational critical observability capabilities across your stack

BRKOBS-2547
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“AI follows the path we draw. 

We shape its mind, guide its 

heart, and drive its purpose”

BRKOBS-2547
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKOBS-2547
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKOBS-2547
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