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Diana Omuoyo

Global Technical Observability Specialist

Passion for tech - people,
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Then....
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Developer QA Dep|Rel Eng
Code4Days Unit Testing Go Live - YES!
SecOps Netf)ps ITOps |
All P Key to ‘Broom Pager | Email |
asswords ,
Closet Phone
Best Part Blind Spot

Simplified Triage

| MTTx

© 2025 Cisco and/or its affiliates. All rights reserved.

Single Point of
Failure

BRKOBS-2546

il
CIsco

Cisco Confidential



Now....

Dedicated Teams | Domain SMEs

Best Part

Developer Test SRE.
o . Automation |
Application Dev Quality Assurance CI/CD
SecOps NetOps ITOps
Enterprise Security Enterprise Troubleshoot |
Network Triage
Blind Spot
Distributed :
Silos

Ownership
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Siloed teams solving complex problems
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Challenge: Chaos & disorder

..yesterday’s approaches to monitoring don’t support today’s reality
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The Evolution of Observability

...the pathway to resilience

[ Essential Tool ]

/ Observability has \

become essential for IT
Mainstream engineers, and DevOps
teams in managing and
Observability navigating today's
became a complex, modern
mainstream topic applications
and started featuring K I /
[ Buzzword ] at major IT |
conferences, 1
/ Observability \ reflecting its growth :
Origin ‘ First Adoption ’ became a in the industry !
\ J / \ buzzword when 1
/ The concept of \ Programmers and engineers fro_m :
Observability was IT engineers began Google a_nd '_I'v_\ntter :
introduced by incorporating the began using it in the O
R. Kalman in his concept of \__context of APM /
paper, "On the Observability into
General Theory of \_ their work Y, 2025

Control Systems.”
\Control Systems.”

2020s

>
(:) <i> 2010s

1950s 1990s
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Task: Effective response & planning

...key pillars of resilience

.

Scalability & Agility

. Ensure infrastructure aligns with corporate
9 policies, regulations, and risk frameworks.
Tracks configuration drift, access control, and

audit readiness.

Availability

9

Governance & Compliance

Automation & Orchestration

]
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Goal: Single source of truth

...by unifying data across your observability practice

Unowned networks Your infrastructure Threat intel Users

Cloud Infrastructure Devices Your apps Third party apps

Observability

wntime and optimize
ith visibility and

‘systems

Security
Comprehensive threat detection,
investigation & response for o
any size & maturi
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Engineering Teams
(Focused on app topologies)

Infrastructure Team

(Focused on stacks
and workloads)

Security Teams
.-
o - (Focused on breaches and

Enterprise vulnerability scans)

Technology _
Product Owners (Focused on connectivity) Security

(Focused on revenue and . 2 13

conversions) . Network
-

-

g Consumer Website g v i’

Call Centre

o o . /N
ol | f9/-> w.

-

K

Shifting the conversation to align with business outcomes
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Redefine complexity
& risk

..understand relationships and dependencies in
our environments

Enable the ability to:

* Anticipate
 Withstand
 Recover

« Adapt

Why it matters

Protects brand reputation and customer trust.
Ensures compliance with regulations.
Minimizes downtime and financial loss.
Enables innovation without unnecessary risk.

il
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Exploring key observability domain areas

Application
loT &> Infrastructu re
2 il
0 O
Business / \ Database
A

>PaaS | SaaS Platforms
Al / ML / LLM @ Network
Security

Digital <
Expenence
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Bringing Splunk to your data
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Building your Observability Practice with Splunk

Performance

Understanding Critical
9 Optimization for Apps &

— Monitoring Critical User Journeys Infrastructure Optimizing
Business Processes See every step users are Proactively improve the Observability Costs
: See the impact of taking and improve their Lt : PR
Troubleshooting & _ performancpe oroblems experiences on your web _refllablllty of apps and {\/I?nag;e grO\;vmg Detec_t & Prlorltlze_ A_pp
Root Cause Analysis , and mobile apps Infrastructure to prevent elemelry volumes more Security Vulnerabilities
on business processes ’ future problems. efficiently to reduce
Al-powered detection, (checkout flows, order spend and avoid costly Detect vulnerabilities and
diagnosis and response fulfillment, |°atn ) and overages. attacks in your application
for performance processing, €ic.) an code, and prioritize
KPIs. response based on likely

problems across your
apps and infrastructure.

business risk.

Pinpointing network _— -
impact on app Monitoring Al applications

Correlate network domains e & infrastructure \

. Troubleshoot a
Assure network service health performance pr%:l))lems Monitor the health and

by unifying visibility and : : rf f Al

. . with dependencies on BRI IEE 01 your
reducing alert Noise across s ‘unowned application stack, including
network domains. Agents, LLMs, and Al
infrastructure.
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Building your Observability Practice with Splunk

The power of a truly integrated solution Cisco

Splunk ThousandEyes
ITSI
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Cloud
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Traditional
Environments

© 2025 Cisco and/or its affiliates. All rights resen

Building your Observability Practice with Splunk

...digital ecosystem observability

-

Infrastructure

Monitoring

Unified Observability Experience

Network
Observability

Al for Observability

\g

~

Splunk Platform

Observability for Al

Event Intelligence

Cloud native
environments
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Powerful machine data
aggregation, search,
reporting and alerting

e Flexible data onboarding

e Full-fidelity investigation

e Real-time alerting

e Build custom apps

e SaaS or self-managed

e Standardize Observability Practices Across
Teams (OpenTelemetry native

© 2025 Cisco and/or its affiliates. All rights reserved.
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Optimize hybrid application

performance with end-2-
end insights

e End-to-end visibility from end-user experience

to back-end code & infra
e Insight into cross-application dependencies

e \Visualize the business impact of application
performance issues

e Monitor SAP performance down to code-level

insights

© 2025 Cisco and/or its affiliates. All rights reserved.
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Digital experience framework

...enhancing Observability with Assurance through a big data source

Tier 3 Branches 205,00 .

m’ ; )

Asia Branches 187376 ms

1023.25 12623
Kwad Chung, Hong K...  Beling, China)
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Customer
Your Apps

Workforce
Your People

Enterprise

Deliver stellar
digital experiences
to users

Keep workers connected
and enjoying seamless
app performance

Optimize and sustain
the flow of your digital
supply chain
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Demo PlaceHolder
TE & O11Y
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Building your Observability Practice with Splunk

Security Insights

~

Traditional

Infrastructure

Monitoring

Unified Observability Experience

Network
Observability

Application
Security

Environments

Al for Observability

\g

Splunk Platform

~

Observability for Al

Event Intelligence
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Prioritize remediation based on business impact
...bridging observability & security

days to resolve critical
vulnerabilities What matters....

. Severity

« Complexity of the fix

days to remediate
known vulnerabilities « Organizational practices

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2546




Detect & remediate vulnerabilities & exploits

...digital security

.

o O
()

Detect Vulnerabilities

© 2025 Cisco and/or its affiliates. All rights res
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Detect Threats

Block Threats
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Bridging application and security teams

...bridging observability and security

ITOps & Engineering SecOps & AppSec

Application Security

Observability Security

© 2025 Cisco and/or its affiliates. All rights re:
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Bridging application and
security teams

...Increase agility through cross team
information sharing to speed MTTR

e Seamless integration with Splunk
Enterprise Security so SecOps can
leverage application and risk context

e Share critical exploit, application, and
vulnerability details to align teams

e Enable SecOps to prioritize security

incidents based on actual risk rather than
generic threat indicators

© 2025 Cisco and/or its affiliates. All rights reserved.

Attacks By Outcome @ 47 Total

a1

Top Applications

@ Exploited Blocked Attempted

Open Vulnerabilities By Severity

@® 6.6k Total

@ Ciitical Medium

Title

Remote Co...

Deserializa.

Deserializa.

Deserializa

Remote Co...

Arbitrary G

Deserializa

Deserializa

Deserializa.

1]

CVE-2021-44228

CVE-2023-46604

CVE-2023-46604

CVE-2023-46604

CVE-2021-44228

CVE-2017-5638

CVE-2023-46604

CVE-2023-46604

CVE-2023-46604

Top Attack Types

DESERIAL

LG4

MALIP

*
Oct 04

cVss Score ©
€@ critcal
€D critcal
€@ critical
@D ciiical
@D critical
€D critical
€D critical
m Critical
[ 100]

Critical

Octo7

Title ~  Search...

Application Tier

12 AD-Ecommerce i

{3 AD-DevOps-Offers
{3 AD-DevOps-Offers
T3 AD-DevOps-Offers
11 AD-Ecommerce

1 AD-Ecommerce

T2 AD-DevOps-Offers
T2 AD-DevOps-Offers

Y: AD-DevOps-Offers

Inventory...

CoreServ.

OfferServ...

Confirmat....

Order-Pr.

Order-Pr.

Availabilit

WebTier (1)

Payment..

RCE

Days Since First Detected

144+ Days Ago
814 Days Ago
17 Days Ago

<1DayAgo

Library

B org.apache.logging logdjlogdj-core:2.
B org.apache.activemq:activema-client
B org.apache.activemq:activemg-client
[ org.apache activemg:activemg-client:....
B org.apache.logging logdj:logaj-core:2.1
B org.apache.struts:struts2-core:2.3.12
B org.apache activemq:activemg-client:....
B org.apache.activemq:activemg-client

B org.apache.activemg:activemg-client:...

Showing 1 - 10 of 6655 Vuinerabilities (D

Last Detected

11 hours ago

12 hours ago

17 hours ago

17 hours ago

7 days ago

7 days ago

17 hours ago

17 hours ago

17 hours ago

Status

Confirmed

Detected

Detected

Detected

Fixed

Fixed

Detected

Detected

Detected

_—
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Building your Observability Practice with Splunk

...digital experience monitoring

~

Traditional

Infrastructure

Monitoring

Unified Observability Experience

Digital
Experience
Monitoring

Network Application
Observability Security

Environments

Al for Observability

\g

~

Splunk Platform

Observability for Al

Event Intelligence

_/

© 2025 Cisco and/or its affiliates. All rights reserved.

Cloud native
environments

NI
cisco

Cisco Confidential



Digital Experience
Analysis

Digital Experience Analytics is the
process of understanding customer
behavior, intent and sentiment
across all digital domains and
generating actionable insights for
digital product teams.

-Gartner

© 2025 Cisco and/or its affiliates. All rights reserved.

Infrastructure

©og Observer

i
Digital
experience

Synthetics

Detectors &
SLOs

[
I
Dashboards

Metric finder

o

Data
management

Settings

[FP Conversion rate dropped by 32% compared to last week

Your Website checkout funnel conversion rate has dropped

significantly in the last 7 days.

Weekly metrics

Number of sessions
count, past 7days

45.5k

T+ 12% vs. previous week

Your recent analyses

U:p Website checkout funnel

1 hour ago

Quick actions

[> watchsessions

Filter sessions of interest

customers,

Session duration

average, past 7days

2m 32s

& - 14.3% vs. previous week

0 Customer adoption heat...

1day ago

I]:F' Create funnel

Build a critical user journey

to enhance its c
rate or shorten time to

cenversion

Create funnel

User engagement View dashboard

User journey map
Past 30 days

Users by device
Past 30 days

on

@ Average session duration decreased -14% over last week

Browser application has decreased significantly.

Compared to the previous week, the average session time for your ‘

Daily active users
average, past 7days

29.1k

T +1.2% vs. previous week

Create user segment
Segment your users based

tiributes to
r, actionable

Create segment

Users by location
Past 30 days

B Onboarding guide comple...

5 days ago

New users

291

 +1.2%vs. previous wi 4 +1.2%vs. previous week

u Monthly
5 days ago

|-'.‘_'| Add event definition

Add event definition

Daily active users
Past 30 days

Returning users
count, past 7days

29k

active users

Create trend view

Coming soon

BRKOBS-2546
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Conversion Funnels

Website checkout funnel Turn into Business Journey ( Turn into Synth. test |

Conversion of website checkout: Understand abandonment reasons and improve purchase completion.

Last30days v Steps  Trend

Conversion funnels help you
understand the conversion rates of et s 2 o S

100% 94%
Synthetics 880 users 610 users 560 users

essential user journeys. .

Detectors &”
S5LOs

Dashboards

Q Search.. Metric Finder
]
User T Session Start .J. Session Replay T Platform 1 Man:;:;gn:
207..327 9/18/25,1:05 PM > Replay Windows Chrome v 6%
50 user
62d..5e9 9/17/25,1:18 PM > Replay Mac OS X Chrome

Use filtered sessions to replay and analyze
significant drop-offs and determine their
causes.
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Building your Observability Practice with Splunk

...business performance & insights

~

Traditional

Infrastructure

Monitoring

Unified Observability Experience

Network
Observability

Application
Security

Digital
Experience
Monitoring

Environments

Al for Observability

\g

Splunk Platform

~

Observability for Al

Event Intelligence

© 2025 Cisco and/or its affiliates. All rights reserved.

Cloud native
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Contextualized data to
understand your business

..digital business insights

 From executive dashboards to the line of code
 Curated journeys for critical business processes
 KPIl-based monitoring to improve service health
 Track unlimited custom metrics without penalties

 Gain complete understanding across every
environment

 Al-powered detection & investigation of business
impacting issues

il
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Business Service ’
Intelligence

KPI-driven, predictive analytics
solution for digital services

D8

99 89* 99

e Complete business visibility
e Intelligent incident management

e Machine learning & predictive analytics

100 100 99

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2546
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Complete Business
Visibility

» Protect business performance, monitor

service health, and drill down into underlying

infrastructure, all from one dashboard

* |dentify a problem, isolate domain, understand
impact radius, accelerate root cause analysis

-

-

“Is the end user experiencing slow
application page load due to network
latency or a code issue?”

~

/

© 2025 Cisco and/or its affiliates. All rights reserved.

b8l Application Response Times

MAA \. 516878 ms

BRKOBS-2546

il
CIsco

Cisco Confidential



Building your Observability Practice with Splunk

Embedded AlI|ML & AlOps

/ Unified Observability Experience \

Digital
Experience
Monitoring

Business
Insights

Infrastructure Network Application

Monitoring Observability Security

Cloud native
environments

Traditional
Environments

Splunk Platform

Event Intelligence

\g
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Al is rewriting the rules

Apps can now be written Al agents perform basic Al apps require
with little human troubleshooting and new forms
involvement fixes autonomously of telemetry

© 2025 Cisco and/or its affiliates. All rights reserved.




Al Assistant In
Observability Cloud

Top Error Sources

The errors are associated with various tags, but

some notable observatio nclud

HTTP Status Code: A large number of e
(1666) are ed with HTTP status

2 E code 401, indicating unauthorized requests.

hour. Here are the key Error Message: The error message "Invalid
request" is common across the errors,
suggesting issues with the requests being

« Surface key insights by chatting with your o Y 2or et o ek e

Service Endpoint: The errors are specifically

data o tied to the

grpc.hipstershop.PaymentService/Charge
endpoint

« Accelerate investigations and day-to-day S e
monitoring taSkS be the specific ance

 Get context and support as you
troubleshoot

\ -
|
-
-

il
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2546 CIsco

Cisco Confidential



Easily extract insights & accelerate investigations using
natural language

s ® 0

——
Faster and simplified Al insights across your Higher productivity
investigations to reduce stack for better decision and flattened learning

downtime making curve



Observability Al has evolved...

Fix and prevent
with Al agents

Again

© 2025 Cisco and/or its affiliates. All rights re:
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Observe Al agents SMligel a_b ty
. and show business
and infrastructure .
impact
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Introducing agentic observability

¢

Unified observability
that surfaces business
impact

Instrument and monitor three-
tier and microservices
environments in one solution,
with deeper business context.

© 2025 Cisco and/or its affiliates. All rights reserved.

Fix & prevent problems
using Al agents

Agentic Al to assist setup, and
detect, identify root causes and
fix problems before they turn
into business-impacting
incidents.

BRKOBS-2546

Observe Al agents &
infrastructure

Monitor the health, performance,
quality, and cost of the entire Al
application stack, including
agents, LLMs, and Al
infrastructure.

]
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Minimize & prevent incidents with agentic Al

...agents deployed across every stage of the incident response lifecycle

Readiness Incident Detection Prioritization RCA & Response Remediation Analysis

O O O O O

4 N . N/ . N/
Al Detection Agents Al Troubleshooting Agents Al Remediation
Al Agents . - - -
for Ig est gero. anflgI aujcomated elBasteleln Al-directed troubleshooting to find Agents
g o RrecictieiEii Root Causes and surface business
& Setup e« Smart alert correlation and and end user impact Automated / Human-in-
\ / \ summarization j K J \ loop Remediation J
Al-Native User Experience
« Chat-based Al Assistant for easy, interactive insights [Available Now]
. Dynamic, collaborative user interface with Al Canvas, and embedded in-product Al experiences
« Observability MCP servers and Slack / Teams Al agents to unlock observability in the developer / SRE workflows

\ j ]

© 2025 Cisco and/or its affiliates. All rights reserved. . . BRKOBS-2546 cisco
k
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Observe Al agents

Ensure the quality, accuracy, and
security of LLMs and agentic apps
to minimize bias, inaccuracies,
hallucinations, and costs and
performance risks

© 2025 Cisco and/or its affiliates. All rights reserved.
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27 / 27 Spans Loaded

auto-prompter: G

auto-prompter:

auto-prompter:
prompt-handl;
<> prompt-handier:
prompt-handler:
43-‘ prompt-handier:

prompt-handler:

»." prompt-handler:
prompt-handler:

prompt-handler: SELE

prompt-handl|

<::-\ prompt-handler:

prompt-handler:

(_’_}- prompt-handler: openaich

11435

i1
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Ray Cluster

RAY CLUSTERS RAY CLUSTER RAY NODES RAY NODE

O b S e rv e AI Overrides: ~ Cluster (Session) Filter Oy

#ActiveRayclu... [l - #Workernodes ... [l - Total allocated resources | 30s AR Jal

All Clusters

iInfrastructure

Monitor the health and consumption

of GPUs, vector databases,

orchestration frameworks & agent R S —
o N—

platforms to control costs & ensure
reliability :

Pendingnodesb... [ - Total CPU core usage | 30s R CPU Utilization (by Node)  30s

L

il
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Building your Observability Practice with Splunk

Embedded AlI|ML & AlOps

/ Unified Observability Experience \

Digital
Experience
Monitoring

Business
Insights

Infrastructure Network Application

Monitoring Observability Security

Cloud native
environments

Traditional
Environments

Splunk Platform

Al for Observability Observability for Al

\g
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Intelligent Incident
Management

* Accelerate MTTR using real-time event
correlation, automated incident
prioritization, and integrations with IT
service management (ITSM) tools

» Group related alerts from network
devices, system infrastructure, &
applications in cause-symptom
relationship for a single actionable
incident

“Are all the alerts related to slow application
response, database connection timeouts,
page loading time related to packet loss at
network layer?”

L

© 2025 Cisco and/or its affiliates. All rights reserved.

Senvice Analyzerv  EntyOverview  Aletsond Episodes  Glass Tables  Decp Dives
Episode Review #
>

2018 episodes | Last 24 hoursw Add Filter v

Mean Time to Resolve Episodes by Severity

Gminutes

Sortedby @ Time~ |+ Add sub-sor Select

Alarm: TE: Network Layer - Loss : Boutique store - P..
3

Plarm; Business Transaction error rate too high : AD-Tr
e Count: 3 Owe
Al Bk Tran scion 1o ale 00

ashboards»  Configuration >

02/02/2025 08:14:30 AM - 02/0.

Count : 3 Owner ;: Unassigned Severity ; Crltical Status : New

02/02/2025 08:16:32 AM - 0.

lnassinned Severity : Criticel Status : New
I

SC0AM  9COAM 10, Sre: Boutic figh : A Travel 2025 08:14:30 AM - 02/02/2025 08:30:
3

BUSINESS_TRANSACTION:LogacyTi
SetFeb 1 o
s

Alarm: TE: Network Layer - Loss : Boutique store

Count : 3 wner : Unassigned Severity : Ciitical Status : New

02/02/2025 08:14:30 AM - 02/02

Sorted by D & 3 count:3 Owner : Unassigned Severity : Critic Status : Now

Src: Boutique store - HTTP Server Test..  02/02/2025 08:14:30 AM - 02/02/2025 0:

Count Titie

Count: 3 Owner : Unassigned Severity : Critia Status : New

3 Alarm: TE: Nef

Alarm; TE: Network Layer - Loss : Boutique store
L0ad:636769| 3

02/02/2025 08:14:30 AM - 02/02

Count: 3 Owner : Unassigned Severity : Ciitical Status : New

Alarm: Businc
BUSINESS.

Alarm: TE: Network Layer - Loss : Boutique store .. 02/02/2025 08:14:30 AM - 02/02/

Count:3  Owner:Unassigned  Severlty : Critica Status : New

Alarm: Atways Red : AD-Ecommerce : APPLICA..  02/02/2025 08:16:33 AM - 02/02120.
Count: 4 Owner : Unassigned Severity : Critcal $tatus : New

Src Boutique store 6085748 02/02/2025 03:14:30 AM - 02/02/2025 08:30:00 AM

Src: Boutique| 4

Count: 4 Owner : Unassigned Severity ; Gritical ‘Status : New

Sre: Boutique stere - AP:6430308  02/02/2025 08:14:30 AM - 02/02/2025 08:30:00 AM

Count: 3 Owner : Unassigned Severity : Critica Status : New

Alarr: TE: Network Layer - Loss : Boutique store - HT

02/02/2025 08:14:30 AM - 02

Count: 3 Owner : Unassigned Severity : Critcal Status : New

TestEntitylookup  02/02/2025 08:23:40 AM - 02/02/2025 08:29:56 AM
Count : 10000 Owner : Unassigned Severity : Low Status : New

Alert Group: acme corporete intra..  02/02/2025 04:58:17 AM - 02/02/2025 08:29:00
Count: 470 Owner : Unassignee Severity : Normal Status : New

Alert Group: Buttercup Digital - Author...  02/02/2025 07.09.00 AM - 02/02/2025 08:2.

Count: 32 Owner: Unassigned  Severity

High Status : New D.

Alert Group: splun_tshirt_comp...  02/02/2025 05:01:0 AM - 02/02/2025 08:28:00

Count; 47¢ Owner : Unassignec Severity : Medium Status : New

Alert Group: Buttercup Store  02/02/2025 08:14:00 AM - 02/02/2025 08:29:00 AM

Count : 31 ©Owner : Unassigned Severity:

High Status : New

Alert Group: vmware  02/02/2025 05:04:00 AM - 02/02/2025 08:28:00 AM

Search @ IT Service Intelligence

Share Save as save
Edit Dashboard fide Dashboard

Episodes Acknowledged Mean Time to Acknowledged

0 ° 0 o %
No search results returned

Acknowledg W Critic Unassigned» | | Actions =

Alarm: TE: Network Layer - Loss : Boutique store - Page Load:6367696 : Per-Entity KPI

0210212025 08:14:30 AM - 02/02/2025 08:30:00 AM

“TE: Network Layer*"Lass" changed to CRITICAL (3157834736842108) for Boutique store - Page Load:6367696 at 4:24 PM UTC on 02/02/2025
Notable Event Count: 3 Aggregation Policy: Episodes by Alarm (2

Impact Events Timeline Common Fields Similar Episodes Comments Activity AllEvents Instructions Dashboard

Al tiekets Reference Links
Nene None
Impacted Services Analyze in Deep Divel2 Service Topology View Full Topology 2

.
Foeus:| TE: Network Layer~

TE: Network Layer

0
—n

Impacted KPls

Impacted entities (D

« Bouligue store - Page Load:6367696 2 - | Crilical - An alert was triiggered because the current risk level for this episode (50) has risen above the
upperbound (0) at 2/2/2025 830:00 AM

+ Boutique store - Page Loadi6367696 2 - | Normal - "TE: Network Loyer':"Loss" chenged to NORMAL (0} for *Boutique store - Poge Loed:6367696" ot

02/02/2025 16:29:30 at 2/2/2025 8:29:30 AM
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Predictive Incident
Prevention

e Detect anomalies in KPI trends
over time to identify a non-normal
behavior using dynamic baselines

* Predict an incident 30 mins in
advance via predictive service
health analytics

“Is there a possible outage about
to happen in the data center given
the downwards trend of network
throughout?”

© 2025 Cisco and/or its affiliates. All rights reserved.

Past Versus Predicted KPI Values
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Prescriptive Guidance
with Al/ML

* ML-Assisted Thresholds for OOTB guided
approach to
set up and identify anomalies on KPIs

 Drift Detection to proactively detect long trending
anomalies
as signals of performance degradation

» Configuration Assistant to signal when to
optimize thresholds

» Ability to automate training and saving of ML-
Assisted thresholds

4 Recommendation based thresholds for

network performance monitoring; proactive

% period of time

ITSI Configuration Assistant

@) 1T service Intelligence

Advanced ITSI Configurations

Gain insights and troubleshoot configuration issues in your ITSI environment

Time range | Last 14 days =

Service configuration

21 with configuration issues

108 total services

Configuration maintenance

KPI configuration issues
Threshold tuning needed
Missing data

Skipped searches

Falled searches

Insights

KPIs by threshold type

Display options =

Needs review KPI configuration A Requires immediate attention Entity configuration

Current Changes Normal 99% Medium 1% |l High<1% i Critical <1%

| |
et 23 Wed Oct 24 Thu Ot 25 Fr

Ins:
nsp Splunk Al summary Base configuration Threshold levels Alert rules

3 Recommendations from Splunk Al Oct 30 2024, 09:29 AM

Thresholding type
Adaptive thresholding with a 14 day analysis window using the standard dewiation algorithm. This setting automatically adjust threshold values by analyzing
historical KPI behavior, and the algorithm method calculates threshold values that fit your data's behavior

Outlier exclusion is active using interquartile range (IQR)

Qutlier exclusion defines data points to exclude from adaptive threshold calculations to avoid data skews.

Weekly seasonality, offset=7h recommended with high confidence (confidence score = 91.70%)

This setting describes your data's patterns and are reflected in the recommendation.
Time policies
Policy title Base severity Threshold levels

Default MNormal

18:00 (+1 hour): Sun (UTC-07-00) M Critical W High -3370 Medium -2.890 Normal -2.410 Medium 2.420

Il High 2.90c | Critical 3.380

19:00 (+1 hour): Sun (UTC-07:00) W Critical W High-3.29 Medium -2.820 Normal -2.350 Medium 2.360

alerting for slow latency increase over a long

© 2025 Cisco and/or its affiliates. All rights reserved.
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End-to-end Al-driven
Incident Management

* Incident Creation - Event iQ correlates alerts
into actionable episodes that update
dynamically as the situation develops:

* Automated and tunable alert grouping policy
generation incl. field prioritization

» Ability for extract important values from alert
data with ML-based tagging

(" )
Automated alert grouping for domains

across networks, infrastructure, and

applications
\_ J

© 2025 Cisco and/or its affiliates. All rights reserved.

ITSI Configuration Assistant

) 1T Service Imelligence

Advanced ITSI Configurations

Gain insights and troubleshoot configuration issues in your ITSI environment

Time range | Last 14 days =

Service configuration

21 with configuration issues

108 total services

Configuration maintenance

KPI configuration issues
Threshold tuning needed
Missing data

Skipped searches

Falled searches

Insights

KPIs by threshold type

Needs review KPI configuration

3 Recommendations from Splunk Al Oct 30 2024, 09:29 AM

A Requires immediate attention Entity configuration O No action needed

Current Changes Normal 99% Medium 1% |l High<1% i Critical <1%

|
23 Wed Oct 24 Thu

Splunk Al summary Base configuration Threshold levels

Were these recommendations helpful?

Thresholding type
Adaptive thresholding with a 14 day analysis window using the standard deviation algorithm. This setting automatically adjust threshold values by analyzing

historical KPI behavior, and the algorithm method calculates threshold values that fit your data's behavior

Outlier exclusion is active using interquartile range (IQR)

Qutlier exclusion defines data points to exclude from adaptive threshold calculations to avoid data skews.

Weekly seasonality, offset=7h recommended with high confidence (confidence score = 91.70%)

This setting describes your data's patterns and are reflected in the recommendation.
Time policies
Policy title Base severity Threshold levels
Default MNormal

18:00 (+1 hour): Sun (UTC-07-00) M Critical W High -3370 Medium -2.890 Normal -2 410 Medium 2.420

Il High 2.90c | Critical 3.380

19:00 (+1 hour): Sun (UTC-07:00) M Critical W High-3.29 Medium -2.820 Normal -2.350 Medium 2.360

BRKOBS-2546

il
CIsco

Cisco Confidential



Fix & prevent problems
using Al agents

Al-generated RCA in-context,
to reduce MTTI

Al-directed alert correlation
and summarization to reduce
alert noise

Al agents to prevent problems
by optimizing data collection
and alert configuration

Al agents to automate every
stage of the incident response
lifecycle

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk>  splunk Observability Cloud

websocket-service - t-shirt store

nt ID: Fd5sui9A0AM

v < Summary of incident history

* Evidence timeline " Root cause analysis

21 Sep 2025 3:

Q + 0 ® & | Rﬁen(eecrncorpv
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Al Troubleshooting

snowed websocket-service pods were Fe,
splunk>  splunk Observability Cloug: ® &8 | Reten

l! <limbed steadily over the prior three days as Webx Initech Corp
g e n tS incidents overvieyraCCUMulate until the process exhausted memory and cra ()
webse” A i
wemin remediation applied
3:45 AM — Remediation agent executed a rolling restart of the affecty
NEEDS ATTENTION:

. age . s alerted first, followed
The identified merge request must be reviewed and patched to perman *“"** """

ntainer limit.

s cleanly, letting

A¥

¥ Evidence timeline 4 Root cause analysis ** Remediation

FiX issues faster With H 7 @ Alert - Synthetics 21 Sep 2025 3:43:39 AM @ High memory us

3:43:17 AM Checked metrics for web-socket pod, and reg

autom ated RO ot Ca use : S A Entity: cart-service-dd7b95987-44b2v

Ana IySiS Memory usage

Alert - Kubernetes
15 AM

Makes everyone an expert e

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOBS-2546 CiIsco

Cisco Confidential
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Top 5 things to start with

...quick Wins (Easy Wins to Build Momentum)

r

Identify High-Impact
Use Case

e Tie it to real business
impact (e.g. cart
conversion, check-in
failures)

Instrument Golden
Signals

* Latency, Traffic,
Errors, Saturation —
start with one critical
service

r

Centralize
Dashboards

* Bring in key metrics
(infra + app +
network) into a single
pane of glass

Create an Incident
Playbook

* Define roles,
escalation, and
response steps for
one high-priority
incident type

N\
Host a Blameless
Postmortem

* Use observability
data to show what
happened & capture
lessons learned

© 2025 Cisco and/or its affiliates. All rights reserved.
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“Embrace a life of curiosity & never stop
learning”

|||||||||
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

0Q
0@

Earn up to 800 points by
completing all surveys
and climb the Cisco Live
Challenge leaderboard.

~
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
Events app.
Y,
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Continue your education

¢

Visit the Cisco Stand for
related demos

&
(1

Book your one-on-one
Meet the Engineer
meeting

N
[%:I ==
0000 YY)
(mimimim
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ciscolive.com/
on-demand
Y,
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you C1SCO Live |
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