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Enter your personal notes here

Catalyst 9000 Series Switching Family - …

Cisco Webex App

BRKMER-1074

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until 14 November 2025.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKMER-1074



Dashboard Architecture
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https://n7.meraki.com/o/1ZWKRd/manage/organization/

Shard Cluster
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https://n7.meraki.com/o/1ZWKRd/manage/organization/

Shard
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Shard Architecture

n7.meraki.com
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https://n7.meraki.com/o/1ZWKRd/manage/organization/

Cluster
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Built for security and scale
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https://meraki.cisco.com/trust
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Geo Clouds
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Scale
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Today Design Guidance up to 35k Devices

30,000 to 35,000 Devices per org

2000-5000 networks per org

Container

Less than 5000 devices per Network

BRKMER-1074
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Today Design Guidance 60k+ devices

Less than 5000 devices per Network

2000-5000 networks per org

North/APJC/Business Function South/EMEA/Business Function West/USA/Business Function

API Automation

Enterprise Agreement

Global View Dashboard

60,000+ devices
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Global Overview

BRKMER-1074



© 2025 Cisco and/or its affiliates. All rights reserved.

Global Overview

Organisation 1 Organisation 2 Organisation 3

Shard 1 Shard 2

BRKMER-1074



© 2025 Cisco and/or its affiliates. All rights reserved.

Global Overview

Organisation 1 Organisation 2 Organisation 3

Shard 1 Shard 2

Catalyst Centre
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Future Scaling

Shards

All services 
residing on the 

same server

Elastic Shards

Remove single-server 
bottleneck for sharded 

services

E.g. Grabbers and 
Aggregators
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Connectivity
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Wireless Switching Security and 

SD-WAN

SensorsSmart 

Cameras

Cellular 

Gateways

Meraki

Cisco

MR MS MX MG MV MT

CW C9300/9200/9500 8455-G2-MX 9800 WLC

What can we connect?
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The old way (mtunnel)

Meraki Devices Shard

F
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w
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ll

www

Mtunnel serviceMtunnel service

Pro: 
Secure and audited
Con: 
Non-standard port
Doesn’t scale independently of shards

BRKMER-1074



© 2025 Cisco and/or its affiliates. All rights reserved.

Nodes

Scaling Device Connectivity
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Nextunnel
Node Server

Nextunnel
Node Server

Nextunnel
Node Server

Nextunnel
Shard Server

Nextunnel
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Kubernetes

Node/Shard Discovery Protocol

Shards
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Why is understanding 
nextunnel so important?



What can we connect
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1st Gen Software Architecture - App to Cloud

M

Meraki Application
Container

IOS XE

Nextunnel
(TLS Port 443)

45

M

Nextunnel
(TLS Port 443)

IOS XE

Config updater
Nextunnel 
manager

UAC
Local Status 

Page

9200/L/CX 9500 9400/9600 Catalyst IE9300/L/X

Cloud Management 

Transformation
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Technical Prerequisites

• Enable IP Routing, aaa-new model, DNS, NTP and Internet connectivity on the device

• Connectivity must be via a front-panel port (not mgmt. interface) and be in the default VRF

• Catalyst switches running IOS XE version 17.15.3 and above.

• Switches require an active DNA Essentials or Advantage license

Supported Hardware Models

• Cloud management with device configuration is supported on the following switch models, including stacks:

• Catalyst 9200 series switches (including 9200L and 9200CX models).

• Catalyst 9300 series switches (including 9300L, 9300LM, 9300X models).

• Catalyst 9500 series switches (EFT starting coming soon)

Links: 
Overview https://documentation.meraki.com/MS/Cloud-Native_IOS_XE/Cloud-Native_IOS_XE_Overview#Configuration:_Device
Onboarding Process https://documentation.meraki.com/MS/Cloud-Native_IOS_XE/Connect_Hybrid_Operating_Mode_Catalyst_Switch_to_Dashboard

Switch/WLC

BRKMER-1074

https://documentation.meraki.com/MS/Cloud-Native_IOS_XE/Connect_Hybrid_Operating_Mode_Catalyst_Switch_to_Dashboard
https://documentation.meraki.com/MS/Cloud-Native_IOS_XE/Connect_Hybrid_Operating_Mode_Catalyst_Switch_to_Dashboard
https://documentation.meraki.com/MS/Cloud-Native_IOS_XE/Connect_Hybrid_Operating_Mode_Catalyst_Switch_to_Dashboard
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Onboarding Demo
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Demo
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“Anything that can go wrong will 
go wrong”

Murphy’s Law

BRKMER-1074
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Let’s talk about Planes
What is Network Cloud Management? 

DATA

Control

STP  LCAP

   OSPF  BGP

Management  

SSH SNMP

  Syslog

      NetFlow

BRKMER-1074
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What happens if my network 
loses connectivity to the Meraki 

Cloud?

Your network continues

to operate*

BRKMER-1074



Advanced Capability and 
Visibility
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Tips and Tricks
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Firmware

BRKMER-1074

• Organised into Stable > SRC > Beta

• All releases are fully Supported by Meraki 
Support

• Release Notes for each version

• Central management means issues can be 
detected early

• One version per network

• Set an upgrade window for each network
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Support

BRKMER-1074

• Global Support 24 x 7

• Log a case directly from dashboard 

• (24 hour SLA)

• Call in for urgent support

• (Instant troubleshooting)
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Tags

BRKMER-1074

• Start with Tag’s 

• Tag Uses

• Reporting

• Configuration

• Upgrades
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Global Status Page
Out of band system for Meraki outage notifications
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Privacy, Compliance and Data Retention

BRKMER-1074

• Useful Links

• Meraki.com/trust

• https://documentation.meraki.com/General_Administrati
on/Privacy_and_Security/Dashboard_Data_Availability

https://documentation.meraki.com/General_Administration/Privacy_and_Security/Dashboard_Data_Availability
https://documentation.meraki.com/General_Administration/Privacy_and_Security/Dashboard_Data_Availability
https://documentation.meraki.com/General_Administration/Privacy_and_Security/Dashboard_Data_Availability
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Early Access Page
Access to new features
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Configuration Templates

BRKMER-1074

• Templates are useful for large scale

• Gotcha’s

• Single firmware upgrade

• Specific overrides only

• No nesting of templates

• New dashboard features lag
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Integrations and Marketplace
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Network Wide > General

• Set Time, Traffic Analytics and Firmware Preference

BRKMER-1074
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Staged Upgrades (Switching)

BRKMER-1074
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Local Status Page

• ‘Console’ for Cloud Managed devices

• Web ONLY

• Local Device Status Page

• Remote Device Status Page

• Same Page different ways to access it 

• No Device Status Page for MT, or MV

 

Not status.meraki.com

BRKMER-1074

BRKMER-1074

https://status.meraki.com/
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Cloud Native IOS XE Device Status Page
New Device Status Page GUI
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Roadmap

BRKMER-1074

• Extended device support

• Routers

• Industrial

• Modular Chassis Platforms

• Cloud Fabric

• Access Manager
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Cisco + 
Meraki
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKMER-1074
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKMER-1074

Contact me at: Insert preferred comms method

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you

Session ID: BRKMER-1074
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