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ChatGPT

To manage a cyber attack, the option is to modify B and D
rather than reduce A. This aligns with common

. N cybersecurity best practices were modifying or
Reduce InPUt A manua"y and cut strengthening specific controls or configurations (such as
down external connections_ network segmentation, access policies, or security group

settings) is more effective than simply reducing a
parameter A without context.
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Agenda The Threat Landscape
Why an OT Assessment?
Assessment Workflow
Lessons learnt from the field

The future of Industrial
Security

ol [N
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OT Cybersecurity Threats have escalated dramatically

Adversaries present target awareness

2 © g &

Lower Entry Barriers Diverse Threat Actors Ransomware Surge Manufacturing Focus

Adversaries demonstrate State-sponsored groups, Ransomware Attacks against Manufacturing remains top
growing awareness of OT as cyber criminals and industrial organizations have target.
an effective attack vectors hacktivists target industrial increased 87% Year on Year

operations.

]
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Japan's Ransomware Surge:

68 Incidents Target Critical Infrastructure in 2025

N\ 7 N\ N\ 7 )
Dramatic Incident Manufacturing Sector SME Primary Targets Qilin Emerges Leader
Increase Dominance
Organizations with Qilin ransomware group
Japan experienced 68 Manufacturing sector capital under 1 billion emerged as most active
ransomware cases experienced highest yen made up 69% of all with eight confirmed
during first half 2025, number of incidents at cases. victim organizations.
representing 1.4-fold 18.2% of total cases.
increase.
NG N\ NG J
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UAT-5918

APT Targeting Taiwan's Critical Infrastructure

N\ [ N\ )
Talos assesses with high UAT-5918 deploys web shells UAT-5918's tooling and TTPs
confidence that UAT-5918 is an across discovered sub-domains overlap substantially with several
advanced persistent threat group and internet-accessible servers to APT groups including Volt
targeting entities in Taiwan. open multiple entry points. Typhoon and Flax Typhoon.

/L J O\ J
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Typical issues found in industrial networks

Unauthorized remote access by third parties
OT network fully connected to IT  Default credentials to log into systems

Security Patches not installed Unknown devices

Flat/Unsegmented Networks Bad Firewall or Switch configuration
Firmware uploaded over FTP without Signature

Unnecessary network communications

Decommissioned assets still connected IPv6 traffic in IPv4 networks
Devices in the wrong VLAN
Program Upload over VPN during the night

CCCCC



Intensifying Regulatory and Compliance Pressures on Critical
Infrastructure

Global and Regional Standards Tighten
* NIST 800-82, IEC 62443, NERC CIP, EU NIS2 now mandate higher OT security

Transportation & Utilities Rules
« TSA directives drive security upgrades for pipelines, rail, aviation

Sector-Specific Compliance
* FDA rules in healthcare, CFATS for chemical plants

Compliance as Investment Driver
» Regulation spurs layered defences, segmentation, ZTNA adoption

Harmonization Trends
« Governments, ISA, NIST work to unify resilience frameworks

ol I 1l I h
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Prerequisites to implementing ISA/IEC 62443

» OT Security Assessment based on IEC 62443-3-2 to understand:
« What to protect (System under Consideration)
« The right security level to achieved (Target-SL)
* Where information flows
 How systems and devices interact

» Group assets that share common security requirements into zones & conduits

« Asset owner’s policies & procedures

» Determine the Target Security Level

]
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ISA/IEC 62443 Zones and Conduits

(90
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Network § Enterprise ;

Infrastructure,
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Enterprise ? Firewall ?
DMZ N wU
Managed
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\ Patch Management Oog\b System (MES)
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Field Devices

Local
@ S E
HMI
- B (Tegacy/Fieidbus | L

Field Devices
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« Zone: Collection of entities that represent a
partitioning of a System under Consideration
(SUC)

» Conduit: connecting a zone with another zone
or with the outside that share common
security requirements
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Step 1&2 in NIS2 Customer journey

Step 2

Identify the NIS2 gaps
and impact

Step 1

Assessment of current
state and gaps to future
state

© 2025 Cisco and/or its affiliates. All rights reserved.

Step 3

Step 4

Build transformation plan
and governance program
for NIS2

Stakeholder alignment on

outcomes and priority

BRKIOT-2073

Step 5

Execution of
transformation program

Step 6

Continuous monitoring

effectiveness

implemented security

controls
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You cannot secure what you don’t know

Most customers don’t have
accurate asset inventory

55% have no or low confidence that they
know all devices in their network

© 2025 Cisco and/or its affiliates. All rights reserved.
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PSS

%05t
Blind to what their assets are

communicating with

ICS equipment deployed over the years
without strict security policies
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Cisco Cyber Vision

Visibility & Security Platform for the Industrial loT

ot @

Visibility Security Posture Operational Insights
OT asset inventory Device vulnerabilities Track process/device modifications
Communication patterns Risk scoring Record control system events

Context and insights that are foundational to building reliable and secure OT networks

]
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Cisco Cyber Vision: Unique 2-Tier Architecture

OT Visibility that can be deployed at scale

OT Assets

Cisco industrial : el N
switches or routers

° Lightweight Metadata «: [FE B I
_____ oo > 10 ntegrations
N o l *

| 0® — - ’ 7 SIEM, XDR, NAC, Firewall, CMDB, etc.

|

Cyber Vision Sensor Cyber Vision Center v' OT asset profiles in IT security tools
v" OT context and events in SOC

v Software em_bedded into v" Centralize analytics and data storage v Native integrations and specific apps
network equipment v Detailed OT asset inventory and

v' Comprehensive APIs for custom

v’ Passive discovery via DPI communications maps integrations
v' Safe active queries of assets v Security posture and detection
v Decodes application flows v Reporting

OT visibility sensors embedded into network equipment sees more and is easier to scale

]
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The Cyber Vision Workflow

OT Assessment
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Step1. “See what you have”
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Comprehensive asset inventory

2lldata”

May 29, 2018 3:16:34 PM - Jun 20, 2019 4:16:34 PM (1y 22d

66 Components

Component

&) Dell
192.168.105.241

B 149.178.42.70

B 232.102.116.118

B AMERE
B 10.16.116.254

B SIMATIC 300(1)

B 10806

B Ows1

BB 239.192.24.4

[B) Hirschmann
192.168.1.254

[+ Fisher 10.4.0.14

[ WIOC-1F903A

B ff02::1:fffb:3b4b

=) M151-3PN
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Group

Maintenance

Station

CentumVP

Emerson Pro

Emersan Pro

Manuf 1O

®LIVE

First activity

Apré, 2017 10:59:14 PM

Oct5,2017 6:03:16 PM

Apr 4, 2017 10:58:44 PM

Apr 6, 2017 10:58:58 PM

Apr 6, 2017 10:58:44 PM

Apré, 2017 11:2%9:22 PM

Apré, 2017 10:58:45 PM

Apré, 2017 10:58:45 PM

Oct 5,2017 6:03:14 PM

Oct 5, 2017 6:03:14 PM

Apr 6, 2017 10:58:44 PM

Apré, 2017 10:58:45FM

Apré, 2017 10:5%9:14 PM

Apré, 2017 11:29:22 PM

a

Last activity
Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

@ Explore / Alldata

P MAC

- 34:17:eb:d1:c9:97

- 2c:6b:f5:62:27:80

- 01:00:5e6c:74:76

- 00:24:9b:08:43:6f

- 00:22:e5:21:02:86

192.168.0.1

00:0e:5c:84:5b:ab

- 84:81:6%:21:a7:9b

23%.192.24.4 01:00:5e:40:15:04

192.168.1.254

ec:74:ba:03:98:6b

10.4.0.14 00:22:e5:1f:9a:54

10.5.0.22

00:22:e5:1:90:18

33:33:ff:fb:3b:4b

192.168.0.2 08:00:06:6b:f6:16
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Component list +

Tags Flows

Read Var, & Write Var ,

Engineering Station , Remote access

MS Server, 49 PublicIP 38

# Multicast, 4 PublicIP 3
windows 7
Read Var, Write Var ,

44

Wireless 10 Medule , Deltaw
Read Var, @ PLC 25
Read Var, # DNS Server , 4 Time Server ,

16099
Windows , ' Deltav
Read Var, & WriteVar, Mindows ,

16071
DeltaV

# Multicast, 4 PublicIP 17
Time Server 4
Read Var, @ Write Var 35
Read Var, @ WriteVar, © DeltaV 41

# Multicast, 4 PublicIp 2
10 Module [}

Vuln

War

225

113

28

Vendor

Dell Inc.

Juniper Networks

Action Star Enterprise
Co., Ltd.

Siemens AGA&D ET

Dell Inc.

Hirschmann
Automation and Control
GmbH

Fisher-Rosemount
Systems Inc.

Fisher-Rosemount
Systems Inc.

IPvé Multicast

SIEMENS AG

0s

Windows 7 or

Windows Server

2008
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Detailed information on assets

alnln v v / Devicelist ¥ v
dhiy @ Explore All data Device list ®
d Device §
All —_— PLC':‘ bt First activity Tags A 4 (£ 42 ® 10 =
3 Sep 10,2020 3:36:37 PM i il
Basic ; P # Controller, * Rockwell Automation Activities Events Vulnerabilities
Munich
) Last activity
1P: 192.168.249.50 2 29, 2029 2:00:01 AM Activity tags
B Descrip MAC:f4:54:33:91:ch:ee # Start CPU, # Stop CPU, # Diagnostics,
Aldey © Read Var, € Write Var, @ Low Yolume,
presets ~
CIP-10, * EthernetlP, © Umas (hide]
defined
accurats
! (@ Basics © Riskscore @ Security A Activity & Automation
Active b
Activell Froperties Components Tags

Insights on risks, vulnerabilities,
communications, variables, etc. Properties characteristics, activities,
Normalized Properties Other Properties and threats

Tags to easily understand

fw-version:31.11, 31.011 enip-cpuname: SecDemo_LinePLC

ip:192.168.249.50 enip-devicetype: ProgrammableLogicController, GeneralPurposeDiscreteI0
mac: f4:54:33:91: ch:ee eniplocation: Endpoint, Portl-Link@®, Portl-Link@1l

model-ref: 8x99, @0x474, 1769-L16ER/B LOGIX5316ER enip-name: 1769-L16ER/B LOGIX5316ER, 24VDC 16PT INPUT & 16PT OUTPUT
name: 1769-L16ER/B LOGIX5316ER, SecDemo_LinePLC, 24VDC 16PT INPUT & 16PT enip-productcode: @x99, @x474

OUTPUT (Portl-Link@1)
enip-serial: 60000608, 68771949

public-ip: no

enip-status: Owned, AtLeastOneI0ConnectionInRunMode, NoIOConnectionsEstablished,
serial-number: 68771949, 00000000 AtLeastOneIOConnectionInRunMode,MinorRecoverableFault,ReservedBits12-15:0x3
vendor-name: Rockwell Automation enip-value: RA-ProgramName

Asset C h a ra Cte ri Sti CS , Ve rS i O n enip-vendor: Rockwe 1l Automation/Allen-Bradley

enipversion: 31,11, 31.011

a nd netWO rk Config u ratio n name-enip: 1769-L16ER/B LOGIX5316ER, SecDemo_LinePLC, 24VDC 16PT INPUT & 16PT

OUTPUT (Portl-Linke1)

name-vendorip: Rockwell 192.168.249.58

vendor:Rockwell Automation

ContrOI IOgIC prOpertieS 4 Components

Component First activity Last activity P MAC Tags Vulnerabilities = Flows  VLANID Sensor

Sep 10,2020 Jan 19,2022

| 1769-L16ER/B LOGIX5316ER () 192.168.249.50  f4:54:33:91:cbree 4 Controller 10 ~10 -
3:36:38 PM 2:00:01AM
. Sep 10,2020 Jan 19,2022

) SecDemo_LinePLC © 192.168.249.50  f4:54:33:9Lichiee 4 Controller 10 ~10 -
. 3:36:41PM 2:00:01 AM
I aCk Slot CO I ponent detal IS [ 24vDC 16PTINPUT & 16PT @ Sep 10,2020 Jan 19,2022

. 192.168.249.50  4:54:33:9Licbree 0 ~10 -
OUTPUT (Port1-Link01) 3:36:41PM 2:00:01AM

Sep 10,2020 Jan 19,2022 # Controller,
769-L16ER/B LOGIX5316ER © 192.168.249.50  4:54:33:9 Licbee 10 ~20 -
5 3:36:37 PM 2:00:01AM Rockwell Automation

]
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Operational insights for OT teams

Component o . Minimap
P

[ | SIMATIC 300(1) S .

i -| 1‘ ‘ 5 m[;éi‘i;mﬁh:aé B ppre.201711:29220M v LEGEND

Manuf IO Manuf - Scada & HMI

# ReadVar, © PLC

El Add to group [ﬂ—l Create group E May 26,2019 12:21:13 i havior .. \ ..
AM SIEMENS%
STATION-WINCC SENTRYO-XP-1
ISIEMENS.
{ar Basics @ Security A Activity # Automation - "s/ge,mg‘gﬂ;ao 10

Properties Tags

Properties

e Siemens AG AGD ET Bootloaderref: Boot Loader

e-CPU 315-2 PN/DP or-Slemens AG AZD ET = SENTRYO-SIMATIGProfinet DCP Multicast 0:0:0 10.45.1.255
F sicn:V 2.5.8 ©BES7 315-2EH13-8ABO &
H 57-Rack:
: e Variables accesses 13
MNumber:S C-V1R583472887
Name: STMATIC 388(1) 7-Hwver:3 [I] 20/ page
p:192.168.0.1 = SIMATIC 308(1) Variable Types Accessed by First access Last access
Fuimleine ResIATIC 3% >M20 READ 2 components (2 accesses) Apr 6,2017 11:29:22 PM May 26,2019 12:21:23 AM
Vac88:0e:80:84:50:36 vM21 READ 2 components (2 accessas) Apr6,2017 11:29:22 PM May 26,2019 12:21:23 AM
READ Siemens 192.168.0.10 Apr6,2017 11:29:22 PM May 26,2019 12:21:23 AM
READ SENTRYO-XP-1 Apr6,2017 11:29:22 PM May 26,2019 12:21:23 AM
57-Moduleref: 6ES7 315-2EH13-8ABO > M8.0 READ 2 components (2 accesses) Apré,2017 11:29:22 PM May 26,2019 12:21:23 AM
S7-M n2:CPU 315-2 PN/DP >M81 READ 2 components [2 accesses) Apr6,2017 11:29:22 PM May 26,2019 12:21:23 AM
s rv 2.5.e >Ma.2 READ 2 components (2 accesses) Apr 6,2017 11:29:22 PM May 26,2019 12:21:23 AM

]
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Operational insights for security analysts

Flows
E] 40

From Source Port To Destination Port First activity Last activity Tags Packets Bytes

[=) Siemens 192.168.105.120 102 ;{‘CJ 49158 Aug 20,2018 6:34:42PM  May 26,2019 12:21:13AM 0 oB

@rct 102 Ee R 1613 Apr 46,2017 10:59:13 PM 13AM m Upload, 4 Start CPU PU, @ ReadVar, @ WriteVar .1+ 0 0B

Brcs 102 ;L‘CJ 49159 Aug 20,2018 6:34:42PM  May 26,2019 12:21:13 AM 0 0B

[ siemens 192.168.105.120 102 Ptl.‘c,l 49158 Apr6,2017 10:59:13PM  May 26,2019 12:21:13AM 0 oB

(=) Siemens 192.168.105.120 0 F:‘DC_I 0 Aug 20,2018 6:34:42PM  May 26,2019 12:21:13AM ARP 0 oB

Brcs [ P:L‘CJ 0 Aug 20,2018 6:34:42PM  May 26,2019 12:21:13AM Arp 0 oB

@ PLc_1 102 E-:‘l" 192.168.105.241 1611 Aug20,20186:34:42PM  May 26,2019 12:21:13AM 4 Program Upload, #Read Var, € WriteVar, ©57Plus 0

@rc 102 EII‘.?ZMBIDE\ZH 1614 Apré,201710:59:13PM  May 26,2019 12:21:13AM @ Read Var, @ Writevar, © S7Plus 0 Content Statistics

@ rct 102 ’DE 192.168.105.241 1612 Aug 20,2018 6:34:42PM  May 26,2019 12:21:13AM  # Read Var, € WriteVar,  S7Plus 0

@rct 102 Dell 192.168.105.241 1614 Aug20,20186:34:42PM  May 26,2019 12:21:13AM & Read Var , # WriteVar, © S7Plus 0 Property

[=) Siemens 192.168.105.150 49162 Ptl‘cil 102 Aug 20,2018 6:34:42PM  May 26,2019 12:21:13AM @ ReadVar, @ WriteVar,  S7Plus 0 emerson-udp-event

[ Siemens 192.168.105.150 49163 P{‘c,l 102 Apr6,2017 10:59:13PM  May 26,2019 12:21:13AM 0 emerson-udp-function

@rct 102 iu:?z.lés.lus‘z:u 1613 Aug20,20186:34:42PM  May 26,2019 12:21:13AM PU, @ Read Var 1+ 0 emerson-udp-function

(=) Siemens 192.168.105.150 0 ;‘L‘c_1 0 Aug20,20186:34:42PM  May 26,2019 12:21:13AM ¢ ARP 0 emerson-udp-var-name

_ & N emerson-udp-var-name

([ PLC 1 0 0 Apr 6,2017 10:59:13PM___May 26,2019 12:21:13 AM ARP 0
emerson-udp-var-scope
emerson-udp-var-scope
emerson-udp-var-value
emerson-udp-var-value
emerson-udp-var-value
emerson-udp-var-value
emerson-udp-var-value
emerson-udp-var-value
emerson-udp-var-value
ipvé-ttl
ipva-ttl

© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073

Value
setvar
KeepAlive
Message
PID1/MODE
PID1/SP
cv
TARGET
49.52
49.97
69.97

70

7041

72

AUTO

128

1]

40 / page

Occurences

40 / page
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(1) )
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@ Explore / Alldata ¥

Detailled communication maps

2d 1h) '@ LIVE
Quality Check
]
o a

May 29, 2018 3:37:54 PM - Jun 20, 2019 4:37:54 PM
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Aggregated activities match ISA/IEC 62443 conduits

Building J

Manuf - Scada & HMI  Manuf - Engineering
Motor Control

il W‘*xmﬂmj

Virtus 12.9680.77
SCADA

Siomona

SIEMENS

SIEMENS

Manuf 10 s

Semens 192.168.0.10

SIEMENS

QA Cell 19

ksl[m ENS

51PN

iemens 1O fram my
0 Robat

EIEMENSMSIEMENS

s 5 swt«mmu
SIEMENS SIEMENS

M pez ok

SIEMENS

Smel?n&m 1023 1021 smifmu
Murraloktennis 6:3d:b1 Piz 0:08:04 Piz 40 ba ol
SIEMENS SIEMENS}—A
Bemecker 10.258.18.30 Semermddmbiee  Semens 11890 Prafiost DCP Mulcast 009

View all asset relationships

© 2025 Cisco and/or its affiliates. All rights reserved.
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Building J
Manuf - Scada & HMmI  Manuf - Engineering

. Motor Control
e [~
[ | ; !

]
e v 'H““
acana
I
| M o
SIEMENS| b
Somen 182 188.0.10

Manuf IO [——

SIEMENS

QA Cell 19 CrrE

PIRRRRRR NN LR R n R n gy [FEMENS SIEMENS
Sow ool &7 300 ol 18 57300 Cul 19
\\ ~ r
\ -~
WV ~
\\ ~ . —
Y ~ Siemens @ from my
3 N A Aut: bot
; ~ uto Robot uto wiobo
Robot Control \\\‘I\-‘nz Safety R
W —
. ! [SIEMENS SIEMENS SIEMENS
\ SICK o
VY (VY iz [z | | =] |
min s I J g Somoon 43001 Sememcbon  Swoen el
e Piz a0BER2 “Pizatbad
"‘ (o) . ”H"" FESTD SIEMENS SIEMENS SIEMENS
pilz| pilz _
“ | | | —— P D T T M L e——r
e T _
Hﬂ SIEMENS SIEMENS}—o

Bormocker 10.238.18.30 Sererzddetice  Semens 11090 Prafinat DOP Mukicast 000

Easily browse through conduits
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Aggregated components match the physical
iInventory

< Controller Rack @ X
1769-L16ER/B LOGIX53... (m)
Focell )
Paint nufrsienrey A high
amn —_— 1P:192.168.249.50 8C t
omponents
BanLe] MAC: f4:54:33:91:cbree P
21 ) ) ) 1
First activity Last activity [1] 2orvme
SIEMENS| E Apr 28,2021 11:48:40 E Apr 28,2021 11:48:46 Component First activity Last activity P maC Tags Vulnerabilities = Flows  VLANID Sensor
AM AM ~
1756-L55/A 1756-M12/A O Oct 11,2019 May 24,2021
. 192.168.0.200 00:00:be:5f:bece # Controller 2 ~10
= DESKTOP|GBIUF LOGIX5555 (Port1-Link00) 11:12:58AM 12:32:45PM
Sensor: - (3 1756-0B16/ADCOUTISOL @ Oct 11,2019 May 24,2021 1921680500 — . o
(Port1-Linko4) 11:12:58AM 12:32:15 PM 48020 0000 be:3fbece
[10) Tags: Controller , = Rockwell Automation ] 1756-1B161/A DCIN ISOL (Port1- (©  Oct 11,2019 May 24,2021 1921480200 0000 be-5h o 10
| Rockwell . _ Link03) 11:12:58 AM 12:32:15PM e
Activity tags: Read Var , # WriteVar , € Low Volume , _
11755-1B161/A DCINISOL (Port1- (@ Oct 11,2019 May 24,2021 192.168.0.200 00.00:be-5fb 0 10
N CIP-I0 ,  EthernetlP Link02) 11:12:58AM 12,3245 PM 1681 :be:Sfibeice
Siemens 192.166.249.55 e -
Risk score: PR See details ] 1756-0B161/ADCOUTISOL (@ Oct 11,2019 May 24,2021 YT e 7 m
(Port1-Link0S) 11:12:58AM 12:32:15PM ’ Hobesthece
Modules: = Rockwell 192.168.249.50 @ N et 11 2010 My 24,2021
[=) ] Rockwell 192.168.249.50 ® 3 SUBSTATION-119-PLCO1™ @ P onatarm 1921680200  0000bc:Sfbece 9 -10
Roclawell Roclawell £ Rockwell 192.168.249.50 ®
. B 1756 ENBTA PorttLinkon @ 0 TH201? May 24,2021 1924680200  0000bc:SFb 9 -10
[ Rockwell 192.168.249.50 © e 11:12:58AM 12:32:15 PM o et
———— — | 24VDC 16PT INPUT & 16PT OUTPUT (P -
————— ——— ort1
A et Rocknell 152,160 249.40 [ ) { g ™ Rockwell 192.168.0.200 O Oct 11,2017 May 26,2021 1921680200 0000:be:5f-bece 0 -10
Link01) 11:12:58AM 12:32:15PM ’

£=1 Rockwell 192.168.249.50 ®
] 1769-L16ER/BLOGIX5316ER © [1] - 20/page
{= secDemo_LinePLC | 1769-L16ER/B

Double-border icons

D Rockwell 192.168.249.50 ©

indicate a device with Easily list the components of a

ip:192.168.249.50

multiple components st device. Click on a component
e Rockuett 190165.260.20, 2440C to view more details
16PT INPUT & 16PT OUTPUT (Portl-

Link®1), 1769-L16ER/B LOGIX5316ER..
.. show more

]
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Step 2. “Make it your own”
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Group assets to define zones and conduits

Jan 1,2020 12:00:00 AM - Nov 19, 2020 3:27:00 PM (10 mths 19d

o
b3
)

(N 3

fujitsu

o o

@ —
(@) (o) e
a o8

@)
S b b FUJiTSu
L 2L AT
o L w \\\\\\\\\

gp i Y ST
a
RTLLL ¢ FUjITSU ¢
Internet GW
Vw0
¢ t.4
‘Ca -

e T
b FujiTsu
Wt ’ G

PSS

(®)

o Rockwell Rack Slot Top 10 Vu

°

Seprmaer

°

Setrater

© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073

]
cisco



“Zones and Conduits” visualization

Easily review your network segmentation by focusing on zone-to-zone communications

© 2025 Cisco and/or its affiliates. All rights reserved.
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asily dive into your data with preset views

Presets

Low volume ol
# Low Volume

Microsoft Windows

stations

Windows Task Scheduler WinRM

Windows Messenger Service
OT Flows )

Network Configuration

DeltaV protocol LonWorks

OT components L]

© 2025 Cisco and/or its affiliates. All rights reserved.

Network quality Asset management

Communications management  Security

Unestablished

Connections

# Unestablished

Microsoft Flows

DNS IT File Transfert

OPC-DA

Remote access

DCE-RPC Remote access

# Remote Admin Server

IT components

Control system int

5

@ Explore / All Presets »

rity Basics

Multicast/Broadcast
traffic only

# Multicast = 4 Broadcast

IPVé
communications

IPvé&

Control System

Engineering Flows

Start CPU Block Download

Operational change

BRKIOT-2073

Massively “3
Connected

Components

IT Infrastructure )
Flows

Printer Management

Time Management Admin

Process Control

Flows

Write Var Read Var

Controllers

PLC

IT Flows

Lotus notes protocol

DCE-RPC

All data

Authentication

]
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Step 3. “Fix your Network”
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Investigate problematic assets and communications

¥ & Network analysis

A ¥ 1T behavior
# Port Scan
Components without tags o , ~ irectory Replication
# Port Scan Target Activities without tags
¥ & Device - Level 0-1 ~ . Admin (1)
# PublicIP(19) ¥ & Control system behavior
10 Module (3) Antivirus
v Soft Block Download
ware P
Wireless 10 Module (2) Sortwar Authentication (1)
Active Directory Control action (1) i
Database
¥ & Device - Level 2 I ,
CodeSys Controller Info Emai
Citect Alarm Server o -
DF5 Controller Mame Host Config (11)
Citect erver
Lotus n X
i Data Push IT File Sync
Citect Report Server
IT File

) Device Init (1)
Citect Trend Server

SIS . ; Key management
. . . Ciagnostics
Engineering Station (3) MetLogon .
= License Management
- . Emergency Brake
‘aster Pl Osisoft
Log
. - Firmware Download
PLC (%) WINS Net Management (3)
SCADA Station (3) WM Firmware Update Net Routing
WinRM Force Variable Ping (10)
Train Windows (10) Heartbeat Power Management
) R Windows Hat Rebaot Printer agement
¥ & Device - Level 3-4 T
Windows C a
. _ Procedure Ca
Admin Server (1) Insert Program
Windows Connection Manager

_ Proocy
DNS Server (2) Installed Maodules
Windows DTCPing Remote access (1)

Database Server ) ) Memeory Formatting
e Protection Streaming

Email Server .

Windows

Metwork Configuration

Windows Messenger Service = Time Management (9)
File Transfer Server . ~ -
Windows Network DDE Operational change VPN
HTTP Client .
Windows Plug and Play PLC Clack wWeb (3)
Historian \ i . - -
NS SCIM _ ; wvs DFS Replic.
Windov PLC Reservation windows DFS Replication
Host Conffig Server (3) Windows SecondaryLogon _ Windows Discovery
word Change
Key Management Server ws Task Sche .
Y z windows Task Scheduler ) ¥ & Network analysis
Program Download (4)
License Management Server Windows Client # Authentication Error

Program Upload (2)
# Broadcast (31)

Programming CPU -I|I-I|I|
© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073 CIsco



Identify vulnerabilities to assess risks

(@ Explore ¥ / 192.168.1subnet ¥ / Vulnerabilities ¥ |i @ v
@ @& [l £ 10 Jan1,202012:00:00 AM - Nov 19, 2020 3:27:00 PM (10 mths 19 days 11 hrs 27 mins) 'G:‘ ':\ t ,:' (E:' (@:’ (::'
192.168.1 subnet © @ 73 Vulnerabilities
My preset

10 most matched vulnerabilities

Active baseline: No active baseline B CVE-2015-5627 o Yokogawa Multiple Products B CVE-2014-0781  Yokogawa CENTUM
Buffer Overflow Vulnerabilities - CVE-2015-5627 ‘BKCLogSvr.exe' Heap Based Buffer Overflow...
2 affected components 2 affected components
B cvr2020 # Path Traversal Vulnerability in B CVE-2014-3888  Yokogawa CENTUM
Yokogawa CENTUM BKFSim_vhfd.exe Buffer Overflow - Packet Storm 9
2 affected components 2 affected components

Active Discovery: Disabled

This preset is filtered with keywords «192.168.1» &

Criteria Selectall = Rejectall = Default
Il cvE-2019-1

. in Profinet Devices Consumption Vulnerability in Siemens SIMATIC 57 Total vulnerable
3 affected components 2 affected components components for

B CvE-2017-12741 « Multiple Siemens Products CWE-2017-2480 » Multiple Denial of Service 192.168.1 subnet

£ NETWORKS 2% . CVE-2017-12741 Denial of Service Vulnerability Vulnerabilities on Siemens devices using the...

3 affected components

Denial-of-Service Vulnerability . CVE-2019 0 » Uncontrolled Resource

@ COMPONENT TAGS A B cvE-2018 4 » Yokogawa Vnet/IP Open CVE-201% Yokogawa License Manager
Communication Driver Vulnerabilities Service Vulnerabilities
Components without tags 2 affected components
3 Device - Level 0-1
* < Device- Level 2 Vulnerability severity legend: [l NONE Low mepium [l HicH [l cRITICAL
’ Device - Level 3-4
» & Network analysis
2 3 4 > 20/page
» Software
Vulnerability title CVE CVSSscore Affected components
3 System
Multiple D|.:niaIDf Service Vulnerabilities on Siemens devices using the PROFINET Discovery and CVE-2017-2680 uil 3 components
A ACTIVITY TAGS v Configuration Protocol =
Multiple Siemens Products CVE-2017-12741 Denial of Service Vulnerability CVE-2017-12741 7.5v3) \lil 3 components
0 GROUPS W LE
Denial-of-Service Vulnerability in Profinet Devices CVE-2019-10936 7.5v3) \El 3 components
[ SENSORS W —
Yokogawa CENTUM 'BKHOdeq.exe' Stack Based Buffer Overflow Vulnerability CVE-2014-0783 2.0w2) \l:_'l 2 components
Yokogawa CENTUM BKFSim_vhfd.exe Buffer Overflow - Packet Storm CVE-2014-3888 8.3w2) \l::'l 2 components
Schneider Electric Modicon Modbus Protocol Multiple Authentication Bypass Vulnerabilities CWVE-2017-6032 \El 2 components
Yokogawa CENTUM 'BKESimmgr.exe' Stack Based Buffer Overflow Vulnerability CVE-2014-0782 = components
Vulnerabilities in SIMATIC-1200 and SIMATIC 57-1500 CPU families CVE-2019-10%943 7.5 (v3) \El 2 components
< .
Schneider Electric Modicon Modbus Protocol - Multiple Authentication Bypass Vulnerabilities CVE-2017-6034 9.8 (va) =) 2 compenents

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073 CIsco



Drive vulnerability remediation

© 2025 Cisco and/or its affiliates. All rights reserved.

Device
300 First activity Tags
SIMATIC (1) 8 Aug 2,2019 7:32:37 AM
# Read Var, # Controller
[Manheim] Folding P... Lastactivity Activity ta
B Jan19,202220001am A 25
# Network Configuration, ¢ Read Var,
1P:192.168.0.1 Pine. € Braad € Low Vol
MAC: 00:0e:8c:84:5b:a6 ing. @ Broadeast, @ Low Volume,
# Multicast, ARP,  Profinet,
Profinet DCP, 57 (hide)
{nt Basics ) Risk score @ Security = Activity & Automation
Vulnerabilities Credentials

Vulnerabilities

O

Multiple Siemens Products CVE-2017-12741 Denial of Service Vulnerability

Several industrial products are affected by a vulnerability that could allow remote attackers to conduct a Denial-of-
Service (DoS) attack.

Solution
Siemens has released updates for several affected products, and recommends that customers update to the new version.
Siemens is preparing further updates and recommends specific countermeasures until patches are available.

P n No

Links
Siemens Security Advisory

SIMATIC S7-300 and S7-400 CPUs Denial of Service and Information Disclosure Vulnerabilities

Successful exploitation of these vulnerabilities could lead to a denial-of-service condition or result in credential
disclosure.

Solution
Siemens provides firmware version V3.X.14 for S7-300 CPUs that resolves CVE-2016-9158.
6.2016

7 315-2EH13-0AB0)

Links
www.siemens.com

ics-cert.us-cert.gov
www.securityfocus.com

Multiple Denial of Service Vulnerabilities on Siemens devices using the PROFINET Discovery and

A 6 = 20
Activities Ewvents

@ 16

Vulnerabilities

7.8

score CVSS

y: LOW

None Required
pact: None

None

: Complete

@]
A

7.8

score CVSS

Network
: Low

None Required
: None

None
pact: Complete

Acknowledge ?

@]
A

16 @

BRKIOT-2073
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uickly identify “Riskiest” devices

alualn
[4}1]

Create presets
based on risk

thresholds and
convert to baselines

@ g B/ 2 0w

Site Data [a)}

My preset

Description:

All components and activities are listed in this preset.
This preset should not be used and other more well
defined presets would be preferred for more
accurate findings.

Active baseline: No active baseline

Active Discovery: Disabled

Criteria Selectall Rejectall Default
Q
RISK SCORE A
Min Max
55 100
+ Add X Cancel
& NETWORKS v
DEVICE TAGS X2V
A ACTIVITY TAGS v
0 GROUPS v
[ SENSORS v
<

Device

[ scso102

[E Fisher 10.5.0.22

[E Fisher 10.4.0.14

10.4.0.30

Yokogawa
192.168.1.126

(=]

B Fisher 10.5.0.18

[E Fisher 10.4.129.2

[E Fisher 10.4.129.1

192.168.1.123

Hirschmann

@

192.168.1.254

Yokogawa
(=]
192.168.1.128

50 Devices (filtered) © Newdata

Group

Building
K

Emerson
Process

Emerson
Process

Emerson

Process

Emerson

Process

Emerson

Process

Emerson
Process

fujitsu

Building
K

@ Explore ¥ /

Last 1 year (May 24,2020 4:51:22 PM — May 24,2021 4:51:22 PM} Z

First activity

Oct 11,2019 11:06:52
AM

Oct 11,2019 11:03:46
AM

Oct 11,2019 11:03:46
AM

Oct 11,2019 11:03:46
AM

Oct 11,2019 11:06:52
AM

Oct 11,2019 11:03:46
AM

Oct 11,2019 11:03:46
AM

Oct 11,2019 11:03:46
AM

Mar 11,2020 8:21:58 PM

Oct 11,2019 11:06:52
AM

Oct 11,2019 11:06:52
AM

Refresh

Last activity

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

Site Data ¥ / Devicelist ¥

P

192.168.1.5
(+ 1 other)

10.5.0.22

10.4.0.14

10.4.0.30
(+ 1 other)

192.168.1.126

10.5.0.18

10.4.129.2

10.4.129.1

192.168.1.123
(+ 1 other)

192.168.1.254

192.168.1.128

MAC

00:00:64:8c:86:34
(+ 1 other)

00:22:e5:1f:90:18

00:22:e5:1f:9a:54

00:22:5:21:0a:86

00:00:64:8c:bb:08
(+ 1 other)

00:22:e5:1:b0:20

00:22:e5:04:45:44

00:22:€5:12:4c:90

4¢:52:62:33:5:39

ec:74:ba:03:98:6b

00:00:64:8c:ba:90
(+ 1 other)

Risk score & ].

Sort and filter risks in

Tags

# Controller ,

# Time Server

& Controller , ~ DeltaV

& Controller , ~ DeltaV

# Controller ,

# Time Server , « DeltaV

& Controller

DeltaV

# Controller ,

# Net Management Server

# Net Management Server

& Email Server

& Time Server

# Time Server

2 3 > 20/page

your lists of devices

© 2025 Cisco and/or its affiliates. All rights reserved.
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Reducing a device risk score

Understand where

you are, and where
you could be

© 2025 Cisco and/or its affiliates. All rights reserved.

il
cisco

Site

Myp

Descrip
All comy
This pre
defined
accuraty
Active b
Active L

Criteri

O GRO

[ sent

5C50102

Building K A very high

1P: 192.168.1.4 {+ 1 other)

MAC: 00:00:64:8c:86:08 (+ 1 other)

2 Edit
{2t Basics & Riskscore & Security
Overview Details
Overview
Achievable Current
risk score

risk score

The best achievable score is n

insecure traffic.

(@ Explore ¥ /

B First activity
Oct 11,2019 11:06:52 AM

E Last activity
May 24, 2021 12:32:15 PM

Site Data ¥ / Device list ¥

Tags v 7

# Controller , # Time Server
Activity tags
# Controller Info ,
Time Management ,
# Broadcast , # Multicast ,
ARP .1+

Activities

£ 40 @15

Events Vulnerabilities

The score was computed on May 24, 2021 10:00:06 PM by Cisco Cyber Vision as follows:

It can be reached by patching all vulnerabilities and removing

Activities

Matching

E] SCS50102 type: Controller

E] SCS0102 group: Building K. It has an
industrial impact A very high.

A~ Activity Z Automation
Details
Criteria
Device type

80 80 100 Group impact

No matching activity

E SCS50102 most impacting vulnerability is
Path Traversal Vulnerability in Yokogawa
CENTUM

Distribution Description
CC key element. Compromission
13% )
could lead to large impact
51%
Path Traversal Vulnerabili
Yokogawa CENTUM
CVE-2020-560%
CVSS score: 9.8
36% Successful exploitation of these

wvulnerabilities could allow a remote
unauthenticated attacker to se
-..show more

See details

BRKIOT-2073

Understanding what

impacts the score

]
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Step 4: Secure your Operations”

© 2025 Cisco and/or its affiliates. All rights reserved. . BRKIOT-2073 . CIsco



Identify changes to environment using baselines

Presets

My preset Basics  Asset management  Control Systems Managel

My preset
[Munich] IT Traffic ) : [Munich] OT Tra
Z  Edit
5] Saveas
i B & Delete Sync DB Progrz
MeswerkSe Control action
i @ Create baseline e
& Monitored preset settings
[Lyon] Emerson DCS D [Lyon] IT Traffic

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073 CIsco



Baselines highlight abnormal behaviors

Utilities seeon @ Explore 37 Components

@ Utilities Baseline

& 7 new components

O & new activities l

O 7 new 1. 2changed

-------------------- . Status Component Group First activity
& 2 changed component: & 1changed activity
T ' NEW || 104.26.11.240 - Jul 15,2021 2:58:12 PM
Created with data seen between:
.57, - .57+ Ent: i
Jul14, 2021 2:57:06 PM - Jul 15, 2021 2:57:06 PM NEW [ Lantronix 192.168.119.211 b Jul 15,2021 2:58:12 PM
Network
Last check: Jan 19,2022 11:24:48 PM
Description: Utilities Baseline NEW 173.36.224.109 - Jul 15,2021 2:58:12 PM
Active criteria NEW 171.70.168.183 - Jul 15,2021 2:58:12PM
0 GROUPS VT X2 A
Enterprise
BroadcastC Packetrepl, NEW Microsoft 192.168.119.210 Jul 15,2021 2:58:12 PM
" Network
Utilities Demo  City Substation
Process Bus Network  Station Bus Network : i
Control Center Enterprise Network ! CHANGED Bl Beckwith 10.0.0.57 Jul 14, 2021 8:29:50 PM
Devices without groups ]
' . Enterprise
I CHANGED [ Cisco 192.168.119.166 Jul 14,2021 8:30:56 PM
[J SENSORS V1A 1 Network
.
SENSORVM-INT17283 .
Enterprise
E'] Rockwell a3:0:ch Jul 14, 2021 8:30:56 PM
Network
Enterprise
[~ Vmware 192.168.119.50 Jul 14,2021 8:30:56 PM
Network

@ Monitor ¥ / Utilities Baseline 16 & ¥ / Map ¥

v LEGEND Enterprise Network
— New
= == Changed @7“ @7“ Roclwvell
Unchanged 3c0m 3c0Mm ustomation
I:u::kwa\l alk0ch 3com 10.0.0.9 Scum*.o.n.a Rockwell ad:21:c2
RRpocen vimware| LANTRONIX

\ J
Rockwell a4:28:15  Vmware 192.168.119.84Lantronlx 198168.119.211

Micresoft 192.168.119.210

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKIOT-2073

Changed Activity X

i 1 Rockwell 192.168.249.50
Toaren Paint Line 2 & high

. o P:192.168.245.50

MAC: f4:54:33:91ichies
( 1 Rockwell 192.168.249.40
— |aufnanien|  Paint Line 2 & high

. o P 19216824540

MAC: f4:54:33:90:77:76

s

8 First activity H Last activity
Apr 24,2020 11:04:08 AM Apr 27,2020 10:26:37 AM

# ReadVar @ Write Var EthernetIP

( Variables:

SYMNC_NEW1 read Rockwell 192.168.249.50
SYNC write Rockwell 192.168.249.50
SYMC read Rockwell 192.168.249.50

(1 difference)

ce)

\.

l ~ Acknowledge differences H X Reportdifferences

lﬂ Removeandkeepwarningl Individual acknowledgment

o2

Flows

@ 396127
Packets

]
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Events: The high-level overview

© 2025 Cisco and/or its affiliates.

Today < Qctober 28,2021 >

Events severities

wt

[ Cisco Cyber Vision Administration: 16.6% B Anomaly Detection: 2%
. Cisco Cyber Vision Operations: 36.1% . Cisco Cyber Vision Operations: 4.6%
. Signature based Detection: 47.2% . Control Systems Events: 21.5%

. Inventory Events: 54.9%
Security Events: 16.6%

Critical High Medium
@ Last on Thursday, October 28, 2021 3:00 AM @ Last on Thursday, October 28, 2021 3:00 AM @ Last on Thursday, October 28, 2021 3:00 AM

533 \ 411

I ]

Week Month Year

Low
@ Last on Thursday, October 28, 2021 3:00 AM

. Cisco Cyber Vision Administration: 10.2% . Cisco Cyber Vision Administration: 0.7%
. Cisco Cyber Vision Configuration: 20.9% . Cisco Cyber Vision Configuration: 0.2%
. Control Systems Events: 2.1% . Cisco Cyber Vision Operations: 27.1%
Inventory Events: 58.1% . Inventory Events: 58.7%
Security Events: 8.5% . Inventory Modifications: 0.1%

[ security Events: 12.9%

47.9%

All rights reserved. BRKIOT-2073
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“the flat network chaos”

when every device was in an inclusive /16 network

BBBBBBBBBBB

CCCCC



Communication Map Spaghetti!

e Fa e P I =

o
i = i i i = P
P & S 66 =W xa a G i L e e s il e ndl = e i b A il s i =4
363 e P Pad fad
]
© 2025 Cisco and/or its affiliates. All rights 1.4 BRKIOT-2073 N CIsco
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Best Practices and Recommendations

« Short Term: Disable Chatty Protocols (Activity Tags)

IPv6 (13)
* Medium Term: Use the Cyber Vision communication map
as a blueprint for segmentation. ISL
lteris

Iteris Veolcity data
ITS DSRC

KiTraffic

LACP

Link Layer Discovery Protocol

LLMNR (24)

X O 000000 X

]
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“the black box
acquisition”

© 2025 Cisco and/or its affiliates. All rights reserved. . BRKIOT-2073 . CIsco



Offline PCAP Analysis and Asset Inventory

PCAP Upload

Here you can manage PCAP uploads.

6 PCAP files

| L Upload a new file

12 Devices and 8 other components © Newdata

Device

scada-VLIPC

192.168.0.2

192.168.0.3

[E) x-PC

© 2025 Cisco and/or its affiliates. All rights reserved.

First activity

Sep 28, 2025 8:40:28 AM

Sep 28, 2025 8:40:22 AM

Sep 28,2025 8:44:21 AM

Sep 28, 2025 9:02:33 AM

Last activity

Sep 28,2025 1:57:14 PM

Sep 28, 2025 1:54:43 PM

Sep 28, 2025 1:48:04 PM

Sep 28, 2025 3:02:33 PM

IP

192.168.0.103
(+ 1 other)

192.168.0.2

192.168.0.3

172.27.224.70
(+ 1 other)

BRKIOT-2073

MAC

00:a0:45:b1:5d:c?

00:0c¢:29:1b:f9:cf
(+ 1 other)

00:a0:45:b2:c4:cd

00:0¢:29:9d:9e:%9e
(+ 1 other)

Risk score

ity

H

v

External
Communication

Yes

No

No

No

]
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Best Practices and Recommendations

 Short Term: Contain and Remediate the external
communicating device.

* Medium Term: Before any integration, deploy a firewall
and segment the old network internally.

 Long Term: Make Assessment a mandatory step in M&A
due diligence process for all future acquisitions.

? External Communications

Direction Internal IP External IP Server Port Hostname Protocol Received by device L
Cutbound 192.1658.0.103 3.8.4.4 53 DNS JOB
Cutbound 192.165.0.103 8.8.58.3 53 DNS JOB

© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073 CIsco



“the case of the
unmanaged switch”

© 2025 Cisco and/or its affiliates. All rights reserved. . BRKIOT-2073 . CIsco



Limited Visibility on the Network Communications

Rockwell Rockwell Rockwell Rockwell
Automation Automation
Rockwell 20:3¢:30 Rockwell g540d1  Rgokwell d541:31  Rockwed 21:51:23
Rockwell 01 4 Rockwell d5:41:1d Réckaell 0:82e4 102.168 96.21 Rockwell 30:3¢c:23

© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073
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Active Discovery Activation

» Active Discovery: . Closed-loop between passive and active discovery enables precise and non-disruptive requests.

Active Discovery policies

From this page you can manage the Active Discovery policies.

2 Discovery policies

4+ Create policy

Mame

EthIP

Unicast configuration

@ EtherNet/IP

Backplane discovery

© 2025 Cisco and/or its affiliates. All rights reserved.

A EthIP

Broadcast configuration

Beckhoff - Disabled EtherNet/IP - Enabled
Profinet - Disabled SiemensS7 - Disabled
HiDiscovery - Disabled ABB NetConfig - Disabled
SiemenslLogo - Disabled SSDP - Disabled

.! o o

Backplane scan
Sensor (EtherNet/IP)
Unicast Active Discovery

BRKIOT-2073

ICMPvé6 - Disabled

BACnet - Disabled

Codesys - Disabled

]
cisco



Active Discovery Properties Discovery

192.168.20.192 1756-EN2T/D
F: 192 168.20.192 Automation| P 192 1682022
Por-45896 \ y Poro44318
MAC: 52-54:dd-61:05d7 MAC: ScB8:16:efd1-2e
=
{z} Basics

Properties Content Statistics Tags

Properties

enip-command: ListIdentity

enip-event: Equipment

enip-name: 1756-EN2T/D

enip-serial: 8114191d

enip-status-ra-major: RUN

enip-vendor: Rockwell Automation/Allen-Bradley

ethertype: IPv4

© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073

Firat activity Tags
Feb @, 2022 3:00:57 PM
& Active Discovery,

Last activity & Low volume, © EthernetlP
Feb 9, 2022 3:00:57 PM

enip-devicetype: CommunicationsAdapter
enip-location: Endpoint

enip-productcode: Bxa6

enip-status: AtLeastOneIOConnectionInRunMode
enip-status-ra-minor: 222

enip-version: 11. 881

protocol: UDP

]
cisco



Active Discovery Backplane Scanning

Properties

enip-cip-request: true
< Controller Rack @ X

1756-L71/BLOGIX5571(. £ a
1921682022

enip-cip-class: Connection Manager Object

enip-devicetype: ProgrammablelogicController enip-svent: Equipment .
enip-name: 1756-L71/B LOGIXS5571 orsszasom K o

enip-location: Portl-Linkea

# controller, * Rockwell Automation

Ethernetip

enip-productcode: BX5c enip-serial: 81152890
Risk score: POl See details

756-EN2T/D ©

756-EN2TR/C (Port1-Link03) ©

= 1756 ENZT/D (Port1-Linko2) ©

(3 1756-RM2/A REDUNDANCY MODULE

Modules:

enip-status-ra-major: REM

enip-status: AtLeastOneI0ConnectionInRunMode ,ReservedBits12-15:8x3
) S PRt Pt (5 a7y s Ptk 0

(PoreLinkdo}

enip-status-ra-minor: RUN enip-vendor: Rockwell Automation/Allen-Bradley
enip-version: 32.851 ethertype: IPv4

protocol: TCP

]
cisco
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Best Practices for Active Discovery

* Subnet Access: Sensor must have an IP Address in the target subnet/VLAN and directly accessible from sensor

* Unicast Discovery: Target subnet/VLAN must be directly accessible or reachable via a gateway/route.

" »
— A = - Cyber Vision
—— V) = .-_. Center
Application flow
Sensor Sensor
192.168.249.40 @

“ast
—— [

0000

Activity tags: Ethernet (]

roperties: wendor-name: Rockwell Automation
name: Rockwell 192.168.249.50
" . " . 192.168.249.50
© 2025 Cisco and/or its affiliates. All rights reserved :ubhc - BRKIOT-2073
mac: f4:54:33:91:cb:ee

]
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Cyber Vision Updates: Simplified Navigation

» Hierarchy-based navigation to
organize your OT assets based
on subnets or sensor
placement

 Filters (Active View) to focus on
specific data

« Rapidly find your asset with
Quick search

© 2025 Cisco and/or its affiliates. All rights reserved.

' Cyber Vision

Organization Hierarchy X

Quick search

Alexander
alex@email.com

Edit Filters X

Something something this filters the list of assets populating the data on

‘ Organization Networks the screen
Global > 3(2/8) @ Vendors (1/5)  ® Asset Type (3/4) % Networks (6/!
[ Q i ; ] % Functional group (1/1) = @ Asset type (1/2) x % Vendor (1/3) x
/‘\ Dashboard
Global Selected filters
Alerts + Body Shop
‘ Vulnerable o +1 Last 7 days Functional groups (1/1)  Edit
. v Line1 74 P
s Assets PLCLine1
Cell A 1z
. - Asset types (1/2)  Edit
» Communications ~ Line 2
Controller
{:} CellB
Vulnerabilities "
> Assembly Shop Vendors (1/3)  Edit
Rockwell
» Paint Shop
2 Configuration >
6 High a 4 Medium Available filters
Networks (1)  Select
Network Name 1
1B Remote Code Execution Vulnerability
Affected Assets 1
1 Search Path Element
Affected Assets 34
xtensions Remote Code Execution Vulnerability
Affected Assets 2
1entication for Critical Function Cancel [ELCIVRIVEEEEIES
e iy s e Affected Assets 7
]
BRKIOT-2073 cisco



CyberVision

alval
cisco

&> Organization
Global

E L71RED CPU NAME | 1754:L71/8 LOGIKSS71 E
Bt T

P . B Alerts

7> Dashboard

Assets

(:) Vulnerabilities

Configuration

Devices can be made off multiple
components and seen through different
routers / firewalls which creates complexity

© 2025 Cisco and/or its affiliates. All rights reserved.

Q Search an asset name, IP or MAC @

Updates: Asset details: Focus on what matters

admin@cisco.com

€« Assets
y Vulnerabiliti 9 Properties Interfaces
© Top 5 Vulnerabilities View All [ sort By: Cisco Securty Risk Score ] ~
Type
PLC &
Vendor Alerts Name Cisco Security Risk Score O CVSS Score
Rockwell Automation
- Out-of-bounds Write Vulnerability in Rockwell ControlLogix Communication Modules A 56 Medium © 9.8 Critical
Functional Group
global_distributed_ot_process o o ) . -
- Improper Input Validation Vulnerability in Rockwell GuardLogix and ControlLogix controll...| 4 51 Medium © 7.5 High
Sensors
1C3000 Rockwell /0 - Denial-of-service Vulnerability in Rockwell ControlLogix and GuardLogix Controllers £ 51 Medium © 7.5 High
Closest Sensor
- Improper Input Validation Causes Denial of Service Condition in CompactLogix 5370 an... £ 42 Medium © 8.6 High
IC3000 Rockwell I/
- Inclusion of Functionality from Untrusted Control Sphere Vulnerability in Rockwell Auto... A\ 34 Medium
Firmware Version
34.51
Model
1756-L71/B LOGIX5571
Rack Slots 4
Reference
1756-L71/B LOGIX5571 v
Serial Number Slot # & Model Name Type Firmware Version Serial Number
011528a6 R
Port1-Link00 1756-L71/B LOGIX5571 CcPU 34.51 011528a6
Primary Interface Port1-Link01 1756-RM2/A REDUNDANCY ...  Communication Module 20.30 0111298f
|P Address Port1-Link02 1756-EN2T/D Communication Module 11.3 0114f91d
172.202.21
Port1-Link03 1756-EN2TR/C Communication Module 11.3 0115d302
Network
Rockwell DLR

View all 2 interfaces

4 Records

- RECm_

New Ul only surface meaningful information

BRKIOT-2073

]
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Cyber Vision Updates: Al-driven asset clustering

‘dues’ Cyber Vision

Communications
® Organization
Global/Body Shop Body Shop | Sensors (10) @ (8/8) Assets here: 9/239 Edit filters
7> Home
You are in:
Home
Alerts

l &% Communications

O Vulnerabilities

| Configuration

OT asset inventory projects highlight
flat, unsegmented networks

PEEEE
Cisco Cyber Vision ML-driven auto-grouping automatically creates
security zones to drive network segmentation using Firewalls or NAC

BRKIOT-2073

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cybervision Updates: Internal group communication

et Cyber Vision

. Organization

Global/Body Shop >
73 Home
A  Alerts
8:.  Assets

<» Communications

{} Vulnerabilities

&- configuration >

Alexander
Business Corp, Inc

Communications

Body Shop | Sensors (10) @ Vendors (6/8) x Assets here: /239 Edit filters

You are in:

Home Functional group 10 T

1 192.168.200.200 e

& 92.168.200.200
il N K
192.168.260.208 y
\ 192.168.260.208

Y
192.16 8 268 el fe N
92.168.266.200 a0
A y

SIEMENS

192.168.200 260

192.168.200.200 /

192.168.280. 268 '92 168.290. 208 J—
Il
tises
1 o
) 192.168.208.260

1

192.168.200.260 coanex

192.168.2606.268

© 2025 Cisco and/or its affiliates. Al rights reserved.
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“the un-patchable,
Critical PLC”

© 2025 Cisco and/or its affiliates. All rights reserved. . BRKIOT-2073 . CIsco



Vulnerability Findings

CVE CV55 score Device o
EES FCS0101 H ;;—;2,20'24 9:40:06 PM
- A righ ~
CWVE-2021-44228 10 w3.1) _ IP-192.168.1.2 {+ 1 other) B 0ut3202412:1247PM
MAC: 00:00:64:ab:c6:18 (+ 2 others)
# Edit (0 Managegroup
CVE-2020-118%97 10 {v3)
{ Basics 3 Risk score @) Security A Activity & Automation
CVE-2020-11896 10 {v3)
CVE-2022-21194 9.8 (v3.1) Dverview |
5
CVE-2022-23402 9.8 (v3.1) .
CVE-2020-5608 9.8 (v3) o e
ey | vt D
The best achievable score is
CHE-ECI']_';—S. I;I:I';' 9.8 {1..-3] It can be reached by patching all vulnerabilities and removing insecure traffic.
]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073
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Communication Map

162.168.1.1248

YOKOGAWA \ YOKOGAWR
192.168.1.62 92.168.1.23

TN
& &

239.192.24,

=3

O

239.192.24.0

I

]
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Segmentation Phases

( N\
Q (O _
COQ ’ a
P —
C O ] >
Virtual Segmentation Macro Segmentation Micro Segmentation
\_ J O\l

© 2025 Cisco and/or its affiliates. All rights reserved.
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Best Practices and Recommendations

» Short Term: Implement virtual patching via switch ACL or Firewall Rules that allows traffic PLC’s IP address to its

communication peers.

* Medium Term: Implement Micro-Segmentation using ISE TrustSec

* Long Term: Develop a formal lifecycle management program for OT Assests. Monitor for any violation attempts.

7

O
()

a a 9

SIEMENS SIEMENS

ot e e bt e

SIEMENS a

et 1

A

Cell2

1
. o~
SIEMENS n e
Sareraled 1338 -VA ‘

[y
A=

m/yl-:nmm-uun-m

-

4

Cyber Vision Map View

.

IT

O
()

MES

Cell 2

(X<
<
<

PLC

<
<
<4 |X | X

 MES | X | X | v

pxGrid update with asset
endpoint identities and group
Cell 1 as custom attribute

Cisco ISE Policy Matrix

dACL

SGT

VLAN

(Cell 1 Segment)

(—(Cell 2 SegmentH

Industrial

— | Industrial
‘_
m_ +—®| switch

Switch

BHH—

PLC/RTU/IED

<o I

=

Dynamic segmentation
of industrial network

© 2025 Cisco and/or its affiliates. All rights reserved.
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“the Insecure-by-Default
Configuration”
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Credential Discovery & Insecure Protocol Analysis

Flow
( 192.168.2.137
WeSTErmo F:192.168.2.137
\, ) Port41931
rA A 0007 7c1a:61:83
Flow
192.168.2.137
WesTerma P 192.168.2.137

) Port-43385
ras: 00077 1a:61:83

=
—

© 2025 Cisco and/or its affiliates. All rights reserved.

Fa

5,

P

192.168.88.61
P:192.168.88.61
Port-23

FAC: 00:90:e8:27-8c37

192.168.88.49
F:192.168.88.49
Pors21

FAC: 00:40:8c:7f-0b:bc

BRKIOT-2073

B
g

B
g

First actrvity

Sep 29,2025 10:34:02 AM

L&5T &CuvITy

Sep 29,2025 10:39:42 AM

First activity

Sep 29,2025 10:33:36 AM

La3T SCvITY

Sep 29,2025 10:33:36 AM

Tags
# Insecure, ¥ Remote access,

Telnet

Tags

# Insecure,  FTP

]
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Best Practices for Insecure-by-Default Configurations

- Immediate: Identify an alternate, more secure service (ssh instead of telnet, sftp/scp instead of ftp)

 Mid-Term: Create and enforce a mandatory security hardening checklist for all devices. Also should include changing
default credentials before a device is put into production.

« Govern & Monitor (Long-Term): Use Cyber Vision to continuously monitor for the use of insecure protocols and
credential leakage. Automate alerts for any occurrence

All monitored Presets

]

dCloud Plant ' Credential Exposure

® Baseline 0

18]
|

)

[==]

® AdCloud Baselin

© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073 CIsco



Driving Segmentation with Visibility: Virtual Segmentation

~ Cyber Vision ciscovers all connected assets... ..and groups them into logical zones

B w0 R . -
b o
o
- oo
o
L) o L] LI |
& I o

SOV VVVTVVVVTOT0 COOD

Lt -2 T - - X -

Manuf - Scada & HM| Manuf - Engineering

SCADA

Building J

Barnosker 10.138.18.30

W ! '
Virtual 162168077 :‘fl;,f’
7
h B

Motor Control

SIEMENS
¥ |SIEMENS
Semens 162.168.0.10 Manuf IO !hw:‘““
SIEMENS -
QA Cell 19 — =
‘M‘IIIIIIIIIIIIIIIIII|IIIS'EME"S SIEMENS =
b Sow ool ‘ s’?ﬂ CCCCCCCCCC :
T -
W N =
\\‘\ < Siemens @ from my
¥ < Auto Robot Auto Wobot
N -~
Robot Control \\\‘hllz Safety L] gbo . P
\ / |SIEMENS SIEMENS SIEMENS
\ SICK cooNEX
MWW R R |
‘“ ‘“ Dl ! Dl | el Siemens 43021 T ]
A ‘pilz‘ ‘ 'Iz‘ ‘"”” = | | |
mh A o — P
| o | |
—n

Give OT the tool they need to document ISA/IEC-62443 zones and conduits

© 2025 Cisco and/or its affiliates. All rights reserved.
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Macro Segmentation Enforced using Firewalls

Industrial . . .
(: Datacenter =) * All VLANs in the OT network terminate at the firewall
L installed in the distribution network (IDF)
03— L] c
= =%
ISCO Ci . . . .
Cyber Vision FMC ‘\\ Enforcement « Traffic that crosses VLAN boundaries is subject to
\. / firewall rules
IDF Fi Il . . .
e « Take advantage of application firewall rules such as
79T Rugged 79T Rugged enab_llpg read only access across zones or denying
7 = Switch 1 & Switch specific OT commands
] ] o .
3 o Controller  “Hii oo Controller T « Cisco Firewall Management Center (FMC) centralizes
Zone 1 Zone 2 policy definition for all firewalls

Firewall policies automatically updated when OT modifies Cyber Vision groups

© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073 CIsco



Segmentation Enforced using Switches

Industrial . . . . .

(¢ Datacenter p\ « Cisco Identity Services Engine (ISE) receives
_.d@\b Core devices’ profiles from Cyber Vision and associates a
Cisco Cisco Switc network access policy to each

\Cyber Vision ISE )

« Policies are pushed to network switches for
D Enforcement
Distribution Switch enforcement at the port level
9% | Rugged Rugged * Network switches qllow/deny_assets to communicate
y 1 Switeh Switch based on their profile, not their IP address
ﬂ = ﬂ =
Controller HMI Controller HMI

« Deny by default is applied to assets not profiled

Zone 1 Zone 2

Network access policies automatically updated when OT modifies Cyber Vision groups

]
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Trustsec enables micro-segmentation

E4:90:69:9E:EF:7D oz @
MAC Address: E4:90:69:9E:EF.TD
Usemame: E4-90-69-9E-EF-TD
| Endpoint Profile: Austin_Plant_Profiler
g Current IP Address: 192.168.119.39
Location: Location =» All Locations

Applications (@ Attributes Authentication Threats Vulnerabilities
p— Production Matrix Populated cells: 36
General Attributes. & Edit + Add i Clear~ @ Deploy © Verity Deploy @ Monitor All - Off X Import 3 Export View >~ Show | man v
Description
Static Assignment false Destination » .
Endpoint Policy Austin_Plant_Prafiler } g g & g g § g
Static Group Assignment  false Source » -

Identity Group Assignment  Austin_Plant_Profiler
s Plant
Custom Attributes 16/0010

|IIII |

-
e Celll
Attribute Name Attribute Value 17/0011

x Altribute Name Altribute Value
assetGroup Root > Austin_Plant .ﬁm,
assetDeviceType Controlier =
assetld 101 C uneric
assetipAddress. 192.168.119.38 20015
assetMacAddress 84:90:69:9eef.7d
. ,
et TrustSec policy to enforce zone segmentation
assetProductid 1769-L3IGERM/A LOGIX5336ERM
assetProtocol CIP
asselSerialNumber 0x604052C7
assetSwRevision 28.011
assefVendor Rockwell Automation/Allen-Bradley
ip 192.168.119.39

Cyber Vision and ISE enable dynamic segmentation of industrial networks

]
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“the unauthorized late-
night program change”
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Deep Packet Inspection

[ oT-WRKSTO7 51191

Cisco 10.207.0.5
(2] 5 51191

B Cisco 10.207.1.2

Siemens 10.207.

B8

1.2

102

102

TCP

TCP

Jun 1, 2022 &07:44
AM

Jun 1, 2022 &07:44
AM

Jun 1, 2022 &:07:57
AM

Jun 1, 2022 &:07:57
AM

# Program Download,
# Block Download,
# Read Var,
@ Write Var,
57Plus

# Program Download,
# Block Download,
@ Wit Var,

S7Plus

243

122

0.7 kB

53.2kB

Y OT-WRKSTO7 49898

© 2025 Cisco and/or its affiliates. All rights reserved.

B Cisco 10.207.1.2

102

TCP

May 31, 2022
7:00:18 PM

BRKIOT-2073

Jun 1, 2022 5:51:38
AM

# Force Wariable,

# Motify Var,

# Read Var,

@ Write Var,
57Plus

765854

95.3MB

]
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Best Practices for Unauthorized Changes to Controllers

« Short-Term: Immediately restrict workstation access for the contractor. Restore PLC from a last known good backup

« Mid-Term: Implement a strict change management policy for all PLC modifications. Cisco ISE can enforce RBA to
ensure only authorized engineers on authorized devices can perform program downloads..

« Govern & Monitor (Long-Term): Use CyberVision to create a baseline of normal behavior. Configure a high-priority
alert to be sent to both OT and Security Teams anytime this event occurs.

Control Systems Events

Severity Level

Label Syslog export Database storage
ol low medium high " veryhigh

Mew program downloaded (@) m m

Mew program uploaded IZ:I:ZI m m

© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073 CIsco



“the Initial foothold of an
attack”
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IDS for OT

September 29, 2025 10:40:54.063
AM

September 29, 2025 10:40:56.068
AM

September 29, 2025 10:40:54.068
AM

September 29, 2025 10:40:54.068
AM

September 29, 2025 10:40:56.068
AM

September 29, 2025 10:40:56.068

Security Events

Security Events

Security Events

Security Events

Security Events

Port scan over TCP between ( 192.168.2.22 (¢ 192.168.2.22) | IP: 192.168.2.22 | MAC: 00:07:7c:1a:61:83 and [ 192.168.88.50 (& 192.148.88.50) | IP: 192.168.88.50 | MAC:
00:05:24:01:24:d3

Port scan over TCP between ( 192.168.2.22 (@ 192.168.2.22) | IP: 192.168.2.22 | MAC: 00:07:7c:12:61:83 and [=) 192.168.88.95 (& 192.168.88.95) | IP: 192.168.88.95 | MAC:
00:0a:dc:5b:27:50

Port scan over TCP between (H 192.168.2.22 (@ 192.168.2.22) | IP: 192.168.2.22 | MAC: 00:07:7c:1a:61:83 and = 192.168.88.51 (& 192.168.88.51) | IP: 192.168.88.51 | MAC:
00:d0:c¥:bd: 2e:57

Port scan over TCP between [ 192.168.2.22 (@ 192.168.2.22) | IP: 192.168.2.22 | MAC: 00:07:7c:1a:61:83 and (@) 192.168.88.115 (@ 192.148.88.115) | IP: 192.168.88.115 |
MAC: 00:40:9d:28:ee:0d

Port scan over TCP between ( 192.168.2.22 (¢ 192.168.2.22) | IP: 192.168.2.22 | MAC: 00:07:7c:1a:61:83 and [=) 192.168.88.30 (& 192.168.88.30) | IP: 192.168.88.30 | MAC:
00:1c:06:01:d4:23

Port scan over TCP between [ 192.168.2.22 (& 192.168.2.22) | IP: 192.168.2.22 | MAC: 00:07:7c:12:61:83 and =) 192.168.88.4% (& 192.168.88.49) | IP: 192.168.88.49 | MAC:

+ critical Security Events
AM 00:40:8c:7f:0b:bc
. September 29, 2025 10:40:56.068 - S ty Evente Port scan over TCP between ( 192.168.2.21 (¢ 192.168.2.21) | IP: 192.168.2.21 | MAC: 00:07:7c:1a:61:83 and = 192.148.88.40 (& 192.168.88.60) | IP: 192.168.88.60 | MAC:
critica ecurity Even
AM 00:90:28:26:40:23

September 29, 2025 10:40:54.063
AM

September 29, 2025 10:40:56.068

Security Events

Port scan over TCP between ( 192.168.2.22 (¢ 192.168.2.22) | IP: 192.168.2.22 | MAC: 00:07:7c:1a:61:83 and [ 192.168.88.60 (¢ 192.168.88.60) | IP: 192.168.88.60 | MAC:
00:90:28:26:40:23

Port scan over TCP between (= 192.168.2.22 (@ 192.168.2.22) | IP: 192.168.2.22 | MAC: 00:07:7c:1a:61:83 and [ 192.168.88.75 (¢ 192.168.88.75) | IP: 192.168.588.75 | MAC:

+

critical Security Events

AM 00:80:63:b5:b&:bb

]
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Best Practices for IDS Alerts

» Short-Term: Isolate the compromised host from the network. Reset the engineer’s credentials.
* Mid-Term: Enforce stricter segmentation between IT and OT networks.

« Govern & Monitor (Long-Term): Integrate CyberVision alerts with a SIEM/SOAR platform., e.g., Cisco XDR
XDR

L]

XDR is a cloud-native, built-in platform that connects our Cisco Secure portfolio and v

Configuration

If you activate this option users will be able to authenticate and benefit from XDR integration’s features:
* Create incidents from the events page for these categories of events:

o Anomaly Detection

o Control Systems Events

o Signature based Detection

+ Activate XDR Ribbon and benefit from the associated features

Maoreover, without reguiring XDR authentication, users will have access to the Investigate’ button on the Cyber Vision technical sheet for components, which will direct them to Cisco Threat Response (CTR).

Region

© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073

ur infrastructure. It allows you to radically reduce dwell time and human-powered tasks.

Enable XDR

]
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April 2,2024 11:40:55 AM

source
- 7

destination

"l

192.168.105.241 192.168.105.112

Control Systems Events IP: 192.168.105.241 | MAC: 34:17:eb:d1:c%:97t0 ([) 192.168.105.112
(¢7192.168.105.112) | IP: 192.168.105.112 | MAC: 28:63:36:85:b3:32

Flow

Source port: 1613
Destination port: 102

© 2025 Cisco and/or its affiliates. All rights reserved.

Promote Events to Cisco XDR

Stop CPU command has been detected from [E) 192.168.105.241 (& 192.168.105.241) |

Source component

192.168.105.241
MName: 192.168.105.241
MAC: 34:17-eb:d1:c5:97
IP:192.168.105.241

Tag: L4 Engineering Station

Destination component

Device:
MName: 192.168.105.112
MAC: 28:63:36:85:b3:32
1P:192.168.105.112

Tag: # Controller
Vulnerabilities detected: 32

Launch investigation in XDR

Report to XDR

BRKIOT-2073

View events in Cyber Vision

dull Threat Response  Investigate

0450 SomyFilter:

Control system eve

Cisea Cyher ¥ision - 2021

Snort: At

Security Intelligence event - IP_Reput...

4 e

Event Service - 2021-01-12T17:17:41.1172

Security Intelligence event - IP_Reput...

L NGFW Event Service - 2021-01-12T17:12:05.1937

Security Intelligence event - IP_Reput...

12:02.9347

W Event Servioe - 202

ity Intelligence event -
2021-01-12T17:12

4312

Security Intelligence event - IP_Reput...

Pgfe_event_senice - 2020-04-06T15.43:32.3052

Security Intel

6T15:43:32.3002

Security Intelligence event - IP_Reput...

righe_event_sen 2-06T15:43:32.2872

Security Intelligence event - IP_Reput...

nghw_event_senvice - 2020-03-31712:23.04.6782

Security Intelligence event - IP_Reput...

naf_euent_senvice - 2020-03-31718:12:34.

IP_Reput...

nce event - IP_Reput...
2-

Snapshots  Incidents  Intelligence =

[ Investigate This Incident H Change Status H Link Reference [ Download

Control system event: Stop CPU command has been detected from 192.168.249.114:1110 to 192.168.248.50:502
New - Created by Cisco Cyber Vision on 2021-05-26T04:30:49.867Z

Summary Observables Timeline Sightings Linked References (0)

¥ Seen at 2021-05-26T04:30:27.6612 JSON

Confidence: High
Source: Cisco Cyber Vision [ Severity:  High

Environment: Glabal
Resolution:  N/A

Sensor. Netwark Sensor
=P Address [~

Odovice [ KEY PROPERTIES
Categories:
DESCRIPTION
Source Destination Dise. Method:
Name DESKTOP-GBJUFZN 1769-L18ER/B LOGIX5316ER Intend. Effect;
Vendor VMware, Inc. Rockwell Automation Condence:
Mac  0O:0C:29:c7:cB:76 14:54:33:9T:cbiee e )

P 192.168.249.114 192.168.249.50
Tags WINDOWS, ENGINEERING PLG, ROCKWELL_AUTOMATION

TARGETS
=P Address 192.168.249.50 ~

OBSERVABLES RELATED TO SIGHTING (1)
=P Address 192.168.249.114 |~

RELATIONS (1)
=aIP Address 192.168.249.114 | Connected To == IP Address 192.168.249.50 |~

Security Intelliaence event - IP Reout...

2

Daniel Behrens

.. Control system event: Stop CPU command has been detected from...

Add Assignees

No one is assigned - assign yourself

Investigation
Cisco Cyber Visi

£ High

Amber -

]
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“Man-in-the-Middle”

ol I 1l I h
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Alert for new Device -1 mac: e4:51:01:3f:cbip : 10.202.2.2

June
July
I S 07/14/2022 17:12:43 Inventory Events ™ “vendor-name : Raspberry Pl Trading Ltd" !! Raspberry 10.202.2.2 (€& Telemecanique 10.202.2.2} | 1IP:10.202.2.2 | MAC:e4:5f:01:3F:37:¢cb
) Properties New properties detected
Device: £ Telemecanique 10.202.2.2 vendor-name : Raspberry Pi Trading Ltd
Name : Raspberry 10.202.2.2

—
Raspberry 10.202-2_2MAC :e4:5f:01;3f:37:chb
1P:10.202.2.2

Q See Technical sheet

07/14/2022 17:12:43 Inventory Events New component detected on the network : . Raspberry 10.202.2.2 (& Telemecanique 10.202.2.2) | IP:10.202.2.2 | MAC:e4:5f:01:3F:37:¢cb

Properties
‘ Device: £ Telemecanique 10.202.2.2
Name : Raspberry 10.202.2.2

Raspberry 10.2022_2MAC :e4:5f:01:3fF:37:¢cb

IP:10.202.2.2
Q See Technical sheet
07/14/2022 17:12:43 Inventory Events : s = "Raspberry 10.202.2.2" !1 Raspberry 10.202.2.2 (€ Telemecanique 10.202.2.2) | IP:10.202.2.2 | MAC:e4:57:01:37:37:cb
e Properties
‘ Device: £ Telemecanique 10.202.2.2
Name : Raspberry 10.202.2.2
) e 4

MAC:ed;5f:01;:3f:37:cb
IP:16.202.2.2

Raspberry 10.202.2.2

Q See Technical sheet

© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073 CIsco



Alert for new Device -2 mac: e4:51:01:3f:cbip : 10.202.2.3

luly —
07/114/2022 17:12:43  [nventory Events "vendor-name ; Raspberry Pi Trading Ltd" 8| Raspberry 10.202.2.3 (@ Telemecanigue 10.202.2.3) | IP:10.202.2.3 | MAC : e4:5F:01:3F:37:¢b
Properties MNew properties detected
' Device: £ Telemecanigue 10.202.2.3 vendor-name : Raspberry Pi Trading Ltd

Mame : Raspberry 10.202.2.3
MAC :ed:5F:81:3F:37:ch
IF:18.282.2.3

L9

Raspberry 10.202.2.3

¥ See Technical sheet

- Properties
' Device: £ Telemecanique 10.202.2.3
Mame : Raspberry 10.202.2.3
Ny
Raspberry 1&2D2_2_3Mﬁc: ed:5f:81:3f:37:ch
. IP:18.202.2.3
¥ See Technical sheet
07/14/2022 17:12:43  [nventory Events “Raspberry 10.202.2.3"
Properties
‘ Device: £ Telemecanique 10.202.2.3
Mame : Raspberry 10.202.2.3

MAC :e4:5F:81:3F:37:ch
IP:18.282.2.3

Raspberry 10.202.2.3
9 See Technical sheet

EYET
noer

© 2025 Cisco and/or its affiliates. All rights reserved.

07/14/2022 17:12:43  Inventory Events New component detected on the network: |8 Raspberry 10.202.2.3 (£ Telemecanique 10.202.2.3) | IP:18.282.2.3 | MAC:ed:5F:@1:3F:37:ch

$§ | Raspberry 10.202.2.3 (& Telemecanigue 10.202.2.3) | IP:18.282.2.3 | MAC:ed:5f:01:3F:37:cb

BRKIOT-2073
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2:00 PM

4:00 PM

Timeline

161

ve» 5:00 PM
‘o-follow[]

6:00 PM
7:00 PM

© 2025 Cisco and/or its affiliates. All rights reserved.

3:00 PM |

123~ 1516:17%

I 16:10:12.975 Control Systems Events New program has been downloaded. flow from @ OT-WRKSTO2 (¢ ot-wrkst02) | IP:10.202.6.52 | MAC:90:50:56:9e:27:0a to _._

I 16:10:12.975 Control Systems Events New program has been downloaded, flow from @ Cisco 10.202.0.52 (% ot-wrkst02) | IP:10.282.0.52 | MAC:4c:5d:3c:b4:48:4510

| 16:12:43.083 Inventory Events New component detected on the network: @ Cisco 10.202.5.201 (¢ kali-raspberry-pi) | IP:10.202.5.201 | MAC:4c:5d:3c:b4:48:44

| 16:14:43.156 Inventory Events New component detected on the network: @ kali-raspberry-pi (% kali-raspberry-pi) | | MAC:e4:5f:01:3f:37:cb

| 16:32:13.886 Inventory Events New component detected on the network: @ 170.72.78.228 (% 170.72.78.228) | IP:170.72.78.228 | MAC:4c:5d:3c:b4:48:46

| 16:32:13.886 Inventory Events New component detected on the network: [@ 138.199.14.84 (¥ 138.199.14.84) | IP:138.199.14.84 | MAC:4c:5d:3c:b4:48:46

| 16:32:13.886 Inventory Events New component detected on the network: @ Cisco10.1.51.85 (## Cisco 10.1.51.85) | IP:1@.1.51.85 | MAC:4c:5d:3c:b4:48:46

I 16:32:13.886 Inventory Events New component detected on the network: @I 52.137.110.235 (% 52.137.110.235) | IP:52.137.110.235 | MAC:4c:5d:3c:b4:48:46

| 16:32:13.886 Inventory Events New component detected on the network: @I 170.72.69.100 (%% 170.72.69.100) | IP:170.72.69.100 | MAC:4c:5d:3c:b4:48:46

| 16:32:13.886 Inventory Events New component detected on the network : @ 173.223.217.220 (% 173.223.217.220) | IP:173.223.217.220 | MAC:4c:5d:3c:b4:48:46
412345678910

| 17:12:43.791 Inventory Events New component detected on the network: @I Raspberry 10.202.2.2 | IP:10.202.2.2 | MAC:e4:5f:01:3f:37:cb

| 17:42:43791  Inventory Events New component detected on the network: (¥ Raspberry 10.202.2.3|IP:10.202.2.3 | MAC: e4:5f:01:3:37:cb

I 17:13:43.863 Inventory Events New component detected on the network: @ Cisco 192.168.70.159 | 1IP:192.168.70.159 | MAC:4c:5d:3c:b4:48:44

l 17:14:43.939 Inventory Events New component detected on the network : @ 142.250.199.170 | IP:142.250.199.170 | MAC:4c:5d:3c:b4:48:46

I 17:15:13.980 [Inventory Events New component detected on the network : @ 101.53.168.152|1P:101.53.168.152 | MAC:4c:5d:3c:b4:48:46

I 17:16:44.188 Inventory Events New component detected on the network : [@ 20.42.7329|1P:20.42.73.29 | MAC:4c:5d:3c:b4:48:46

| 17:17:14229  inventory Events New component detected on the network: (@) 63.140.36.104|IP:63.140.36.104 | MAC:4c:5d:3c:b4:48:46

| 17:17:14.229 Inventory Events New component detected on the network : @ 172.217.27.205[1P:172.217.27.205 | MAC:4c:5d:3c:b4:48:46

| 17:17:14.229 Inventory Events New component detected on the network : 'i 172.217.174.68|1P:172.217.174.68 | MAC:4c:5d:3c:b4:48:46

I 17:17:14.229 Inventory Events New component detected on the network : @ 142.250.192.67 [ IP:142.250.192.67 | MAC:4c:5d:3c:b4:48:46

BRKIOT-2073
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“malware execution”

ol I 1l I h
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+

+

Malware Download and Execution {DPI for OT Protocols}

Device Device
@ 192.168.1.2 D 192.168.1.88

Time = Severity

September 28, 2025 1:52:17.591 PM

September 28, 2025 1:52:17.591 PM critical

© 2025 Cisco and/or its affiliates. All rights reserved.

First activity

Sep 28,2025
1:44:57 PM

Category

Signature based Detection

Signature based Detection

Last activity ~ Iags Stored flows

Program Download

Sep 28, 2025 Program Upload, |
1:52:13 PM Start CPL,
Triconex
Description

Packets

8946

Volume

144 kB

Events

&0

Malware named TRITON detected by DPlbetween =) 192.168.1.88 (¢ 192.168.1.88) | IP: 192.168.1.88 | MAC: 00:0c:29:28:dd:c5 and B® 192.168.1.2 (¢ 192.168.1.2) | IP:

192.168.1.2 | MAC: 40:00:00:00:00:02

Malware named TRITON detected by DPlbetween B8 192.168.1.2 (¢ 192.168.1.2) | IP: 192.168.1.2 | MAC: 40:00:00:00:00:02 and ) 192.168.1.88 (¢ 192.168.1.88} | IP:

192.168.1.88 | MAC: 00:0c:29:28:dd:c5

BRKIOT-2073
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Best Practices and Recommendations

Contain & Remediate (Short-Term)

Isolate, Verify Integrity, Physical Audit

Long-Term: Implement Zero-Trust Baseline for the Safety Network. Any communication whatsoever, other than the
explicitly allowed diagnostic heartbeats should trigger highest possible severity alert,

Automated Incident Response

Policy and Training

]
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“The SOC Integration”
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Alert fatigue?

What do you think the problem is with the below image?

-~
CYBER VISION A <
Explore < May?2023 > Day Week Month ] Year
Reports @ Last on Thursday, May 25, 2023 1:57 PM @ Last on Thursday, May 25, 2023 2:02 PM @ Last on Thursday, May 25,2023 11:06 O Last onThurkgiay.MayZS.2023 1:57 PM
AM
Monitor
Search
Admin
- Control Systems Events: 7.9% . Inventory Events: 5.5% . Cisco Cyber Vision Administration: 100% . Cisco Cyber Vision Operations: 0.1%
[l Protocol Events: 92% [ Protocol Events: 84.7% [l inventory Events: 99.8%
. Security Events: 9.6%
]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073
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IT/OT Converged SOC Operations should be planned!

Place Sensors Behind Perimeter Devices
» Use firewalls or adaptive security appliances to filter traffic before sensors

Understand Network Environment
» Assess size, complexity, interconnections, traffic types for optimal placement

Use Appropriate Capture Modes
» 'Optimal' mode for mostly unicast; 'All' mode if multicast monitoring is needed

Filter Known False Positives

» Exclude benign sources like scanners or load balancers to reduce noise

Gradual Deployment
« Start small, use groups and presets, then expand to fine-tune alerts

ol I 1l I h
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CyberVision Update: Redesigned Alerts to reduce fatigue

il Cyber Vision

TS Crganization
Global

7 Dashboard
B plerts
Assets

{:} Yulnerabilities

2 Configuration

© 2025 Cisco and/or its affiliates. All rights reserved.

Alerts o+

Global N filters applied

Active 4 Cleared &

@ ‘ R cis co
cisco@cisco.com

[ Go to Cyber Vision classic l

Assets here: 363 Edit

BRKIOT-2073

0 critical ] 3 High o 1 Medium A -]
T Export v &
Alert Type Trigger Instances Severity ~ Triggered By
w  Severe vulnerabilities in monitored entities CWE-2023-3595 - OQut-of-bounds Write Vulnerability in Rockw... 4 High Vulnerability
CVE-2023-3595 - Qut-of-bounds Write Vulnerability in Rockwell ControlLogix Communication Modules
1 monitored asset(s) are affected by this vulnerability which has a score = the threshold defined in the alert rules
Cisco Security Risk Score CVSS Score Attack vector Exploitability
£\ 56 Medium @ 9.8 Critical © Network Not available
View alert summary
> Severe vulnerabilities in monitored entities CVE-2023-2262 - PN1649 - Stack-based Buffer Overflow in R... O High Vulnerability
>  Severe vulnerabilities in monitored entities CVE-2012-6438 - Rockwell Automation ControlLogix PLC Impr... O High Vulnerability
> Prohibited Vendors ASRock A Medium Property

Rule Engine

* New rule engine to configure Alert
thresholds

« E.g. trigger alert if CVSS score greater
than 9 for assets seen by Sensor X

Alert Grouping

* Alerts grouped based on trigger to
reduce number of alerts generated

 E.g. one CVE will generate only one alert
for every matching asset in the
environment

Actionable Alerts

* Can be muted or automatically cleared,
thereby reducing noise and focusing on
what really matters

]
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SIEM Integration: Splunk

OT Asset Investigator

]
1 I Asset Detals: gec_jsO1

# Detected Vulnerabilities

# Notables

Prohibited Traffic Across Perimeter

3 OT Asset Behavioral Indicators : gcc_jsO1

asset_vendor

asset_type

N

hewlett packard

Remote Access

2 Next»

61 -

splunk

jonal Summary Dashboard

Category

Al %

Devices by DeviceType

-12
#Notables # Communications
#Vunerabiltios | Notables
Asset Characteristics Asset Categorization & Classification Geographical Info
Field = gee jso1 2 Field = geejso1 2
“
i 172.104.104.98 category nere
workstation -
nt_host gec_jso1 windows
eneration
dns gcc_js01 . copgen.ops. local o - s
e —— e R s ?
eset id pea e remoteaccess
description jump server s
[z 3 4 nea» ossetosel proliant d1380 ik D,
ste: copperfed power plant
asset_version oty atianta, ga (u9)

200
Administration

o

Leaflot| © Openst}
Top 10 Protocol

Risk Score Over Time

Risk Score

Hosts in Communication (Inbound)

240 103

#Hosts

5

Hosts in Communication (Outbound)

8%

#Hosts

Total Ports in Use

273

#Portsin Use

Total Sessions

555

# Sessions

Syslog and

+ado Fiers

Voot Seeve

ayecoin

s Count

REST API integration with Splunk SIEM and OT Security Add-on

© 2025 Cisco and/or its affiliates. All rights reserved.
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SIEM |

ntegration: Splunk OT Security Add-0On

OT Asset Investigator

]
I Bl Asset Details: gcc_jsO1

# Detected Vulnerabilities

# Vulnerabilities

Asset Characteristics

Field = gcc_jsO1 =

ip 172.104.104.98

nt_host gee_jse1

dns gce_js@1.copgen.ops. local
mac 0d:1e:15:21:21:aa
asset_id

(J
:9' OT Asset Behavioral Indicators : gcc_jsO1

Dz 3 4 Nexts

# Notables

h |
12

# Notables

Asset Categorization & Classification

Field = gcc_jsO1 =

category nerc
workstation
windows
generation
ot
jump server

pca
asset_model
asset_version
asset_vendor

asset_type Remote Access

proliant d138@

hewlett packard

Prohibited Traffic Across Perimeter

61 5o

# Communications

Geographical Info

o

ip: 172.104.104.98

host: gee_js01

type: remote access Q
description: copperfield plant jump server

site: copperfield power plant

city: atlanta, ga (us)

Zoo
Administration

<\

Leaflet | @ OpenStreetMap contributors

Risk Score Over Time

N
-240

Risk Score

Hosts in Communication (Inbound)

103

# Hosts

58 %

# Hosts

~

Hosts in Communication (Qutbound)

Total Ports in Use

273

# Ports in Use

Total Sessions

~

# Sessions

555 =

“~

© 2025 Cisco and/or its affiliates. All rights reserved.
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“compliance”
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The Journey to ISA/IEC 62443

IEC-62443 virtual segmentation

Group OT assets into zones

Visualize conduits

Identify traffic violations

Share context with other platforms
to enforce segmentation

]
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NIS2 related information for Posture Reports

“Risk Zone” included in report
DNS Servers and Communication

Total devices and external domains

© 2025 Cisco and/or its affiliates. All rights reserved.

Executive Summary

Filter Criteria: All data Preset

Introduction

Cybersecurity risk management is the process of identifying, assessing, and taking steps to reduce cyber risks to
an acceptable level. It involves understanding the potential cyber threats to an organization's information assets
and systems, evaluating the likelihood and impact of these threats, and implementing appropriate measures to
mitigate them.

Key elements of cybersecurity risk management include:

« Identifying Assets: Cataloguing what needs to be protected.

 Threat Assessment: Determining the potential cyber threats.

« Vulnerability Analysis: Identifying weaknesses in systems and controls that could be exploited by threats.

* Risk Assessment: Estimating the potential impact and likelihood of threats exploiting
vulnerabilities.

« Risk Mitigation: Implementing controls to protect against identified risks.

* Monitoring and Review: Continuously monitoring the security posture and reviewing the risk management
process to adapt to new threats.

This report is an automated summary that captures all the vulnerabilities, risky activities, and security events found
on the devices in the All data Preset by Cisco Cyber Vision on May 28th, 2024 at 4:57 pm UTC

Key Findings

g

[ Risk score | Total Devices |l ble Devi E ( the last 30 days)
45 46 9 332

You are in a medium-risk zone. Resolving vulnerabilities is recommended, especially as individual devices might
have very high scores.

Security Insights

Severity | Findings
50 critical and high severity vulnerabilities found on 9 devices

4 device(s) have a risk score >= 70

2 device(s) found communicating with external networks

]
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Create new report

o General 2 ) Settings

* Name

Alphanumeric characters or hyphen(-), underscore(_) only (max 40)

Description
7
0/256
* Type
v
Security Posture
Remote Access

Device Inventory

usUIIET BV

1 Upload

Cisco logo is the default logo in the report. Upload an SVG, PNG, or JPG
image of max 200KB to customize the report header

| Executive Summary

Fiter Criteria: All data Preset
Introduction
12:28 pm UTC.

Risk Profile

Preparing for a NERC CIP Audit: Device Inventor

@ General

* Preset

o Settings

All data

Table of content:

At least 1 section must be selected to generate a report

v Executive Summary
v Introduction
v Risk Profile

v Inventory Distribution

Summary
v Top Severity Events
v External Communications

v Device Inventory List

Inventory Distribution Summary

This reportis an aulomated summary ihat caplunes the devices, thair fisk profile, and the inventory distiibution surmmary found in the All data Preset by Cisco Cyber Visian on October 29th, 2024 at

Global Risk Scare Risk Distribution by Risk Score

50 Low-820

Zane: Low-risk zone. Total number of devices: 1104,
Action needed: Acdressing vuinerabilites is stil recom-
mended allhough wery few devices might need atiention.

Madum139

Tots number of vulnersbiliies: 468

Perical-a7

v

Preset Details

v RiskScore filter
v Networks filter

v Device Tags filter
v Activity Tags filter
v Groups filter

v Sensors filter

Vv Report

Top 5 Vendors by Device Count

) ™ [

Total number of vendars seen: 58

e
™

Top 5 Pratocols by Device Count

4
B
H
E

Total number of protocals seen: 71

Top 10 Device Types by Davice Count

Total number of device types seen: 22

© 2025 Cisco and/or its affiliates. All rights reserved.
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Remote Access Reports

Cisco Cyber Vision Remote Access Report
March 14, 2024, 1:41 pm UTC

Remote Access Gateways

Filter Criteria: All data Preset

Cisco Cyber Vision has identified the following devices as Remote Access Gateways. These devices may provide

*
TYDE access to users to control other OT or IT devices in the network remotely. It is recommended that only authorized
users are provided access to selected devices, as needed.
LY
) Device Name Device IP Mac Address Vendor Group
ewon3 192.168.234.22 00:03:27:57:a5:d4 | Ewon Inc. NET_REMOTE_ACCE

Security Posture

Remote Access

DNS Queries to Remote Access Domain Names

Cisco Cyber Vision maintains a list of known remote access domains that are used whenever a remote user is trying
to access internal devices. The table below depicts those devices that have attempted to run a DNS query for any
of these domains, indicating that these devices may have been remotely accessed.

Device Inventory

© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073

Device Name Device IP Group Domain Name Count | Latest Timestamp (UTC)

THINKCENTER 192.168.0.72 | - de-fra-anx- 1 2024-03-14 01:40 PM
r048.router.teamviewer.com

THINKCENTER 192.168.0.72 | - udp.ping.teamviewer.com 3 2024-03-14 01:39 PM

THINKCENTER 192.168.0.72 | - client.teamviewer.com 2 2024-03-14 01:39 PM

THINKCENTER 192.168.0.72 | - router16.teamviewer.com 1 2024-03-14 01:39 PM

THINKCENTER 192.168.0.72 | - whatsnew.teamviewer.com 1 2024-03-14 01:39 PM

THINKCENTER 192.168.0.72 | - de-muc-anx- 1 2024-03-14 01:39 PM
r005.router.teamviewer.com

THINKCENTER 192.168.0.72 | - router13.teamviewer.com 1 2024-03-14 01:39 PM

10.2.1.59 10.2.1.59 - ntp.talk2m.com 6 2024-03-14 07:51 AM

10.2.1.59 10.2.1.59 - device.talk2m.com 5 2024-03-14 07:51 AM

]
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Cisco Cyber Vision in Manufacturing

,----'S ity O ti Center ----. . .
5 ecurity Bperations e"qer o Isolate IT and OT by installing an
Enterprise IT msmmsmmmme 0 | 2] 5 industrial DMZ with Cisco Secure FW
(Purdue Level 4-5) Cisco I Cisco Firewall — g o
! Splunk CiscoISE |
D—@—‘ Catalyst9300 . Management  SPUTE  EC oh : :
A A i Create macro-segmentation zones in

Industrial DMZ

Secure Firewall -—

Cisco E[: i @ the Catalyst 9300 switches and deploy
o LREEEeRTRTeneas ’ Cyber Vision sensors with Snort IDS.

Industrial saaeid __@—: I: : :l @;@z

e Cyber Vision sensors deployed within
segments across IE3x00 switches

v

Operations Cisco Catalyst 9300 g ! — o DO
(Purdue Level 0-3) with Cyber Vision Sensar + SCADA/Historian Cytézrn\t/ésrlon C'SC:J ISE o
- OT Datacenter - - o -~ - Lo 9 Cyber V|$|o_n hardware-sensors
____________ : ! deployed via one-hop SPAN to gain
. : visibility on non-Cisco switches
Sensor '
A 0 !
— Cisco IE3x00 Switch | e ; P o
Ltk = ) Lty Wit Oybar Vidon Sonsor | Build zones gnd condwts_. in Cyber Vision
HMI Cisco IC3000 L et E and share with ISE for micro
Hardware sensor .
B5E5 sis[IB25 ooo segmentation
PLC/RTU/IED PLC/RTU/IED

Eg | &I Cyber Vision shares details on OT
; C) i:t) ﬂ ; devices and events with SOC to build
informed security policies and

Zone-1 Zone-2 4 investigate threats across domains

]
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Cisco Cyber Vision in Electric Utilities

Data Center / Control Center

(5] &

=/

SCADA

App Server

Seyon)------- Lo Q_ P

Y O W @
| CiscoFirewal & © ==

' Management

©),

Cisco ISE Splunk  Cyber Vision

Center

______________________________________

-------- Security Operations Center -0— -~

Cellular
Backhaul
- -
Transmission Grid 9 0

7 oCiscolR | I
Substation Ol 0\ NGFw Substation el
O O 1 Cisco IRO O

HMI O HMI with NGFW O )
## l : ﬁ# Saod
SPAN
e, em =
Switch | Cisco IC3000 |IE Switch
IEEI Bay controllers IEEI lE%E Bay controllers lEEE
I | | ]
RTU Relay IED MU RTU Relay IED MU
© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073

‘ Cyber Vision Center deployed at Control center

‘ Cyber Vision Sensor embedded in IE3x00 switches or
deployed via one-hop SPAN on Cisco IC3000 in
transmission substations

. Cyber Vision Sensor embedded in Cisco Industrial Routers
in the distribution grid

‘ Application-flow streamed from sensors to center over
utility private WAN connecting transmission substations and
over cellular backhaul from the distribution grid

~_ Distribution Grid

Sose

Cisco IR \& X Cisco IR ¥R Cisco IR ¥R

Feeder

S| CB VR
_l Capacitor Voltage
Smart inverter bank regulator

]
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Cisco Cyber Vision in Oil and Gas

[ — ]

Cisco IC3000

6
SPAN

Data Center / Control Center

I=1Ri=]

SCADA App Server

——————— Security Operations Center -0— -~

T Y%

g o

Cisco Firewall
I rew Cisco ISE

Management

__________________

0 Cyber Vision Center deployed at Control center

Q O !
RO
— O o |
Splunk  Cyber Vision |
Center )

Downstream

Plant/refinery

Switch
. Stack

e

- Valves, Actuators, Sensors
Switch

Cisco
|IE Switch

© 2025 Cisco and/or its affiliates. All rights reserved.

Cellular
Backhaul

|IE Switch

Compressors/
pumps/valves

Midstream

Sensor

a7
Cisco IR \& X e

oy

BRKIOT-2073

Cyber Vision Sensor embedded in IE3x00 switches or
9 deployed via one-hop SPAN on Cisco IC3000 in
Downstream, Midstream and Upstream

e Cyber Vision Sensor embedded on directly on Cisco

Industrial Routers for distributed applications

a Light weight Application-flow streamed from Sensors to
Center over bandwidth constrained connections

Upstream

~a H
Cisco IR ¥R

3 E
Compressors/
pumps/valves
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The Future of Industrial

Network Security




Industrial Defense Must Embrace IT-OT Convergence for Future Security

« |IT and OT integration is central to digital transformation, driving operational efficiency and
better data insights.

* As environments grow more interconnected, risks increase, requiring cooperative and

\) %J unified security strategies.
Oo~0O
Jo o(
’)O((_)\O « Organizations should leverage IT technologies in industrial networks to ensure resilience,

reduce complexity, and drive new outcomes.

» Organizations must break down silos and adopt unified security strategies that enable
collaboration and prepare them for emerging risks.

]
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IT-OT Integration Drives Operational Excellence and Security Coverage

Performance Priority

Operational excellence leads investment
decisions with 36% prioritizing enhanced
throughput capabilities

\

p
Quality Focus

Product quality drives 32% of integration
efforts through predictive issue resolution

\_ J

4 i )
Strategic Balance
Security coverage ranks fourth at 27%
indicating comprehensive defense
modernization approach

\_ J

© 2025 Cisco and/or its affiliates. All rights reserved.

Investment Drivers

Main Drivers for IT-OT Integration Investment in Industrial Defense

Asset management [

Reduced cost
Safety [I——
Innovation/New products
Security coverage
Sustainability |
Product/Service quality [
Operational performance |

0 5 10 15 20 25 30 35
Percentage (%)

]
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Collaborative IT-OT Teams Essential for Industrial Security Maturity

4 )
Maturity Paradox
Higher security sophistication increases
rather than reduces IT collaboration
requirements significantly

\_ J

e N
Robust Dependency

Organizations with robust security
practices show highest IT support needs
at 75%

\_ J

4 i i )
Universal Integration
Even basic security implementations
require substantial 65% IT support for
effectiveness

\_ J
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Lack of visibility is a significant barrier to implementing an
effective industrial security strategy and often leaves critical
gaps unaddressed.

Com prehenSive VlSi bl I Ity gg‘;ﬁuig(gl'le':jgiésbaerzggeegszz.years old and their security
and Segmentation Protect
Critical Industrial Assets ccalable and cost-effecte deployment options. enabiing

organizations to overcome related limitations.

Most OT networks remain unsegmented, leaving critical assets
exposed and increasing the likelihood of lateral movement
during attacks.

The adaptive enforcement of segmentation policies strengthens
operational resilience and aligns with zero trust principles.

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKIOT-2073 CIsco



Unified Industrial SOC Enables Advanced Threat Detection Across Domains

ik

Isolation No Longer Viable

Managing OT security in isolation is no longer viable as
industrial operations increasingly rely on IT and cloud.

(w3

Unified Detection Required

Unified threat detection enables organizations to correlate
events across all domains and detect patterns and
advanced threats that could otherwise go unnoticed.
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Best-in-Class Tools Needed

Detecting and responding to modern threats requires
best-in-class IT security tools for each task of the security
workflow.

&

Integrated View is Essential

Organizations need a unified, integrated view of security
data from best-in-class IT security tools to enable
effective threat detection across IT, OT, and cloud in their
SOC.
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Cisco Cyber Vision Assessment Services

With Cisco’s Assessment Service you can get a Comprehensive Picture
of your Industrial Security Posture

K X N NE

Automated Asset Vulnerability Communication Actionable Detailed
Inventory Detection Maps Insights Reports

Services led by Cisco OT Security experts, following a process that is proven to vield results.
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!
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Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights reservi

@cisco.com

afraln
cisco


http://www.ciscolive.com/on-demand
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Thank you C1SCO Live !
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