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Let’s start with Slido

1 Cyber security mandates for remote access

BRKIOT-1005

2 Identity Security: The importance of MFA

3 Is cloud based remote access risky?

4 Remote Access Technologies and Cyber Security

5 Cisco Secure Equipment Access

Passcode: a4tls8

slido.com #153 2463
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What technology do you currently use 
for remote access to OT network? 
Select all that apply.

The Slido app must be installed on every computer you’re presenting 
from BRKIOT-1005

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design
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Is your remote access solution dedicated to 
the OT? Or do you leverage the existing IT 
implementation?

The Slido app must be installed on every computer you’re presenting 
from BRKIOT-1005

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design


BRKIOT-1005

What are your biggest 
challenges when providing 
remote access to 3rd parties?

The Slido app must be installed on every computer you’re presenting 
from BRKIOT-1005

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design
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“Secure” remote access typically means user frustration 
with cumbersome experiences 

OT

IT *sigh*…“Ok."

“I need access to the network 
for some maintenance work”

Add user account to the VPN

MFA is an optional add-on!

Create policies for VPN user so they cannot access network

Give user credentials to the jump server

Add network policies to jump server to stop lateral movement

Setup WebEx call so I can watch remotely

Remember to close all policies when session is over

How long does it take for remote access to be granted to the OT network? 

BRKIOT-1005
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2024 by the numbers

User identity is still the top target for 
attackers:
• Credential abuse is the most common 

way to breach a network
• Phishing is the most common delivery 

method 

Exploiting the remote access hardware is 
a new trend:
• 34% rise in successful exploits due to 

vulnerabilities
• 22% of all vulnerability exploitation 

breaches targeted edge infrastructure 
such as firewalls, VPN & remote 
access gateways which was only 3% in 
2023

2025 Verizon Data Breach Investigations Report

BRKIOT-1005
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Mandates must be implemented to drive change

NIS2 NIST ISA/IEC-62443 NERC CIP TSA

BRKIOT-1005



© 2025 Cisco and/or its affiliates. All rights reserved.

Mandates must be implemented to drive change

the use of multi-
factor 
authentication 
or continuous 
authentication 
solutions

MFA is an 
accepted best 
practice for 
remote access 
to OT 
applications

SR 1.1 RE 2 – 
MFA for 
untrusted 
networks

SR 1.1 RE 3 – 
MFA for all 
networks

005-7 – Remote 
Access 
Management: 
Require MFA

MFA, or other 
logical and 
physical security 
controls that 
supplement 
password 
authentication

NIS2 NIST ISA/IEC-62443 NERC CIP TSA

BRKIOT-1005



Identity Security: The 
Importance of MFA
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Why hack when 
you can log in?

80%

of breaches leveraged identity 
as a key component

Source: Cisco Talos Incident Response Data 2023-2024
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It is sometimes as easy as this

How many of you scanned this at 
the start of the session?

How many of these have you 
scanned at this trade show?

BRKIOT-1005
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Have I been Pwned?

BRKIOT-1005
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Multi-Factor Authentication (MFA)

• Password
• PIN
• Email Verification

• Mobile
• Yubikey

Something you know Something you have Something you are

• Fingerprint
• Facial Recognition

BRKIOT-1005
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Single Sign-On (SSO)

App1 App2 App3

SSO

• One authentication for many applications
• Reduces password sprawl
• Single set of policies across all your 

applications

BRKIOT-1005
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Identity Threat Detection & Response (ITDR)
focuses on identifying anomalies in human behavior, detecting potential unauthorized access, and 
responding to security incidents promptly.

Monitoring identity infrastructure for 
misconfiguration and weaknesses

- Administrative account 
overuse

- SSO bypass

- User inconsistencies

- No or weak MFA 

- Dormant accounts

- Over-privileged 
users

Examples:

Detection logic that prioritizes identity Tactics, 
Techniques and Procedures (TTPs)

Automation to eradicate, recover from, and 
remediate identity threats

Proactive Reactive

BRKIOT-1005



Is cloud-based remote access 
risky?

Session ID: BRKIOT-1005
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Remote users come from outside of your network

Boundary Firewall

If your VPN headend is on-prem, you must expose part of 
your network to the public which invites exploitation

BRKIOT-1005
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Revisiting the numbers

BRKIOT-1005

User identity is still the top target for 
attackers:
• Credential abuse is the most common 

way to breach a network
• Phishing is the most common delivery 

method 

Exploiting the remote access hardware is 
a new trend:
• 34% rise in successful exploits due to 

vulnerabilities
• 22% of all vulnerability exploitation 

breaches targeted edge infrastructure 
such as firewalls, VPN & remote 
access gateways which was only 3% in 
2023

2025 Verizon Data Breach Investigations Report
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OT Network only needs a single trusted flow through the 
firewall

SEA

Boundary Firewall

Cisco Secure 
Equipment Access

Cloud

SEA

Boundary Firewall

Consistent policies across multiple locations. Remote 
access gateway not exposed to the Internet

BRKIOT-1005



Remote Access Technologies



© 2025 Cisco and/or its affiliates. All rights reserved.

Virtual Private Network (VPN)

• Extends the network to remote users

Pros

• Users can use applications hosted natively on 
their devices

• Minimal friction from end user experience

Cons

• Users have an IP address on your network
• Additional steps for lateral movement and 

reconnaissance to be prevented
• VPN headend has public IP that will be 

targeted
• Client can sometimes be a burden
• MFA an additional add-on

BRKIOT-1005
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Jump Servers

• Users do all their tasks from a trusted device 
hosted in the network

Pros

• Minimize the risk of introducing malware from 
client device

• Devices can be locked down to only 
permitted applications

• Jump servers can reside in isolated state until 
needed 

Cons

• Additional overhead often leads to over 
privileged jump servers

• Must maintain vendor applications
• MFA still not a hard requirement

BRKIOT-1005
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Shift to Zero Trust Network Access (ZTNA)

• Users have proxied access to specific 
endpoints / applications

Pros

• Users only have access to what they need
• MFA is natively built in
• Clientless connectivity
• ZTNA gateway establishes outbound 

connection to a trusted cloud*

Cons

• Clientless connectivity does not cover every 
protocol

• Clients will be needed in some cases

BRKIOT-1005
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OT specific ZTNA capabilities 

• ZTNA is a broad term, and needs capability 
extensions for OT

Pros

ZTNA+
• Scheduled Access
• Session Monitoring and Recording
• Session Approval flows

Cons

• Clientless connectivity does not cover every 
protocol

• Clients will be needed in some cases

BRKIOT-1005



SEA overview
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ZTNA Trust Broker
Secure

 Equipment Access
dashboard for policy 

definition & enforcement

ZTNA Gateway

Remote User

OT Assets

One-click zero trust remote access to any OT 
asset connected to Cisco industrial network

Zero Trust MFA & SSO

OT Asset Resource Isolation

Clientless & Agent-based Access 

Remote User Host Posture Check 

Session Scheduling

Session Recording, Monitoring & Kill

Session Approval on Request

Manage risks from suppliers with zero-
trust remote access to OT assets

Catalyst Industrial Routers or 
Switches with embedded 
SEA gateway software 

Central management 
of remote access 
policies for all sites

Secure Equipment Access (SEA)

BRKIOT-1005

Cisco’s ZTNA trust broker 
specifically designed for 

OT workflows

Cisco’s ZTNA gateway 
built into industrial 

switches and routers

SEA Agent

Working together to 
enable least privilege 
access to OT assets
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Industrial Switches

Enterprise Switches

Industrial Routers

Platforms that support 
the SEA gateway

IE3500
IE3400
IE3300

IE3100

IE3500H
IE3400H

IE9300

IR1101 IR1800

SEA Agent
SEA Agent

SEA Agent

SEA Agent

SEA Agent SEA Agent

SEA Agent is the ZTNA gateway 
function embedded in network 
platforms

Catalyst 9300

IE3100H
SEA Agent

SEA Agent

BRKIOT-1005
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One level deeper

IOS XE

IOx

SEA Agent
in docker container

Industrial networking 
device (IE, IR)

SEA
cloud

secure tunnel for SEA service configuration

Hardware

device configuration
through CLI or
Cisco Controller

BRKIOT-1005



SEA deployment examples 
and valuable product features



Customer 1:
Sea port
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Sea port requirements for remote access

BRKIOT-1005

Requirements:

• Reliable remote access to port assets in harsh environment (sensors, cameras etc)

• RDP and SSH are main access methods

• SSO for authentication with multiple IdP support (several partners)

• Local authentication with MFA for quick addition of new users

Goal: Secure remote access to assets in Sea port and on vessels. Secure collaboration with multiple 
partners through SSO
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SEA solution overview

Sea PortCisco
Secure Equipment 

Access

IR1101

OT user

Water
Level

sensor

Wind
direction
sensor

Salinity
sensor

Tide
sensor

ZTNA Trust Broker

ZTNA Gateway

SEA Agent

IdP

BRKIOT-1005
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Embedded authentication and custom SSO in SEA

• Embedded authentication 

(id.cisco.com) with MFA enforcement. 

Authorization through RBAC in SEA.

• Multi-IdP support for SSO, per Org. Any 

IdP with SAML 2.0 support can be 

used. Any custom MFA beyond IdP is 

allowed.

• IdP lock on the Org level

Custom IdP 1 / MFA A

Custom IdP 2 / MFA B

Custom IdP N / MFA M

Cisco IdP / MFA

SEA
cloud

Embedded authentication
(default option)

Custom authentication

SAML 2.0 SAML 2.0

BRKIOT-1005



Customer 2:
Manufacturing
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Manufacturing customer requirements for remote access

Requirements:

• Reliable remote access to industrial assets (PLCs, robots, workstations, HMIs, etc)

• RDP, WebApp, SSH, and SEA Plus are main access methods

• SEA Agent deployment can be on Purdue levels 0-3/3.5

• Remote access with network segmentation support through VLAN-awareness

• Simple and easy to follow deployment method required for SEA Agent 

Goal: Secure remote access to assets on manufacturing plants for 3d party technicians and employees, 
adoption of Purdue model, services availability in segmented network

BRKIOT-1005
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SEA Agent deployment flexibility. Purdue model

BRKIOT-1005

Operations 
and Control
Purdue Level 3

Process
Purdue Level 0-2

I-DMZ

Enterprise
Purdue Level 4-5

Industrial Core

IT
O

T

Zone-1 (VLAN 101) Zone-2 (VLAN 201)

IT Network

HMI

SIS

PLC/RTU/IED

HMI

PLC/RTU/IED

MES

Sensor Sensor

Cisco 
IE Switch

Sensor

Switch

Sensor

IC3000

SPAN

SIEMSecureXFMC Cyber Vision 
Global Center

Cisco Secure Firewall

Distribution Stack

SensorIDS

Cyber 
Vision

ISE

Duo

SEA Agent

SEA Agent

SEA Agent

SEA Agent

• SEA Agent deployed on a 
network device, can reach 
all end hosts if correct 
security rules are in place

• SEA Agent/s can be 
deployed on any Purdue 
level 0-3.5

• SEA Agent/s can be re-
deployed to a different 
layer or hosting device in 
any moment

• SEA Agent establishes 
outbound tunnel to SEA 
cloud
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Multi VLAN support. VLAN-aware deployment

• If SEA Agent is on different VLAN, it 
must find a routing point to reach asset

• SEA Agent now supports multiple 
interfaces
• Up to 10 interfaces supported

• Both DHCP and Static IP supported

VLAN 20VLAN 10

Cisco Secure Firewall

Purdue Level 0-2

Purdue Level 3

VLAN 30
SEA SEA

SEA

BRKIOT-1005
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SEA Agent deployment through guided CLI deployment 
flow

• Expanded capability for 

deployment via CLI on 

Cat9300 (and on 

IE3400/3300/93xx)

• CLI commands 

automatically generated 

for admin’s review during 

the ‘add network device’ 

flow

• Step-by-step guidance 

for adding the generated 

CLI

BRKIOT-1005
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SEA Alerts for detecting threats from remote users

New rule-based Alerts framework 
to trigger alerts such as:

• User A has logged in from a 
prohibited location

• Since their last login, User B has 
changed login locations

• User C is logging in outside of 
working hours

 

Identity threat detection and response (ITDR) focuses on identifying anomalies in human behavior, 
detecting potential unauthorized access, and responding to security incidents promptly. 

BRKIOT-1005
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Deactivating inactive user accounts

• Block remote users due to 
inactivity – e.g., 
disgruntled ex-employee 
can exploit unrevoked 
access 

• Dormant user accounts 
are a major vector for 
identity-based attacks = 
e.g., Unused 3rd party 
contractor account due to 
contract completion

• SEA admin can set 
access expiration time-
to-live based on roles* 

BRKIOT-1005



Customer 3:
Utility
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Utility customer requirements for remote access

Requirements:

• Reliable remote access to industrial assets (PLCs, HMIs, workstations, jump boxes, etc)

• SEA Plus, RDP, and WebApp are main access methods

• HTTP Connect Proxy support

• OT environment isolation into purposely designed islands with particular people and 
particular assets only

• Customer wants their subject matter experts to be between contractors and their assets 
with ability to approve access

Goal: Secure remote access to assets on virtualized electrical substations of the national power grid 

BRKIOT-1005
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HTTP Connect Proxy support for SEA tunnels

• SEA Agent can now connect to cloud via 
HTTP Connect Proxy

• SEA Agents in OT network can 
aggregate into a DMZ area for reaching 
the cloud

• Note: The HTTP Connect Proxy is not a Cisco product or 
an extension of SEA. It’s a capability that exists on web 
proxies.

• A HTTP Connect Proxy does not decrypt traffic. 
Encryption is maintained end-to-end between agent and 
cloud.

DMZ

SEA

SEA

SEA SEA SEA

OT

HTTP Connect Proxy

BRKIOT-1005
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SEA Plus access method for PLC management

Cisco
SEA

Cisco IE3x00

Equipment

Access method
over IP*

LAN

SEA agent

CloudUser Remote Site

HTTPS 443

• SSO (SAML 2.0), incl MFA
• MFA for local users
• RBAC

HTTPS 443

• Employees
• Contractors

Firewall

Workstation

SEA Plus
User App

Agent-based secure remote access – SEA Plus.
Other VPN clients should be inactive while this app is 
working

SEA Plus technology allows applications running on a user's computer to 
communicate with a remote system using any TCP, UDP, and ICMP protocols and for 
communication between a user and a remote system. 

Ability to configure any port for communications 
decreases attack surface and increases the security 
posture of the solution!

BRKIOT-1005
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OT assets isolation and secure operations 

ZONE 1
(Fanuc Robotics)

Cisco SEA
Access Groups

ZONE 2
(Rockwell Automation)

SEA Access Group “Fanuc” SEA Access Group “Rockwell” 

Users OT 
Assets/Sessions

Fanuc_technician_1@fanuc.com

Fanuc_technician_2@fanuc.com

Fanuc_technician_N@fanuc.com

…

UsersOT 
Assets/Sessions

Rockwell_technician_1@rockwell.com

Rockwell _technician_2@ 
rockwell.com

Rockwell _technician_N@ 
rockwell.com

…

Access Managers (Approvers)

BRKIOT-1005
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SEA session access request/approval feature

• Just-in-time access 

functionality to enforce 

strict access to remote 

sessions

• Add privileged users who 

can approve session 

requests to access group

• Privileged uses will only see 

requests corresponding to 

the access control groups 

associated to the approval 

group

BRKIOT-1005
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Key takeaways

• Additional exposure to poorly implemented remote access solutions

• The threat of identity is at an all time high

• SEA provides both the flexibility and ease of use required for OT while being secure from 
the start

• Your remote solution should not only provide connectivity, but it should also provide 
security insights for your remote user activity

• Just in time access is key to remotely accessing the critical infrastructure

BRKIOT-1005
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKIOT-1005
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKIOT-1005

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you
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