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Questions?

< Catalyst 9000 Series Switching Family - ...

USe C|SCO Webex App to Chat session will talk about the component at the
Wlth the Speaker aftel‘ the SeSS|On heart of these switches which is the ASIC. It

will also cover common attributes,
technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

Kenny Lei
Cisco Systems, Inc. | Technical Market.

ﬂ Find this session in the Cisco Live Mobile App Catagories

Technical Level

o Click “Join the Discussion” Intermediate (596)

Tracks

Networking (220)

e Install the Webex App or go directly to the Webex space

Session Type
Breakout (453)

Q Enter messages/questions in the Webex space SHOW 2 MORE ¥

Webex

w Join the Discussion

Notes

Webex spaces will be moderated by the speaker until 14 November 2025.

Enter your personal notes here

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKEWN-2430
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Agenda Troubleshooting Basics
Flexible Options Overview
Proactive Engagement
In-Product Assistance
Diagnostic Tools

Dashboards
-Catalyst Center, Meraki

Advanced Scripts
RADKit

Cisco Al Assistant
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Troubleshooting Basics

Approach

» Clearly define the problem
» Understand any possible triggers
* Question & seek clarity
» Know the expected behaviour
» Reproducibility - Intermittent/Consistent ?

Test various scenarios & combinations

Analysis

Arrive at the solution

]
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Flexible Options to Self-Serve & Accelerate Case Resolution

Proactive Engagement
Log Advisor

Vulnerability Checker

Talk to cisco.com

Case Open

DignosticTools

AP, WLC Debugs

Wireless Config
Analyzer Express

Debug Analyzer
WiFi Hawk-Over the air

In-Product Assistance

WalkMe

Cisco Support
Assistant Extension

1. Prevent TAC case

© 2025 Cisco and/or its affiliates. All rights reserved.

Advanced Scripts

EEMs
Guest Shell
WLAN Poller

A P

Monitoring Dashboards

Catalyst Center
Meraki Dashboard

2. Gather and Analyze Data

BRKEWN-2430

Case Closure

Cloud Like Tool

RADKit

3. KPI Monitoring, Workarounds, TAC Handoff
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Flexible Options to Self-Serve & Accelerate Case Resolution

Proactive Engagement
Log Advisor

Vulnerability Checker k

Talk to cisco.com

Case Open

sillo

1. Prevent TAC case

© 2025 Cisco and/or its affiliates. All rights reserved.

DignosticTools

AP, WLC Debugs

Wireless Config
Analyzer Express

Debug Analyzer
WiFi Hawk-Over the air

i@
SRy

Cloud Like Tool
RADKit

2. Gather and Analyze Data

3. KPI Monitoring, Workarounds, TAC Handoff
]
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Proactive Engagement

Scenario : Engage before case open or perhaps prevent a case ?

4 N\ ﬁ N )
1. Log Advisor Eﬁ 2. Check Vulnerability _>@<_ 3. Talk to Cisco.com @

» Verify if your hardware and

« Gather insights on right data to software is impacted. « Talk to virtual assistance to
be gathered before opening understand compatibility on
TAC Case » Get additional details on CVE, hardware, software, Field

Bug, Workarounds, Fix Notice Applicability

» Helps resolve TAC case faster
 Prevent TAC case  Prevent TAC case

]
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(_

1. Log Advisor - Log Collection Insights

> C 25 mycase.cloudapps.cisco.com/create/problem

© 2025 Cisco and/or its affiliates. All rights reserved.

Need help with Cat 9800 Wireless LAN Controllers?

Your Cat 9800 Service Request can move a lot faster if you can help upload logs
requested from the log advisor tool organized based on various wireless problem
buckets.

At a minimum, please try to collect and upload the < show tech wireless >
output from the C9800 WLC.

What logs to collect from Catalyst 9800 WLC for various scenarios?

Did you know? If you are using Chrome or Edge browser, you can upload
your logs or open a case directly from the C9800 WebUI using the
Cisco Support Assistant(CSA) Extension . This is the fastest way to engage with
TAC. Learn more about the CSA Extension.

Cat 9800 Configuration Analyzer

Close

BRKEWN-2430

https://logadvisor.cisco.com/ | Menu of Scenarios

¢« > C 25 logadvisor.cisco.com/logadvisor/wireless/9800/

el |Log Advisor

Q_ Search for an issue

¥ Solutions

General Logs To Collect For Any 9800 WLC Issue

Logs to Collect for AP Join/Connectivity Issues

W| re | eSS a n d M O b | I |ty Logs to Collect for Client Connectivity Issues for 9800

Catalyst 9800 Controllers Logs for RF or RRM (Radio Resource Management) Issue
Logs to Collect for WebAuth (LWA,CWA) Issues

Logs to Collect for High Availability(HA) Issues

Logs to Collect for Smart Licensing Issues

Logs to Collect for Web User Interface or GUI Issues
Logs to Collect for WLC Platform Issues(Crash, Performs

Advanced Information on AP/Client Debugs from 9800 V

Wireless Config Analyzer Express

In SCM (Support Case Manager)

]
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Log Collection Insights - Log Advisor

A / Wireless and Mobility / Catalyst 9800 Controllers / [Logs to Collect for Client Connectivity Issues for 9800 ]

Self-service and validation

© 2025 Cisco and/or its affiliates. All rights reserved.

This scenario will cover client connectivity issues, association issues, authentication issues, disconnections, roaming issues.

Outputs to check key performance indicators KPlIs to identify if there could be client connectivity issues:
Check for client delete reasons, identify top delete reason and see if counters are increasing

show wireless stats client delete reasons | ex @

Additional logs to collect for client connectivity issues.

Always-0n Tracing:

show logging profile wireless filter mac <Client_MAC> to-file always—on—<FILENAME. txt>

RadioActive Tracing:

debug wireless mac <Client_MAC>

Embedded Captures filtered by client MAC:

monitor capture
monitor capture
monitor capture
monitor capture
monitor capture
monitor capture
I 1Reproduce

monitor capture
monitor capture

MYCAP
MYCAP
MYCAP
MYCAP
MYCAP
MYCAP

MYCAP

export flash:|tftp:|http:.../filename.pcap

clear

interface Pol both
buffer size 100
match any

mac <Client_MAC>
start

stop

BRKEWN-2430

Data to be gathered for
Client connectivity issues
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2. Vulnerability - Check Applicability

< - C 25 mycase.cloudapps.cisco.com/create/problem

. A Was this helpful?
@ Common Potential Vulnerabilities and Exposures » &

SCM has identified the following CVE(s)/Advisory ID(s) in the text provided. Please use the "Check
Applicability on Software" to validate the impact on specific software or visit the Security Portal or
Cisco Vulnerability Repository (CVR) to find all the information related to the CVE(s)/Advisory ID(s).

® A

Enter CVE in

( Check Associated Bugs )

Click Here

. o _ _ i > ] >
T|t|e/PrOb|em CVE-2022-20683 Security Portal [ CVR[7 @
Description
[ Check Applicability on Software =2 ]( Continue Case Creation ) Security Portal ]
]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 cisco

Cisco Confidential



VUInerablllty Appllcablllty f’m];_‘[ Impacted in 17.3.2 |

3 Common Potential Vulnerabilities and Exposures

[ The following CVE(s)/Advisory ID(s) affect I0S-XE ver 17.3.2 /]

CVE(s) Advisory ID(s)
@ Common Potential Vulnerabilities and Exposures CVE-2022-20683  cisco-sa-c9800-fn... Security Portal [ CVR[7 @  CSCvx21714
Please provide the following details to check a specific software version affected: .
Software Type
|0S-XE x v Visit the Security Portal or Cisco Vulnerability Repository (CVR) to find all the information related to

Fill in Hardware the CVE(s)/Advisory ID(s).

Software Version

& Software
17.3.2 ( Continue Case Creation )

Sample Input Format: 17.3.5a, 16.10.1

C Back to CVE/Advisory List 1 Check Applicability on Software =2 ]

Run the Check

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 cisco
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Vulnerability
Applicability

© 2025 Cisco and/or its affiliates. All rights reserved.

Bz Common Potential Vulnerabilities and Exposures

[ No matching potential vulnerabilities found for CVE(s)/Advisory ID(s) affecting 10S-XE ver 17.18.1 /:]

+ CVE-2022-20683 Security Portal [ CVR[1 @ CSCvx21714

Visit the Security Portal, Cisco Software Checker or Cisco Vulnerability Repository (CVR) to find all
the information related to the CVE(s)/Advisory ID(s).

Not Impacted in 17.18.1

BRKEWN-2430 cisco
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3. Check Compatibility: Virtual Assistance in Cisco.com

Talk to Virtual Assistance in Cisco.com

... | Cisco Wireless LAN Controller Software / Compatibility Information /

Cisco Wireless Solutions Software Compatibility Matrix

1 "
HSave Download ﬁ Print

Updated: July 22, 2025 Was this Document Helpful?
Bias-F L
{asTrree banguage Yes No = Feedback
Contents
Cisco Wireless Solutions Software Compatibility Matrix Customers Also Viewed

Conventions
(] Recommended Cisco IOS XE Releases for

Cisco Catalyst 9800 Series Wireless Controller Matrix Catalyst 9800 Wireless LAN Controllers

Cisco Catalyst 9800 Wireless Controller Specific Software Release Support
Cisco Embedded Wireless Controller Matrix {J Troubleshoot a Lightweight AP that Fails to
Join a WLC

Cisco Access Points Supported in Cisco Wireless Controller Platform Software Releases
Supported Access Points in Cisco Catalyst 9800 Series Wireless Controller Software Releases
Supported Access Points in Cisco Catalyst 9800 Embedded Wireless Controller Contact Cisco
Supported Access Points in Cisco AireOS Wireless Software Releases Open a Support Case a

Supported Cisco Integrated Service Router 1100 Series and Embedded AP Models

i (Requires a Cisco Service Contract)
Related Information

Access Point Specific Wireless Controller Software Support

This Document Applies to These

Cisco AireOS Wireless Controller Specific Software Release Support

Cisco Aironet 1800s Active Sensor Compatibility Matrix Products
Inter Release Compatibility Matrix within Platforms 2500 Series Wireless Controllers
Inter Release Compatibility Matrix between I10S-XE Software Releases Log 18] Here for
Inter Release Compatibility Matrix between AireOS Releases ‘ el Unleash the Power of TAC's Virtual Assistance x
Cisco Spaces Compatibility Matrix : H = Login to enable assistance >
P patlbilty Virtual Assistance

Cisco Connected Mobile Experiences Compatibility Matrix

Important Notes for Connected Mobile Experiences Platform Aironet Active Sensor

Cisco CMX Compatibility Matrix + Show All 15 Products

]
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@ Cisco Support Assistant

Knowledge Scope: Cisco Wireless Al Assistant

Compatibility Check

@ For the combination of CW9800H1 controller with CW9172l-
x and CW9176I-x access points, the recommended release

@ Cisco Support Assistant X is as follows:
Knowledge Scope: Cisco Wireless Al Assistant
2255151 The recommended release for any WLC controller platform

supporting Cisco Wireless APs CW9176 or CW9172 is Cisco

@ Se|eCt WLC I0S XE 17.15.3 with APSP and SMU.

Select the hardware from list below OR enter your question in chat ( s S
below. ummary lable
j , AP models
Select WLC HW Model Controller AP Models Recommended Notes
Model Supported Release
CW9800H1 x v
Select AP Models CW9800H1 CW9172I- I10S XE 17.15.3 Both APs
X, with APSP and supported
CW9172l-x * CW9176l-x x X v \ CW91761-x SMU in17.15.3
A v .
— Additional Notes

APSPs (Access Point Service Packs) and SMUs (Software
Maintenance Upgrades) require a Network Advantage
22:55:56 License. If you have a Network Essentials license, an
Escalation Image can be requested from Cisco TAC, but
this requires downtime.

Welcome to the Cisco Wireless Al Assistant! | can assist with your Always apply the latest APSP and SMU for your
WLC and AP queries. Please type a brief question to get started! CLERSTIEE
(S | t . \ 17.15.3 is the recommended release for all deployments
( | need a recommended release for this combination? ) elect : with CW9800 WLC appliances or with CW9176 and
CW9172 Wi-Fi 7 APs.
| need to understand whether the selected models are 1 . Recomme nded .
( compatible? Reference Citation
Release

] ] Reference: Recommended Cisco I0S XE Releases for
C | have a wireless feature question? ) Catalyst 9800 Wireless LAN Controllers - Cisco

2. Compatibility

References:
https://www.cisco.com/c/en/us/support/docs/wireless/catal

Q - Featu re Q n yst-9800-series-wireless-controllers/214749-tac-

recommended-ios-xe-builds-for-wirele.html

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430

]
cisco

Cisco Confidential



Reco_mme_n_dation - Emailed

o O no-reply@cisco.com <no-reply@cisco.com>

To: Madhuri C (madc)

Summary mail

For the combination of CW9800H1 controller with CW9172I-x and CW91761-x access points, the recommended release is as follows:

The recommended release for any WLC controller platform supporting Cisco Wireless APs CW9176 or CW9172 is Cisco IOS XE 17.15.3 with APSP and SMU.

Summary Table
Controller Model AP Models Supported Recommended Release Notes
CW9800H1 CW91721-x, CW9176l-x 10S XE 17.15.3 with APSP and SMU Both APs supported in 17.15.3

Additional Notes

G

© « « ~

Saturday, 9 August 2025 at 10:58 PM

Summary Table &

Reference Citation

e APSPs (Access Point Service Packs) and SMUs (Software Maintenance Upgrades) require a Network Advantage License. If you have a Network Essentials license, an Escalation Image can be requested from Cisco TAC, but this requires

downtime.
e Always apply the latest APSP and SMU for your deployment.

e 17.15.3is the recommended release for all deployments with CW9800 WLC appliances or with CW9176 and CW9172 Wi-Fi 7 APs.

Reference Citation

sco |I0S XE Releases for Catalyst 9800 Wireless LAN Controllers - Cisco

References:

. https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html

. https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/release-notes/rn-17-12-9800.html

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-13/release-notes/rn-17-13-9800.html

pPwnN o

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/release-notes/rn-17-9-9800.html

Source links:

1. https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html

2. https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/release-notes/rn-17-12-9800.html

3. https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-13/release-notes/rn-17-13-9800.html

4, https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/release-notes/rn-1 7-9-9800.html

© 2025 Cisco and/or its affiliates. All rights reserved.
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Field Notice - SN Validation:

Field Notice: FN74160 - A Limited Subset of Memory Modules in Cisco
Catalyst 9800-L Wireless Controllers May Fail Prematurely - Hardware

Upgrade Available

Products Affected = Problem Description = Problem Symptom

Workaround/Solution

I . .
usa\,re @ Translations * Print

Updated: September 13, 2024 Document ID: FN74160 @
Bias-Free Language

Impact Rating: High Cisco Bug IDs:
First Published: 2024-Sep-13 CSCwbB4008

Last Published: 2024-Sep-13

Revision: 1.0

Notice

THIS FIELD NOTICE IS PROVIDED ON AN "AS IS" BASIS AND DOES NOT IMPLY
ANY KIND OF GUARANTEE OR WARRANTY, INCLUDING THE WARRANTY OF
MERCHANTARBILITY. YOUR USE OF THE INFORMATION ON THE FIELD NOTICE
OR MATERIALS LINKED FROM THE FIELD NOTICE IS AT YOUR OWN RISK.
CISCO RESERVES THE RIGHT TO CHANGE OR UPDATE THIS FIELD NOTICE AT
ANY TIME.

+ Products Affected

Affected Product Description Comments
Name
C9800-L-C-CA-K9 Cisco Catalyst 9800-L-

C Wireless Controller

Was this Document
Helpful?

[ | [

= Feedback

Customers Also Viewed

(J Field Notice: FN74222 -
Full or Partial Cisco 9800
Series Wireless Controller
Configuration Loss after
High-Availability Stateful
Switchover Failover -
Software Upgrade
Recommended

J Recommended Cisco 10S
XE Releases for Catalyst
9800 Wireless LAN
Controllers

(] Configure High Availability
SSO on Catalyst 9800 |

Hello! | can help you validate if
you're impacted by this Field Notice

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKEWN-2430

Hella! | can help you validate if

* | you're impacted by this Field MNotice

- rdruwdi e upylaug Avdlldulic

Cisco Al Assistant for Support I

Product Knowledge Scope: Field Notices o
Updated: | @ Hi there! I'm Cisco Al Assistant for Support it
Documeni
® 00:58:42

lage
@ | can help validate if your device Serial Number is impacted by a
Field Notice.
High
00:58:43
@ Enter SN(s) of your device to check if they're impacted by any
Notice Field Notices
You can provide max 100 SN values - comma separated
THIS FIELL
GLARANT Serial Number(s) | SCXXXXIN
THE INFOR
YOUR OW|
ANY TIME.
( Upload file ) ( Validate SN )
~ Produt
00:58:45
Affect Enter Serial Number
C9800-L- »
C9800-L-L-no UISLU alalyst Jouu-L
Wireless Controller_Copper
Uplink

]
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Field Notice: SN Validation (continued)

Field Notice: FN74160 - A Limited Subset of Memory Modules in Cisco Catalyst 9800-L Wireless Controllers May
Fail Prematurely - Hardware Upgrade Available

@ Cisco Support Assistant

Knowledge Scope: Field Notices

L

Products Affected

Updated: September 1

Upload file

01:16:12

01:16:19

@ Please wait while we process your data. This will only take a few seconds.

4= | Provide SNs

Notice @ l We have processed 3 serial numbers, out of which 1 is impacted and 2 are not.l
THIS FIELD NOTICE IS

YOUR USE OF THE INF
OR UPDATE THIS FIEL!

2y
oLy

1 SN Impacted

v Products Affecte

FNID Title Family rImpacted Serial(s)
Numbers
74160 (Create the RMA here) FN74160 - A Limited Subset of Memory Modules in Cisco Catalyst 9800-L Wireless Controllers May Fail Prematurely - E9800L FCL24520054
Hardware Upgrade Available

Affected Product Nan

C9800-L-C-CA-K9 Following Serial Number(s) are not impacted by any field notice:
FCL250800KM, FCL250800ES
C9800-L-C-K9
01:16:23
C9800-L-C-K9-RF [
N CNle -
-~ 2 SNs : Not Impacted

C9800-L-F-CA-K9

© 2025 Cisco and/or its affiliates. All rights reserved.
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ack

Il or Partial Cisco
oller
th-Availability

- Software

.E Releases for
| Controllers

53S0 on Catalyst

ract)
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Proactive Engagement : Summary

© 2025 Cisco and/or its affiliates. All rights reserved.

~ N [ e N
1. Use Log Advisor b 2. Vulnerability Check 3. Talk to Cisco.com @
| ©
« Leverage Log Collection * Know if your hardware and « Talk to virtual assistance to get
Modules (Log Advisor) to software is impacted by CVE, compatibility of hardware,
gather insights on logs needed Workarounds, Fix. software, recommended code,
in SCM during case open. Field Notice(FN) Applicability
* Prevent TAC case
. * Helps resolve TAC case faster ) | . *© Prevent TAC case )

afraln
cisco
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Flexible Options to Self-Serve & Accelerate Case Resolution

Proactive Engagement
Log Advisor

Vulnerability Checker

Talk to cisco.com

Case Open

Sl

DignosticTools
AP, WLC Debugs

Wireless Config
Analyzer Express

Debug Analyzer
WiFi Hawk-Over the air

i@
SRy

In-Product Insights
WalkMe

Cisco Support
Assistant Extension

Cloud Like Tool
RADKit

|

1. Prevent TAC case 2. Gather and Analyze Data

© 2025 Cisco and/or its affiliates. All rights reserved.

3. KPI Monitoring, Workarounds, TAC Handoff
]
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In-Product Insights

Scenario : How to get insights in product and upload data from box directly ?

-

<
1. WalkMe =%
(Guided Assistance)

* Provide insights or resources in
product at right time and only if
impacted

» Helps prevent issues and guide
or walk you through config

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKEWN-2430

-

2. Cisco Support
Assistant Extension
 CSAE helps record screen,

upload data, open TAC case
etc directly.

 17.18.2- Natively supported
and integrated in product.

]
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In-Product Insights Right Right Right

Sl Person Time
Proactive, Predictive and Preemptive Content
ﬂ 125|, Detect
—— 1 * Find relevant catastrophic defects, applicable insights

Assess

* Assess via automated, interactive multi-conditional check

Notify

* Real-time notification within product for user to take action

* Prevent Outages, Save time, Deflect Cases, Self-Serve

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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WalkMe or Guided Assistance

Welcome dnacadmin A € A £ M e

Troubleshooting ~ >

Conditional Debug

+ Add

MAC/IP Addre

9.4.57.102

Preferences 002¢.c862.67C

002c.c88a.fd2!

Default Landing Page € a0e0.af91.9e6!

1

Default number of table 10 v
entries ©
Track Logged In User & N

Config Walkthroughs

enasLeD [}

Dashboard Session Timeout €

Guided Assistance enasLeD [}

ﬂ On by default

Dark Mode . DISABLED

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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WalkMe In-Product Insights

Steering to Latest Software

Software Recommendation Alert!

Hey there! We notice you are on an older release. Did you know Cisco |IOS XE

17.3.5a + SMU is now available to you?
e

Don't show this anymore

Relevant Warning !!

TCP MSS Configuration

Warning! Potential for client throughput issues owing
to CSCwd37092 . Please upgrade APSP patch or
refer workaround to prevent this issue.

Adjust MSS Enable

Adjust MSS* 1250

© 2025 Cisco and/or its affiliates. All rights reserved.

Alerting on Catastrophic Defects

Detected AP name >=32 characters. Please be aware of ¢

wpa- AIR-
agent1123456789123456789 AP2802I- 2
i  D-K9

Self Serve Tools

Licensing

N

o%“ Troubleshooting

Walk Me Through >

£} Wireless Debug Analyzer

Last Run Result

BRKEWN-2430

Configuration Tips

RMI IP must be in the same subnet as Wireless Management
Interface (WMI). For more Information, see here.

10.201.234.155

Shoutouts

é Need help on what logs to collect for various scenarios?

¢ Onboarding newer 9105/9120/9130 APs? Click here.

Field Notice

Cisco is aware of an issue affecting image validation at software upgrades or
downgrades in the Cisco 1702, 2702, 3702, 1572, IW3702 Wave 1/10S Access Points
We recommend following the workarounds mentioned in the bug CSCwdB80290.

]
cisco

Cisco Confidential



Intelligent Software Steering

Match Hardware + Software

Thousands of customers
downloaded recommended
software

Software Recommendation Alert!

Hey there! We notice you are on an older release. Did you know Cisco I0S XE
is now available to you?

Don’t show this anymore

]
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Multipage Conditional Check of a Catastrophic Defect

il Cisco Catalyst 9800-CL Wireless Controller Welcome cisco | # & [B & ™ @ T Q

Configuration~ > Tags & Profiles~ » WLANSs

Mumber of WLANSs selected : O
B B — e — Click on warning icon to

O statusy Neme v

D Q docwlan L docwlan na LlIuJ]

O (4] test * 2 test [wraz][AES] trlgger Valldatlon
O (4] test2sd * 3 test [WPa2]AES]

a 4] sdfds 4 sdfds [WPAZ][AES]

m) [ dede s 5 dads . [WPAZIAES]

Troukles

dhale Gisco Catalyst 9800-CL Wireless Controller

Cisco 17520210126

Servers [ Groups AbA Method List AAA Advanced

Authentication

Authorization
MName Y Tvpe
Accounting
[ test EXEC
1 10 = |
]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 cisco
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Multipage Conditional Check of a Catastrophic Defect (Contd)
‘disea’  Cisco Catalyst 9800-CL Wireless Controller

20210126

Configuration~ > Security~ > AAA l Show Me How >

+ AAA Wizard

Dashboard

Monitoring

. Auto navigates to right section - Accounting

Servers / Groups AAA Method List AAA Advance

Authentication
@% Configuration

Authorization

@ Administration Y Groupl
Accounting
N\ g test exec tacacs+
@ Licensing O

Troubleshooting

»
o 2

Auto navigates back to original
page and displays bug alert

Beware of CSCvz30708!

Controller stops sending RADIUS packets to the
RADIUS server when accounting is enabled. Refer
bug link for more details.

Refer to bug link for more details.

]
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Alerting a Defect - Prevent Outage

thetlie - Cisco Catalyst 9800-40 Wireless Controller Welcome aamin | & W& % Mh e Q

Cisco 1733

_ Configuration ™ > Wireless~ > Access Points

Vv All Access Points

Number of AP(s): 1 ’

Matching a defect where AP name >32
characters would crash WLC in 17.3.3

Dashboard

AP ~ Admi v IP v BaseRadio ~ AP v Operation ~ Configuration ~ Policy +
Detected AP name >=32 characters. Please be aware of CSCvy11981 itU Address MAC Mode Status Status Tag
- AIR-
wpa . default-
agent1123456789123456789 AP28021- 2 (v] 10.106.37.168 b811.4b5f.84a0 Local Registered Healthy )
policy-tag
@ D-K9
1 10 (@]
Troubleshooting
© .
5 GHz Radios
2.4 GHz Radios
Dual-Band Radios
Country
LSC Provision
]
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2. Cisco Support Assistant Extension (CSAE) :

' @ amm— Search Engines
[ Where do | find @ @ & Support Forums ‘
7 e dd Answer

my answer?

®
=
®

Support Case Manager

(O} -
0 L Cisco.com ) P
h\

@@ In-Product '
=[=

| ||u¢m S pendo . INTERCOM Wf[ Jx

7y eemmes

©
e
®

b

CSAE Availability

)
[ \ \

) (

1. Browser Extension 2. Native Product Integration

 Priorto 17.18.2  17.18.2- Natively supported and
integrated in 9800 WLC.

« Supported on Chrome, Microsoft Edge

J \_
]
cisco

\_
BRKEWN-2430

© 2025 Cisco and/or its affiliates. All rights reserved.
Cisco Confidential



Install CSAE

Download from chrome web store

g~ chrome web store Q_ Search extensions and themes

Discover Extensions Themes\

@ Cisco In Product Support

5.0 % (33 ratings) < Share

Extension Workflow & Planning 3,000 users

More info : CSAE

]
© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKEWN-2430 cisco
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https://developer.cisco.com/docs/wireless-troubleshooting-tools/csae/

CSAE - Install & Enable

Extension in Browser

e
atfren]es
CIscoO
Cisco In Product
Support
APs 4 >

Enable CX Insights

Clients

Ad-Hoc

Discover Supported Products. B o

15 Top Access Points
Last Updated: 8/31/2025, 11:55:34 PM

© 2025 Cisco and/or its affiliates. All rights reserved.

n @

7~
L

Turn on extension

Extensions

Full access
These extensions can see and change

information on this site.

m .
; Cisco In Product Support
: [ ) ot ]

BRKEWN-2430

APs
Clients

Ad-Hoc

|5 TopA
Last Update:

Features

Upload Files to Case Collect HAR Logs

dbacl
Niniir
CISCO

Cisco In Product
Support

Welcome back

O

Enabled on this URL

(B @\

Open Cisco Support
Case

Record Screen

Discover Supported Products. @ @ a m

]
cisco
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CSAE View

& c © Not Secure _ebui/#/dashboard
]
CIsco

Cisco Catalyst 9800-40 Wireless Controller
17.15.3

px¢ (oN] )
Welcome admin Aa € A & M @ dback |
Smir
CIsCO
Dashboard
Cisco In Product
Network Wireless LANs Access Points Clients
Dashboard Support
B Elnkz (4] = (‘l’) 2 Active 0 APs
Welcome back
5 GHz = (ep) Excluded Clients .
) P 0 Madhuri G
2.4 GHz (4] Not Joined 0 Sleeping 0 Ad-Hoc 0
@ Administration Overview Enabled on this URL |
=~ . _
@ Licensing +h Radios o |5 Top A = @
N Open Cisco Support
| Case Record Screen
Troubleshooting
N Up Down Client Serving Monitoring Sniffer Radio Role Sortby:| £ ¢
gy =
Upload Files to Case Collect HAR Logs
AP N Throughy
Walk Me Through > 2 2 2
1 1 1 1 Discover Supported Products. @ ® a m
6 GHz 5 GHz 2.4 GHz
2 2
2

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKEWN-2430
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CSAE - Open TAC SR from WLC

¥

INr
CIsCO

Cisco In Product
Support

APs
Welcome back
Clients

Ad-Hoc ( )
. Enabled on this URL

B @®

- Open Cisco Support
L: Top A Case

Last Updates

Record Screen

Ty =

Upload Files to Case Collect HAR Logs

Discover Supported Products.

© 2025 Cisco and/or its affiliates. All rights reserved.

O AW

Open Cisco Support Case

Case Title *

I Client connectivity issues

Case Description *

Open Cisco Support Case ] .

Clients are failing authentication

Enabling this check box will navigate you

back to the WLC post case open to create
Upload show tech wireless O QBRI EaUET: Gt Rl R TR oo ry

usually takes 2-10 min and should not
D Include session history @ have any impact on your system.

Ensure your browser's pop-up blocker is disabled to open a new case

seamlessly. ®

X

ﬂ Hold on a moment, we are gathering few information before creating the

case.

Open Cisco Support Case

o Uploading your files to the case

Open Cisco Support Case

Show tech wireless data
collected & uploaded

@ File uploaded successfully.

BRKEWN-2430

]
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CSAE - Upload Recording (Screen & Audio)

Pop up on selecting
record option .

10.197.217.167 says

Follow the on-screen instructions to record video from your
shared content and audio from your microphone. Double-click to
take a screenshot of the visible area on the browser page.

Controller Welcome dnacadmin @ €
T Prod X &
r. (@] Cisco In Product Support - Screen Recording | . Upload tO case x
ngs Choose what to share
Cisco In Product Support wants to share the contents of your screen. S I t S Do you want to uDload your file to an existing case or open a new case?
* elec creen
Chrome Tab Window Entire screen @ Existi c O 0 N c
: . Xisting Case pen New Case
e — : 4= |+ Allow audio # _
e e —=_ = -_ - Cisco support case number *
- -
- l - -~ :
L = . Upload to SR Enter a cisco support case number v
- = =
@ cisco In Product Su... @ c9800-40-BGL: Cisc..  ® 25MC-CLMel-PowerP...
Upload &
Cancel
]
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CSAE - Collect HAR Logs, Upload Debug Files

Collect Har Logs for GUI Issues

10.197.217.167 says

[ Try to reproduce the issue and navigate through the page so that]

we can collect the HAR logs.

Pop up on selecting
record option

. Uploading Debug File

Cisco Catalyst 9800-40 Wireless Controller

17.9.5

Administration~ > Management~ > File Manager

A €0

bootflash:

© 2025 Cisco and/or its affiliates. All rights reserved.

»
»

. Cisco In Product Support is collecting HAR logs. (ESite]sXele]([=felislsl Hide

With CSAE

[
& Download

de D Open Case cleanu
2 ‘4 6_..
& Upload to
Case

2 New Options

BRKEWN-2430

(¢ Rename
I W Delete

i
Mun Properties =dge2-
AP1L _24d79c

Without CSAE

H
debugTrace act2 cleanu
_2¢57. & Download  6_.

Mum-Edge1-
AP1_14169d

Vs

(¢ Rename
@ Delete L

Properties I
Mum-Edge2-
AP1_24d79c

]
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Play video in product

_C}i_sco Catalyst 9800-CL Wireless Controller \

e Best practice for...

Administration ™ > [Software ManagementO] >

Software Upgrade

Software Maintenance Upgrade (SMU)
Upgrade Mode

AP Service Package (APSP)
One-Shot Install Up

AP Device Package (APDP)

]
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In-Product Insights Benefits

g

Prevent Network
Outages due to
Known Issues

© 2025 Cisco and/or its affiliates. All rights reserved.

24x7x4 $

!

Prevent time
consuming TAC
Cases

@l
(/E: I||

|
|

r

e —

Better consumption of
Documentation

Session ID: BRKEWN-2430

Better tools
Adoption

alfret
cisco
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CISCO Live !




Flexible Options to Self-Serve & Accelerate Case Resolution

Proactive Engagement DignosticTools
Log Advisor AP, WLC Debugs
Vulnerability Checker Wireless Config
Talk to cisco.com Analyzer Express k
Debug Analyzer
Case Open WiFi Hawk-Over the air

-~ M)
IO
: B D
A @
In-Product Assistance Cloud Like Tool

WalkMe 0 RADKit
Cisco Support

Assistant Extension

1. Prevent TAC case
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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Diagnostic Tools

Scenario : Troubleshooting AP Join, Best Practices, Client Connectivity, PCAPs

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKEWN-2430

~ N [ N [ N [ N
AP/WLC Debugs WCAE Debug Analyzer WiFi-Hawk (OTA)
« Correlating AP and Gain insights on best Analyze client RA Get insights on over
WLC side of debugs practices, warnings, traces in table, the air packet
RF, performance graphical format for capture, outputs
 Example : AP join issues quick and easy from AP
issues consumption with
Example : Checking various statistics Example :
WLC Performance Debugging an RF
and High WNCd CPU Example : Client Issue
Issues connectivity
- J J RN Y,

]
cisco
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Quick Look : AP Join Flo

DHCP Server AP

B cAPWAP Control

[l cAPWAP Data

© 2025 Cisco and/or its affiliates. All rights reserved.

Discovery Reguest

Discovery Response

DTLS Session Establishment

T e e T

Join Request

Join Response

Image Data

Configuration Status Request

Conﬂguration Status Response

Change State Event Request

Change State Event Response

AN LY VY LY

e e e e e e e e e e e e = = = = = = = =

Echo Request

Echo Response

Configuration Update Request

Configuration Update Response

BRKEWN-2430
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Correlating AP Debugs & WLC Traces

* AP side debugs : In AP CLI : “debug capwap client events” and “debug capwap client error”

« WLC side : In WLC : RA trace for AP mac address from WLC : Troubleshooting > RA trace

1. Discovery Phase
AP Debugs :
Sep 7 12:57:46 kernel: [*09/07/2025 12:57:46.1638] CAPWAP State: Discovery

Sep 7 12:57:46 kernel: [*09/07/2025 12:57:46. 1666][D|scovery Request sent to 10.127.84. 20]d|scovery type
STATIC_CONFIG(1)

Sep 7 12:57:46 kernel: [*09/07/2025 12:57:46. 1879] Found Configured MWAR 'c9800-40- BGL' (respldx 0).
WLC RA Trace :

}: [capwapac-discovery] [14867]: (note): MAC: 1416.9d2a.bf80
IP:10.127.85. 77[5256] Discovery Request received

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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Correlating AP Debugs & WLC Traces

2. DTLS Phase
AP Debugs :
Sep 7 12:57:47 kernel: [*09/07/2025 12:57:47.0099] CAPWAP State: DTLS Setup

Sep 7 12:57:47 kernel: [*09/07/2025 12:57:47.0240{ DTLS connection created sucessfully local_ip: 10.127.85.77]
local_port: 5256 peer_ip: 10.127.84.20 peer_port: 5246, app_tag: 2C5741582524 CN:Cisco Manufacturing CA Il

Sep 7 12:57:47 kernel: [*09/07/2025 12:57:47.0649] dtls_verify_server_cert: Controller certificate verification
successful

Sep 7 12:57:47 kernel: [*09/07/2025 12:57:47.4022] Dtls Session Established with the AC 10.127.84.20, port 5246

WLC RA Trace :

202 7 12:57:47.222 wncd_x_RO0-0H{1}: [capwapac-smgr-srvr] [15069]: (note): MAC: 1416.9d2a.bf80
DTLS session create callback received.

2025/09/07 12:57:47.284328730 {wncd_x_R0-0}{1}: [ewlc-dtls-sessmgr] [15069]: (info): Remote Host:
10.127.85.77[5256] MAC: 1416.9d2a.bf80 Completed cert verification, status:CERT_VALIDATE_SUCCESS

]
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Correlating AP Debugs & WLC Traces

3. Join Phase
AP Debugs :
Sep 7 12:57:47 kernel: [*09/07/2025 12:57:47.4135] CAPWAP State: Join

Sep 7 12:57:48 kernel: [¥09/07/2025 12:57:48.3521][Sending Join request to 10.1 27.84.20]through port 5256, packet
size 1376

Sep 7 12:57:48 kernel: [*09/07/2025 12:57:48.3873] Starting Post Join timer
WLC RA Trace :

2025/09/07 12:57:48.550108207 {wncd_x_R0-0}1}: [capwapac-smgr-sess] [15069]: (note): MAC: 1416.9d2a.bf80
Received CAPWAP join request

2025/09/07 12:57:48.553214349 {wncd_x_R0-0}1}: [apmgr-capwap-join] [15069]: (note): MAC: 1416.9d2a.bf80
Successfully processed Join request. AP name: BGL-Edge1-AP1, Model: C9130AXE-D, radio slots: 3, rlan slots: O, site
tag name: ST_Banga_BGL18_caba6_0, policy tag name: PT_Banga_BGL18_BGL18-Se_52ab9, rf tag name: TYPICAL

ZQZQIQQ/QZ_’|,2,:52:48_.55_3_?@_84_25_{y\mgd_‘x_R0—O}{1}: [capwapac-smgr-srvr] [15069]: (info): MAC: 1416.9d2a.bf80
}Join Response generated with MTU 1485j5as per MTU payload, update flag: O

------------------------- 4

2025/09/07 12:57:48.553386207 {wncd_x_R0-0}1}: [capwapac-smgr-srvr] [15069]: (note): MAC: 1416.9d2a.bf80
Join processing complete. AP in joined state

]
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Correlating AP Debugs & WLC Traces

4. Image
AP Debugs :
Sep 7 12:57:48 kernel: [*09/07/2025 12:57:48.3962] CAPWAP State: Image Data

Sep 7 12:57:48 kernel: [*09/07/2025 12:57:48.3968] AP image version 17.9.5.47 backup 17.9.3.50, Controller
17.9.5.47

Sep 7 12:57:48 kernel: [*09/07/2025 12:57:48.3969] CAPWAP Image Data: MWAR Controller image running version
17.9.5.47 is accepted.

Sep 7 12:57:48 kernel: [*09/07/2025 12:57:48.3969{Version is the same, do not need update.]

WLC RA Trace:

2025/09/07 12:57:48.554127571 {wncd_x_RO-0}{1}: [apmgr-capwap-join] [15069]: (info): 1416.9d2a.bf80 Retrieved
AP SW version: 17.9.5.47, for AP model: C9130AXE-D,JAP image type: ap1g6a, site-tag: ST_Banga_BGL18_caba6_0

]
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Correlating AP Debugs & WLC Traces

5. Configure & Run

AP Debugs :

Sep 7 12:57:48 kernel: [*09/07/2025 12:57:48.5007] CAPWAP State: Configure

Sep 7 12:57:48 kernel: [*09/07/2025 12:57:48.8400][Configuration Status sent to 10.127.84.20 (part O)]
Sep 7 12:57:48 kernel: [*09/07/2025 12:57:48.8434] Configuration Status Response from 10.127.84.20
Sep 7 12:57:49 kernel: [*09/07/2025 12:57:49.3048] CAPWAP State: Run

Sep 7 12:57:49 kernel: [*09/07/2025 12:57:49. 3395] CAPWAP data tunnel ADD to forwarding SUCCEEDED

Sep 7 12:57:49 kernel: [*09/07/2025 12:57:49. 3543]IAP has joined controller c9800-40- BGL

WLC RA Trace:

2025/09/07 12:57- Xx_RO-0}{1}: [capwapac-smgr-sess] [15069]: (note): MAC: 1416.9d2a.bf80
[Received CAPWAP config status request

2025/09/07 12:57:49.038455973 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [15069]: (note): MAC: 1416.9d2a.bf80
Successfully handled Config status request.

2025/09/07 12:57:49.040192648 {wncd_x_R0-0}1}: [lisp-agent-api] [15069]: (info) IAP Join Successfullfor MAC:
1416.9d2abf80 | emme-—-—.——————
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco

Cisco Confidential



. . « How to leverage WCAE
Wireless Config .

Analyzer Express » Using WCAE to troubleshoot
(WCAE) WNCd utilization

© 2025 Cisco and/or its affiliates. All rights reserved. ... BRKEWN-2430 . CIsco
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WCAE - Cloud Version

Wireless Analyzer Results

Total Unique Messages

* WLC Messages

+ AP Message Summary

* RF Stats WLC Level Summary

* RF Stats AP Site Summary

* RF Stats Flex Profile Summary
* RF Health WLC Level Summary
* RF Health AP Site Summary

* RF Health Flex Profile Summary
+ AP Models Summary

Parsing Errors
+ AP Modes Summary

& Download Full Report

Management: To prevent WebUI issues while using some large GUI options (WVLANs for example), it is advisable to increase the VTY count to 50
Action: Use the command 'line vty 0 50" to increase the VTY count

Security: Management over Wireless is enabled, this is not recommended from a security point of view
Action: Management over wireless should be used with care, only enable if absolutely required. Check 9800 Best practices guide for more information

Management: Service tcp-keepalive infout, should be enabled to reduce lingering inactive connections to management points
Action: Add: service tcp-keepalives infservice tcp-keepalives out to configuration

RF: WLC has 80.0% of APs with failed Interference Profile for 2.4GHz Band
Action: None

2.4GHz Band 5GHz Band

¢ WLC Logs Summary Processing
« Show All Errors 0
» Hide All
RF Health WLC Level Summary
Total Radios
Stats Health Assessment

Lowest Metric Average

Low Medium High Low Medium High

Co-Channel Neighbor Utilization

Co-Channel Overlapping

Side Channel Overlapping

Noise Same Channel

Noise Side Channel

AP Radio Count per RF Health Metrics
Interference Same Channel

© 2025 Cisco and/or its affiliates. All rights reserved.
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WCAE -Excel D

Table of contents

Generated:
WCAE Version:

Total Message Counts
Errors:

Warnings:
Informational:
Program Execution
Parsing Errors:
Processing Errors:
Debug Data

Configuration Checks:
Controller Checks Results
APs Checks Results

Controller: 9800WLC

Data Summary
Log Summary
Upgrade Advisor
Best Practices
WLAN Summary
Interface Summary
RF Profiles 2.4 GHz
RF Profiles 5 GHz
RF Profiles 6 GHz
Site Tags
Hardware State
Resources

Client Stats

2025-09-12 12:28
0.41

12
39
23

680

RF Stats 2.4GHz
RF Stats 5GHz

RF Stats 6GHz

RF Health 2.4GHz

owhloa

Type

Client 8021x Fail(ed/ures)

Inter Instance Roam Success
Incorrect Credentials

Client Eap Timeout

L2-auth Connection Timeout

Mic Validation Fail(ed/ures)

L3 Authentication Fail(ed/ures)
Inter Controller Roam Success
Due To Mability Fail{ed/ures)
Client Miscellaneous Reason
Wpa Group Key Update Timeout
Supplicant Request(s)

Due To Ssid Change

Ip-learn Connection Timeout

17 Dotllr Pre-authentication Fail(ed/ures)
18 Mac Authentication Fail(ed/ures)
19 'Wpa Key Exchange Timeout

20 Wrong Psk

WL B WN e

o
==

1
1
1
1
1

RSN C R )

Count
348223
251715
121346
114699
104621
60916
59426
50018
18204
12607
10186
10084
8476
8163
5454
5074
4599
3528

Back to Content tab

Log Signature
CO_CLIENT_DELETE_REASON_CLIENT_8021X_FAILURE
CO_CLIENT_DELETE_REASON_INTER_WNCD_ROAM_SUCCESS
CO_CLIENT_DELETE_REASON_CLIENT_CREDENTIAL_FAILURE
CO_CLIENT_DELETE_REASON_CLIENT_EAP_TIMEOUT_FAILURE
CO_CLIENT_DELETE_REASON_L2AUTH_CONNECT_TIMEOUT
CO_CLIENT_DELETE_REASON_KEY_MGMT_MIC_VALIDATION
CO_CLIENT_DELETE_REASON_L3AUTH_FAIL
CO_CLIENT_DELETE_REASON_INTER_CTRL_ROAM_SUCCESS
CO_CLIENT_DELETE_REASON_MOBILITY_FAILURE
CO_CLIENT_DELETE_REASON_CLIENT_MISC_REASON
CO_CLIENT_DELETE_REASON_GROUP_KEY_UPDATE_TIMEOUT
CO_CLIENT_DELETE_REASON_USER_REQUEST
CO_CLIENT_DELETE_REASON_WLAN_CHANGE
CO_CLIENT_DELETE_REASON_IPLEARN_CONNECT_TIMEOUT
CO_CLIENT_DELETE_REASON_FT_AUTH_RESPONSE
CO_CLIENT_DELETE_REASON_MAB_FAILED
CO_CLIENT_DELETE_REASON_KEY_XCHNG_TIMEOUT
CO_CLIENT_DELETE_REASON_EXCLUDE_WRONG_PSK

Client delete reasons breakup

Client Audit
Applel0S

Cisco 8821
Drager

Spectralink
Vocera

AP Information

APs Configuration

APs Slot Configuration
APs Interface Status

APs RF Summary 2.4GHz
APs RF Summary 5GHz
APs RF Summary 6GHz
APs RF Health Details

RF Health 5GHz

RF Health 6GHz

Channel Stats 2.4GHz
Channel Stats 5GHz
Channel Stats 6GHz
Rogue Report

RF Neighborhood 2.4GHz
RF Neighborhood 5GHz
RF Neighborhood 6GHz

© 2025 Cisco and/or its affiliates. All rights reserved.

APs NDP Summarization 2.4GHz
APs NDP Summarization 5GHz
APs NDP Summarization 6GHz
APs RF Neighbors 2.4GHz

APs RF Neighbors 5GHz

APs RF Neighbors 6GHz

BRKEWN-2430

——

Backto Content Tab

May happen during Normal Onboarding
May happen during Normal Onboarding
May need validation

May happen during Normal Onboarding
May happen during Normal Onboarding
May need validation

May need validation

May happen during Normal Onboarding
May happen during Normal Onboarding
May happen during Normal Onboarding
May need validation

May happen during Normal Onboarding
May happen during Normal Onboarding
May happen during Normal Onboarding
May happen during Normal Onboarding
May happen during Normal Onboarding
May happen during Normal Onboarding
Possible defect or config error

Client reported authentication error on deauth frame

Client roamed across WNCD instances. This is normal scenario for default tag, or roaming across taj
Wrong username or password

Client reported EAP error on deauth frame

Client did not complete L2 auth like PSK or 802.1x, in time. Could be normal if client roamed or went out of coverage

if WLAN is PSK, possible invalid password. For 802.1x, thisis client side supplicant issue

Security processing for aL3 Auth failed (Webauth/guest)

Successful inter controller client roam

Client delete, either dueto roaming while on IP learning state, or due to policy configuration misma
Client reported generic reason in deauth frame

Client did not complete Broadcast key rotation. This may happen if client was sleeping or out of cove
Client deleted due to supplicant sending EAP Logoff. This may happen during machine authenticatiof
Client changed WLANs/SSID

ch

h

Controller did not learn client IP address in the allowed time
Client failed pre-authentication during FT roaming
Client failed Mac Authentication Bypass

This can happen during normal scenarios. Client deleted due to EAPol M1 retries. Possible client side issue, or it roamed during i

Client excluded due to wrong PSK password

Cisco Confidential
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Checks
Access Points

) ) <

Controller

»
0&’

Site Tags
Policy Tags
RF Profiles
WLANs Summary
AP RF View
Channel View
RF Stats

RF Health
Rogue Report
Performance
Clients
Export

WCAE Logs

Ow
)
]
o
M
«
=
o
@
4
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Client Bands
6 GHz
5 GHz

Total Messages Count
Controller Messages 44
APs Messages 31
Processing Errors 4967
Parsing Errors 4
AP Missing Config 0
AP Missing RF Data 0

2.4 GHz

Client States

run

Controller Information

Model

Serial

Version

Rommon Version

Days Uptime

System Name

BRKEWN-2430

authenticating
ip_learn

C9800-80-K9

FOX2803P0TQ

17.15.3

17.12(2r)

9800_WLC

webaut...

Client Types

MacBook Pro (13-i...

iPad Pro (...

iPad Pro...
iPad P...
Andr...
Sam...
Mac...
Sam...
Sam... /
Micro...
Samsu...
Samsun...
Samsung ...

RaspberryPi-Dev... —

General Info

AP Count

Active Clients

Site Tags

Policy Tags

Redundancy

Multicast/Broadcast

Android

1577

5103

16

147

Duplex

Disabled/Disabled

iPhone 13
iPhone...
Work...
Inte...
iPad...
iPh...

iPho...
Andr...

Andro...
Linux-W...
iPhone 13 ...
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tean) WCAE

WCAE - WLC and AP Checks &< oo

Level Category Feature

Operational HW

Operational RF

Operational RF

Config

Tags
Errar g

 C—

Message Action
Check ROMMON Software section for your controller, in the
. Cisco Software Download page, andupgrade to latest version
Controller has {RDMMDN version lower than the recommended ]or the platform available, otherwise this may prevent future 10S-XE Upgrade

sCcenarios

WLC has 13.0% of APs with high channel utilization for 2.4GHz Band

WLC has 32.1% of APs with failed Interference Profile for 2.4GHz Band

Mare than 100 Site tags detected. Large counts are supported, but they may have a performance impact on some conditions

° 60029 Warning

© 2025 Cisco and/or its affiliates. All rights reserved.

Operational

Low coverage detected, action on
AP placement recommended

AP shows low coverage (all neighbors <-75
dBm) on 5GHz band. This could affect roaming
and be indication of poor RF design or NDP
issues

This message is intended to flag APs that don't have a smeoth
coverage transition to other APs. This may be result of AP physical
placement

RF

]
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RF Summarization

Path : Access Points > RF Summary/ RF Health Details/Neighbors or Rogue Report in home page

RF Surmmary
2.4 GH=

RF Health Details
2.4 GHz

6 GHz

RF Health Details

AFC Summary

/> RF Health

(¢) Performance

© 2025 Cisco and/or its affiliates. All rights reserved.
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Client Types And Count

Client Types

MacBook Pro (13-inch, M2, 2022 Android
MacBook Pro (13-inch, M1, 2020 SonyPS4
iPad Pro (12.9-inch) (4th gen ——— Unknown
iPad Pro (12.9 inch) (6th gen) — — iPhone 11

iPad Pro (12.9 inch) (5th gen) P iPhone 14
iPad Pro 3rd Gen (12.9 inch) , iPhone XR
iPad Pro (11 inch) (4th gen) ' =
, iPhone 14+
MacBook Pro (14-inch, 2023) -
Samsung Galaxy S21 Ultra / ~ Apple-Device
MacBook Air (M1, 2020) | .:j:.j'_‘:'./_ iPad 6th Gen
Microsoft-Workstation - ~ iPad 9th Gen
iPad Air (5th Gen) — e
Samsung Galaxy A72 '

Android-Device

iPh
EHone 1 FIo Mk iPhone 12 mini

Android-Samsung

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430

—

Client Type
Android
SonyPSsS4
Unknown
iPhone 7
iPhone 8
HP-Device
iPhone 11
iPhone 12
iPhone 13
iPhone 14
iPhone 7+
iPhone 8+
iPhone XR

iPhone X5

Count

297

3005
20

29

467
310
634
304

10

23
108

28

]
cisco

Cisco Confidential



Client Delete Reasons

Client Delete Reasons

driver_invalid_cipher
driver_client_not_found

clsm_authen_resp_reject )
stop_reassoc

unknown
incorrect_credentials
due_to_ssid_change -~
wpa_group_key_update_timeout
|2-auth_connection_timeout *

vlan_fail / .'I

)

mac_theft '
dot11_invalid_ft_ie
dot11r_pre-authentication_fail

Y

~ connection_timeout
wpa_key_exchange_timeout
802.11w_max_sa_queries_reached

inter_instance_roam_succ

f

.

« Count per delete reason
 Reason

« Explanation

Delete Reason

Count

Log Signature

Mme&ut

Wpa Key Exchange Timeout

802.11w Max Sa Queries Reached
Inter Instance Roam Success

Due To Mobility Fail(ed/ures)

Dot11r Pre-authentication Fail(ed/ures)
Dot11 Fail(ed/ures)

Dot11 Invalid Akm

Dot11 Received Invalid Pmkid In The Received Rsn le
Dot11 Invalid Mdie

Dot11 Invalid Ftle

Client Eap Id Timeout

Wrong Replay Counter

Mic Validation Fail(ed/ures)

© 2025 Cisco and/or its affiliates. All rights reserved.

3314
942

2
169437
3699
9219

2

1030

1950

5353
55
44

Level

Explanation

CO.CLIENT DELETE REASON . CONNECT TIMEOUT
CO_CLIENT_DELETE_REASON_KEY_XCHNG_TIMEOUT
CO_CLIENT_DELETE_REASON_MAX_SAQUERIES
CO_CLIENT_DELETE_REASON_INTER_WNCD_ROAM_SUCCESS
CO_CLIENT_DELETE_REASON_MOBILITY_FAILURE
CO_CLIENT_DELETE_REASON_FT_AUTH_RESPONSE
CO_CLIENT_DELETE_REASON_DOT11_UNSPECIFIED_FAILURE
CO_CLIENT_DELETE_REASON_DOT11_AKMP_INVALID
CO_CLIENT_DELETE_REASON_DOT11_INVALID_PMKID
CO_CLIENT_DELETE_REASON_DOT11_INVALID_MDIE
CO_CLIENT_DELETE_REASON_DOT11_INVALID_FTIE
CO_CLIENT_DELETE_REASON_CLIENT_EAP_ID_TIMEOUT
CO_CLIENT_DELETE_REASON_MN_AP_WRONG_REPLAY_COUNTER
CO_CLIENT_DELETE_REASON_KEY_MGMT_MIC_VALIDATION

May need validation

May happen during Normal Onboarding
May happen during Normal Onboarding
May happen during Normal Onboarding
May happen during Normal Onboarding
May happen during Normal Onboarding
May need validation

Possible defect or config error

Possible defect or config error

May need validation

May need validation

May happen during Normal Onboarding
May need validation

May need validation

BRKEWN-2430

Client associated to Flex AR, and did not complete onboarding process, may be triggered if clienty
This can happen during normal scenarios. Client deleted due to EAPoL M1 retries. Possible client
For PMF clients, triggered when client did not reply to SA gueries and reached max retries. Could
Client roamed across WNCD instances. This is normal scenario for default tag, or roaming across
Client delete, either due to roaming while on IP learning state, or due to policy configuration mism:
Client failed pre-authentication during FT roaming

Association response creation fail, possible due to client malformed request

Client requested invalid Authentication Key Management during association

Controller could not validate PMKID provided by client. This may have different triggers
802.11r(FT) client sent invalid mobility domain

Failure during FT processing for client. This may have different triggers

Client did not reply to EAP requests in the specified retries/time

Invalid replay counter received during EAPoL negotiation. Client should recover on new attempt

if WLAN is PSK, possible invalid password. For B02.1x, this is client side supplicant issue

]
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secase : Troubleshooting Hi

Summary
Checks
Access Points

Controller

»>9 ) < B Il

-

*

Site Tags

A

Policy Tags

RF Profiles
WLANs Summary
AP RF View
Channel View

RF Stats

RF Health

Rogue Report

PELIAZ~40°

Performance

WNCD Load Distribution

Performance Graphs

Interface Throughput
CPU Load - 10S
CPU Load - |I0S-XE
Clients
Export
WCAE Logs

A

A

A

A

© 2025 Cisco and/or its affiliates. All rights reserved.

Overall Score 88.24

gh WNCd Utilization

Performance Report

v

230105 Not Detected mDNS transport is set to both IPv6/IPv4. This may increase load

240030 Not Detected WLAN with default mDNS profile, and more than 120 services, this may have scalability issues. WLAN(s):

230103 Not Detected mDNS Gateway is globally enabled, but no WLAN is on gateway mode

230104 Not Detected  High count from wired mDNS services. VLANs:
Link

250032 Not Detected For mDNS services, Apple Continuity is enabled. This may have performance impact on very large networks. Profile(s):
Link

General

250031 Not Detected || Radius Interim accounting is enabled | his should be avoided on large scale scenarios, to reduce utilization at radius server side.
Link

290006 Not Detected BSSID neighbor stats are enabled, with a frequency lower than 180 seconds. This may lead to scalability issues. AP Profiles:

230066 Fail HTTPS webauth redirection is enabled. THE may lead to certificate errors and possible performance issues. Use with care

230135 Not Detected Webauth is using CISCO_IDEVID_SUDI as trust point. This may lead to performance issues on 17.9.4 or 17.12.2 and higher, not re

Site Tags

230036 Not Detected Recommended Number of APs on a single tag has been exceeded, it is advisable to split the APs between different tags to avoid
Tags:

230100 Not Detected WNCD instance detected with more than 500 APs. This could cause high CPU load or feature impact. WNCDs:
Link

230137 Not Detécted Controller has more site tags than WNCDs, it is advisable to use a AP Load balancing method, like Site AP Load (17.9+) or AP Au
Link

230147 Fail More than 100 Site tags detected. [Jarge counts are supported, but they may have a performance impact on some conditions

230013 Not Detectedl Multicast Unicast forwarding mode is enabled, l-u:l either multicast or broadcast is in use with more than 50 APs. Depending on
performance Impact. It IS advisable to use multicast-multicast mode to prevent issues, which may have multicast routing depenc

]
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Troubleshooting High WNCd Utilization (Continued..)

Site Tags
230036 Not Detected Recommended Number of APs on a single tag has been exceeded, it is advisable to split the APs between different tags to avoid CPU load issues, and use an AP balancing method. Tags:
230100 Not Detected | WNCD instance detected with more than 500 APsBThis could cause high CPU load or feature impact. WNCDs:
230137 Not Detected |l Controller has more site tags than WNCDs, it is advisable to use a AP Load balancing methed, like Site AP Load (17.94) or AP Auto RF balancing (17.12+)
230147 Fail More than 100 Site tags detected. Large counts are supported, but they may have a performance impact on some conditions
Link
230013 Not Detected  Multicast Unicast forwarding mode is enabled, and either multicast or broadcast is in use with more than 50 APs. Depending on network traffic characteristics, this could have large performance impact. Itis
advisable to use multicast-multicast mode to prevent issues, which may have multicast routing dependencies on your infrastructure
230038 Not Detectedl To prevent WebUl issues while using some large GUI options (VLANS for example), it is advisable to increase the VTY count to 50
CPU
230148 Not Detected  Process detected with sustained high CPU, please validate if this may be a problem:
Link
P 230149 Not Detected| High Data plane utilization (5 min higher than 80%)
Link
]
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WNCd view

Radio Count:3498
RF View - Band: 5 GHz Link Count: 14740
WNCD AP Count
AP Classified per : WNCD. NDP RSSI: -85 wned0 278
wned1 700
wncd2 119
wned3 194
wncd4 682
wncd5 241
wncd6 270
wncd7 481

D Show Legend | View Type: WNCD ~ | Link RSSIFilter: -85 ~

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430

Client Count
1262

1843

1800

2210

11152

461

1132

1576

[ High Inter WNCd expected(expensive)]

ok *°
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WNCd Load Balancing Options

17.3.X:

 The controller load
balances the site-tags
across the WNCds in
a round robin fashion

* not always optimal for
large networks.

© 2025 Cisco and/or its affiliates. All rights reserved.

17.9.3 and higher:

 To prevent unbalanced site-tag
assignment to WNCds, the site
load command was introduced in
17.9.3 and higher.

* This allows administrators to
predefine the expected load of
each site tag.

* The resulting groups of APs are then

BRKEWN-2430

17.12.X and higher:

* The RF based Automatic AP Load
Balancing feature uses Radio Resource
Management (RRM) neighbor report-
based AP grouping and load-balancing
across WNCd instances.

 When this feature is enabled, it forms AP
clusters based on the RSSI received
from AP neighbor reports. These
clusters or neighborhoods are further
split into sub-neighborhoods and smaller
areas.

distributed evenly across the WNCd
processes

]
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_config_model.html#config-wireless-site-tag
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_config_model.html#config-wireless-site-tag
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_auto-wncd-lb.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_auto-wncd-lb.html

*RA Trace Analyzer

Debug Analyzer » Obtain quick insights

CCCCC
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Simplified Data Collection - Debug Bundle

Log collection in a single command :

« This collects and captures both RA traces(debug level) and internal RA for the
configured clients

« Show tech wireless client MAC of two instances, one before RA trace is enabled and
once after RA trace is stopped are captured

« (C9800# debug wireless bundle client <client_mac1 ...client_mac5>

« Packet captures at the WLC control plane is collected for the clients

» C9800# debug wireless bundle include epc client <client_mac1 ...client_mac5>

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430
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Bundle Contents

i. Two sets of RA traces for all the clients
ii. Two sets of clients tech support
iii. WLC control plane captures

A
v

show_tech wireless _after RA stop 42e4.ch89.6878_060902_UTC Tue Sep 20 2022
ra_trace_internal_42e4.ch89.e878_060905_UTC Tue_Sep_20 2022
ra_trace_42e4.cb89.e878 060902_UTC Tue Sep_20 2022
show_tech_wireless_before RA start 42e4.cb89.e878 060754 _UTC Tue Sep_20 2022
show_tech wireless before RA start 42e4.cb89.e878 060733 _UTC Tue Sep_20 2022
B wireless_bundle_42e4.cb89.e878 _060908_UTC Sep_20 2022

A
v

A
v

A
v

A
v

A
v

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco

Cisco Confidential



RA Trace - Raw File

&+ ~/Downloads/debugTrace_ec63.d7fc.f729 (2).txt ¢

1
2 2025/06/20 18:28:15.073514051 {wncd_x_RO-0}{1}:
3 2025/06/20 18:28:15.073746134 {wncd_x_R0-0}{1}:
4 2025/06/20 18:28:15.074469577 {wncd_x_R0-0}{1}:
5 2025/06/20 18:28:15.074852467 {wncd_x_RO-0}{1}:
6 2025/06/20 18:28:15.075299006 {wncd_x_RO-0}{1}:
7 2025/06/20 18:28:15.079588340 {wncd_x_R0-0}{1}:
8 2025/06/20 18:28:15.080450179 {wncd_x_R0-0}{1}:
9 2025/06/20 18:28:15.081349113 {wncd_x_R0-0}{1}:

10 2025/06/20 18:29:45.082253726 {wncd_x_R0-0}{1}:

1 2025/06/20 18:29:45.082531498 {wncd_x_RO-0}{1}:

12 2025/06/20 18:29:45.082550762 {wncd_x_RO-0}{1}:

13 2025/06/20 18:29:55.083275604 {wncd_x_RO-0}{1}:

14 2025/06/20 18:29:55.083342500 {wncd_x_R0-0}{1}:

15 2025/06/20 18:29:55.083369294 {wncd_x_RO-0}{1}:

16 2025/06/20 18:29:55.083519937 {wncd_x_RO-0}{1}:

17 2025/06/20 18:29:55.083699299 {wncd_x_RO-0}{1}:

18 2025/06/20 18:29:55.084613832 {wncd_x_R0-0}{1}:
19 2025/06/20 18:29:55.085742854 {wncd_x_R0-0}{1}:
20 2025/06/23 06:41:02.209724436 {wncd_x_R0O-0}{1}:
21 2025/06/23 06:41:02.209964796 {wncd_x_R0O-0}{1}:
22 2025/06/23 06:41:02.210705345 {wncd_x_R0-0}{1}:
23 2025/06/23 06:41:02.211068931 {wncd_x_R0-0}{1}:
24 2025/06/23 06:41:02.211353370 {wncd_x_RO-0}{1}:
25 2025/06/23 06:41:02.213391451 {wncd_x_R0O-0}{1}:
26 2025/06/23 06:41:02.213614721 {wncd_x_Re-0}{1}:
27 2025/06/23 06:41:02.253665212 {wncd_x_Re-0}{1}:
28 2025/06/23 06:41:02.253808853 {wncd_x_R0-0}{1}:
29 2025/06/23 06:41:02.254249467 {wncd_x_RO-0}{1}:
30 2025/06/23 06:41:02.254254623 {wncd_x_R0-0}{1}:
31 2025/06/23 06:41:02.255433129 {wncd_x_R0-0}{1}:
32 2025/06/23 06:41:02.255590673 {wncd_x_Re-0}{1}:
33 2025/06/23 06:41:02.255766465 {wncd_x_R0-0}{1}:
34 2025/06/23 06:41:02.255888594 {wncd_x_R0-0}{1}:
35 2025/06/23 06:41:02.256196660 {wncd_x_Re-0}{1}:
36 2025/06/23 06:41:02.256476894 {wncd_x_R0-0}{1}:
37 2025/06/23 06:41:02.404022207 {wncd_x_R0-0}{1}:
38 2025/06/23 06:41:05.778682535 {wncd_x_R0-0}{1}:
39 2025/06/23 07:17:22.705798404 {wncd_x_Re-0}{1}:
40 2025/06/23 07:17:22.705935348 {wncd_x_RO-0}{1}:
41 2025/06/23 07:17:22.706466185 {wncd_x_RO-0}{1}:
42 2025/06/23 07:17:22.706695241 {wncd_x_R0-0}{1}:
43 2025/06/23 07:17:22.707108086 {wncd_x_R0-0}{1}:
L 2025/06/23 07:17:22.708088849 {wncd_x_R0-0}{1}:
45 2025/06/23 07:17:22.744876468 {wncd_x_RO-0}{1}:
46 2025/06/23 07:17:22.745019080 {wncd_x_Re-0}{1}:
47 2025/06/23 07:17:22.745433966 {wncd_x_RO-0}{1}:
48 2025/06/23 07:17:22.745438686 {wncd_x_RO-0}{1}:
49 2025/06/23 07:17:22.745697077 {wncd_x_R0-0}{1}:
50 2025/06/23 07:17:22.745932349 {wncd_x_R0-0}{1}:
51 2025/06/23 07:17:22.746104443 {wncd_x_R0-0}{1}:
52 2025/06/23 07:17:22.746429588 {wncd_x_R0-0}{1}:
53 2025/06/23 07:17:39.142919647 {wncd_x_R0-0}{1}:
54 2025/06/23 07:17:39.143042319 {wncd_x_R0-0}{1}:
55 2025/06/23 07:17:39.143657454 {wncd_x_R0-0}{1}:
56 2025/06/23 07:17:39.143943419 {wncd_x_R0-0}{1}:
57 2025/06/23 07:17:39.144396513 {wncd_x_R0-0}{1}:

© 2025 Cisco and/or its affiliates. All rights reserved.
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Logging display requested on 2025/06/23 12:00:04 (IST) for Hostname: [c9800-40-S]C], Model: [C9800-40-K9 1, Version: [17.09.05], SN: [JAE271507TK], MD_SN: [TTM265101FM]

[client-orch-sm] [15082]: (note): MAC: ec63.d7fc.f729 Association received. BSSID 889c.ade7.9281, WLAN SJ_Corp_SSID_profile, Slot @ AP 889c.ade7.9280, SJ-E
[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_INIT -> S_CO_ASSOCIATING

[dot11] [15082]: (note): MAC: ec63.d7fc.f729 Association success. AID 1, Roaming = False, WGB = False, 1llr = False, 1lw = False Fast roam = False
[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_ASSOCIATING -> S_CO_L2_AUTH_IN_PROGRESS

[client-auth] [15082]: (note): MAC: ec63.d7fc.f729 ADD MOBILE sent. Client state flags: @x41 BSSID: MAC: 889c.ade7.9281 capwap IFID: 0x90000003, Add mobil
[client-auth] [15082]: (note): MAC: ec63.d7fc.f729 L2 Authentication initiated. method DOT1X, Policy VLAN 1, AAA override = 1 , NAC = @

[site-manager-ap] [15082]: (ERR): Failed to get flex interface name vlan table root

[ewlc-infra-evq]l [15082]: (note): Authentication Success. Resolved Policy bitmap:11 for client ec63.d7fc.f729

[errmsg] [15082]: (note): %DOT1X-5-FAIL: R@/@: wncd: Authentication failed for client (ec63.d7fc.f729) with reason (No Response from Client) on Interface ca
[ewlc-infra-evq] [15082]: (ERR): SANET_AUTHC_FAILURE - No Response from Client, audit session id 15547F0A0000005A8D6B16A7

[errmsg] [15082]: (note): %SESSION_MGR-5-FAIL: R@/0: wncd: Authorization failed or unapplied for client (ec63.d7fc.f729) on Interface capwap_90000003 AuditS
[client-orch-sm] [15082]: (note): MAC: ec63.d7fc.f729 Co client reap timer callback. Co client reap timer triggering E_CO_CLIENT_CONNECT_TIMEOUT event, cli
[ewlc-infra-evq]l [15082]: (ERR): ec63.d7fc.f729CLIENT_STAGE_TIMEOUT State = AUTHENTICATING, WLAN profile = SJ_Corp_SSID_profile, Policy profile = SJ_Corp_SS
[client-orch-sm] [15082]: (note): MAC: ec63.d7fc.f729 Client delete initiated. Reason: CO_CLIENT_DELETE_REASON_L2AUTH_CONNECT_TIMEOUT, details: , fsm-state
[client-orch-sm] [15082]: (note): MAC: ec63.d7fc.f729 Delete mobile payload sent for BSSID: 889c.ade7.9281 WTP mac: 889c.ade7.9280 slot id: @
[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_L2_AUTH_IN_PROGRESS —> S_CO_DELETE_IN_PROGRESS
[sanet-shim-translate] [15082]: (note): MAC: ec63.d7fc.f729 Session manager disconnect event called, session label: 0x34000050

[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_DELETE_IN_PROGRESS —-> S_CO_DELETED

[client-orch-sm] [15082]: (note): MAC: ec63.d7fc.f729 Association received. BSSID 889c.ade7.9280, WLAN EEC_Exp, Slot @ AP 889c.ade7.9280, S)-Edge2-AP1, Sit
[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_INIT -> S_CO_ASSOCIATING

[dot11] [15@82]: (note): MAC: ec63.d7fc.f729 Association success. AID 1, Roaming = False, WGB = False, 11r = False, 11w = False Fast roam = False
[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_ASSOCIATING -> S_CO_L2_AUTH_IN_PROGRESS

[client-auth] [15082]: (note): MAC: ec63.d7fc.f729 L2 Authentication initiated. method PSK, Policy VLAN 352, AAA override = @, NAC = @

[ewlc-infra-evq] [15082]: (note): Authentication Success. Resolved Policy bitmap:11 for client ec63.d7fc.f729

[client-auth] [15082]: (note): MAC: ec63.d7fc.f729 ADD MOBILE sent. Client state flags: @x71 BSSID: MAC: 889c.ade7.9280 capwap IFID: 0x90000003, Add mobil
[client-keymgmt] [15082]: (note): MAC: ec63.d7fc.f729 EAP Key management successful. AKM:PSK Cipher:CCMP WPA Version: WPA2

[client-auth] [15082]: (note): MAC: ec63.d7fc.f729 L2 PSK Authentication Success. EAP type: NA, Resolved VLAN: 352, Audit Session id: 15547F0A000000A59A56B
[client-orch-sm] [15082]: (note): MAC: ec63.d7fc.f729 Mobility discovery triggered. Client mode: Local

[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_L2_AUTH_IN_PROGRESS —> S_CO_MOBILITY_DISCOVERY_IN_PROGRESS
[mm-client] [15082]: (note): MAC: ec63.d7fc.f729 Mobility Successful. Roam Type None, Sub Roam Type MM_SUB_ROAM_TYPE_NONE, Client IFID: @xa0@00003, Client R
[client-auth] [15082]: (note): MAC: ec63.d7fc.f729 ADD MOBILE sent. Client state flags: @x72 BSSID: MAC: 889c.ade7.9280 capwap IFID: 0x90000003, Add mobil
[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_MOBILITY_DISCOVERY_IN_PROGRESS -> S_CO_DPATH_PLUMB_IN_PROGRESS
[dot11] [15082]: (note): MAC: ec63.d7fc.f729 Client datapath entry params - ssid:EEC_Exp,slot_id:@ bssid ifid: 0x@, radio_ifid: 0x9000000a, wlan_ifid: @xfo
[dpath_svc] [15082]: (note): MAC: ec63.d7fc.f729 Client datapath entry created for ifid 0xa0000003

[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS
[client-orch-sm] [15082]: (ERR): MAC: 0000.0000.0000 vlan_mode_api: fsm_ctxt not found

[client-orch-sm] [15082]: (ERR): MAC: 0000.0000.0000 vlan_mode_api: fsm_ctxt not found

[client-orch-sm] [15082]: (note): MAC: ec63.d7fc.f729 Re-Association received. BSSID 889c.ade7.9880, WLAN EEC_Exp, Slot @ AP 889c.ade7.9880, S]-Edge2-AP2,
[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS

[dot11] [15082]: (note): MAC: ec63.d7fc.f729 Association success. AID 2, Roaming = True, WGB = False, 11r = False, 1lw = False Fast roam = False
[client-orch-sm] [15082]: (note): MAC: ec63.d7fc.f729 Delete mobile payload sent for BSSID: 889c.ade7.9280 WTP mac: 889c.ade7.9280 slot id: @
[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_IP_LEARN_IN_PROGRESS —> S_CO_L2_AUTH_IN_PROGRESS

[client-auth] [15082]: (note): MAC: ec63.d7fc.f729 ADD MOBILE sent. Client state flags: @x71 BSSID: MAC: 889c.ade7.9880 capwap IFID: 0x9000000c, Add mobil
[client-keymgmt] [15082]: (note): MAC: ec63.d7fc.f729 EAP Key management successful. AKM:PSK Cipher:CCMP WPA Version: WPA2

[client-auth] [15082]: (note): MAC: ec63.d7fc.f729 L2 PSK Authentication Success. EAP type: NA, Resolved VLAN: 352, Audit Session id: 15547F0A@00000A59A568B
[client-orch-sm] [15082]: (note): MAC: ec63.d7fc.f729 Mobility discovery triggered. Client mode: Local

[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_L2_AUTH_IN_PROGRESS —> S_CO_MOBILITY_DISCOVERY_IN_PROGRESS
[mm-client] [15082]: (note): MAC: ec63.d7fc.f729 Mobility Successful. Roam Type None, Sub Roam Type MM_SUB_ROAM_TYPE_INTRA_INSTANCE, Previous BSSID MAC: 889
[client-auth] [15082]: (note): MAC: ec63.d7fc.f729 ADD MOBILE sent. Client state flags: 0x76 BSSID: MAC: 889c.ade7.9880 capwap IFID: 0x9000000c, Add mobil
[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_MOBILITY_DISCOVERY_IN_PROGRESS —-> S_CO_DPATH_PLUMB_IN_PROGRESS
[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS
[client-orch-sm] [15082]: (note): MAC: ec63.d7fc.f729 Re-Association received. BSSID 2c57.4158.71a@, WLAN EEC_Exp, Slot @ AP 2c¢57.4158.71a@, SJ-Edgel-AP2,
[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_IP_LEARN_IN_PROGRESS —> S_CO_IP_LEARN_IN_PROGRESS

[dot11] [15082]: (note): MAC: ec63.d7fc.f729 Association success. AID 1, Roaming = True, WGB = False, 11r = False, 11w = False Fast roam = False
[client-orch-sm] [15082]: (note): MAC: ec63.d7fc.f729 Delete mobile payload sent for BSSID: 889c.ade7.9880 WTP mac: 889c.ade7.988@ slot id: @
[client-orch-state] [15082]: (note): MAC: ec63.d7fc.f729 Client state transition: S_CO_IP_LEARN_IN_PROGRESS —> S_CO_L2_AUTH_IN_PROGRESS

BRKEWN-2430
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Debug Analyzer - Home Page

Show Advanced Debug Insights [

Select a client MAC Address and connection to see logs. & Download CSV

| ecB3.d7fcf729 v | Connection100f10 ¢ 1 .. g

Show Time Show Task Show Translated D Show Original D Show Prior First Connection D Show All

Time Task Translated
2025/06/23 client-orch- Client made a new Association to an AP/BSSID: BSSID 889c.ade7.9881, WLAN SJ_Corp_SSID_profile, Slot 0 AP 883c.ade7.9880, SJ-Edge2-AP2, Site tag
12:08:05.797 sm ST_SanJo_Corporat_9248f_0, Policy tag PT_SanJo_Corpo_Corporat_78519, Policy profile SJ_Corp_5SID_profile, Switching Local, old BSSID 889c.ade7.9881, Socket delay
Bt Oms

123%58‘{%65; %gs dotl [Association success for client, assigned AlID is: 2 ]

123%58‘{%%; %‘%0 client-auth Starting EAPOL 4-Way Handshake

123%58’;%%%%6 Egﬁnmtt::;mt Negotiated the following encryption mechanism: AKM:DOT1X Cipher:CCMP WPA Version: WPA2

123%58"'%62; %%6 glggt-orch- Starting Mobility Anchor discovery for client

2025/06/23 client-orch- .

12:08:32.439 state Entering IP learn state

2 I23 . fp"l‘z';'ﬁ; [Client got IP: 10.127.85.54]discovered through: IP Snooping

]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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Advanced Debug Insights

[# of success/failed sessions, start/end timestamp per cIient]

1 Advanced Debug Insights

9800 WLC Advanced Debug Insights (Help)

Client MAC Address Success Sessions Failed Sessions Start Time End Time

ec63.d7fc.f729 1 8 June 23, 2025 11:50:4...  June 23, 2025 12:08:05...

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430

[Success/ Failure stats per WLAN]

B Failures Per WLAN B Success Per WLAN

S1_Corp_SSID_profile

]
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Advanced Debug InSig htS Success/Failure stats per WLAN

WLAT F
# of success/failed sessions, start/end timestamp per client
Advanced Debug Insights
9800 WLC Advanced Debug Insights ( )
Client MAC Address Success Sessions Failed Sessions Start Time End Time
ech3.d7fc.f729 1 8 June 23, 2025 11:50:4...  June 23, 2025 12:08:05...
[ Client Onboarding Time ' [ Delete Reasons ] Client Roam Statistics
M Intra WNCD Roam J M Inter WNCD Roam M L2 Inter WLC Roam
0-5 Seconds M 5-10 Seconds M > 10 Seconds M WLAN_CHANGE [ CLIENT_CREDENTIAL_FAILURE

L3 Inter WLC Roam

Intra WNCD Roam
25%

[ Client Onboarding time for 0-5/10 secs, Delete Reasons, Roam (Intra/inter WNCd/WLC stats ]
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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Client Session Table

Client MAC: Ec63.D7fc.F729

Auth Mobilit Onboardi Start/R
Session State Y AP WLAN obrny IP Address _n carcing art/Run Delete Reason Delete Time
Method Role Time Time
1 Site tag Local- 11:50:47:555
IPLEARN  UNKMOWMN 0 0 T
= | ST_SanJo_Corporat_9248f_0 None ms /
2 Site tag MNOMNE- 12:04:28:337
INIT UNKNOWN 0 0 T WLAN_CHANGE 12:04:28:000
E ST_SanJo_Corporat_9248f_0 MNOMNE me / -
3 _ YT
E L2AUTH DOTI1X 889c.ade?.9280 SJ_Corp_SSID_profile mgmg 0 ms ;2'04'28'340
4 Site tag NOMNE- 12:04:29:900
L2AUTH DOT1X 0 0 T CLIENT_CREDEMTIAL_FAILURE 12:04:43:000
=| ST_SanJo_Corporat_9248f_0 NONE e / - -
5 _ ST
E L2AUTH DOT1X 8809c.ade7.9880 SJ_Corp_SSID_profile Egmg 0 ms :2'0?'12'367
& Site tag MNOMNE- 12:07:14:325
L2AUTH  DOT1X 0 0 T
B ST_SanJo_Corporat_9248f_0 NONE ms /
7 Site tag NONE- 12:07:15:568
L2AUTH DOT1X 0 0 T
=| ST_SanJo_Corporat_9248f_0 NONE ms /
8 Site tag NOMNE- 12:07:36:743
L2AUTH DOT1X 0 0 T
B ST_SanJo_Corporat_9248f_0 NONE e /
g Site tag Local- 12:08:05:797
RUN DOT1X 0 10.127.85.54 26698 ms /
B ST_SanJo_Corporat_9248f_0 None 12:08:32-495

© 2025 Cisco and/or its affiliates. All rights reserved.
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Packet Flow Between Client, AP, WLC

Client AP EWLC

Join
2025-06-23 12:08:05.797000

[ﬁ‘«sscn:mtmn Request

l -

Association Reguest

L 2

Client Assoc
Starts

Association Success

Association Success

Add mobile

&

L2 Authentication Request

L2 Authentication Success

-
++

Key mngmnt M1 packet

Key mngmnt M2 packet

Key mngmnt M3 packet

Key mngmnt M4 packet

© 2025 Cisco and/or its affiliates. All rights reserved.

Maobility_group

INIT

0.001s

2025-06-23 12:08:05. 798000
ASSOCIATED

2025-06-23 12:08:05.798000

2025-06-23 12:08:32 436000

2025-06-23 12:08:32 436000

@ & - Transaction seen in the log file
<-» Transaction not seen in log file.(Doesn't mean this is expected or needed always)

BRKEWN-2430

2025-06-23 12:08:32. 436000

Mobility Anmounce

2025-06-23 12:08:32.436000

0.003s

Mobility Hand Off

2025-06-23 12:08:32.439000

IP Request

2025-06-23 12:08:32.439000

L}

0.054s

IP request complete

Client

2025-06-23 12:08:32.493000
IPLEARN_SUCCESS

Run

L

RUN

AP EWLC Maobility_group

Client in RUN
state

]
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WiFi-HAWK - Over the air capture analyzer

CCCCC
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WiFi-Hawk

» Expert system to identify problems over from a wireless capture
» Hard to see issues found in huge files

* Low level protocol analysis l I I i F i

* Interoperability problems H
awk
* Generate a summary of events per client and AP WLANSs

» Create expert reports

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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WiFi Hawk

How to use?

® O WiFi Hawk GUI Wrapper

WiFi Hawk - GUI Wrapper

SIERGE L /Us ers/madc/Downloads/AP_WithoutFilter.pcap Browse

. Verbose Mode

B Fiter Probing Clients

Process File About Licenses Support

© 2025 Cisco and/or its affiliates. All rights reserved.
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Upload file

View Excel Analysis

[ L L L Info 2727 FT BSS Transition

Failed, Status
code:lnvalid pairwise
2729 master key identifier
Deauth sent from client,
General not to current AP.
2731 Reason:1 (Unspecified

<l<l<l<l<l<l  Authresp-fail Error

—————— Warning

[ L L L Info 3367 FT BSS Transition

Failed, Status
code:lnvalid pairwise
3370 master key identifier
Deauth sent from client,
General not to current AP.
3372 Reason:1 (Unspecified

<l<<l<i<i<] |Authresp-fail Error

—————— Warning

]
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Quick Index view

 List of BSSIDs (APs) and clients active during the capture
* Quick glance on who is having problems

- Last known state for each client (probing, auth, full traffic, etc)

* Click on each item for full details

Table of contents

Generated: 2022-03-11 10:28
Wireless Consultant Version: 0.7

Total Frames: 82685

File Type: Radio Tap
Processing time: 131.21 seconds
Total BSSIDs seen: 76

Total Clients seen:175 175
Processing Errors:

Invalid Frames

Exceptions

Non Parsed Frames

Filtered Frames

FCS Errors

AP BSSIDs SSID

e0:10:7f:65:61:53
58:1d:91:6b:2d:10
58:bf:ea:bb:c0:66
58:bf:ea:bb:c0:61
58:bf:ea:bb:c0:67
58:bf:ea:bb:c0:60

EO.hfinnmbmN.CAd

SSID-island-256150
SSID-AR5511_6B2D10
SSID-Rsecure
SSID-handheld
SSID-rjil-consultant
SSID-secure-impact

CCIN limmad

(=2 = =]

Events
146
58
57
53
50
49

A3

Errors

20 OO0 O OO

145
57
56
52
49
48

AN

Clients

38:9f:ba:51:f1:b9

34:a8:4e:50:06:00

2c:54:cffa:fc:52
3c:22:0b:5b:e7:fa

80:6¢:1b:20:39:de

7c:73:91:b3:69:ba

ANA0.O 4L .aL.2C

Last State

EAPoL 4-WAY completed
Deauthenticated
Association failed
Probing

Probing

Bidirectional Traffic
Deahina

Events
555
476
445
441
402
250

930

Errors

2N OO O OO

476

2 0 0O 0O

© 2025 Cisco and/or its affiliates. All rights reserved.
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Event Flow

» Color coded events registered per device

 Summary of repeated items for a more concise view

« Quick location in capture of important issues (frame/time)
« Added information for better understanding

* Translation of reason codes, failures, EAP types, etc

Event Flow:

Direction

e e ]
LT
e e e ]
T
e ]
R
o
A
e e e ]
o

e e e ]
o
e ]
e e e ]
o

© 2025 Cisco and/or its affiliates. All rights reserved.

EAP 1D request
EAP ID request

Client going to sleep

Severity
Infa
Infa
Info
Infa
Infa
Infa
Infa
Infa
Infa
Infa
Infa
Infa
Infa
Info
Infa
Infa
Info

Infa
Infa

BSSID

MNA

NA

64:f6:9d:55:5¢c:f4
64:f6:9d:55:5¢c:14
64:16:9d:55:5¢:14
64:16:9d:55:5c:14
64:f6:9d:55:5¢c:14
64:16:9d:55:5c:14
64:16:9d:55:5c:14
64:f6:9d:55:5¢:14
64:16:9d:55:5c:14
64.:16:9d:55:5c:14
64:f6:9d:55:5¢:14
64:f6:9d:55:5¢c:f4
64.:16:9d:55:5c:14
64:16:9d:55:5¢c:14
64:f6:9d:55:5¢c:f4
MNA

NA

MNA

64:f6:9d:55:5¢c:14

2BEED
1B617
1BGEE
28690
1B693
2B701
28715
1BEOZ
ZBEED
ZBEE3
19201
29203
29214
19219
29221
19223
39809
48017
49805

49805

BRKEWN-2430

Time

MA

NA

Thu, 12 May 2016 11:22:33 CEST
Thu, 12 May 2016 11:22:33 CEST
Thu, 12 May 2016 11:22:33 CEST
Thu, 12 May 2016 11:22:33 CEST
Thu, 12 May 2016 11:22:33 CEST
Thu, 12 May 2016 11:22:33 CEST
Thu, 12 May 2016 11:22:33 CEST
Thu, 12 May 2016 11:22:33 CEST
Thu, 12 May 2016 11:22:34 CEST
Thu, 12 May 2016 11:22:34 CEST
Thu, 12 May 2016 11:22:34 CEST
Thu, 12 May 2016 11:22:34 CEST
Thu, 12 May 2016 11:22:34 CEST
Thu, 12 May 2016 11:22:34 CEST
Thu, 12 May 2016 11:22:53 CEST
MA

NA

MA

Thu, 12 May 2016 11:23:08 CEST

Info
Consecutive requests:48
Consecutive responses:223
Auth Open System
Auth Open System
Type: BOZ.1x . To 5510:Jio_AKA-Ahmedabad
Identy request
ldenty response
EAP-AKA
EAP-AKA
EAP-AKA
Dotlx Auth success
EAPoL M1
EAP START
EAP START
ldenty request
Identy request
Signaling AP that is going to sleep
Client slept for more than 0:00:12 seconds
Client slept for more than 0:00:03 seconds
Consecutive sleep-awake cycles:2
Signaling AP that is going to sleep

]
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Detecting easy to miss problems

Simplify finding issues across large captures
« Unencrypted traffic leak (client/AP)
* Beacon loss
* High co-channel

* |Incorrect data rates

Event Flow
Direction Type Severity Frama Time Info
—_— High Channel Utilization 1| Fri, 15 Mar 2019 21:05:05 CET Current Channel utilization: 94
bt First Bascon Info 1 Fri, 15 Mar 2019 21:05:05 CET
prenees Beaconloss 2 Fri, 15 Mar 2019 21:05:06 CET Beacon loss detected, Time delta:0.824816
e High Channel Utilization 2 Fri, 15 Mar 2019 21.05:06 CET Current Channel utilization: 95
N Besconloss 3 Fri, 15 Mar 2019 21:05:08 CET Beacon loss detected, Time delta:1.427207
e High Channel Utilization 3 Fri, 15 Mar 2019 21.05:08 CET Current Channel utilization: 95
23330 Beaconloss 9 Fri, 15 Mar 2019 21:05:11 CET Beacon loss detected, Time delta:3.523894
e High Channel Utilization 9 Fri, 15 Mar 2019 21:05:11 CET Current Channel utilization: 94
e e e 13 Fri, 15 Mar 2019 21:05:16 CET Bescon loss detected, Time delta:d 612270
<<<es Info 6c:8b:d3:3b:8a:al 1271 Thu, 21 Jan 2021 00:51:56 CET EAPoL M1
CeCges Info 6c:8b:d3:3b:8a:a0 1273 Thu, 21 Jan 2021 00:51:56 CET EAPoL M1
BB Info 6c:8b:d3:3b:8a:a0 1330 Thu, 21 Jan 2021 00:51:56 CET EAPolL M2
P Error 6c:8b:d3:3b:8a:al 1333 Thu, 21 Jan 2021 00:51:56 CET AP defect, traffic sent without encryption
<<<es Info 6c:8b:d3:3b:8a:al 1334 Thu, 21 Jan 2021 00:51:56 CET EAPoL M3
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430
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Diagnostic Tools - Takeaways

Scenario : Troubleshooting Client Connectivity, AP Join, Best Practice miss etc

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKEWN-2430

e N N N N
AP/WLC Debugs WCAE Debug Analyzer WiFi-Hawk (OTA)
» Correlating AP and » @Gain insights on best Analyze client RA Get insights on over
WLC side of debugs, practices, warnings, traces in table, the air packet
outputs RF, performance graphical format for capture
issues quick and easy
« Example : AP join consumption with Example :
issues « Example : Checking various statistics Debugging an RF
WLC Performance Issue/AP/Client issue
and High WNCd CPU Example : Client
Issues connectivity
\ st i\ TSN Y,

afraln
cisco
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CISCO Live !




Flexible Options to Self-Serve & Accelerate Case Resolution

Proactive Engagement

Log Advisor 0
Vulnerability Checker

Talk to cisco.com

Case Open

DignosticTools

AP, WLC Debugs

Wireless Config
Analyzer Express

Debug Analyzer

WiFi Hawk-Over the air

A ®

In-Product Assistance

WalkMe

Cisco Support
Assistant Extension

1. Prevent TAC case

© 2025 Cisco and/or its affiliates. All rights reserved.

Monitoring Dashboards

Catalyst Center
Meraki Dashboard

X

BRKEWN-2430

()
(@ ﬁ

Cloud Like Tool

RADKit

]
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Monitoring Catalyst Center, Meraki Dashboard

Scenario : Obtain insights, assurance information, various reports

f ™ f N
Catalyst Centre Meraki Dashboard
« Leverage CatC for 360  Manage Catalyst Products from
troubleshooting of networks Meraki Dashboard (Hybrid)
and clients.

« Example : AP Live Tools,
« Example : Network Reasoner, PCAPs, WLC CLI & Ul
Reports, Assurance

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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Client 360

Health Dashboards Issues

Client 360

9/10@ daphne.blake

Manage

Last 24 hours » All Domains

[ Client health score, KPIs(RSSI, SNR, Tx, Rx etc) over period of time ]

0 _ Daphne-iPad (0] : Daphne-PC ‘
0 1:00p 2:00p 300y 4 6:00p 7:0 8:00p
Issues and Trends Onboarding Pai

v Issues (8)

© 2025 Cisco and/or its affiliates. All rights reserved.

pro, 20189
Health: 10

L

Connected

LA=-Corporata

=38 dBM
27 dB
LAZ=-AF3E02-23

ith 20 MHz

2.4 GHz

BRKEWN-2430

: BETA Detail Information
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Client 360 - Issues Inslghts

v |ssues (4)
Y

vnoboarding

Application

© 2025 Cisco and/or its affiliates. All rights reserved.

\_

Client A took longer to authenticate due to network delay.

Network latency for Netflix application above 387ms.

Client B connectivity issue due to RF at AP location B.

J

|

BRKEWN-2430
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Detailed insights of the issue

Status: Open

Total occurrences: 3
Application & o k A .
: Description Onboarding Transaction Log
Total occutrences: 16 This client is taking longer than expected
time to connect to 'LA-Corporate2’' SSID 2Q Find

c ]! > s t ol
A[.){)h(_'.élll()fl due to excessive authentication time.

rk Lat for Apy e Onboarding took 36.4 seconds Event Reason Date / Duration
Total occurrences: 11 (expected time should be less than
10.0 seconds) > @ Failure [ 4 Way Key Timeout ] 5.55 sec
Onboarding e Association took less than a second
' ' (expected time should be less > @ Success 30.85 sec
Total occurrences: 4 than 2.0 seconds)
henticz a \ t i -
¢ Authentication and Key Exchange took 3 . Fallure due to 4 Way
30.8 seconds (expected time should vent eason .
be less than 3.0 seconds) oo it i handShake key t|mGOUt
¢ |P Addressing took O seconds ®  Auth Starl PME Cache Fapired
1 ! expected time should be less
v Onboarding (exf €
i than 5.0 seconds) ® Kiuuth Done dat1x Full Auth
& LZKey Done 4 Way Key Timeout

® Send Deaulh

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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ICAP (Intelligent Capture) in Catalyst Center - Client 360

e Catalyst C

rds [ Health [ Cllant

Intelligent Capture: Grace.Smith

Stop Live Capture 4 Download Rumn Packet Capture
1 Fwr PoAR I

Wy 7 Poa0a 1 Ml & 3 5 i B BED i
Onboarding Events
® KeyExcha
All rear 1y Expert PCA )
4 weay Koy a8 it
Evend Time Duration
RN A |II:||.I'I:I
Mow 7. 2024 Show: IPvd and IPvE Download Fackets
@ Broadcast Rekey e [3) 714719 AR 1040 § L A ¥ bl
1 i ]
A - & - " & v " v & v i - v v
@ Client Deauthenticated T 48:59 AM
[t
B KeyExchanpge L T 4809 AkA 80211 1
® EBroadcast Hekey 74719 AM 1000 141, 00
1 reconds Shiow Records; 25 b 1 2 PACKET & Fram Climnt ¥ oA L PaCHY Ll Lt Bm
n ASSCCIATED AF - 2166I-LOMNEL-0
]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430
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Network Reasoner

ol Catalyst Center

Discovery

Topology

Command Runner
License Manager
Template Hub
Model Config Editor
Security Advisories

Field Notices

Network Bug Identifier

Explore

© 2025 Cisco and/or its affiliates. All rights reserved.
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Wireless AP Data Collection

T

Collect show output, logs, and PCAP for an Access Point [AP)
on its associated Catalyst 9800 WLC and via 35H to the AP for

up to 30 minutes
Network Performance Impact: Medium

Cx

Wireless Client Data Collection

Collect show output, logs, and PCAF for a Wireless Client an 1
2 Catalyst 9800 WLCs and up to b APs via 55H for up to 30

minutes
Metwork Performance Impact: Medium

CX

]
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Reasoner Inputs

Troubleshoot Duration (5-30 minutes)*
5

Two AP MAC address (A B)*
ad9b.cdb5a.b160,a49b.cd47.f1474

PCAP Interface

GigabitEthernet0 (= W

AP IP address®

10.107.79.18

AP Name®

9120AP &

\ Run Machine Reasoning /

© 2025 Cisco and/or its affiliates. All rights reserved.

v

Check device

Running Machine Reasoning - AP Data Collection

v

Check device

controllability reachability
Evaluatelc—n_avlce Check Device Site Get AP Type
capabilities
S AP_SSH Get Current Time
Credentials
Download the
bundle
Reasaning Actisirs Concligslzns (1]

[ Download the command outputs file here:

BRKEWN-2430
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Network Reasoner Activity - Client

Network Reasoner /| Wireless Client Data Collection

4 V

Check device

Detailed insights
of activities

Get Current Time

reachability

\

e V e

Check device
controllability

Evaluate device

e Check Device Site
capabilities

Vv VvV

Debug wireless mac Start PCAP

& s &

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430

Relevant Activity Details Hide Details

Check if the device f45a3cc3i-d96c-46d1-
2i13d-Teccl47eifed is provisioned or assigned
to a site.

sep 13, 2025 11:32:38 PM

[Dehug wireless mac ]

Sep 13, 2025 11:32:44 PM

[Get Current Time ]
Sep 13, 2025 11:32:44 PM

[Starting Client PCAP session ]
mre_client_pcap_1757786564883 with filter
ech3.dVfc.f729 on interface GigabitEthernetd

sep 13, 2025 11:32:45 PM

Get file store URL on Catalyst Center for
wireless data collection upload on WLC with IP
address 10.127.84.21 for filename: c9800-40-
sSJC.cisco.com-ec63.d7fc.i729-
1757786555655 . txt

]
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] * Cloud management - Catalyst
Meraki Dashboard for  gevices

Catalyst Devices
* Assurance and Packet

Captures

© 2025 Cisco and/or its affiliates. All rights reserved. ... BRKEWN-2430 . CIsco
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Unified Architecture

|
|

Cloud Operating
Mode

|
|
|

CHJd_Operating
Mode

© 2025 Cisco and/or its affiliates. All rights reserved.
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Hybrld Operating Mode

Switches 9800 WLC Dashboard

[ Catalyst ] [ Catalyst ] Meraki

[ Catalyst APs ]

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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Assurance in Meraki Dashboard

Overview  Lastweek v

Network
Calo141 ~

Network health score @ Good

< » Network-wide
&% Assurance
Wireless

#  Organization

@ Access Manager New

Opts last week

Does the score feel right? 7 02

Learn about scores

Network health

score on 1

00

© 2025 Cisco and/or its affiliates. All rights reserved.

Alerts : AP stopped communicating with WLC

Organization
CiscoTAC ~

MNetwork
EEC_BGL v

Network-wide

Assurance

Wireless

Organization

Access Manager

Find in Menu

New

Two-factor Authentication is not currently enabled on your Meraki Dashboard account. For an extra layer of security, we recommend enabling ™

Alerts 0 Started last week v | &

Alerts triggered over time

4
5
m
E 2
=
0 SR
2025-09-09 05:30 2025-09-10 05:30 2025-09-11 05:30 2025-09-12 05:30

2025-09-13 05:30

Dismissed = Resolved [ Alert Type Alert Counts

2025-09-10 20:06 - 2025-09-11 00:17

0 Critical
Critical Warning
B current Period 3 I current Period 1
Active alerts AP stoppgd . . 2 SSH error connection 1
communicating with — Previous Week 0
WLC
Severity Alert type .
Unreachable device 1

— Previous Week 0

BRKEWN-2430
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WI C K P I S CO800-40-K8 eBich:bciad @3 48

© 2025 Cisco and/or its affiliates. All rights reserved.

Are my interfaces

©)

Address

500 Terry A. Francois B

94158

HA/Redundancy
550 enabled

Maobility group

WLC_MOBILITY_GROUP

Mokbility MAC address

A87e. bd83 bEFT

LAN IP
192.195,83.280

Type
BHCP

']
Lagunitz

What is
my current
AP load?

M

Summary Ports APs

Canscle

Port key

Live data

Access Points

83
Online &

istorialdeta

Connectivity

Topology

up? Are they
accruing CRC or
input errors?

Redundancy Mobility

SP
I I RP =
What is my »
current
client load?
- Clients =
355
Online @

10:00:00 12:00:00

Client count ©

CPU utilization

Link aggregate 2000
Enabled
Public IP 1500
192.195.83.284@
1000
Gateway
18.92.128.183
500
DS
18.92.128.183
18.92.131.26 D clients
10:00:00 100%
LAN IPy6 75
50
25

o

Memory utilizatio

100%
75

What are my 22:00:00 00:00:00
client load
trends over the
last 12 hours?
Week? Month?

14:00:00 16:00:00

— 4558 clients

What is my average
CPU load trends
over the last 12

hours? Week?
Month?

-8 982 clients 00:02:00

-+~ 1.02%00:02:00
A ® _AA_

10:00:00 12:00:00 14:00:00 16:00:00 18:00:00 20:00:00 22:00:00 00:00:00

What is my
memory usage
over the last 12 ) |
hours? Week:

Month? : ' i —
—— |

Has my CPU or
16:00:00 Memory Crossed a 00:00:00
warning or critical

10:00:00 12:00:00

14:00:00

threshold?

BRKEWN-2430
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p

©68:49:92:59:0a:a0

CWo164!

KPIs Per AP

summary

AP CW9164I

Performance forthe last month ~

Performance
@ All §SIDs - All bands
Clients © ﬁ Number of clients on this AP on 21st Aug ] Channel utilization ® = 50211 and interference ~ Channel util on
both radios
3 clients 100%
Thu Aug 21st
13:00:00
Tue Aug 19th
Readings .
- Clients 2 clients oo
—" g Readings
o clients [ 0% B w24 GHz 11.09 %
Aug 23 5 GHz 218 % Aug 30
Avg signal quality and latency in ms for all 3 radios o
Average wireless latency © Datarates® | Altraffic - Data rates per radio in Mbps
Average signal quality ©  insnR ~
‘ All traffic | Slowest Clients 1512 Mbps
33da 500ms
Tue Aug 19th
13:00:00 Sun Aug 24th
Readings Tue Aug 19th 1:00:00
= 7 4 GHZ 23 dB oy 0 Mbps f'\ ."\ /_X_ Readings
5 GHz 0 dB Readings Aug 2 — 3.4 GHz 0 Mops Aug 30
6 GHz -— 2 4 GHZ 43 ms 5 GHz 0 Mops
odB o 08 | Oms 4& 5 GHz 0ms - GHz 0 Mbps
Aug 23 == B GHz O ms alaln
BRKEWN-2430 cisco
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KPIs Per AP

Utilization on current channels [l 802.11 Traffic M non-802.11 In[erference]

Channel 11 (2.4 GHz)

Acceptable (25%)

Utilization on all channels

802.11 Utilization 2.4 GHz
across 2.4GHz

100%
80%
60%
40%

W 2802.11 Traffic

I — |
0%
1 2 3 4 5 5] 7 &8 9 10 11

Historical clients 2clients 40KB

Historical device data [::r Last manth v]

Description

Usage

IP Address

MAC Address

Samsung Galaxy 521

Unknown Device

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430

22KE 192.168.1.16

18 KB

62:ff:4e:16:30:12

B6:fe:d43:74:12:10
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Client KPlIs

© 2025 Cisco and/or its affiliates. All rights reserved.

Wireless overview @ Last2hours ~

Connection health ©

Excellent ‘

Failed clients by SSID

What SSID are my
clients failing on?

All SSIDs e New

How many clients

failed to connect to
an SSID?

Failed clients Time to connect

5/631 ~ax

0.44 s v o0ss

Roaming

0.07 s o0z

Expected < 35 O

Where are my clients failing?
Association? Authentication?

DHCP?

W Assoc W Auth B DHCR

150

100

-
- _,\b e a A

and failed clients
Total clients (] Smart threshold

W Total clients B Failed clients Anomal

Performance health ©

Excellent ‘

Average signal quality by SSID (SNR)

Latency

40dB
30dB
20dB
10 dB
0 de
\p,c,c‘ ' ‘_\;F} ) § o @\{P "bo‘z" \'C,\rf" )
@ e ‘1\’3\? - & d\e&\ é‘a&r}

BRKEWN-2430

47.22 ms “-1991ms

Expected < 60 ms (O

Packet loss

2% 1%

Expected 3% - 5% O

Average signal quality (SNR)

What is the average
SNR across all my
clients over 2 hours? 24

What is the Client
connection rates for all
my clients over 2
hours? 24 hours? Last
week?

Signal quality (SNR)

49 dB No change

Expected > 27 dB

What is the
average SNR
across all my
clients?

B Signal quality

hours? Last week?

07:40 07:56

fo* 07:23

08:13 08:30 08:46 08:03
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New Cloud CLI

Summary Ports Cloud CLI APs

CLI terminal Close terminal [ Detach terminal 7

© 2025 Cisco and/or its affiliates. All rights reserved.

Automated show
commands

Select command

Show CDP Details )
Select port
TenGigabitEthernetd/0/0 ()

Outputs CDP neighbor details on an interface

Show CDP Details for Port num TenGigabitEthernet0/0/0

|
[

Session History

Start time (UTC) Complete time (UTC) User Session type Session log
Aug 12,2025 12:15:46 Aug 12, 2025 12:15:50 MerakiSupport_leOA7d Configuration =, Download
Aug 12, 2025 12:15:34 Aug 12, 2025 12:16:17 MerakiSupport_leOA7d Configuration =, Download
Aug 12, 2025 11:55:08 Aug 12, 2025 11:58:55 MerakiSupport_leOAT d Configuration &, Download
]
BRKEWN-2430 cisco
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Flexible Options to Self-Serve & Accelerate Case Resolution

Proactive Engagement DignosticTools
Log Advisor AP, WLC Debugs
Vulnerability Checker 0 Wireless Config Advanced Scripts
Talk to cisco.com Analyzer Express EEMs
Debug Analyzer k
Case Open . _ Guest shel Case Closure
WiFi Hawk-Over the air WLAN Poller

» ®n Piat

In-Product Assistance Monitoring Dashboards Cloud Like Tool
WalkMe Catalyst Center 0 RADKit
Cisco Support Meraki Dashboard
Assistant Extension

1. Prevent TAC case 2. Gather and Analyze Data
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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Option D : Advanced Scripts (KPI Monitoring/Workaround)

Scenario : KPI monitoring, Apply workarounds, Bulk data collection

-

EEMs

Match condition and
recover from tricky issues
or prevent outages.

Example : HA SSO failure
recovery or AP radio
shutdown

~

© 2025 Cisco and/or its affiliates. All rights reserved.

e A .
Guest Shell Scripts
Host guest shell scripts for .
scheduled activities
Example : KPI monitoring,
rollover packet captures .
\ Y, -

WLAN Poller

Bulk data collection or
push workaround to APs
and WLCs

Ex : Flash corruption
recovery, AP migration

BRKEWN-2430
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EEM - Embedded Event Manager

« Available in switches/routers and now in 9800 WLCs, they are trigger-based TCL(Tool Command Language) scripts.

» Match a trigger and take an action accordingly. Ex : Apply workarounds automatically

 Automate data-collection

« Combine outputs or create commands.

« Documentation:

General
Information

IOS-XE
EEM

Best

ol I 1l I h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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EEM Script : Example 1

Issue:
« WLC stuck in Standby recovery due to the ports going into Remote fault.

* Reboot of controller is needed to recover the device from remote fault/ recovery mode.

Challenge :

Manual intervention needed to identify the issue and reboot the WLC

EEM Solution :

EEM script to match remote fault and execute reload of WLC to recover without human intervention.

event manager applet AutoReload
event syslog pattern "Interface TenGigabitEthernet0/0/1, link down due to remote fault"

action 100 syslog msg "Reloading to recover from port in Remote fault"
action 101 reload

ol I 1l I h
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Guestshell

Virtualized Linux-based environment, designed to run Python scripts for automated control and management.

Python 3.6 supported from 17.1 onwards and is default after 17.3.1.
Supported on 9800-40, 9800-80 or 9800-L running 16.12 or later (Not supported on 9800-CL or EWC APs)

Enable guestshell in config.

Copy python scripts in the /bootflash/guest-share folder

Guestshell Sample Scripts for following use cases:

« Efficient Client Troubleshooting

__fjapplications]

« Automated Archive request and export "
« Continuous Embedded Packet Capture Guest Sh&"A‘u

 KPI Collector Linux Container

| Network OS |

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/efficient_client_troubleshooting.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/efficient_client_troubleshooting.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/automated_archive_request.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/automated_archive_request.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/continuous_embedded_packet_capture.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/continuous_embedded_packet_capture.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/kpi_collector.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/kpi_collector.zip

How to setup Guestshell - KPI Collector

conf t
10x
Enable app-hosting appid guestshell
Guestshell app-vnic management guest-interface 0

Copy Script to
o1316]0)

Gladiusl#guestshell run python3 /bootflash//guest-share/KPI.py
Starting datacollection

Execute script Exported files WLC-Sep-10-2025.txt to destination
tftp://192.168.0.45/wlc/

ol I 1l I h
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KPI Script

Actions done:

[guestshell@guestshell guest-share]S cat KPIl.py

* Run a set of commands.

import cli

« Store info in a file. import time

. . f d i i d {
« Can collect logs several times using for loop. rom catetime import datetime

#Configure tftp server and directory

dst="tftp://192.168.0.45/wlc/"

HList of commands

cmd_list=[

Add the needed
commands

"sh ver | i uptime|Installation mode|Cisco IOS Software",

"sh redundancy | i ptime|Location|Current Software state",

"sh processes cpu platform sorted | i wned",
"sh platform resources",

"show process memory platform sorted",

"show wireless mobility sum",
"sh nmsp status"

]

ol I 1l I h
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Combine Guestshell & EEM - Continuous PCAP Ex

« Combine EEM with Guestshell using EEM trigger-based scripts
» Create Scripts to automate data-collection

* Run script periodically or On-Demand

Script to capture continuous PCAP from WLC

event manager applet Continuous packet capture

event timer watchdog name timer time 120

action 0.5 cli command "enable"

action 1.0 cli command "guestshell run python3 /bootflash//guest-

share/Continuous packet capture.py"

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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WLAN Poller  Gather bulk data from AP/WLC

CCCCC
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WLAN Poller - For AP Side Data Collection

and recovery, AP Image download & AP Reload options
Task automation against Controller/APs
Python bundle: No install required

Aggregate AP crashfiles (taken from WLC), radio events and coredumps (taken from APs) to a common TFTP repository

SSH

SSH
e > 4
SSH / WLAN controller

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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WLAN Poller GUI

@ @ WLAN Poller

WLAN Poller

General

* Indicates required fields

Wireless LAN Controller Information Connection Mode

*WLC Type: * |P Address: *WLC: AP:
AireOs 10.104.172.194 O SSH O SSH
O C9800 TELNET TELNET
Credentials 'Please wait!
WLC: Connecting to the WLAN Controller 10.104.172.194...
* Userame:
Test
" Password: Password:

Enable Secret: Enable Secret:

© 2025 Cisco and/or its affiliates. All rights reserved.
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WLAN Poller - GUI (Command List)

PR -a - PR — - = = == - = F e -— = awa -

WLAN Poller Config Wizard

° Step1:Configure Device Details o Step2:Select Feature/s
WLC Operations AP Operations
CustomTemplate v
o Launch Wlan Poller & proceed to Monitor
REVIEW
Page.
Enter 9800 Custom CLI cmnd list in the text editor below. Enter AP CLI cmd list in the text editor below. v
WLC Custom Cli list AP Custom Cli list '
show ap summary show clock m
show ap uptime show inventory
show version | i 17. show version | i ptime
show clock show capwap client rcb | i Mgr
capwap ap primary-base pbglad 9.12.88.30
m %confirm®% test capwap restart

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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Check Summary and Download

wianpolier ™ W e

WLC Summary

P WLAN Poller Gui

it
’ Wilanpoller @ Feedback )
e et - =1 GUI: 0.6, Engine:0.22

B ; : WLAN POLLER run complete, please check below Data logs.

Profile:WLC & AP Operations IP:  10.104.173 User: Test

Controlier indormatson

Model C9800 80 K9
Varsson FXS2J

System Name 98001
P Address 10108 Y7L
Uptime 21 hours, 24 minutes
AP Count ]
Chert Coumt 0

« Check summary & status
« Download logs

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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E - RADKit

CISCO Live !



Current troubleshooting method

Case open L

* Initial response

* Engineer
information

* Request for issue
description and
basic information
collection

A

© 2025 Cisco and/or its affiliates. All rights reserved.

Resources, frustration level, time to resolution

Progress

Email, Phone & Webex

TAC - Request for additional
information collection
& analysis iteration

* Issue description

* Basic
Information
collection and Customer - lterative collection and
send send of additional information

» Customer - Environment setup for
real-time remote troubleshooting

* Increase in lead time in the event of

customer and partner support delays

Numerous iteration of Capture-Analyze

__Done

v

cycles and burdens on Customers

BRKEWN-2430
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RADKIt accelerates case resolution

More info at radkit.cisco.com

A

SR
attachment

NetOps/support engineer
RADKIit Client

or automation

© 2025 Cisco and/or its affiliates. All rights reserved.
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RADKIit Security & Capabilities

More at radkit.cisco.com - FAQ section

RADKit is CSDL compliant, meets all stringent security, and data privacy criterias

All data is encrypted at rest and in-transit. End to end encryption. Remote procedure call (RPC) over TLS1.3

RADKIit does not store any user data in the cloud. All data remains the customer property.

Only customer authorized users can connect

Capabilities :

» Exec data collection

* Interactive CLI troubleshooting
» GUI Live troubleshooting

* SR file attachment

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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Customer View : RADKit Service Inventory

All

Devices

e

C' A Notsecure | https://localhost:8081

A Remote Automation Development Kit

Cisco RADKIt Service

=)

Connectivity

Devices

Remote
Users

’ + Add Device |

/

R

R

/

AAAAARAARRAARRRANS

en-dnac
c9800-40-1-sda-com

c9800-40-2-sda-com

fusion-c9300-1-cisco-com

mum-bdr1-sda-com
mum-bdr2-sda-com
mum-edge1-ap1
mum-edge1-sda-com
mum-edge2-ap1
mum-edge2-sda-com
pun-bdr1-sda-com
pun-bdr2-sda-com
pune-edgel-ap1l
pune-edge1-sda-com
pune-edge2-ap1
pune-edge2-sda-com
pun-in1-sda-com

pun-in2-sda-com

Domain: PROD  Service ID: Igno-8tgf-gz5d [

Hostname or IP Address

S ) (e |-

0\ Edit Cart ~ |

+\_/

N

*\rs

=g

Q_ Search

w O

*
-

CiscoDNACenter Enterprise DNAC =
10S Imported from: en-dnac raije)
10S Imported from: en-dnac ranle
108 Imported from: en-dnac WO
10S Imported from: en-dnac FAe)
108 Imported from: en-dnac Zmo
UNKNOWN Imported from: en-dnac range)
10S Imported from: en-dnac o
UNKNOWN Imported from: en-dnac ZWo
10S Imported from: en-dnac Zmo
10S Imported from: en-dnac O
10S Imported from: en-dnac o
UNKNOWN Imported from: en-dnac ZWmo
10S Imported from: en-dnac o
UNKNOWN Imported from: en-dnac O
10S Imported from: en-dnac ranle
10S Imported from: en-dnac ZWo
108 Imported from: en-dnac o

Dage size 55 [ B0 1 0

© 2025 Cisco and/or its affiliates. All rights reserved.
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RADKIit Users & Session Logs
' localhost X  » RADKit X + - v - X

< C A Notsecure | htps;//localhost:8081/users r w O & :
= 4 Remote Automation Development Kit . . 5
Cisco RADKit Service Domain: PROD  Service ID: Igno-8tqf-gz5d [ =gl RBAC DISABLED - m
— 3 .
|+ Add User ‘ @ TAC Engineer Q. Search ?
Connectivity
a cisco.com nan it Engineer /
Never expires g2@ Anand G RADKit Eng /W
C‘ Never expires madc@cisco.com Madhuri ® -- Wireless / W
Cy Never expires maib@cisco.com /W
Remote
- 4 Remote Automation Development Kit T
Cisco RADKIt Service Domain: PROD  Service ID: Igno-8tqf-gz5d [
/ session-logs
Search...
Connectivity
0 directories and 672 files.
SeSS|OnS |095 Filename ~ Date
in RADKit Pevices ISR
. 2 _ - _ _ e 2/5/2024, 8:57:52 AM
Serlvce 2 2 20240205-085646-SSH-pune-edge2-sda-com.log
Famets % 20240205-085647-SSH-eec-oddisi-demo-2.log 2/5/2024, 8:57:58 AM
Users % 20240205-085647-SSH-mum-edge2-sda-com.log 2/5/2024, 8:56:47 AM
5 20240205-085647-SSH-pun-in2-sda-com.log 2/5/2024, 8:57:52 AM
% 20240205-085647-SSH-vmanage.log 2/5/2024, 8:57:51 AM
AN ANNNE NOECT7TN1 CCIl acaNONNuada laa 2IRIMINTA Q-NT-NK AN lllllllll
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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RAD Klt SeSSion Logs Session logs accessed by

TAC can we viewed

~ _f Remote Automation Development Kit |

Cisco RADKit Service Domain: PROD Service ID: Igno-8tgf-gz5d [

/ session-logs / 20240206-055335-SSH-eec9800wlc.log

Search... ~ v IGN RE ( Hypersearch ) Go toline @ Scroll speed: c—f) @

0 ---—--—--- Log initialized - at 2024-02-06 05:53:35.261648 -------—-

"
-
.

Connectivity

il

Z

=

4 DC_WLC# “H *“HSprompttest-1$*“H*H*H*H*H*H*H*H*H"H*H*H"H"H “H*H*H*H*H*H"*H*H*H*H*H"*H"*H"H

5 DC_WLC#terminal length 0

6 DC’_WLC# “H “HSprompttest-25*"H*H*H*H"H"H*H"H"“H"H"H"“H"H"H “H*H*H*H*H*H*H*H*H*“H*H*H*H"H

7 DC WLC#terminal width 0

8 DC_WLC# “H “HSprompttest-3$*“H*H"H*H*H*H"“H"H"H*H*“H"“H"H"H “H*H*H*H*H*H*H*H"H*“H*H*“H*H”*H "“H “HSprompttest-15"H

9 DC WLC#show wireless client summary

10 Number of Clients: 6

12 MAC Address AP Name Type ID State Protocol Method Role
B — — —— — —— e e e e e e e e e e e e e e e e e e
14 56e3.9f07.9059 EEC-Odissi-Demo-2 WLAN 1 Run 1lax(5) None Local
15 B8a7f.eldd.7962 EEC-0ddisi-Demo-1 WLAN 1 Run llac None Local
16 aB879.8d90.7196 EEC-Odissi-Demo-2 WLAN 1 Run llax(5) None Local
17 ba0f.5c6d.1803 EEC-Odissi-Demo-2 WLAN 1 Run llax(5) None Local
18 de0a.134b.3e0b EEC-0ddisi-Demo-1 WLAN 1 Run 1lax(5) None Local
19 e6f7.3264.51fa EEC-0Oddisi-Demo-1 WLAN 1 Run llax(5) None Local
20
Monitoring 21 Number of Excluded Clients: 0
22
23 DC WLC# “H “HSprompttest-2$*“H"H*H*H*H*H"“H*H*H*H"H"H"H"H “H*H*H*H*H*H*H*“H*H*H*“H*“H“H"H
24 DC _WLC#show wireless client mac-address e6f7.3264.51fa detail
Activity 25
26 Client MAC Address : e6f7.3264.51fa
]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430 CIsco
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and Device Login

[madc@ 696976857 inventory
host device type Terminal Netconf Swagger description

Imported from: en-dnac
I0S_XE False Imported from: en-dnac
TI0S_XE False
I0S_XE als c 3 False
CISCO_DNA_CENTER False False Enterprise DNAC
fusion-c9300-1-cisco-com I0S_XE True se se False se Imported from: en-dnac
mum-bdril-sda-com I0S_XE True False Imported from: en-dnac
mum-bdr2-sda-com TOS_ XE True False Imported from: en-dnac
GENERIC True False Imported from: en-dnac
I0S XE True als alse False als Imported from: en-dnac
GENERIC True False Imported from: en-dnac
I0S_XE True False Imported from: en-dnac
pun-bdril-sda-com I0S_XE True False Imported from: en-dnac
pun-bdr2-sda-com TOS_XE True c 5 c > False c 5 Imported from: en-dnac
pun-inl-sda-com TO0S XE True False Imported from: en-dnac
pun-in2-sda-com I0S XE True s se False s Imported from: en-dnac
GENERIC True False Imported from: en-dnac
I0S_XE True False Imported from: en-dnac
GENERIC True False Imported from: en-dnac
TOS_XE True ' 3 False ' Imported from: en-dnac
VMANAGE True False

Untouched inventory from service lgno-8tgf-gz5d.

[madc@ 1 696976857

[madc@ 1 696976857

[madc@ ] 696976857

[madc@ ] 696976857 c9800-40-2-sda-com

Attaching to g Login to device
Type: ~. to detach.
2a for other shortcuts.
When using nested SSH sessions, add an extra - per level of nesting.

Warning: all sessions are logged. Never type passwords or other secrets, except at an echo-less password prompt.

CO800-40-2#

C9800-40-2#sh version

Cisco IOS XE Software. Versiorn 17.09.03 ExeCUte
Cisco IOS Software [Cupertino], C980©0 Software (C9800_ IOSXE-K9), Version 17.9.3, RELEASE SOFTWARE (fc6)

Technical Support: http://www.cisco.com/techsupport d
Copyright (c) 1986-2023 by Cisco Systems, Inc. Comman S
Compiled Tue 14-Mar-23 18:14 by mcpre

ol I 1l I h
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RADKit ConSOIe - Upload to SR Auto uploads session logs to SR
@ J

madc@cisco.com
Logging in as: madc@cisco.com on domain PROD

A browser window was opened to continue the authentication process. Please follow the instructions there.

Authentication result received.

[madc] 1gno-8tqf-gz5d sr 696976857 auto_upload

Connecting TO SErVICEI ITEN0-8 (T -gZ50 1M COMCEXT 0T SR ©9069/6857 with automatic log upload

© 2025 Cisco and/or its affiliates. All rights reserved.
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Passwordless GUI Login

51 DX Home - Cisco DNA Center X | WLCI2: Cisco €9800-L-C-K9 - Cor
&~

C

X

lcllls::Ic; Cisco Catalyst 9800-L Wireless Controller

17.956

Dashboard

Monitoring

Administration

Licensing

? Troubleshooting

Walk Me Through >

© 2025 Cisco and/or its affiliates. All rights reserved.

Advanced

Wireless LANs

) )

Welcome netadmin

Access Points
(lll)
L3

Not Joined

o

Proxy in the URL

I

BRKEWN-2430

G QO & httpsi//en-dnaclgno-8tqf-gz5d http.proxy/dna/home

Cisco DNA Center

Welcome, admin

@ There is a new Cisco DNA Center system update available. Learn more

Some of your license compliance requirements have not been met. Learn more.

‘ __| @ Learn about new capabilities in this release on the Cisco DNA Center YouTube Channel.

]
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Benefits of RADKit

@ On call time : No or minimal on call/webex time

(ﬁ Data Collection Ownership: Ownership of data collection with TAC

J%- File Upload : File uploaded to TAC case automatically via Radkit without delay

><] Reduced Email Exchange : No back and forth emails for additional data collection

Faster Resolution : Reduces meeting conflicts delay and Timezone challenges between TAC & Customers

]
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RADKit Success Story - A Sample

A bug triggered during specific condition of channel and power changes together triggered
via RRM on 9166 APs would have N/A as country code(Regulatory Domain), resulting in
CAPWAP resets impacting random 100s of APs out of ~1800 APs.

ldentify the impacted AP radios out of 1800 APs.

Challenge Recover the AP radio by manually entering the devshell/present challenge of each AP,

remove the config/wireless file, and reboot the AP.

ldentification Script : To run “show controllers dot11radio O | in country”, match for regex
‘NA’ and write the AP names to a text file.

Recovery Script : To login to every AP that is in affected.txt file, get into devshell prompt,
present challenge, perform recovery by re-building config file

This saved 100+ hours together for TAC and customer

]
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Flexible Options to Self-Serve & Accelerate Case Resolution

Proactive Engagement
Log Advisor

Vulnerability Checker 0

Talk to cisco.com

Case Open

0,

In-Product Assistance

WalkMe

Cisco Support
Assistant Extension

1. Prevent TAC case

© 2025 Cisco and/or its affiliates. All rights reserved.

DignosticTools
AP, WLC Debugs
Wireless Config Advanced Scripts
Analyzer Express EEMs
Debug Analyzer 0
- . cuestshel Case Closure
WiFi Hawk-Over the air WLAN Poller
O @

Monitoring Dashboards Cloud Like Tool

Catalyst Center Q RADKit

Meraki Dashboard

2. Gather and Analyze Data

3. KPI Monitoring, Workarounds, TAC Handoff
BRKEWN-2430 lélllslélt;.

Cisco Confidential



CISCO Live !




How to escalate a technical support case

If you have opened a service request and are not satisfied with the progress, use the following
procedure to escalate and connect directly to a resolution owner

/

\

Escalate using Cisco Al Assistant for Support at https://supportassistant.cisco.com/escalate,

\

via Webex App, on Support Case Manager or Virtual Spaces

} Enter case number
} Provide escalation reason

} Choose “Escalate to TAC Manager”

} Provide phone number for S1/S2 case or email address for S3/4 case

Severity Definitions

Severity 1

Critical impact on business
operations. Cisco hardware,
software, or as-a-service product is
down.

© 2025 Cisco and/or its affiliates. All rights reserved.

Severity 2 Severity 3

Substantial impact on business Minimal impact on business
operations. Cisco hardware, software, operations. Cisco hardware, software
or as-a-service product is degraded. or as a service product is partially

degraded.

BRKEWN-2430

Severity 4

No impact on business operations.
Features, implementation, or
configuration assistance.

]
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https://supportassistant.cisco.com/escalate
https://mycase.cloudapps.cisco.com/case

Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a

CiscolLive T-Shirt.

O
00

Earn 800 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

~
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
Events app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved
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Thank You
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