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Troubleshooting Basics

Session ID: BRKEWN-2430

• Clearly define the problem

• Understand any possible triggers

• Question & seek clarity

• Know the expected behaviour

• Reproducibility - Intermittent/Consistent ?

• Test various scenarios & combinations

• Analysis 

• Arrive at the solution

Approach
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Flexible Options to Self-Serve & Accelerate Case Resolution 

In-Product Assistance

• WalkMe

• Cisco Support 
Assistant Extension

DignosticTools

• AP, WLC Debugs

• Wireless Config 
Analyzer Express 

• Debug Analyzer

• WiFi Hawk-Over the air

Monitoring Dashboards

• Catalyst Center

• Meraki Dashboard

Advanced Scripts
• EEMs

• Guest Shell 

• WLAN Poller

Cloud Like Tool

• RADKit

A

B

C

D

E

Case Open Case Closure

1. Prevent TAC case

Proactive Engagement
• Log Advisor

• Vulnerability Checker

• Talk to cisco.com 

BRKEWN-2430

2. Gather and Analyze Data 3. KPI Monitoring, Workarounds, TAC Handoff
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Proactive Engagement

Scenario  : Engage before case open or perhaps prevent a case ? 

1. Log Advisor

• Gather insights on right data to 
be gathered before opening 
TAC Case

• Helps resolve TAC case faster

2. Check Vulnerability

• Verify if your hardware and 
software is impacted.

• Get additional details on CVE, 
Bug, Workarounds, Fix

• Prevent TAC case

3. Talk to Cisco.com

• Talk to virtual assistance to 
understand compatibility on 
hardware, software, Field 
Notice Applicability

• Prevent TAC case

BRKEWN-2430
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1. Log Advisor - Log Collection Insights 

In SCM (Support Case Manager)

Menu of Scenarios

BRKEWN-2430

https://logadvisor.cisco.com/
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Log Collection Insights - Log Advisor

Data to be gathered for 
Client connectivity issues



© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2430

2. Vulnerability – Check Applicability 

Enter CVE in 
Title/Problem 
Description

Click Here

1

2
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Vulnerability Applicability

Fill in Hardware 
& Software

Run the Check

Impacted in 17.3.2

3
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Vulnerability 
Applicability

Fill in Hardware 
& Software

Run the Check

Impacted in 17.3.2

3

Not Impacted in 17.18.1
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3. Check Compatibility: Virtual Assistance in Cisco.com
Talk to Virtual Assistance in Cisco.com

Login Here for 

Virtual Assistance 

BRKEWN-2430
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Compatibility Check

Select WLC, 

AP models

Select :

1. Recommended 
Release

2. Compatibility

3. Feature Qn

BRKEWN-2430
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Recommendation - Emailed

Summary Table  &

Reference Citation

Summary mail
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Enter Serial Number

2

1

Field Notice - SN Validation: 

BRKEWN-2430
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Field Notice: SN Validation (continued)

1 SN Impacted

2 SNs : Not Impacted

Provide SNs

3
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Proactive Engagement : Summary

1.  Use Log Advisor 

• Leverage Log Collection 
Modules (Log Advisor)  to 
gather insights on logs needed 
in SCM during case open. 

• Helps resolve TAC case faster

2. Vulnerability Check

• Know if your hardware and 
software is impacted by CVE, 
Workarounds, Fix.

• Prevent TAC case

3.  Talk to Cisco.com

• Talk to virtual assistance to get  
compatibility of hardware, 
software, recommended code, 
Field Notice(FN) Applicability

• Prevent TAC case

BRKEWN-2430
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Flexible Options to Self-Serve & Accelerate Case Resolution 

In-Product Insights

• WalkMe

• Cisco Support 
Assistant Extension

DignosticTools

• AP, WLC Debugs

• Wireless Config 
Analyzer Express 

• Debug Analyzer

• WiFi Hawk-Over the air

Monitoring Dashboards

• Catalyst Center

• Meraki Dashboard

Advanced Scripts
• EEMs

• Guest Shell 

• WLAN Poller

Cloud Like Tool

• RADKit
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Case Open Case Closure

1. Prevent TAC case

Proactive Engagement
• Log Advisor

• Vulnerability Checker

• Talk to cisco.com 

BRKEWN-2430

2. Gather and Analyze Data 3. KPI Monitoring, Workarounds, TAC Handoff
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In-Product Insights

Scenario  : How to get insights in product and upload data from box directly ?

1. WalkMe
(Guided Assistance)

• Provide insights or resources in 
product at right time and only if 
impacted

• Helps prevent issues and guide 
or walk you through config

2. Cisco Support
Assistant Extension

• CSAE helps record screen, 
upload data, open TAC case 
etc directly.

• 17.18.2- Natively supported 
and integrated in product.  

BRKEWN-2430
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On by default 

WalkMe or Guided Assistance

Config Walkthroughs
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Relevant Warning !!

Alerting on Catastrophic DefectsSteering to Latest Software Configuration Tips

 

Self Serve Tools 

Field Notice

Shoutouts 

WalkMe In-Product Insights

BRKEWN-2430
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Intelligent Software Steering

Thousands of customers 
downloaded recommended 
software

Match Hardware + Software

BRKEWN-2430
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Click on warning icon to 
trigger validation

Auto navigation to AAA in Security Page

Multipage Conditional Check of a Catastrophic Defect 

1

2
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Multipage Conditional Check of a Catastrophic Defect (Contd)

Auto navigates to right section - Accounting

Auto navigates back to original 
page and displays bug alert

3

4
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Alerting a Defect – Prevent Outage

Matching a defect where AP name >32 
characters would crash WLC in 17.3.3
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2. Cisco Support Assistant Extension (CSAE) : 

1. Browser Extension 

• Prior to 17.18.2

• Supported on Chrome, Microsoft Edge

2. Native Product Integration 

• 17.18.2- Natively supported and 
integrated in 9800 WLC.  

CSAE Availability 

BRKEWN-2430



© 2025 Cisco and/or its affiliates. All rights reserved.

Install CSAE

Session ID: BRKEWN-2430

Download from chrome web store 

More info : CSAE 

https://developer.cisco.com/docs/wireless-troubleshooting-tools/csae/
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CSAE – Install & Enable

Extension in Browser

Turn on extension

Features

BRKEWN-2430
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CSAE View

Session ID: BRKEWN-2430
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CSAE – Open TAC SR from WLC

1

2 3

Show tech wireless data 
collected & uploaded

BRKEWN-2430
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CSAE – Upload Recording (Screen & Audio)

1Pop up on selecting 
record option

• Select Screen

• Allow audio

• Upload to SR

2

BRKEWN-2430
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CSAE – Collect HAR Logs, Upload Debug Files

Collect Har Logs for GUI Issues 

Uploading Debug File
With CSAE              Vs              Without CSAE

1

2

BRKEWN-2430

Pop up on selecting 
record option

2 New Options
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Play video in product

BRKEWN-2430
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In-Product Insights Benefits

Session ID: BRKEWN-2430

Prevent time 
consuming TAC 

Cases

Prevent Network 
Outages due to 
Known Issues

Better consumption of 
Documentation 

Better tools 
Adoption



Option B : Diagnostic Tools
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Flexible Options to Self-Serve & Accelerate Case Resolution 

In-Product Assistance

• WalkMe

• Cisco Support 
Assistant Extension

DignosticTools
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• Wireless Config 
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Cloud Like Tool
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Case Open Case Closure

1. Prevent TAC case

Proactive Engagement
• Log Advisor

• Vulnerability Checker

• Talk to cisco.com 

BRKEWN-2430

2. Gather and Analyze Data 3. KPI Monitoring, Workarounds, TAC Handoff
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Diagnostic Tools

Scenario : Troubleshooting AP Join, Best Practices, Client Connectivity, PCAPs

AP/WLC Debugs

• Correlating AP and 
WLC side of debugs 

• Example : AP join 
issues

WCAE

• Gain insights on best 
practices, warnings, 
RF, performance 
issues

• Example : Checking 
WLC Performance 
and High WNCd CPU 
Issues

Debug Analyzer

• Analyze client RA 
traces in table, 
graphical format for 
quick and easy 
consumption with 
various statistics

• Example : Client 
connectivity 

WiFi-Hawk (OTA)

• Get insights on over 
the air packet 
capture, outputs 
from AP

• Example : 
Debugging an RF 
Issue

BRKEWN-2430
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Quick Look : AP Join Flow 

BRKEWN-2430
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Correlating AP Debugs & WLC Traces 

• AP side debugs : In AP CLI : “debug capwap client events”  and “debug capwap client error”

• WLC side : In WLC : RA trace for AP mac address from WLC : Troubleshooting > RA trace 

1. Discovery Phase

AP Debugs :

Sep  7 12:57:46 kernel: [*09/07/2025 12:57:46.1638] CAPWAP State: Discovery

Sep  7 12:57:46 kernel: [*09/07/2025 12:57:46.1666] Discovery Request sent to 10.127.84.20, discovery type 
STATIC_CONFIG(1)

Sep  7 12:57:46 kernel: [*09/07/2025 12:57:46.1877] Discovery Response from 10.127.84.20

Sep  7 12:57:46 kernel: [*09/07/2025 12:57:46.1879] Found Configured MWAR 'c9800-40-BGL' (respIdx 0).

WLC RA Trace :

2025/09/07 12:57:47.156982498 {wncmgrd_R0-0}{1}: [capwapac-discovery] [14867]: (note): MAC: 1416.9d2a.bf80  
IP:10.127.85.77[5256], Discovery Request received

2025/09/07 12:57:47.157593433 {wncmgrd_R0-0}{1}: [capwapac-discovery] [14867]: (note): MAC: 1416.9d2a.bf80  
IP:10.127.85.77[5256], Discovery Response sent

BRKEWN-2430
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Correlating AP Debugs & WLC Traces 

2. DTLS Phase

AP Debugs :

Sep  7 12:57:47 kernel: [*09/07/2025 12:57:47.0099] CAPWAP State: DTLS Setup

Sep  7 12:57:47 kernel: [*09/07/2025 12:57:47.0240] DTLS connection created sucessfully local_ip: 10.127.85.77 
local_port: 5256 peer_ip: 10.127.84.20 peer_port: 5246, app_tag: 2C5741582524 CN:Cisco Manufacturing CA III

Sep  7 12:57:47 kernel: [*09/07/2025 12:57:47.0649] dtls_verify_server_cert: Controller certificate verification 
successful

Sep  7 12:57:47 kernel: [*09/07/2025 12:57:47.4022] Dtls Session Established with the AC 10.127.84.20, port 5246

WLC RA Trace :

2025/09/07 12:57:47.222608830 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [15069]: (note): MAC: 1416.9d2a.bf80  
DTLS session create callback received.

2025/09/07 12:57:47.284328730 {wncd_x_R0-0}{1}: [ewlc-dtls-sessmgr] [15069]: (info): Remote Host: 
10.127.85.77[5256] MAC: 1416.9d2a.bf80 Completed cert verification, status:CERT_VALIDATE_SUCCESS 

BRKEWN-2430
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Correlating AP Debugs & WLC Traces 
3. Join Phase

AP Debugs :

Sep  7 12:57:47 kernel: [*09/07/2025 12:57:47.4135] CAPWAP State: Join

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3521] Sending Join request to 10.127.84.20 through port 5256, packet 
size 1376

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3565] Join Response from 10.127.84.20, packet size 1397

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3873] Starting Post Join timer

WLC RA Trace :

2025/09/07 12:57:48.550108207 {wncd_x_R0-0}{1}: [capwapac-smgr-sess] [15069]: (note): MAC: 1416.9d2a.bf80  
Received CAPWAP join request

2025/09/07 12:57:48.553214349 {wncd_x_R0-0}{1}: [apmgr-capwap-join] [15069]: (note): MAC: 1416.9d2a.bf80  
Successfully processed Join request. AP name: BGL-Edge1-AP1, Model: C9130AXE-D, radio slots: 3, rlan slots: 0, site 
tag name: ST_Banga_BGL18_caba6_0, policy tag name: PT_Banga_BGL18_BGL18-Se_52ab9, rf tag name: TYPICAL

2025/09/07 12:57:48.553368425 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [15069]: (info): MAC: 1416.9d2a.bf80    
Join Response generated with MTU 1485. as per MTU payload, update flag: 0

2025/09/07 12:57:48.553386207 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [15069]: (note): MAC: 1416.9d2a.bf80  
Join processing complete. AP in joined state

BRKEWN-2430
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Correlating AP Debugs & WLC Traces 
4. Image 

AP Debugs :

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3962] CAPWAP State: Image Data

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3968] AP image version 17.9.5.47 backup 17.9.3.50, Controller 
17.9.5.47

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3969] CAPWAP Image Data: MWAR Controller image running version 
17.9.5.47 is accepted.

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3969] Version is the same, do not need update.

WLC RA Trace :

2025/09/07 12:57:48.554127571 {wncd_x_R0-0}{1}: [apmgr-capwap-join] [15069]: (info): 1416.9d2a.bf80 Retrieved 
AP SW version: 17.9.5.47, for AP model: C9130AXE-D, AP image type: ap1g6a, site-tag: ST_Banga_BGL18_caba6_0

BRKEWN-2430
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Correlating AP Debugs & WLC Traces 
5. Configure & Run 

AP Debugs :

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.5007] CAPWAP State: Configure

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.8400] Configuration Status sent to 10.127.84.20 (part 0)

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.8434] Configuration Status Response from 10.127.84.20

Sep  7 12:57:49 kernel: [*09/07/2025 12:57:49.3048] CAPWAP State: Run

Sep  7 12:57:49 kernel: [*09/07/2025 12:57:49.3395] CAPWAP data tunnel ADD to forwarding SUCCEEDED

Sep  7 12:57:49 kernel: [*09/07/2025 12:57:49.3543] AP has joined controller c9800-40-BGL

WLC RA Trace :

2025/09/07 12:57:49.038381077 {wncd_x_R0-0}{1}: [capwapac-smgr-sess] [15069]: (note): MAC: 1416.9d2a.bf80  
Received CAPWAP config status request

2025/09/07 12:57:49.038455973 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [15069]: (note): MAC: 1416.9d2a.bf80  
Successfully handled Config status request.

2025/09/07 12:57:49.040192648 {wncd_x_R0-0}{1}: [lisp-agent-api] [15069]: (info): AP Join Successful for MAC: 
1416.9d2a.bf80 

BRKEWN-2430
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Wireless Config 
Analyzer Express

(WCAE)

• How to leverage WCAE

• Using WCAE to troubleshoot 
WNCd utilization

BRKEWN-2430
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WCAE – Cloud Version

BRKEWN-2430
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WCAE –Excel Download

Client delete reasons breakup

Back to Content tab

BRKEWN-2430
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Wireless Config Analyzer Express (WCAE) – Summary

BRKEWN-2430
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WCAE – WLC and AP Checks  

WLC Checks

AP Checks

BRKEWN-2430

Low coverage detected, action on 
AP placement recommended 
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RF Summarization

For every AP :
• Neighbor info -  names with channel, width, power

For every AP :
• Channel, Power, Utilization, Interference
• Number of RX/TX Neighbors, Number of clients at SNR X 

For every Rogue :
• Rogue MAC, Number of detecting APs, strongly heard AP
• Classification, Heard RSSI, Channel, Band

BRKEWN-2430

Path : Access Points > RF Summary/ RF Health Details/Neighbors  or Rogue Report in home page  

For every AP :
• Health score(0 to 100), co-channel utilization/noise
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Client Types And Count

BRKEWN-2430
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Client Delete Reasons

• Count per delete reason

• Reason

• Explanation

BRKEWN-2430
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Usecase : Troubleshooting High WNCd Utilization

Check Score

Interim 
Accounting

HTTPS 
redirect

Multicast 
Mode

Site Tag 
Count

mDNS :-
IPv6, >120 
services, 
gateway,

Apple Cont

BRKEWN-2430
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Load 
Balancing 

GUI Latency

Data Plane 
Util

WNCd - AP 
count

Troubleshooting High WNCd Utilization (Continued..)

BRKEWN-2430
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WNCd view  

Fairly balanced WNCds

BRKEWN-2430

High Inter WNCd expected(expensive)
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WNCd Load Balancing Options 

17.3.X:

• The controller load 
balances the site-tags 
across the WNCds in 
a round robin fashion

• not always optimal for 
large networks.

17.9.3 and higher:

• To prevent unbalanced site-tag 
assignment to WNCds, the site 
load command was introduced in 
17.9.3 and higher.

• This allows administrators to 
predefine the expected load of 
each site tag.

17.12.X and higher:

• The RF based Automatic AP Load 
Balancing feature uses Radio Resource 
Management (RRM) neighbor report-
based AP grouping and load-balancing 
across WNCd instances.

• When this feature is enabled, it forms AP 
clusters based on the RSSI received 
from AP neighbor reports. These 
clusters or neighborhoods are further 
split into sub-neighborhoods and smaller 
areas.

• The resulting groups of APs are then 
distributed evenly across the WNCd 
processes

BRKEWN-2430

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_config_model.html#config-wireless-site-tag
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_config_model.html#config-wireless-site-tag
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_auto-wncd-lb.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_auto-wncd-lb.html
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Debug Analyzer

•RA Trace Analyzer

•Obtain quick insights

BRKEWN-2430
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Simplified Data Collection - Debug Bundle 

• This collects and captures both RA traces(debug level) and internal RA for the 
configured clients

• Show tech wireless client MAC of two instances, one before RA trace is enabled and 
once after RA trace is stopped are captured

• C9800# debug wireless bundle client <client_mac1 ...client_mac5>

RA Traces & 
Client Tech 

Support 

• Packet captures at the WLC control plane is collected for the clients

• C9800# debug wireless bundle include epc client <client_mac1 ...client_mac5> 

Packet 
Capture

Log collection in a single command : 

BRKEWN-2430
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Bundle Contents 

Client tech support after RA stopped

RA Traces - Internal

RA Traces - debug level 

Client tech support before RA started

Client tech support before RA started

Control plane PCAP

i. Two sets of RA traces for all the clients
ii. Two sets of clients tech support 

iii. WLC control plane captures

BRKEWN-2430
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RA Trace – Raw File 

Who likes 
reading 
this ?

BRKEWN-2430
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Debug Analyzer - Home Page

BRKEWN-2430
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Advanced Debug Insights

# of success/failed sessions, start/end timestamp per client

Success/Failure stats per WLAN

BRKEWN-2430
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Advanced Debug Insights

# of success/failed sessions, start/end timestamp per client

Client Onboarding time for 0-5/10 secs, Delete Reasons, Roam (Intra/inter WNCd/WLC stats

Success/Failure stats per WLAN

BRKEWN-2430
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Client Session Table

BRKEWN-2430
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Packet Flow Between Client, AP, WLC

Client Assoc 
Starts

Client in RUN 
state

BRKEWN-2430
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WiFi-HAWK •Over the air capture analyzer

BRKEWN-2430
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WiFi-Hawk

BRKEWN-2430

• Expert system to identify problems over from a wireless capture

• Hard to see issues found in huge files

• Low level protocol analysis

• Interoperability problems

• Generate a summary of events per client and AP WLANs

• Create expert reports
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WiFi Hawk

BRKEWN-2430

How to use?

• Upload file

• View Excel Analysis
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Quick Index view

BRKEWN-2430

• List of BSSIDs (APs) and clients active during the capture
• Quick glance on who is having problems
• Last known state for each client (probing, auth, full traffic, etc)
• Click on each item for full details
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Event Flow

BRKEWN-2430

• Color coded events registered per device
• Summary of repeated items for a more concise view
• Quick location in capture of important issues (frame/time)
• Added information for better understanding
• Translation of reason codes, failures, EAP types, etc
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Detecting easy to miss problems

BRKEWN-2430

Simplify finding issues across large captures

• Unencrypted traffic leak (client/AP)

• Beacon loss

• High co-channel

• Incorrect data rates
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Diagnostic Tools - Takeaways

Scenario : Troubleshooting Client Connectivity, AP Join, Best Practice miss etc

AP/WLC Debugs

• Correlating AP and 
WLC side of debugs, 
outputs

• Example : AP join 
issues

WCAE

• Gain insights on best 
practices, warnings, 
RF, performance 
issues

• Example : Checking 
WLC Performance 
and High WNCd CPU 
Issues

Debug Analyzer

• Analyze client RA 
traces in table, 
graphical format for 
quick and easy 
consumption with 
various statistics

• Example : Client 
connectivity 

WiFi-Hawk (OTA)

• Get insights on over 
the air packet 
capture 

• Example : 
Debugging an RF 
Issue/AP/Client issue

BRKEWN-2430
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Flexible Options to Self-Serve & Accelerate Case Resolution 

In-Product Assistance

• WalkMe

• Cisco Support 
Assistant Extension

DignosticTools

• AP, WLC Debugs

• Wireless Config 
Analyzer Express 

• Debug Analyzer

• WiFi Hawk-Over the air

Monitoring Dashboards

• Catalyst Center

• Meraki Dashboard

Advanced Scripts
• EEMs

• Guest Shell 

• WLAN Poller

Cloud Like Tool

• RADKit

A

B

C

D

E

Case Open Case Closure

1. Prevent TAC case

Proactive Engagement
• Log Advisor

• Vulnerability Checker

• Talk to cisco.com 

BRKEWN-2430

2. Gather and Analyze Data 3. KPI Monitoring, Workarounds, TAC Handoff
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Monitoring Catalyst Center, Meraki Dashboard

Scenario  : Obtain insights, assurance information, various reports 

Catalyst Centre

• Leverage CatC for 360 
troubleshooting of networks 
and clients.

• Example : Network Reasoner, 
Reports, Assurance 

Meraki Dashboard

• Manage Catalyst Products from 
Meraki Dashboard (Hybrid)

• Example : AP Live Tools, 
PCAPs, WLC CLI & UI

BRKEWN-2430
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Client 360

Client health score, KPIs(RSSI, SNR, Tx, Rx etc) over period of time

BRKEWN-2430
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Client 360 - Issues Insights

• Client A  took longer to authenticate due to network delay.

• Network latency for Netflix application above 387ms.

• Client B connectivity issue due to RF at AP location B.

 

BRKEWN-2430
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Detailed insights of the issue 

Failure due to - 4 way 
handshake key timeout

BRKEWN-2430
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ICAP (Intelligent Capture) in Catalyst Center – Client 360

BRKEWN-2430



© 2025 Cisco and/or its affiliates. All rights reserved.

Network Reasoner

1

2

BRKEWN-2430
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Running Machine Reasoning – AP Data Collection 

Download the 
bundle

BRKEWN-2430
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Network Reasoner Activity - Client

Detailed insights 
of activities

BRKEWN-2430
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Meraki Dashboard for
Catalyst Devices

•Cloud management - Catalyst 
devices

•Assurance and Packet 
Captures

BRKEWN-2430
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Unified Architecture

BRKEWN-2430
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Hybrid Operating Mode

Catalyst APs
Catalyst 
Switches

Catalyst 
9800 WLC

Meraki 
Dashboard

BRKEWN-2430
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Assurance in Meraki Dashboard

Network health 
score on 100

Alerts : AP stopped communicating with WLC

BRKEWN-2430
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WLC KPIs

BRKEWN-2430
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KPIs Per AP
AP CW9164I 
Performance

Number of clients on this AP on 21st Aug Channel util on 
both radios

Avg signal quality and latency in ms for all 3 radios 
Data rates per radio in Mbps

BRKEWN-2430
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KPIs Per AP

802.11 Utilization 
across 2.4GHz 

BRKEWN-2430
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Client KPIs

BRKEWN-2430
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New Cloud CLI

BRKEWN-2430



Option D - Advanced Scripts
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Flexible Options to Self-Serve & Accelerate Case Resolution 

In-Product Assistance

• WalkMe

• Cisco Support 
Assistant Extension

DignosticTools

• AP, WLC Debugs

• Wireless Config 
Analyzer Express 

• Debug Analyzer

• WiFi Hawk-Over the air

Monitoring Dashboards

• Catalyst Center

• Meraki Dashboard

Advanced Scripts
• EEMs

• Guest Shell 

• WLAN Poller

Cloud Like Tool

• RADKit

A

B

C

D

E

Case Open Case Closure

1. Prevent TAC case

Proactive Engagement
• Log Advisor

• Vulnerability Checker

• Talk to cisco.com 

BRKEWN-2430

2. Gather and Analyze Data 3. KPI Monitoring, Workarounds, TAC Handoff
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Option D : Advanced Scripts (KPI Monitoring/Workaround)

Scenario : KPI monitoring, Apply workarounds, Bulk data collection

EEMs

• Match condition and 
recover from tricky issues 
or prevent outages.

• Example : HA SSO failure 
recovery or AP radio 
shutdown 

Guest Shell Scripts

• Host guest shell scripts for 
scheduled activities

• Example :  KPI monitoring, 
rollover packet captures

BRKEWN-2430

WLAN Poller

• Bulk data collection or 
push workaround to APs 
and WLCs

• Ex : Flash corruption 
recovery, AP migration
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EEM - Embedded Event Manager

BRKEWN-2430

• Available in switches/routers and now in 9800 WLCs, they are trigger-based TCL(Tool Command Language) scripts. 

• Match a trigger and take an action accordingly. Ex : Apply workarounds automatically

• Automate data-collection

• Combine outputs or create commands.

• Documentation:

General 
Information

IOS-XE 
EEM

Best 
Practices
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EEM Script : Example 1

Issue :

• WLC stuck in Standby recovery due to the ports going into Remote fault. 

• Reboot of controller is needed to recover the device from remote fault/ recovery mode. 

Challenge :  

Manual intervention needed to identify the issue and  reboot the WLC

EEM Solution : 

EEM script to match remote fault and execute reload of WLC to recover without human intervention.  

event manager applet AutoReload
event syslog pattern "Interface TenGigabitEthernet0/0/1, link down due to remote fault"
action 100 syslog msg "Reloading to recover from port in Remote fault"
action 101 reload

BRKEWN-2430
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Guestshell

• Virtualized Linux-based environment, designed to run Python scripts for automated control and management.

• Python 3.6 supported from 17.1 onwards and is default after 17.3.1.

• Supported on 9800-40, 9800-80 or 9800-L running 16.12 or later (Not supported on 9800-CL or EWC APs)

• Enable guestshell in config. 

• Copy python scripts in the /bootflash/guest-share folder

Guestshell Sample Scripts for following use cases:

• Efficient Client Troubleshooting​

• Automated Archive request and export​

• Continuous Embedded Packet Capture​

• KPI Collector​

BRKEWN-2430

Network OS 

Guest Shell
Linux Container

API

Linux
applications

https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/efficient_client_troubleshooting.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/efficient_client_troubleshooting.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/automated_archive_request.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/automated_archive_request.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/continuous_embedded_packet_capture.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/continuous_embedded_packet_capture.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/kpi_collector.zip
https://pubhub.devnetcloud.com/media/wireless-troubleshooting-tools/docs/9800-scripts/kpi_collector.zip
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How to setup Guestshell – KPI Collector

BRKEWN-2430

Reference & Script

Copy Script to 
9800

Enable 
Guestshell

Execute script

conf t

iox

app-hosting appid guestshell

app-vnic management guest-interface 0

end

wr

Gladius1#guestshell run python3 /bootflash//guest-share/KPI.py

Starting datacollection

Exported files WLC-Sep-10-2025.txt to destination 

tftp://192.168.0.45/wlc/
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KPI Script

• [guestshell@guestshell guest-share]$ cat KPI.py

• import cli

• import time

• from datetime import datetime

• #Configure tftp server and directory

• dst="tftp://192.168.0.45/wlc/"

• #List of commands

• cmd_list=[

• "sh ver | i uptime|Installation mode|Cisco IOS Software",

• "sh redundancy | i ptime|Location|Current Software state",

• "sh processes cpu platform sorted | i wncd",

• "sh platform resources",

• "show process memory platform sorted",

• ………………………………..

• "show wireless mobility sum",

• "sh nmsp status"

• ]

Add the needed 
commands 

BRKEWN-2430

Actions done:

• Run a set of commands.

• Store info in a file.

• Can collect logs several times using for loop.
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Combine Guestshell & EEM – Continuous PCAP Ex

BRKEWN-2430

• Combine EEM with Guestshell using EEM trigger-based scripts 

• Create Scripts to automate data-collection

• Run script periodically or On-Demand

Script to capture continuous PCAP from WLC

event manager applet Continuous_packet_capture

event timer watchdog name timer time 120

action 0.5 cli command "enable"

action 1.0 cli command "guestshell run python3 /bootflash//guest-

share/Continuous_packet_capture.py"



© 2025 Cisco and/or its affiliates. All rights reserved.

WLAN Poller •Gather bulk data from AP/WLC

BRKEWN-2430
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WLAN Poller – For AP Side Data Collection 

• Bulk data collection from controllers and APs, execute commands on regular intervals. Ex : IOS AP Flash health check 
and recovery, AP Image download & AP Reload options

• Task automation against Controller/APs

• Python bundle: No install required

• Aggregate AP crashfiles (taken from WLC), radio events and coredumps (taken from APs) to a common TFTP repository

BRKEWN-2430

SSH

SSH

SSH
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WLAN Poller GUI

BRKEWN-2430
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WLAN Poller – GUI (Command List)

BRKEWN-2430



© 2025 Cisco and/or its affiliates. All rights reserved.

Check Summary and Download

BRKEWN-2430

• Check summary & status
• Download logs



E - RADKit
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Current troubleshooting method

BRKEWN-2430

Email

• Initial response

• Engineer 
information

• Request for issue 
description and 
basic information 
collection

Email

• Issue description

• Basic 
Information 
collection and 
send

Email, Phone & Webex

• TAC - Request for additional 
information collection 
& analysis iteration

• Customer - Iterative collection and 
send of additional information

• Customer - Environment setup for 
real-time remote troubleshooting

• Increase in lead time in the event of 
customer and partner support delays

Resources, frustration level, time to resolution

Original Issue clear

DoneCase open Progress

Numerous iteration of Capture-Analyze 
cycles and burdens on Customers
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RADKit accelerates case resolution

Network

RADKit Cloud

CX DriveSR
attachment

NetOps/support engineer

RADKit Client 
or automation

SSH
REST
NETCONF

RADKit Service
Laptop, Server

Software, Container, 
VM 

Customer Premise

TLS1.3

BRKEWN-2430

More info at radkit.cisco.com
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RADKit Security & Capabilities

• RADKit is CSDL compliant, meets all stringent security, and data privacy criterias

• All data is encrypted at rest and in-transit. End to end encryption. Remote procedure call (RPC) over TLS1.3

• RADKit does not store any user data in the cloud. All data remains the customer property.

• Only customer authorized users can connect

• Capabilities :

• Exec data collection

• Interactive CLI troubleshooting

• GUI Live troubleshooting

• SR file attachment 

BRKEWN-2430



© 2025 Cisco and/or its affiliates. All rights reserved.

Customer View : RADKit Service Inventory

All 

Devices

BRKEWN-2430
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RADKit Users & Session Logs 

TAC Engineer 

Sessions logs 
in RADKit 
Serivce

BRKEWN-2430
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RADKit Session Logs Session logs accessed by 
TAC can we viewed 

BRKEWN-2430
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TAC View : Inventory and Device Login

Login to device

BRKEWN-2430

Execute 
commands
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RADKit Console – Upload to SR Auto uploads session logs to SR 

BRKEWN-2430
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Passwordless GUI Login
Proxy start httpProxy in the URL

BRKEWN-2430
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Benefits of RADKit

On call time : No or minimal on call/webex time

Data Collection Ownership: Ownership of data collection with TAC 

File Upload : File uploaded to TAC case automatically via Radkit without delay

Reduced Email Exchange : No back and forth emails for additional data collection

Faster Resolution : Reduces meeting conflicts delay and Timezone challenges between TAC & Customers

BRKEWN-2430



© 2025 Cisco and/or its affiliates. All rights reserved.

RADKit Success Story – A Sample

BRKEWN-2430

• Identify the impacted AP radios out of 1800 APs.

• Recover the AP radio by manually entering the devshell/present challenge of each AP, 
remove the config/wireless file, and reboot the AP.

• A bug triggered during specific condition of channel and power changes together triggered 
via RRM on 9166 APs would have N/A as country code(Regulatory Domain), resulting in 
CAPWAP resets impacting random 100s of APs out of ~1800 APs.

Problem

Challenge

• Identification Script : To run “show controllers dot11radio 0 | in country”, match for regex 
‘NA’ and write the AP names to a text file.

• Recovery Script  : To login to every AP that is in affected.txt file, get into devshell prompt, 
present challenge, perform recovery by re-building config file

This saved 100+ hours together for TAC and customer

How did 
RADKit help 
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Flexible Options to Self-Serve & Accelerate Case Resolution 

In-Product Assistance

• WalkMe

• Cisco Support 
Assistant Extension

DignosticTools

• AP, WLC Debugs

• Wireless Config 
Analyzer Express 

• Debug Analyzer

• WiFi Hawk-Over the air

Monitoring Dashboards

• Catalyst Center

• Meraki Dashboard

Advanced Scripts
• EEMs

• Guest Shell 

• WLAN Poller

Cloud Like Tool

• RADKit

A

B

C

D

E

Case Open Case Closure

1. Prevent TAC case

Proactive Engagement
• Log Advisor

• Vulnerability Checker

• Talk to cisco.com 

BRKEWN-2430

2. Gather and Analyze Data 3. KPI Monitoring, Workarounds, TAC Handoff



Cisco AI Assistant for Support
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How to escalate a technical support case 

If you have opened a service request and are not satisfied with the progress, use the following 
procedure to escalate and connect directly to a resolution owner 

Enter case number

Provide escalation reason 

Choose “Escalate to TAC Manager”

Provide phone number for S1/S2 case or email address for S3/4 case

Severity 1

Critical impact on business 

operations. Cisco hardware, 

software, or as-a-service product is 

down.

Severity 2

Substantial impact on business 

operations. Cisco hardware, software, 

or as-a-service product is degraded. 

Severity 3

Minimal impact on business 

operations. Cisco hardware, software 

or as a service product is partially 

degraded.

Severity 4

No impact on business operations. 

Features, implementation, or 

configuration assistance. 

Severity Definitions 

Escalate using Cisco AI Assistant for Support at https://supportassistant.cisco.com/escalate, 
via Webex App, on Support Case Manager or Virtual Spaces 

BRKEWN-2430

https://supportassistant.cisco.com/escalate
https://mycase.cloudapps.cisco.com/case
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Earn 800 points per 
survey completed 
and compete on the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a 

CiscoLive T-Shirt.​

Complete your session evaluations

BRKEWN-2430



Thank You
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