
© 2025 Cisco and/or its affiliates. All rights reserved.

Meraki Wireless From a 
Troubleshooter Perspective

Rami Berkovsky
Senior Escalation Engineer, Cisco Meraki

Session ID: BRKEWN-2399



© 2025 Cisco and/or its affiliates. All rights reserved.

Enter your personal notes here

Catalyst 9000 Series Switching Family - …

Cisco Webex App

BRKEWN-2399

Questions? 

Use Cisco Webex App to chat 
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Who am I?

BRKEWN-2399

Rami Berkovsky

Senior Escalation Engineer APJC
Wireless MR CW Meraki Cloud
9.5 years with Cisco
Based in Sydney
Coffee snob
Problem solver
Wireless enthusiast since 2010
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Do you have free Wi-Fi?

Of course, here’s a 
BSS that supports 
802.11 protocols

BRKEWN-2399
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Technical translation services

How can we help?

BRKEWN-2399
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Can’t connect to the internet Everything is so slow It keeps disconnecting 

Most common dictionary phrases

Sometimes we get more technical – good starting point

Can’t work in this meeting room

Voice is choppy

Video is buffering

Something is going wrong at 2pm

BRKEWN-2399
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Scoping to get closer to the problem

• Location

• Time

• Application

• Device Type

• SSIDs affected

• What’s exactly happening?

• Recent examples (timestamp and mac address) 

BRKEWN-2399
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Problem definition

Will take us halfway to resolution

If you can narrow down and define a problem – you can fix it

13 August: SSID is not displayed

15 August: A Meraki AP is transmitting an SSID that ends with a special character, no issues are observed on any 
device.
When a different vendor’s AP is added to the environment, transmitting the same exact SSID name,
some device types will not try to connect to the SSID transmitted by Meraki and will prefer the other vendor’s AP.

Possible solutions: ???

Possible solutions: Remove “spoof”, rename SSID, contain RF signal within floors

BRKEWN-2399
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Can’t connect to the internet Everything is so slow It keeps disconnecting 

Is the AP available?

Beacons

Association

Authentication

IP

Expectations Alignment

Signal

Noise

Interference

Utilisation

Channel Changes

DFS

Roaming

Bad actors

Translation time

BRKEWN-2399
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AP works most 
of the time but 

unreliable

BRKEWN-2399
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A subset of APs is offline

We don’t understand why

Are the right columns visible?

BRKEWN-2399
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The packet is always right

BRKEWN-2399
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AP capture is our best friend

Highest likelihood of capturing all Data frames 
(Channel Width/Spatial Streams/PHY)

Simple and from anywhere

Decrypted

Multiple APs

Client signal from AP view 

BRKEWN-2399
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Crisis Alert

Our CEO couldn’t connect to the wireless

BRKEWN-2399
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We might have the PCAP already

BRKEWN-2399

• Proactive PCAP
• Automated Packet Capture upon client connection and roaming
• Integrated in the user timeline
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Native Packet Analyzer

Proactive Cloud Packet Capture

BRKEWN-2399
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What if we don’t have a PCAP?

Client details page > Timeline

Network Wide > Event log

Wireless Health > Connection 
Log

BRKEWN-2399
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Network Wide > Event log

Wireless Health > Connection Log

Client details page > Timeline

BRKEWN-2399
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How many points of wireless troubleshooting do we see?

BRKEWN-2399

2. Client to AP
1. AP to Client

3. AP to AP EBSS 
(the ones you own)

OBSS 
(everything around you)
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What if it’s not wireless?

Single step to make most of this session irrelevant

Can save days of troubleshooting

Test with a wired client on the same VLAN

ARP
DNS

Firewalls

L3+

WAN

BRKEWN-2399
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AP Management plane

Is the AP online and

Operational

Can be monitored

Can be managed

BRKEWN-2399
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Local Status Page
Checks

Port status

Power

IP address

GW 
communication

DNS resolution

NTP 
communication

Public IP 
communication

Meraki Cloud 
communication

Port Up

802.3at

Using 
10.10.10.10

GW 10.10.10.1 
reachable

DNS resolution 
successful

Using NTP 
a.b.c.d

Public IPs 
reachable

Meraki Cloud 
Unreachable

Node is failing to 
communicate with 
IP 209.x.x.x 
UDP/TCP port 
7351/443, ensure 
your firewall is not 
blocking this traffic.

Node              Local Net         Internet          Meraki 
Cloud

BRKEWN-2399
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Firewall info page provides everything your device needs to 
become green

BRKEWN-2399
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Dashboard Connectivity Troubleshooting

BRKEWN-2399

If the offline node is connected to an online Meraki node.
Basic Network Check

● Power status

● Port status

● VLANs

● IP status (static / DHCP)

● DNS

● NTP

● Internet reachability

● Meraki Cloud reachability

● SSL inspection
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Dashboard Connectivity Troubleshooting

If the offline node is NOT connected to an online Meraki node and the user was 
able to open the LSP.

Basic Network Check

● Power status

● Port status

● VLANs

● IP status (static / DHCP)

● DNS

● NTP

● Internet reachability

● Meraki Cloud reachability

● SSL inspection

● The user send the file
● NSE (Network Support Engineer) decrypts the file
● NSE navigate through all the files and try to make 

sense of the logs

Support asks for OOB 
logs / support bundle

BRKEWN-2399
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Can’t connect to the internet Everything is so slow It keeps disconnecting 

Is the AP available?

Beacons

Association

Authentication

IP

Expectations Alignment

Signal

Noise

Interference

Utilisation

Channel Changes

DFS

Roaming

Bad actors

Connectivity troubleshooting

BRKEWN-2399
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The client selects the AP

• Saved profiles
• RSSI / SNR 
• Band 
• Channel width
• Wi-Fi standard
• Load

BRKEWN-2399
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Client Joining Beacons

Probe Request

Probe Response

Authentication Open Seq1

Authentication Open Seq2

Association Request

Association Response

EAPoL-Start

EAP Identity-Request

EAP Identity-Response

Tunneled traffic To/From RADIUS

EAP Success

EAPoL Key Message 1

EAPoL Key Message 2

EAPoL Key Message 3

EAPoL Key Message 4

802.1x{
DATA (and DHCP)

BRKEWN-2399
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Client Join Cheat Sheet

No Association Request from the client is usually
• No beacons / probe responses
• Client not initiating connection
• No supported basic rates

Failure after association response is usually an interoperability problem
• 802.11k/v
• 802.11w
• WPA3

EAPoL-Start and no EAP-Success
• All encrypted in the tunnel, need to check RADIUS server
• Given 2-way traffic seen

Failure after key 2 is usually a PSK mismatch

All steps passed but still no IP
• Not enough addresses in the pool
• Mandatory DHCP + static client configuration

BRKEWN-2399
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Assurance overview shows network state

BRKEWN-2399
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Wireless Health Overview will guide you

• Every number has a 
story to tell

• Click to unleash the 
insights

BRKEWN-2399
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• Look at all Radius 
connections per SSID

• Filter per Radius IP to 
better scope

• Is it more apparent for a 
specific AP or specific 
client?

• Select sample client to 
investigate the timeline

BRKEWN-2399
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You can find miss-behaving clients or bad actors

BRKEWN-2399
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Scoped to an AP? Connections tab

BRKEWN-2399
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Scoped to an AP? Connections tab

BRKEWN-2399



© 2025 Cisco and/or its affiliates. All rights reserved.

Can’t connect to the internet Everything is so slow It keeps disconnecting 

Is the AP available?

Beacons

Association

Authentication

IP

Expectations Alignment

Signal

Noise

Interference

Utilisation

Channel Changes

DFS

Roaming

Bad actors

Connection Performance

BRKEWN-2399
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Wireless Overhead

MCS is important, but

• DIFS/AIFS – Interframe spacing
• Random backoff timer/CW
• Legacy preamble - BPSK
• RTS – MBR
• SIFS
• Legacy preamble
• CTS - MBR
• SIFS
• Legacy preamble
• HT/VHT preamble
• Header - MBR

• A-MPDU – our data!
• CRC
• SIFS
• Legacy preamble - BPSK
• ACK/BlockACK - MBR

BRKEWN-2399
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Wireless Overhead

• Scenario 1
20MHz
64-QAM
VHT 802.11ac
MCS7
72.2Mbps

• Scenario 2
80MHz
256-QAM
VHT 802.11ac
MCS9
433.3Mbps
6 times faster?

• Payload A-MPDU 1024 bytes
• Time in Microseconds

BRKEWN-2399
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Wireless Overhead

• Scenario 1
20MHz
64-QAM
VHT 802.11ac
MCS7
72.2Mbps

• Scenario 2
80MHz
256-QAM
VHT 802.11ac
MCS9
433.3Mbps

• Scenario 3
Scenario 2 client
MBR to 24Mbps

BRKEWN-2399
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Air time is the most precious resource

• All wireless stations – clients and APs need to compete to access the medium

• CCA (clear channel assessment) is critical

• Collisions will multiply the traffic congestion

• Virtual

• 802.11 transmission – duration field

• NAV on each station – red light timer

• Physical

• Energy detection on channel

• Non-802.11 energy?

• If client is unable to access the medium, the latency will increase

BRKEWN-2399
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Resource monitor

• Beacons

• QBSS element

• (Value / 255) * 100 = channel utilization %

(wlan.fc.type_subtype==0x08) && (wlan.bssid == a1:b2:c3:d4:e5:f6)

BRKEWN-2399
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Monitor RF Channel Utilization

Wireless> RF Spectrum

Overtime Trend

Live

BRKEWN-2399
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You should not use 80MHz channels in 5GHz

Not enough non-overlapping channels in enterprise deployments
Especially in dual-5GHz mode

BRKEWN-2399
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Quick change of RF profile significantly improved user 
experience

BRKEWN-2399
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RF Physics

BRKEWN-2399
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RF Absorption

BRKEWN-2399
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RF Absorption

BRKEWN-2399
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RF Reflection

BRKEWN-2399
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Case Study

All users report slow 
connections

Let’s run some tests

BRKEWN-2399
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Production hours test

BRKEWN-2399
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What users see?

Speed test is slow

What do we see?

RSSI and Noise are consistent

Data rate is fluctuating

Latency on the wireless
10.128.128.126 tests only the wireless 
medium
8.8.8.8 would have tested wireless / LAN / 
WAN

Speed test is slow

User and engineers should see issues differently

BRKEWN-2399
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User and engineers should see issues differently

What do we see?

RSSI and Noise are consistent

Data rate is fluctuating
Latency on the wireless
10.128.128.126 tests only the wireless medium

8.8.8.8 would have tested wireless / LAN / WAN
Speed test is slow

What do we learn?

RF is most likely OK

Shared medium must be busy
Too many users? CCI? 
This is where we should focus

Anything beyond WLAN will be slow, it’s just 
another symptom

BRKEWN-2399



© 2025 Cisco and/or its affiliates. All rights reserved.

All the time

Specific time and days?

BRKEWN-2399
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Node details page > Performance tab 

BRKEWN-2399
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After hours test

BRKEWN-2399
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Yes

Is it location specific?

BRKEWN-2399
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Select what you 
wish to see

BRKEWN-2399
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Common problem example

40 clients per AP 
should be fine on an 
Enterprise grade AP

Yes, but there is one more thing

BRKEWN-2399
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Same channel on strongest neighbors will cause 
performance issues

Wireless -> Radio Settings

BRKEWN-2399



© 2025 Cisco and/or its affiliates. All rights reserved.

Common problem example

Oopsie. We were trying 
things and forgot to 

revert

BRKEWN-2399
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Fixed results

BRKEWN-2399
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Can’t connect to the internet Everything is so slow It keeps disconnecting 

Is the AP available?

Beacons

Association

Authentication

IP

Expectations Alignment

Signal

Noise

Interference

Utilisation

Channel Changes

DFS

Roaming

Bad actors

Unexpected Disconnections

BRKEWN-2399
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Easiest way to explain a disconnect

RRM channel change to improve experience DFS channel change because we had to

BRKEWN-2399
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CSA will sometimes help

• Used by Auto RF, AI RRM or DFS

• Some clients will follow

• Some clients may ignore

BRKEWN-2399
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How can we optimise the RF?

2020 2025
Extract DFS channel changes
Review and understand which channels are most affected
Remove the channels from the allowed list
Remove all DFS channels from config?
Analyse before & after

Check channel changes
Inspect non 802.11 and neighbour 802.11 interferers 
Remove these channels from our channel map
Analyse before & after

BRKEWN-2399
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What is Meraki’s Auto RF?

Auto RF is Cisco Meraki’s radio resource management (RRM) solution that optimizes 
wireless configurations using 15 mins of RF data (Snapshot-based) to improve RF 
performance.

Supported RRM Services

Dynamic Channel 
Assignment (DCA)

Transmit Power 
Control (TPC)

Dynamic Band 
Selection (DBS)

15-20 mins of 
Anonymized

RF data

1

Auto RF

RF Optimizations
Channel, Width, 
Power Changes

2

Optimized Wireless 
Experience

3

Topology

BRKEWN-2399
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RF Visibility Widgets

Provides org-to-AP level visibility of RF health, RRM 
changes, co-channel interference, etc.

Trust & Visibility Config Simplification

RF Insights and Recommendation

AI reviews customer config against intended outcomes and 
provides insight recommendations to ensure goals are met.

Capabilities AI-Enhanced RRM brings to Meraki

Trend, Reward, Client-Based RRM

Uses AI to optimize based on historical trends, RF 
performance, and client-side telemetry.

After Hours RF Tuning

Defers optimizations after peak hours to minimize disruptions 
but uses peak hour data for relevance to clients' activity 
times.

RRM Services Ready at Any Scale

Supports RRM services, DCA, DBS, TPC, FRA, and AP zone-
level configurations for deployments of all sizes and use 
cases.

Predictive RF Simulator

Uses historical data to predict outcomes of RRM config 
changes, giving admins peace of mind before applying 
them.

Wireless Client Disruption

AI-Enhanced RRM

BRKEWN-2399
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Understand why changes are made

BRKEWN-2399
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Too many changes during prime time

BRKEWN-2399

APs will still move for: DFS, jammed channel, excessive CCI, AP addition
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Can’t connect to the internet Everything is so slow It keeps disconnecting 

Is the AP available?

Beacons

Association

Authentication

IP

Expectations Alignment

Signal

Noise

Interference

Utilisation

Channel Changes

DFS

Roaming

Bad actors

Unexpected Disconnections

BRKEWN-2399
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“Roaming is a client decision”

• But is our cell coverage overlap adequate?

• Did we do the best we can to help? 802.11r 

• It’s so hard to monitor and troubleshoot

BRKEWN-2399
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Roaming tab for each client

BRKEWN-2399
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Can’t connect to the internet Everything is so slow It keeps disconnecting 

Is the AP available?

Beacons

Association

Authentication

IP

Expectations Alignment

Signal

Noise

Interference

Utilisation

Channel Changes

DFS

Roaming

Bad actors

Unexpected Disconnections

BRKEWN-2399
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Spoofing

Make sure mutual authentication is implemented

BRKEWN-2399
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Rogue on LAN

Physical security
Wired security policies
Air Marshal can help

BRKEWN-2399
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Containment

Users keep disconnecting frequently
Patterns don’t make any logical sense
Can be to individual MAC addresses or a broadcast
Enable 802.11w to alleviate 
Find the source physically, use the signal strength

BRKEWN-2399
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Look holistically before diving in

Most discovered AP issues in MR networks

No Newly 
offline device

Dormant AP
Offline for  > 7 Days

Connected as full duplex
but 100 Mbps speed
→ Check Switch Port Config

Unreachable

AP become Repeater

Multiple
SW versions are being used

BRKEWN-2399
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Sometimes the most complex problems have the simplest solutions

BRKEWN-2399
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKEWN-2399
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKEWN-2399

Contact me at: rberkovs@cisco.com

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
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Thank you
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