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Wireless Attack Surface

* Wireless networks propagate beyond the physical constraints of the
wired network
» Attacks may originate from anywhere within the wireless coverage
* Passive scanning attacks
» Layer 2 active spoofing attacks
« Layer 1 active jamming or DoS attacks

 Rogue APs
 Honeypot and Evil Twin APs

 Unsecured backdoor access



Securing the Wireless Network

Secure the Secure the Secure the
Air Devices Network




Wireless Protected Access

Wifg)
CERTIFIED

- A snapshot of the 802.11i Wireless Security Standard
- Commonly used with TKIP encryption

- Final version of 802.11i Wireless Security Standard
- Commonly used with AES encryption

- Personal (PSK - Pre-Shared Key)
- Enterprise (802.1X/EAP - Extensible Authentication Protocol)

- Wi-Fi Alliance security update

- Includes new capabilities and new certification requirements

]
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WPA3

Wi )

CERTIFIED

 Mandatory for Wi-Fi 6 and * Protected Management Frames

Wi-Fi 7 Certification (802.11w)
 Remove insecure legacy protocols » Simultaneous Authentication of Equals

+ WEP (SAE)

 TKIP

« SHA1 * Wi-Fi Certified Enhanced Open
 Negative Testing « Opportunistic Wireless Encryption (OWE)

« KRACK

ol [N
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802.11 Fundamentals

Authentication

n ' Wireless LAN Controller

Supplicant Authenticator

]
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802.11 Fundamentals

Authentication

Ry
=

Supplicant Authenticator
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802.11 Fundamentals

Authentication

l ' Campus Gateway

Supplicant Authenticator

alfbal ]l
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802.11 Fundamentals

Authentication

l l Wireless LAN Controller Identity Services Engine
‘ qum —__ '5‘:5.§"’§ ;;{"”"“%lfﬁ .."%ﬂ:_:.rf\gigj :_Aﬁug‘i;\-j:‘:;;=£“?;n:~a‘

Supplicant Authenticator Authentication Server
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802.11 Fundamentals

Authentication

Active Directory

l l Wireless LAN Controller Identity Se ne

Supplicant Authenticator AutheQresteniidSgerer
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802.11 Fundamentals

Authentication

Wireless LAN Controller Identity Services Engine

(-t}

Active Directory

Authenticator Authentication Server Credential Server
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802.11 Fundamentals

Encryption

Wireless LAN Controller Identity Services Engine

Supplicant Authenticator Authentication Server
PMK | < EAP Success < EAP Success (PMK) — | PMK
ANonce -
PTK SNonce, MIC > | PTK, GTK | Four-Way
<— ANonce, MIC, GTK, Sequence # Handshake
ACK > _

PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)

alfbal ]l
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Authentication and Authorisation

Device Posture

Device Type
User Credentials Location
MAC Address Day and Time

Identity Elements Access Type
T——

VLAN/VN

SGT / Group Policy
QoS / BDRL

URL Redirect / Filter

Bonjour Service Policy

Application Control

]
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Authorisation

Network Segmentation

Static VLAN Assignment
8 SSIDs 2 SSIDs

- VLAN based on SSID
- VLAN segregation based on security policy |

Dynamic VLAN Assignment

- VLAN based on authentication credentials
- VLAN segregation based on role

TrustSec / Adaptive Policy / Software Defined Access

- Security based on TrustSec Scalable Group Tags instead of source and destination addresses
- ACLs applied at the packet level with enforcement across the network (or network fabric)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2104




ISE Personas

Standalone ISE Node

Policy Administration Node (PAN)
+ Single plane of glass for ISE admin

@ + Replication hub for all config changes

Monitoring & Troubleshooting Node (MnT)
* Reporting and logging node
» Syslog collector from ISE Nodes

" o=\ Policy Services Node (PSN)
Smmm | ° Makes policy decisions
« RADIUS / TACACS+ Servers

pxGrid Controller (PXG)
* Facilitates sharing of context

« Standalone provides no redundancy

» Use for demo, testing, and lab purposes

https://cs.co/ise-scale

© 2025 Cisco and/or its affiliates. All rights reserved.
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ISE Architecture

Partner Eco System
SIEM, MDM, NBA, IPS, IPAM, etc.

Admin
o
o =
ISE PSN IP address = AAA RADIUS server ‘: ﬁ %
> -
1 il 5
—inn| e ’ ..
il Active Directory . . 1
Configure =
. Context
° : pxGrid
o—_ :
lr:] RADIUS, TACACS+, v l
. Profiling, etc.,
Confia S Context
o . onfig Sync u A s
o PSN PXG
& PAN (#)
€ |- R t
( Authorisation Policy ‘ Lil Exchange Topics
e N
[ Employee ) then[vLAN-100 TrustSechetabata
EE Logs Context SGT Name: Employee = SGT-10
] o |f e > SGT Name: Contractor = SGT-20
MNT
it then SessionDirectory
L ) Bob with Win11 on CorpSSID
\ Y,

]
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On-Prem and Cloud Identity

On-Prem |dentity Cloud Identity

@ 802.1X, Network Access VPN, Application Access 0 :_‘:

PEAP-MSCHAPV2, SAMLV2, OpenID Connect
EAP-FAST, EAP-TLS,

MAC Auth Bypass S A M L"L/)\ IopemD

ity Assertion Markup L

alfbal ]l
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Cloud Identity with EAP-TTLS A Waring

Microsoft recommends you do not use the ROPC flow. In most scenarios, more
secure alternatives are available and recommended. This flow requires a very
high degree of trust in the application, and carries risks that are not present in
other flows. You should only use this flow when other more secure flows aren't
viable.

john.smith@ciscolive.com
p@SSwOrd

EAP-TTLS HTTPS OAuth
0000000000000 — With PAP > ——  RoPe Roquest —> ) Entra ID
< EAP Success — <« HTTPSOAuth User Authentication
. - ROPC Response
ISE

Group Lookup

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html
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MS-CHAPv2 Brute Force Attack

NTHash = MD4 (User Password) — 16 byte value

Challenge Response = DESyru.qnr1.7; (ChallengeHash)
DESyrhasns:147 (ChallengeHash)
DESyrhasni5:21; (ChallengeHash)

NTHash[1:7] NTHash[8:14] NTHash[15:21]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2104
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Cloud Identity with EAP-TLS

Subject Common Name:
john.smith@ciscolive.com

| =}

0000000000000

Authentication - Certificate check
(validity, known CA, etc)

— EAP-TLS —>
<— EAP Success —

=

ISE

©

Authorization Attributes
Common Name

<— Group Membership

https://community.cisco.com/t5/security-knowledge-base/cisco-ise-with-microsoft-active-directory-entra-id-and-intune/ta-p/4763635#toc-hld-76840754

© 2025 Cisco and/or its affiliates. All rights reserved.
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Apple goto fail Bug

static OSStatus
SSLVerifySignedServerKeyExchange (SSLContext *ctx, bool isRsa, SSLBuffer signedParams,
uint8 t *signature, UIntl6 signaturelen)

OSStatus err;

if ((err = SSLHashSHAIl.update (&hashCtx, &serverRandom)) != 0)
goto fail;

if ((err = SSLHashSHAIl.update (&hashCtx, &signedParams)) != 0)
goto fail;
goto fail;

if ((err = SSLHashSHAl.final (&hashCtx, &hashOut)) != 0)
goto fail;

fail:
SSLFreeBuffer (&signedHashes) ;
SSLFreeBuffer (&hashCtx) ;
return err;

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2104
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Cloud Identity with EAP-TLS

Subject Common Name:
john.smith@ciscolive.com

| =}

0000000000000

Authentication - Certificate check
(validity, known CA, etc)

— EAP-TLS —>
<— EAP Success —

=

=Q

ISE

Authorization Attributes
Common Name

<— Group Membership

TLS 1.3 support in
ISE 3.3 patch 2 and

ISE 3.4

https://community.cisco.com/t5/security-knowledge -base/cisco-ise-with-microsoft-active-directory-entra-id-and-intune/ta-p/4763635#toc-hld-76840754
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EAP-TLS to RADIUS Fragmentation

Wireless LAN Controller Identity Services Engine

‘ EAP Packet > ‘ —— RADIUS Encapsulation —> ‘
1486 bytes ~1786 bytes

» Potential Solutions:

« Add a PSN node local with the WLC

Drop: UDP
* Enable jumbo packet support on WAN link Fragmentation

« Change firewall rules to handle packet fragmentation

]
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Access Manager

Network Devices

T N .
Endpoints
v
. LI
Users
Devices
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Access Manager
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Access Points
Switches
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Cloud IDP
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g o

Meraki Cloud
Microservice

L
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Entra ID
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Google IDP
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Access Manager and Entra ID with EAP-TLS

Issuer Common Name: AdP Demao CA
Subject Commen Name: jai@physicz.us

-
E' Response ID o
—_
—
M

Authenticator

= User Management

@-@. Idp integration + Local

® users

@ Access req

s NexTunne| s

h_—

S5GT = FTE Laptops

—

SGT = FTE Laptops

Certificate Authentication + User
Lookup to give differentiated
authorization

Supplicant Authentication Server

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2104

Proactive sync
SYNC USErs, User groups,
user attributes etc.

) Entra ID

Graph API
integration

Credential Server
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Secure Fast Roaming Challenges @

802.11k/v/r and Wi-Fi Agile Multiband

n l Wireless LAN Controller Identity Services Engine

* Client channel scanning and AP < Re-authentication of client device
selection and re-keying

* 802.11k Neighbor Lists based on « 802.11r Fast BSS Transition based
CCX (Cisco Compatible Extensions) on CCKM (Cisco Centralised Key

. 802.11v BSS Transition Management)




Seamless Roaming at Scale

For L2 seamless roaming Large broadcast domains do not
everywhere need to span the same scale and is counter to networking
VLAN across all roaming domain best practice

L3 switch

L2 switch L2 switch
PUUTRREE =) I €.) PP  €—-) R -
| Subnet x ; | SubnetY i | Subnet Z i
1 1 I 1 I 1
i i i i i i
i i [ i 5 i
v K \ Y \ Y
Seamless roaming Session disconnection Seamless roaming Session disconnection
within the same subnet Client re-DHCP within the same subnet Client re-DHCP

D 802.11k/v/r D 802.11k/v/r D 802.11k/v/r D 802.11k/v/r D
]
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Seamless Roaming at Scale

For L3 seamless roaming an A data termination point is
extended VLAN network overlay is required to roam across L3
_____ required boundaries

L3 switch

nt VLAN L2 Network

L2 switch L2 switch
Subnet x Subnet Y Subnet Z
Seamless roaming Seamless roaming Seamless roaming Seamless roaming
within the same subnet within the same subnet within the same subnet  within the same subnet

D 802.11k/v/r D 802.11k/v/r D 802.11k/v/r D 802.11k/v/r D
]
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Seamless Roaming at Scale

Edge Wireless Service
Data Plane (DP) Termination

L2 switch

Subnet Y

Subnet x

Seamless roaming
within the same subnet

B 1 E

802.11k/v/r

Seamless roaming
within the same subnet

D 802.11k/v/r D

BRKEWN-2104

Seamless roaming
within the same subnet

802.11k/v/r

© 2025 Cisco and/or its affiliates. All rights reserved.

Can be deployed as centralised
(CAPWAP / EoGRE) or distributed
(fabric) architectures

802.11k/v/r

— T
ool

Subnet Z

Seamless roaming
within the same subnet

N
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Key Reinstallation Attack =

e

10 Vulnerabilities were discovered

» This was an industry wide issue

* Not specific to any one vendor

« WPAS3 certification includes KRACK exploit
testing

* The attacker positions a rogue AP clone to
perform a MitM attack

- May allow the reinstallation of keys already in use « This flaw causes all WPA2 encryption protocols

* Only 1 impacts Access Points to reuse the keystream when encrypting

- Specific to 802.11r (Fast BSS Transition) packets
« CVE-2017-13082 * Rogue AP detection and WIDS/WIPS can

detect potential attack vectors

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2104 CIsco


https://papers.mathyvanhoef.com/ccs2017.pdf
https://papers.mathyvanhoef.com/ccs2017.pdf

802.11w Protected Management Frames

CERTIFIED

L4
L
L 4
L
...
...

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2104 CIsco



Central Web Authentication

URL Redirect

Any Packet

HTTP Packet

© 2025 Cisco and/or its affiliates. All rights reserved.

CoA Request
- Re-authenticate session

- Terminate session
- Terminate session with port bounce
- Disable host port

Wireless LAN Controller

RADIUS Access Request —>
<— RADIUS Access Accept ——

Network Access Granted
Redirect ACL

BRKEWN-2104

>

Web Authentication

Redirect to ISE Web Page —>
Sequence >

<«—— RADIUS CoA Request ——
——— RADIUS CoA ACK ——

Identity Services Engine

]
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Central Web Authentication

MAC Authentication Bypass

). Y
=

© 2025 Cisco and/or its affiliates. All rights reserved.

Any Packet

Wireless LAN Controller

\ 4

RADIUS Access Request —>
<— RADIUS Access Accept ——

Network Access Granted
MAB Access Rule

BRKEWN-2104

Identity Services Engine
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4 Private Wi-Fi Address

Random MAC and Private Addresses

* iOS 14+, Android 10+ and Windows 10+ add support
for random MAC Addresses even when associated

* A random MAC is generated for each SSID

« The MAC remain constant for the saved profile

& Network details 7 QA (

 This will impact services based on MAC address
« MAC authentication bypass

 Web authentication

* Network troubleshooting

» Location analytics

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2104 CIsco



Wi-Fi Certified Enhanced Open @

WPA3 CERTIFIED

° €d Oy, ~ticated Diffie-Hellman Key Exchange to
- S €re
establisha- ™ {0 ac l‘eat,-
Four-Way H Cess ONof o, .
o y Handshake u. pers eVlIt .
» Supports Protected Management r.\honal data w’n' free
- Diffie-Hellman is susceptible to MitM attac... Wir;

* Would allow the attacker same visibility as on an Open netwew..



Decoupling Access and ldentity

© 2025 Cisco and/or its affiliates. All rights reserved.

Welcome

Get Free Wi-Fi by Cisco Spaces

Ci
| “Cisco Events” Wants to Add a i

Wi-Fi Hotspot Network?

e.
ato a

Cisco event anywhere in the world.

By downloading the Cisco OpenRoaming profile
you agree to Cisco’s terms & conditions. https://
whballiance.com/openroaming/toc/

Connect to Wi-Fi by

BRKEWN-2104
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OpenRoaming GIWIRELESS

BROADBAND ALLIANCE

> (@ OreNRoamMING | (

L, doh [0 =2— NP A — 5]
B= [l ~ - m| 6= g =1 &
e »

Wireless Network Discovery Unique Identity

]
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WPA Personal

Pre-Shared Key

Wireless LAN Controller Identity Services Engine

PMK PMK
<—— ANonce — n
PTK |—— SNonce —> | PTK, GTK | Four-Way
<« GTK Handshake
ACK —

PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)

alfbal ]l
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WPA Personal Time it takes a hacker to brute
force your password in 2025

Hardware: 12 x RTX 5090 | Password hash: becrypt (10)

Pre-Shared Key

bl Numbers Only Lowercase tjopv':::caa;;: r:::f:ﬁé:ﬂ:zr ::?l:::jergc[-;::r
Characters Letters Letters Letters Letters, Symbols
m l Instantly Instantly Instantly Instantly Instantly
m} Instantly Instantly 57 minutes 2 hours 4 hours
Instantly 46 minutes 2 days 6 days 2 weeks
‘ S Instantly 20 hours 4 months 1year 2 years
Instantly 3 weeks - 15 years - 62years 164 years
2hours  [2NEERETN ~ 3kyears  Tikyears

1day  40years | 4
1 weeks B J(_y;a_rg

PSK PSK smontns R

— ‘BI‘SL 56bn years 275bn years

< ANO nce 28_years _ 300bn years 3tn years 19tn years

284 years _ 15tn years 218tn years 1qd years
PTK SNOnC > PTK, GTK Four_Way 2k years 12bn years 812tn years 13qd years 94qd years
>_ 28k years 322bn years 42qd years 840qd years 6qn years

< GTK - HandShake _ 8tn years 2gn years 52qgn years 463qgn years

ACK —>

Read more and download at

@ H ive SyStemS hivesystems.com/password

PTK = SHA(PSK + ANonce + SNonce + AP MAC + STA MAC)

]
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Simultaneous Authentication of Equals

WPA3

Wi )

CERTIFIED

* Based on the Dragonfly Key Exchange
« Balanced Password Authenticated Key Exchange

» Security of SAE not tied to the complexity of the shared secret

* SAE exchanges results in a 32-byte PMK
* Protects against offline dictionary attacks
* Forward secrecy protects traffic if the password is compromised in future

« Supports Protected Management Frames

 WPA3-SAE Transition Mode supports both WPA2-PSK and WPA3-SAE on the
same SSID

 Transition Disable will to prevent WPA3-Personal clients from downgrading to
WPA2-Personal on roams mitigating downgrade attacks

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2104 CIsco



|ldentity PSK/SAE

O
PSK= PYICK5tL _f=sy

uTx6oDm1

Ktghmo9M

PSK= Ktghmo9M

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wlc-ipsk-with-ci.html

WPA-Personal

WLAN

https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_RADIUS_Authentication

© 2025 Cisco and/or its affiliates. All rights reserved.
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General Security Advanced
Coverage Hole Detection
Aironet IE & D
Advertise AP Name O
P2P Blocking Action Allow Private Group v

Disabled

Multicast Buffer
Drop

Forward-UpStream

Allow Private Group
et

Media Stream Multicast-direct

11ac MU-MIMO

MAC-Filtering
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Identity PSK/SAE ey |

General Security Advanced
Coverage Hole Detection
Aironet IE @ D
Advertise AP Name D
P2P Blocking Action Allow Private Group v
Disabled
6‘ Multicast Buffer Brop
7
P S K = PY 9 C K5t L m —————o Media Stream Multicast-direct Forward:=UpStream
)
11ac MU-MIMO e
ISE
uTx6oDm1
MAC-Filtering
Ktghmo9M

WPA-Personal
WLAN

PSK= PY9CK5tL
PSK= uTx6o0Dm’1
PSK= Ktghmo9M

PSK= Ktghmo9M

PSK= zD23501M

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wlc-ipsk-with-ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_RADIUS_Authentication

]
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O Identity PSK without RADIUS

Search Identity PSKs... 3 Identity PSKs

Name a Pre-Shared Key Group Policy
Cameras L @ ‘ Camera Policy
G‘ Scanners ssssssssssssssssnns @ ‘ Scanner Policy
PSK= PYOCKStL _ffe- R
“~~\~ O POS sssssssssssssnssnns @ ‘ POS Policy

PSK= uTx6o0Dm1

Meraki D
Dashboard c)

PSK= Ktghmo9M
WPA-Personal Cloud Managed AP
WLAN

PSK= PY9CKS5tL

PSK= Ktghmo9M

PSK= uTx6oDm1
= PSK= Ktghmo9M
Wi-Fi Personal Network (WPN) © Enabled Disabled PSK= Ktghmo9M

Segment clients so that they can
only communicate with other
WPA encryption ¢ ‘;;\&ces using the same Identity WPA2 only ~

https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_Authentication_without_RADIUS

]
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Security Implications of 6GHz Wil

CERTIFIED

duile Catalyst Center Wireless SSID |

Advanced Settings

Configure the advanced fields to complete SSID setup.

SSID Name: WPA2+WPA3-Example (Enterprise)

= WPA3 and OWE are
¥ mandatory for 6GHZ MFP Client Protection ® Protected Management Frame (802.11w)

(O Optional () Required @ Disabled Required

Most secure

User Credentials are validated with 802.1x Radius server to authenticate clients to the wireless network.
e WPA2 and Open are WPAZ3 feature is supported for Wireless Controller version 8.10 & above, For Catalyst 9800 Controllers version 16.12 & above.
not supported on 6GHz

802.11b/g Policy

802.11g e Band Select (D 6 GHz Client Steering

From IOS-XE 17.12.1

]
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Security Implications of 6GHz

a WPA3 and OWE are Mandatory DHCP
’ mandatory for 6GHz

Wifz))

e WPA?2 and Open are
not supported on 6GHz

https://documentation.meraki.com/MR/Wi-Fi_Basics_and_Best_Practices/WPA3_Encryption_and_Configuration_Guide

CERTIFIED
Security  wea3 Transition Mode Enterprise with 0 RADIUS servers
WPA encryption & WPA3 Transition Mode ~
802.11w © O Enabled (allow unsupported clients)
Required (reject unsupported clients)
Disabled (never use)
Enabled Disabled
Advanced WPA3 settings (Cipher and AKM suite settings) >
From Meraki 31.X
]
cisco
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Security Implications of Wi-Fi 7 9

il Catalyst Center Wireless SSID

cisco

Security Settings

WPA3 Encryption

AES(CCMP128) GCMP128 GCMP256

= Wi-Fi 7 brings new AKM and
7 cipher suite requirements
Auth Key Management ®

() 802.1x (802.1X-SHA1) 802.1x-SHA256 (802.1X-SHA2) SUITE-B-1X SUITE-B-192X

e These are mandatory for
Wi-Fi 7 MCS rates and MLO

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-15/config-guide/b_wl_17_15_cg/m_wpa3_security_enhancements.htm|

]
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Security Implications of Wi-Fi 7

alualn Catalyst Center

cisco

Security Settings

WPA3 Encryption

AES(CCMP128)

= Wi-Fi 7 brings new AKM and
7 cipher suite requirements

Auth Key Management ®

SAE

e These are mandatory for
Wi-Fi 7 MCS rates and MLO

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-15/config-guide/b_wl_17_15_cg/m_wpa3_security_enhancements.htm|

© 2025 Cisco and/or its affiliates. All rights reserved.

Wireless SSID

GCMP256

SAE-EXT-KEY

BRKEWN-2104
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Security Implications of Wi-Fi 7 A7

= Wi-Fi 7 brings new AKM and

cipher suite requirements

These are mandatory for
Wi-Fi 7 MCS rates and MLO

© 2025 Cisco and/or its affiliates. All rights reserved.

Security  wpa3 Transition Mode configured

WPA encryption @ WPAS3 Transition Mode ~

802.11w & Enabled (allow unsupported clients)
O Required (reject unsupported clients)

Disabled (never use)

Mandatory DHCP Enabled Disabled
Advanced WPA3 settings (Cipher and AKM suite settings) v
WPA3 Cipher Suite [] eCMP 256
WPA3 AKM Suite SAE
[ ] SAE-EXT

Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi 7) mode. Please refer to documentation
for more details.

Wi-Fi 7 requires high wireless security encryption. Selected encryption type does not meet the
requirement. Please check documentation for more details.

]
BRKEWN-2104 cisco



Wireless Intrusion Detection

and Prevention




Rogue Detection and Advanced WIPS

* Centralized wireless threat management

* Rogue detection and classification et —=——

* Rogue location and mitigation S N
* Monitor and classify threats Ry I——
» Event correlation S—

Security compliance reporting

High CE:9C:1E:ED:6D:FO sjc14rogue
Detections (3) Clients (0)
High CE:9C:1E:ED:6D:F3 sjc14rogue P
Q Search Table
55 Record(s) ) Export
Detecting AP Detecting AP Site Adhoc ~ Rogue SSID Rogue AP MLD MAC RSSI (dBm) Channels Radio Type (Be
SJC14- Global/San
F1- Jose/Building No thunderstorm - -56 149 802.11ax/be(6GH¢|
9164-3 14/Floor1

“loud-systems-management/network-automation-and-management/catalyst-center-rogue-management-application/2-3-7/quick-start-guide/b_rogue_management_qgsg_2_3_7/rogue_management_chapter_01.html

https://www.cisco.com/c/en/us/td/doc
]
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Rogue Detection and Advanced WIPS

 Wireless threat detection

<o Catalyst Center Assurance
F u
O re I l S I C C a pt u re Overview Threats Allowed List Rules aWIPS Profile
C I u t I u I u u Site: Global CTS Flood £ Refresh
p Threats (365) RTS Flood
Q Type X Threat Level X R
A X raatlevel X EAPOL logoff flood X QY
Threat Level ¥ () MAC Address Type ~ () Containm
Threat Type Deauthentication
High D9:55:CA:90:4D:BO Fuzzed Bea Malformed Authentication Malforme broadcast
hich ca Deauthentication flood | EapoL-Start V1 Flood SCEasaTpol
Signature = Default Threshold Configured Threshold Time Interval(ln Seconds) Forensic Capture (i) Invalid MAC OUI Frame Invalid M g it temal-resou
oUl. Disassociation broadcas| pg p, B - —_— "
'oll Flood PS poll floo: whe 3 P ntial ke
High 81:DB:3B:D4:AC:C1 Fuzzed Bea e 4 X und sends:out:s flic 5S-Poll frame
Range: 7 - 45 Authentication Failure Authenti( ‘ e
.5 ’ Flood authentic Disassociation flood fata =S to the wir ient leadi missing the data frames sir
- d ¢ f mod;
BT T ) (= _ L = Malformed Association  Malformeorassoemuonrequestis
Fuzzed Probe Response  Fuzzed Probe Response is when invalid, unexpected or random data is introduced i
Request e ! 1 th f " i g th 1 i fran to the
High 6E:49:82:7A:48:A0 Fuzzed Bea: _ . . 9:1haf i AR RRYING:tho) iaciTe !
Alidrop Session o | Fuzzed Probe Request  Fuzz nvalid, unex j or randor " S
Range: 75 - 450 file mod ]
Authentication 150 P Y6
% 150 10 fursed Baacan czaal Snacon i ahac il unasoaciad it i icsiiin heibes
L Failure Flood (O _— = Block Ack H T an cause ed
High CE:9C:1E:ED:6D:FO sjic14roguet . . - R ? :
General Client Exclusion Policies [ ccovetiog sysiem crash
Ih of arbitrary code on the
Range: 7 - 45
Authentication flood Probe Resp| lof attacks (Track by Pai
(] o 15 15 1 - High CE:9C:1E:ED:6D:F3 sic14roguer
e r i

Excessive 802.11 Association Failures. (X

Record(s)
Range: 15000 - 90000

Beacon Flood @ 30000 By 10 (o | 5 Excessive 802.1X Authentication Failures. <X

@  Block Ack Flood @ 1000 1000 10 (e ]
IP Theft or IP Reuse.

aWIPS and Forensic Capture Enablement ]

] Broadcast probe (D 1000 ]

. &
.3 aWIPps (@ .3 Forensic Capture ()
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2104 CIsco

Excessive Web Authentication Failures. (%]

Range: 500 - 3000 5 D Excessive 802.1X Authentication Timeout. {x] [



Rogue Access Points

Rogue Detection and Configuration

Detect Access Points that have been installed on a secure network without explicit
authorization from a system administrator and configure rogue general configuration parameters

A Rogue AP is any AP which is not .
. . l ogue Detection
part Of Our Infrastructu re Minimum RSS! (dBm)* General Client Exclusion Policies

-90 Rogue Detection Security Level.

° Most Of them W|” be Ieg|t|mate Value should be in range -128 and -70. & CusTOoM & v
Transient Interval (seconds)*

° Some Of them may be ma I iCiOuS 0 Expiration timeout for Rogue APs (seconds).

Value should be 0 or from 120 to 1800. a 1200

Report Interval (seconds)*

» Correctly differentiating between the two 10
iS key Value should be in range 10 and 300.

Validate Rogue Clients against AAA. (]

ﬁ D Validate Rogue APs against AAA. (X

Rogue Polling Interval (seconds).
3600
a 6

= D Detect and Report Adhoc Networks. (]

Allowed List AP MAC addresses that are in the allowed list are known AP and so are not considered Rogue Detection Client Number Threshold.
as malicious. a O
Friendly Friendly APs belong to one wireless controller and are seen as a Rogue AP by another Rogue Init Timer {seconds).
wireless controller, where both wireless controllers are managed by Catalyst Center. & 180
Neighbor Neighbor APs are Rogue APs with signal strength less than or equal to -75dBm and are -
AP Authentication Alarm Threshold.
not broadcasting any corporate SSIDs. o

]
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Cisco Catalyst Centre Threat Levels

Informational

« RSS| <= -75 dBm and not on wire
- Rogue Type: Neighbor

© 2025 Cisco and/or its affiliates. All rights reserved.

Potential

- RSSI >-75 dBm and not on wire
- Rogue Type: Interferer

BRKEWN-2104

High
- Rogue Types
- Honeypot

- Impersonation AP
- Rogue on wire
- Beacon DS attack

- All WIPS threats

]
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Rogue Clients

* A Rogue Client is any client which is
connected to a Rogue AP

» What we care about are our clients which
have connected to the Rogue AP

» But this is not necessarily a risk

 Clients may create ad-hoc wireless
networks

 This can be a risk if they have bridged to the
wired network

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2104

Add Rogue General Configuration

This capability allows to configure Rogue general configuration and client exclusions policies.

Design Name*

& Lock all ©

General Client Exclusion Policies

Rogue Detection Security Level.

& CUSTOM & v

~  Expiration timeout for Rogue APs (seconds).

i D Validate Rogue Clients against AAA. | (X
i C. Validate Rogue APs against AAA. (X

©,  Rogue Polling Interval (seconds).

H |D‘ Detect and Report Adhoc Networks. |<{X]

]
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Rogue AP Containment

« How do we contain Rogue APs?
A

L ] L
« Containment is a spoofed i
Warning
Using this feature may have legal consequences.
ireless containment will be initiated for the below rogue BSSIDs on

802.11 disassociation/deauthentication
request attack

- How does WPAGS affect Rogue AP | v
containment?

Threat 360: Mac C6:9E:38:75:52:D8

Location: Global/San Jose/Building 14/Floor1

« 802.11w will change how we can T el TR T

Illlllll!},\lllllllll

AP-0001

mitigate Rogue AP related threats - T |

» The ability to physically locate
rogues is critical

s

Actions Vv
Last Reported

Jun 4, 2022 06:23 pm

Full Screen

< (@ ws-C3850-48PTME_Switch

v D E SJC14F1-WTME-C9K-48UXM.cisco.com
S #
@ #

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2104
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Threat 360: Mac C6:9E:38:75:52:D8 X

Rogue Containment with WPA3

Threat Level Threat Type Vendor Status Containment S... O Last Reported
Interferer UNKNOWN Active Open Jun 4, 2022 06:23 pm
Location: Global/San Jose/Building 14/Floor1 Full Screen

| N
s || 'ola; oo | orky SICT4-TME-APZ < (@ Ws-C3850-48PTME_Switch
B ufioo T AEEEEEEL *NEREENEN]
B e D @ B s e oo s o com
| & SE|P — ;
!
iy =Py 1=K %
v - Ellaw
) 5
1 D
e I
Wukth R =il -TME- @
ey B SIC14-TME-AP3 SJC14TME-AP @
51 Q
O]
&
CERTIFIED
<«<— 802.11w Protected >
———
V...
*
*
v S
“ *
* *
* *
* ¢
* *
* *
* *
o *
* .
* [}
* L
"
“
*

Rogue Containment

Contain the detected rogues in 6GHz

.:' PMF Denial O

PMF Denial is supported from I0S-XE
version 17.12 and above

]
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Rogue on Wire

* Matching Algorithms
« MAC Address =3/x2/%1
* Vendor matching algorithms

* Rogue AP in Bridge Mode

» Locate the Rogue AP via the
Rogue Client MAC address and
Gateway MAC Address

 Wired 802.1X matters

© 2025 Cisco and/or its affiliates. All rights reserved.

Q  Search Table

HHHHHH

BRKEWN-2104

WIPSProfie | Threat 360: Mac 6A:3A:0E:53:A6:E9

) Rogue on wire

eeeeeeeee

eeeeeeee

VVVVVV

SSSSSS

DDDDDDDD

=l
N

Interface Name

aaaaaaaaaaa

alfret
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Air Marshal

 Rogue AP Detection
* Rogue Containment
* Wired Rogue
« WIDS/WIPS
« Spoofed Management Frames
 Malicious Broadcasts / DoS

 Packet Floods

 Rogue detection support has been
extended beyond the regulatory domain of
the network

» Alerts are generated for rogue APs
broadcasting on unauthorized 2.4 and 5 GHz
radio channels

From MR 31.X

© 2025 Cisco and/or its affiliates. All rights reserved.

Air Marshal

Configure

(i}
24 rogue SSIDs  seen for the last 2 hours ~

(]

Search

SSID A  Broadcast MACs
AXE BLE 6e:3a:0e:ff:f8:f5
testing  (and 1 other)
IT Test  e0:cb:bc:49:35:61
WiFi (and 1 other)
j-bond-  ¢6:14:92:6e:ae:b2
2-owe (and 2 others)
j-bond- ca:l4:a2:6e:ae:b0
3-sae (and 1 other)
j-bond-  c6:14:92:6e:ae:a5
5-1x (and 4 others)
I-bona- c6:14:92:6e:ae:b8
8-owe-
8 (and 2 others)
it;c’j;;!-z- c6:14:92:6e:3e:a2

(and 4 others)
owe
i-p1-

c6:14:92:6e:ae:a3
bond-3-

(and 4 others)
sae
tg;_a_ c6:14:92:6e:ae:D4

(and 5 others)
sae
Meraki  00:18:0a:36:d9:3e
Setup (and 98 others)

[10_~] results per page

BRKEWN-2104

Last
seen

4
seconds
ago

50
seconds
ago

15
seconds
ago

15
seconds
ago

6
seconds
ago

7
seconds
ago

57
seconds
ago

57
seconds
ago

12
seconds
ago

a
moment
ago

Rogue SSIDs 24  Other SSIDs 595

First
seen

1 year
ago

1 month
ago

2
months
ago

3 weeks
ago

3 weeks
ago

3 weeks
ago

3 weeks
ago

3 weeks
ago

22
hours
ago

1 year
ago

Containment

Spoofs 31

partial

contained

partial

partial

partial

partial

partial

partial

partial

partial

Malicious broadcasts 0

Rogue
because

Recently
seen on
LAN

Recently
seenon
LAN

Recently
seen on
LAN

Recently
seenon
LAN

Recently
seen on
LAN

Recently
seenon
LAN

Recently
seen on
LAN

Recently
seen on
LAN

Recently
seen on
LAN

Recently
seen on
LAN

123>

Packet floods 0

SsiD
Containment
Last seen

First seen

Channels
VLANs
Broadcast MACs

Wired MACs
Encryption
Manufacturer
Rogue because
Seen by

Map data ©2023 Google

IT Test WiFi edit

contained

Wednesday 11/29/2023 8:25 pm
50 sec go
Wednesday 10/18/2023 7:18 am
1 month ago

1,149

o}

e0:cb:bc:49:35:61 edit
e2:cb:ac:49:35:61 edit
e0:cb:bc:49:35:61

Open

Cisco Meraki

Recently seen on LAN
SFO12-1-AP08 (77 dB)
SF0O12-1-APO1 (41 dB)
SFO12-1-AP03 (41 dB)
SFO12-1-AP04 (41 dB)
SFO12-1-APOS (38 dB)
SFO12-1-AP02 (34 dB)
SFO12-1-AP07 (29 dB)
SFO12-2-AP05 (12 dB)

Terms

Report a map error

]
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Network as a Sensor

Secure Network Analytics Integration

Alarms by Type

Malware detection and
cryptographic compliance

B Alarming Hosts @ =

T-Dats Stars
Concernndex Targetindex  Recon cac Exploitation  DDoS Source DDoS Target Data Hoarding  Exfitration  Pokcy Violation  Anomaly . .
s th S Net k lyt
= o o o o 0 0 0 0o 0o 1 i Wi ecure Network Analytics
Investigate Saarch Start End ETA Cryptographic Audit @
year-month-day hourminut.. [ || year-month-day hourminut..  [3 Reset
ul Top Alarming Hosts - Alarms by Type -4 Today's Alarms Fiter by tima range (UTCI
— e e Type of Report Time Range Subject Host Graups Peer Host Groups
Start Time
a =7 - - . Audit Report ~ 01 Movember 2025 | 00:00 =] Select | | Orientation: Server v Select
See alerts by stat Snoozed | Unpublished | Clos Al | Select | [ Select |
e cusr _ o tets by stos: (RN svoeres | npubioncs | cioses
] e i i £nd Time
[ - ] . - © Persistent Remote Control Connections 02 Nowrbor 2028 (2050 ] ouzsenae: o
o - -
= a = P =
I N H N B N N
Alert Type Details
Fiow Collcton Trend =2 | Topoptestons - AuctResits L sosv |
@ Persistent Ram Description Device is receiving persistent connections from a new host on a remote control protacol
like Remote Desktop or SSH. This may indicate that a firewall rule or ACL is overly Hovember 1, 2025 03:00 - November 2, 2025 20:30
| — © Farsistent Remot permissive. Subject Orentation:  Servar
I Subject Host Groups:  DMZ Servers Rgacy-u
@ Persistent Remate Control Conne Next Steps Adjust firewall or security group rules to prevent malicious attempts to repeatedly access PeerHost Graups:  Insids Hosts Outside Hosts
the entity. Confirm that the local entity has not been breached by checking the supporting
© Persistent Ramaote Control Conne evidence or the entity. Summary View
) Fitar [ Start typing, cick anywhess in 3 chart er click
f MITRE Tactics . :
: MITRE Techniques [ ] Jnsis ssox swe i o wan e ags s o azse sa0on
[nste nsox mae s ecoue_Ecnea win ses 126 com smzss 3250%
Alert Type Priority | Normal (Default) v | Goto alert priorities page @ Lt RS S o

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2104
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Network as an Enforcer

Rapid Threat Containment

Flows

Status:
Hostname:

Host Groups:

Location:
Last Seen:

Policies:

4

MAC Address:

10.201.3.149 ¢+
A
Information shared %
SELETQ @ Q)
security products

Classify History 1

Active \

workstation-149

End User Devices,Desktops,Atlanta,Sales
and Marketing

RFC 1918
1/9/17 10:25 AM

[Host-specific Policy],Inside

Quarantine

Context

Unquarantine ¢

Quarantine or Unquarantine infected host

|ldentity Services Engine

© 2025 Cisco and/or its affiliates. All rights reserved.

Secure Network
Analytics
Management Console

]
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Securing the Wireless Network

Secure the
Air

Secure the
Devices

Secure the
Network

© 2025 Cisco and/or its affiliates. All rights reserved.

TRUST ANALYT\C®
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01010000
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights res
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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