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Before we jump in…
A security policy framework should help

BRKEWN-2047

minimize exposure in 
an organization

provide multi-tenancy 

in a secure way

maintain compliance 
and pass security 

audits

quarantine malicious 
or compromised 

devices

implement a zero-
trust framework
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Access Policy
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WebAuth
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HOW
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Supplicant

User/Endpoint

Authenticator

Network Access Server

Authentication Server

RADIUS Server
Identity Store

802.1X
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RADIUS

EAPoL-Start

EAPoL

EAP Authentication Exchange
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User/Endpoint

Authenticator

Network Access Server

Authentication Server

RADIUS Server
Identity Store
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RADIUS

EAPoL-Start

EAPoL

EAP Authentication Exchange

Credentials:
• Certificate
• Password
• Token

EAPoL
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Supplicant

User/Endpoint

Authenticator

Network Access Server

Authentication Server

RADIUS Server

EAP-TLS
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RADIUSEAPoL

CA Client Server CA

Server Hello (Server Certificate)

Signed by trusted CA
Allowed server

Client Hello (Client Certificate)
Signed by trusted CA
Allowed server
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Endpoint Network Access Server RADIUS Server

MAC Authentication
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RADIUS

802.11
Association Request

Access-Request

Access-Accept/Deny
802.11

Association Response
Success/Reject

Authentication

Authorization
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Central Web Authentication (CWA)
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ISE

Association Request
Access-Request

Access-Accept + URL Redirect + ACL
Association Response

MAB

DNS
DHCP

CoA-Request

CoA-ACK

Association Request
Access-Request

Access-Accept
Association Response

MAB

DHCP DORA, moves to webauth state

HTTPS GET ISE Guest Portal

HTTPS ISE Guest Portal

DNS Query/Response captive.apple.com

HTTP GET captive.apple.com

HTTP 200 + Redirect to ISE

User sends credentials or accepts T&C
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RADIUS Packet Format
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Codes

Attributes

Vendor
Specific

RFC
2865

RADIUSAccess-Request

Access-Accept
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Endpoints

• Users

• Devices

• Things

ISE Provides Zero Trust for the Workplace 
SecurityEnterprise

ISE

Share It 

Identity Services

• Azure/AD/LDAP
• MDM
• SAML/MFA

Secure ItSee It Share It

Security Services

• Cloud Analytics
• Secure Firewall
• Partners

Cisco ISE

• Shared or Distributed

• VM/Appliance/Cloud

• Up to 2M Endpoints

• RADIUS and 
TACACS

Network Devices

• Switches

• WLCs / APs

• VPN

BRKEWN-2047



© 2025 Cisco and/or its affiliates. All rights reserved.

Integrating ISE with Cisco Wireless

BRKEWN-2047

802.1X MAB VLAN ACL SGTs
URL 

Redirect
CoA Profiling

GPACL

Adaptive Policy
MR27.6

11ac W2+ 

Coming 
R31.2 
11ax+

ACL
dACL (17.10.1+)

Meraki

Catalyst
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Wireless Infrastructure - Base Configuration for ISE

Adding Wireless Network Devices to ISE

Identity and Context

Authorization Results

ISE



Catalyst 9800
Base Configuration for ISE
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Catalyst 9800 Configuration for ISE 
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AAA Servers
• Name
• IP
• Key
• Support for CoA

1

Server Group
• Name
• Assigned Servers

2

Authorization List
• Name
• Type
• Group Type
• Assigned Server Groups

Authentication List
• Name
• Type
• Group Type
• Assigned Server Groups

Accounting List
• Name
• Type
• Group Type
• Assigned Server Groups

Web Auth Parameter Map
• Name
• Type

VLAN
• ID
• Name
• State
• Port Numbers

3a

3b

3c

4

5

WLAN Profile
• Name
• Status
• MAC Filtering
• Web Auth Parameter Map
• Authentication List
• Device Analytics

6

Policy Tag
• Name
• WLAN-Policy Maps
       WLAN Profile
       Policy Profile

8

AP
• Policy Tag

9

Policy Profile
• Name
• Status
• RADIUS Profiling
• HTTP TLV Caching
• DHCP TLV Caching
• VLAN / VLAN Group
• Allow AAA Override
• NAC State
• Accounting List

7
URL Filters
• Name
• Type
• Action
• URLs

11

ACLs
• Name
• ACL Type
• Sequence
• Access Control Entries

10
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AAA Servers
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1
Reference

Configuration > Security > AAA
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AAA Servers
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1
Reference

Configuration > Security > AAA
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Configuration > Security > AAA 

Server Group
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2
Reference
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Configuration > Security > AAA

Authentication List
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3a
Reference



© 2025 Cisco and/or its affiliates. All rights reserved.

Configuration > Security > AAA

Authorization List
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3b
Reference
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Configuration > Security > AAA

Accounting List
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3c
Reference
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Configuration > Tags & Profiles > WLANS

WLAN Profile – 802.1X

BRKEWN-2047

6
Reference
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Configuration > Tags & Profiles > WLANS

WLAN Profile – 802.1X
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Configuration > Tags & Profiles > WLANS

WLAN Profile – 802.1X
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6
Reference
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Configuration > Tags & Profiles > WLANS

WLAN Profile – MAC Auth
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Configuration > Tags & Profiles > WLANS

WLAN Profile – MAC Auth
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Configuration > Tags & Profiles > WLANS

WLAN Profile – MAC Auth
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Configuration > Tags & Profiles > WLANS

WLAN Profile – MAC Auth
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Reference
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Configuration > Tags & Profiles > Policy

Policy Profile
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7
Reference
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Configuration > Tags & Profiles > Policy

Policy Profile
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7
Reference
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Configuration > Tags & Profiles > Policy

Policy Profile
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7
Reference
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Configuration > Tags & Profiles > Tags

Policy Tag
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8
Reference
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Configuration > Wireless > Access Points

AP
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9
Reference



Meraki Wireless
Base Configuration for ISE
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Meraki Wireless Configuration for ISE

BRKEWN-2047

MAB

802.1X

iPSK

Web Auth

Wireless > Configure > Access Control
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Meraki Wireless Configuration for ISE
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Wireless > Configure > Access Control



Adding Wireless Network 
Devices to ISE
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Administration > Network Resources > Network Devices

ISE Configuration for Wireless - NAD 

BRKEWN-2047

Catalyst Wireless
WLCs added individually

Catalyst 9800
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Administration > Network Resources > Network Devices

ISE Configuration for Wireless - NAD 

BRKEWN-2047

Catalyst Wireless
WLCs added individually

Catalyst 9800 - Flexconnect

Meraki
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Administration > Network Resources > Network Devices

ISE Configuration for Wireless - NAD 
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Identity and Context
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Certificate Attributes
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ISE

AD
PKI
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Active Directory Attributes
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ISE

AD
PKI

or
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Configuration > Security > AAA

Catalyst 9800 Advanced RADIUS Attributes

BRKEWN-2047
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Configuration > Security > AAA

Catalyst 9800 Advanced RADIUS Attributes
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Configuration > Security > Wireless AAA Policy

Catalyst 9800 Advanced RADIUS Attributes

BRKEWN-2047



© 2025 Cisco and/or its affiliates. All rights reserved.

Configuration > Security > Wireless AAA Policy

Catalyst 9800 Advanced RADIUS Attributes

BRKEWN-2047
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Wireless > Configure > Access Control

Meraki Advanced RADIUS Attributes

BRKEWN-2047

AP MAC address

SSID name

SSID number

AP name

RF Profile

AP VLAN ID

AP tags

AP LAN IP

AP Public IP

Custom

Attributes
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Device Sensor
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ISE
DHCP, HTTP

RADIUS
Accounting

Device
Sensor
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Intel, Apple, Samsung Analytics
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Reference

Device Type and Version IOS-XE 
WLC

Meraki MR 
Firmware

ISE

Intel Connectivity 
Analytics

Intel 22.50.1 on 
AX200/201/210/211/411 or newer

17.6.1 MR29

3.3

Apple Analytics iOS 11 on 
iPhone 7/iPad (5th Gen) or newer

MacOS14 on Apple Silicon

16.12.1s MR27

Samsung Analytics Android 9 on 
Galaxy S10 or newer

17.1.1 MR29

*Accounting Reports coming MR31.2
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Enabling Device Analytics - WLC
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Configuration > Wireless > Wireless Global

Device Classification
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Enabling Device Analytics - WLC
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Configuration > Tags & Profiles > Policy

Advanced
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Enabling Device Analytics - WLC
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Configuration > Tags & Profiles > WLANs



© 2025 Cisco and/or its affiliates. All rights reserved.

Enabling Device Analytics - WLC
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Configuration > Tags & Profiles > WLANs
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Enabling Device Analytics - WLC

BRKEWN-2047
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Device Analytics Attributes – Authorization Policy
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Policy > Policy Sets > Authorization Policy
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Device Analytics Attributes – Profiler Policy
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Policy > Profiling > Profiler Policy



Authorization Results
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ISE Segmentation Options
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Beyond RADIUS Access-Accept  / Access-Reject

Contractor
   deny ip host <critical>

   permit ip any any

ACLs

Downloadable ACLs
Named ACLs / Group Policy

Employee
permit ip any any

VLANs

Dynamic VLAN Assignments

Employees
VLAN 31

Per WLAN /  Per User

Guest
VLAN 32

Printers
VLAN 33

Security Group Tags

16-bit SGT
SGT based Access Control

TrustSec
Adaptive Policy
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Dynamic VLAN Assignment

BRKEWN-2047

VLANs

Dynamic VLAN Assignments

Employees
VLAN 31

Per WLAN /  Per User

Guest
VLAN 32

Printers
VLAN 33

ISE
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Dynamic VLAN Assignment
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VLANs

Dynamic VLAN Assignments

Employees
VLAN 31

Per WLAN /  Per User

Guest
VLAN 32

Printers
VLAN 33

ISE

Access-Request
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Dynamic VLAN Assignment

BRKEWN-2047

VLANs

Dynamic VLAN Assignments

Employees
VLAN 31

Per WLAN /  Per User

Guest
VLAN 32

Printers
VLAN 33

ISE

Access-Request

Access-Accept

“Assign Client to VLAN 31”

+

Access-Request
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Policy > Policy Elements > Results > Authorization

Dynamic VLAN – ISE

BRKEWN-2047
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Policy > Policy Elements > Results > Authorization

Dynamic VLAN – ISE

BRKEWN-2047
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Policy > Policy Elements > Results > Authorization

Dynamic VLAN – ISE

BRKEWN-2047

Tunnel-Private-Group-ID = 1:31
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Policy > Policy Elements > Results > Authorization

Dynamic VLAN – ISE

BRKEWN-2047

Employee
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Policy > Policy Elements > Results > Authorization

Dynamic VLAN – ISE
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Tunnel-Private-Group-ID = 1:Employee
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Configuration > Layer2 > VLAN

Dynamic  VLAN – Catalyst 9800

BRKEWN-2047
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Configuration > Layer2 > VLAN

Dynamic  VLAN – Catalyst 9800

BRKEWN-2047

31          Employee
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Configuration > Layer2 > VLAN

Dynamic  VLAN – Catalyst 9800

BRKEWN-2047

VLANs must exist

31          Employee
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Configuration > Layer2 > VLAN

Dynamic  VLAN – Catalyst 9800

BRKEWN-2047
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Configuration > Layer2 > VLAN

Dynamic  VLAN – Catalyst 9800

BRKEWN-2047

Employee_vGroup
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Configuration > Layer2 > VLAN

Dynamic  VLAN – Catalyst 9800

BRKEWN-2047

40-50
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Configuration > Tags & Profiles > Flex

Dynamic  VLAN – Catalyst 9800

BRKEWN-2047

If using Flexconnect 
VLANs need to be 
added to Flex Profile
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Wireless > Configure > Access Control

Dynamic  VLAN – Meraki

BRKEWN-2047
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Wireless > Configure > Access Control

Dynamic  VLAN – Meraki
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Network-Wide > VLAN Profiles

Dynamic  VLAN – Meraki VLAN Profiles

BRKEWN-2047
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Network-Wide > VLAN Profiles

Dynamic  VLAN – Meraki VLAN Profiles
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Network-Wide > VLAN Profiles

Dynamic  VLAN – Meraki VLAN Profiles
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Network-Wide > VLAN Profiles

Dynamic  VLAN – Meraki VLAN Profiles

BRKEWN-2047

Must enable Named 
VLANs for use with 
RADIUS
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Named ACLs – ISE Configuration

BRKEWN-2047

Contractor
   deny ip host <critical>

   permit ip any any

ACLs

Named ACLs

Employee
permit ip any any

ISE
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Access-Request

Named ACLs – ISE Configuration

BRKEWN-2047

Contractor
   deny ip host <critical>

   permit ip any any

ACLs

Named ACLs

Employee
permit ip any any

ISE
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Access-Request

Named ACLs – ISE Configuration

BRKEWN-2047

Contractor
   deny ip host <critical>

   permit ip any any

ACLs

Named ACLs

Employee
permit ip any any

ISE
Access-Accept

“Use ACL EmployeeACL”

+
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Policy > Policy Elements > Results > Authorization

Named ACLs – ISE Configuration

BRKEWN-2047

cisco-av-pair = bsn-acl-name



© 2025 Cisco and/or its affiliates. All rights reserved.

Policy > Policy Elements > Results > Authorization

Named ACLs – ISE Configuration

BRKEWN-2047

cisco-av-pair = bsn-acl-name

Catalyst 9800
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Policy > Policy Elements > Results > Authorization

Named ACLs – ISE Configuration

BRKEWN-2047

cisco-av-pair = bsn-acl-name

Catalyst 9800

Can be used for backwards 
compatibility with AireOS
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Policy > Policy Elements > Results > Authorization

Named ACLs – ISE Configuration

BRKEWN-2047

cisco-av-pair = bsn-acl-name

Meraki
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Configuration > Security > ACL

Named ACLs – Catalyst 9800

BRKEWN-2047
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Configuration > Security > ACL

Named ACLs – Catalyst 9800
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Configuration > Security > ACL

Named ACLs – Catalyst 9800

BRKEWN-2047



© 2025 Cisco and/or its affiliates. All rights reserved.

Configuration > Tags & Profiles > Flex

Named ACLs – Catalyst 9800

BRKEWN-2047

If using Flexconnect 
ACLs need to be 
added to Flex Profile
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Catalyst 9800 dACL

BRKEWN-2047

RADIUS

Access-Accept
dACL name
Method-List

Authentication

Authorization

ISE

Access-Request
dACL name

Access-Accept
dACL
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Policy > Policy Elements > Results > Authorization

Catalyst 9800 dACL – ISE Configuration

BRKEWN-2047
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Policy > Policy Elements > Results > Authorization

Catalyst 9800 dACL – ISE Configuration

BRKEWN-2047
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Policy > Policy Elements > Results > Authorization

Catalyst 9800 dACL – ISE Configuration

BRKEWN-2047

permit ip any 172.23.0.0 0.0.0.255

deny ip any 17.16.0.0 0.15.255.255

permit ip any any
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Policy > Policy Elements > Results > Authorization

Catalyst 9800 dACL – ISE Configuration

BRKEWN-2047
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Policy > Policy Elements > Results > Authorization

Catalyst 9800 dACL – ISE Configuration

BRKEWN-2047

DACL Name MUST Match
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Policy > Policy Elements > Results > Authorization

Catalyst 9800 dACL – ISE Configuration

BRKEWN-2047
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Policy > Policy Elements > Results > Authorization

Catalyst 9800 dACL – ISE Configuration

BRKEWN-2047

Include AAA AuthZ 
method list if not using 
default method on WLC

Access Type = ACCESS_ACCEPT

DACL = USERS_dACL_IPV4

Cisco-av-pair = Method-List=ISEauthZnetwork
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Catalyst 9800 dACL – Scale and Caveats

BRKEWN-2047

Controllers Scale

Small/Medium 128 ACLs with 128 ACEs each

Large 256 ACLs with 256 ACEs each

Catalyst 9800 IOS-XE 17.10.1

Notes:
• Flexconnect local switching is not supported

• Attributes sent are:
• cisco-av-pair = ACS:CiscoSecure-Defined-ACL
• cisco-av-pair = Method-List
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Operations > RADIUS > Live Logs

Catalyst 9800 dACL – Monitoring from ISE

BRKEWN-2047
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Operations > RADIUS > Live Logs

Catalyst 9800 dACL – Monitoring from ISE

BRKEWN-2047

AAA Method LIst

ACL to Download
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Operations > RADIUS > Live Logs

Catalyst 9800 dACL – Monitoring from ISE

BRKEWN-2047
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Configuration > Security > ACL

Catalyst 9800 dACL – Monitoring from 9800 Controller

BRKEWN-2047
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access-list 102 permit udp 126.183.90.85 0.0.0.255 eq 3256 114.53.254.245 255.255.255.255 lt 1780

access-list 102 deny icmp 203.36.110.37 255.255.255.255 lt 999 229.216.9.232 0.0.0.127 gt 3611

access-list 102 permit tcp 131.249.33.123 0.0.0.127 lt 4765 71.219.207.89 0.255.255.255 eq 606

access-list 102 deny tcp 112.174.162.193 0.255.255.255 gt 368 4.151.192.136 0.0.0.255 gt 4005

access-list 102 permit ip 189.71.213.162 0.0.0.127 gt 2282 74.67.181.47 0.0.0.127 eq 199

access-list 102 deny udp 130.237.66.56 255.255.255.255 lt 3943 141.68.48.108 0.0.0.255 gt 3782

access-list 102 deny ip 193.250.210.122 0.0.1.255 lt 2297 130.113.139.130 0.255.255.255 gt 526

access-list 102 permit ip 178.97.113.59 255.255.255.255 gt 178 111.184.163.103 255.255.255.255 gt 959

access-list 102 deny ip 164.149.136.73 0.0.0.127 gt 1624 163.41.181.145 0.0.0.255 eq 810

access-list 102 permit icmp 207.221.157.104 0.0.0.255 eq 1979 99.78.135.112 0.255.255.255 gt 3231

access-list 102 permit tcp 100.126.4.49 0.255.255.255 lt 1449 28.237.88.171 0.0.0.127 lt 3679

access-list 102 deny icmp 157.219.157.249 255.255.255.255 gt 1354 60.126.167.112 0.0.31.255 gt 1025

access-list 102 deny icmp 76.176.66.41 0.255.255.255 lt 278 169.48.105.37 0.0.1.255 gt 968

access-list 102 permit ip 8.88.141.113 0.0.0.127 lt 2437 105.145.196.67 0.0.1.255 lt 4167

access-list 102 permit udp 60.242.95.62 0.0.31.255 eq 3181 33.191.71.166 255.255.255.255 lt 2422

access-list 102 permit icmp 186.246.40.245 0.255.255.255 eq 3508 191.139.67.54 0.0.1.255 eq 1479

access-list 102 permit ip 209.111.254.187 0.0.1.255 gt 4640 93.99.173.34 255.255.255.255 gt 28

access-list 102 permit ip 184.232.88.41 0.0.31.255 lt 2247 186.33.104.31 255.255.255.255 lt 4481

access-list 102 deny ip 106.79.247.50 0.0.31.255 gt 1441 96.62.207.209 0.0.0.255 gt 631

access-list 102 permit ip 39.136.60.170 0.0.1.255 eq 4647 96.129.185.116 255.255.255.255 lt 3663

access-list 102 permit tcp 30.175.189.93 0.0.31.255 gt 228 48.33.30.91 0.0.0.255 gt 1388

access-list 102 permit ip 167.100.52.185 0.0.1.255 lt 4379 254.202.200.26 255.255.255.255 gt 4652

access-list 102 permit udp 172.16.184.148 0.255.255.255 gt 4163 124.38.159.247 0.0.0.127 lt 3851

access-list 102 deny icmp 206.107.73.252 0.255.255.255 lt 2465 171.213.183.230 0.0.31.255 gt 1392

access-list 102 permit ip 96.174.38.79 0.255.255.255 eq 1917 1.156.181.180 0.0.31.255 eq 1861

access-list 102 deny icmp 236.123.67.53 0.0.31.255 gt 1181 31.115.75.19 0.0.1.255 gt 2794

access-list 102 deny udp 14.45.208.20 0.0.0.255 lt 419 161.24.159.166 0.0.0.255 lt 2748

access-list 102 permit udp 252.40.175.155 0.0.31.255 lt 4548 87.112.10.20 0.0.1.255 gt 356

access-list 102 deny tcp 124.102.192.59 0.0.0.255 eq 2169 153.233.253.100 0.255.255.255 gt 327

access-list 102 permit icmp 68.14.62.179 255.255.255.255 lt 2985 235.228.242.243 255.255.255.255 lt 2286

access-list 102 deny tcp 91.198.213.34 0.0.0.255 eq 1274 206.136.32.135 0.255.255.255 eq 4191

access-list 102 deny udp 76.150.135.234 255.255.255.255 lt 3573 15.233.106.211 255.255.255.255 eq 3721

access-list 102 permit tcp 126.97.113.32 0.0.1.255 eq 4644 2.216.105.40 0.0.31.255 eq 3716

access-list 102 permit icmp 147.31.93.130 0.0.0.255 gt 968 154.44.194.206 255.255.255.255 eq 4533

access-list 102 deny tcp 154.57.128.91 0.0.0.255 lt 1290 106.233.205.111 0.0.31.255 gt 539

access-list 102 deny ip 9.148.176.48 0.0.1.255 eq 1310 64.61.88.73 0.0.1.255 lt 4570

access-list 102 deny ip 124.236.172.134 255.255.255.255 gt 859 56.81.14.184 255.55.255.255 gt 2754

access-list 102 deny icmp 227.161.68.159 0.0.31.255 lt 3228 78.113.205.236 255.55.255.255 lt 486

access-list 102 deny udp 167.160.188.162 0.0.0.255 gt 4230 248.11.187.246 0.255.255.255 eq 2165

access-list 102 deny udp 32.124.217.1 255.255.255.255 lt 907 11.38.130.82 0.0.31.255 gt 428

access-list 102 permit ip 64.98.77.248 0.0.0.127 eq 639 122.201.132.164 0.0.31.255 gt 1511

access-list 102 deny tcp 247.54.117.116 0.0.0.127 gt 4437 136.68.158.104 0.0.1.255 gt 1945

access-list 102 permit icmp 136.196.101.101 0.0.0.255 lt 2361 90.186.112.213 0.0.31.255 eq 116

access-list 102 deny udp 242.4.189.142 0.0.1.255 eq 1112 19.94.101.166 0.0.0.127 eq 959

access-list 102 deny tcp 82.1.221.1 255.255.255.255 eq 2587 174.222.14.125 0.0.31.255 lt 4993

access-list 102 deny tcp 103.10.93.140 255.255.255.255 eq 970 71.103.141.91 0.0.0.127 lt 848

access-list 102 deny ip 32.15.78.227 0.0.0.127 eq 1493 72.92.200.157 0.0.0.255 gt 4878

access-list 102 permit icmp 100.211.144.227 0.0.1.255 lt 4962 94.127.214.49 0.255.255.255 eq 1216

access-list 102 deny icmp 88.91.79.30 0.0.0.255 gt 26 207.4.250.132 0.0.1.255 gt 1111

access-list 102 deny ip 167.17.174.35 0.0.1.255 eq 3914 140.119.154.142 255.255.255.255 eq 4175

access-list 102 permit tcp 37.85.170.24 0.0.0.127 lt 3146 77.26.232.98 0.0.0.127 gt 1462

access-list 102 permit tcp 155.237.22.232 0.0.0.127 gt 1843 239.16.35.19 0.0.1.255 lt 4384

access-list 102 permit icmp 136.237.66.158 255.255.255.255 eq 946 119.186.148.222 0.255.255.255 eq 878

access-list 102 permit ip 129.100.41.114 255.255.255.255 gt 3972 47.135.28.103 0.0.0.255 eq 467

access-list 102 permit udp 126.183.90.85 0.0.0.255 eq 3256 114.53.254.245 255.255.255.255 lt 1780

access-list 102 deny icmp 203.36.110.37 255.255.255.255 lt 999 229.216.9.232 0.0.0.127 gt 3611

access-list 102 permit tcp 131.249.33.123 0.0.0.127 lt 4765 71.219.207.89 0.255.255.255 eq 606

access-list 102 deny tcp 112.174.162.193 0.255.255.255 gt 368 4.151.192.136 0.0.0.255 gt 4005

access-list 102 permit ip 189.71.213.162 0.0.0.127 gt 2282 74.67.181.47 0.0.0.127 eq 199

access-list 102 deny udp 130.237.66.56 255.255.255.255 lt 3943 141.68.48.108 0.0.0.255 gt 3782

access-list 102 deny ip 193.250.210.122 0.0.1.255 lt 2297 130.113.139.130 0.255.255.255 gt 526

access-list 102 permit ip 178.97.113.59 255.255.255.255 gt 178 111.184.163.103 255.255.255.255 gt 959

access-list 102 deny ip 164.149.136.73 0.0.0.127 gt 1624 163.41.181.145 0.0.0.255 eq 810

access-list 102 permit icmp 207.221.157.104 0.0.0.255 eq 1979 99.78.135.112 0.255.255.255 gt 3231

access-list 102 permit tcp 100.126.4.49 0.255.255.255 lt 1449 28.237.88.171 0.0.0.127 lt 3679

access-list 102 deny icmp 157.219.157.249 255.255.255.255 gt 1354 60.126.167.112 0.0.31.255 gt 1025

access-list 102 deny icmp 76.176.66.41 0.255.255.255 lt 278 169.48.105.37 0.0.1.255 gt 968

access-list 102 permit ip 8.88.141.113 0.0.0.127 lt 2437 105.145.196.67 0.0.1.255 lt 4167

access-list 102 permit udp 60.242.95.62 0.0.31.255 eq 3181 33.191.71.166 255.255.255.255 lt 2422

access-list 102 permit icmp 186.246.40.245 0.255.255.255 eq 3508 191.139.67.54 0.0.1.255 eq 1479

access-list 102 permit ip 209.111.254.187 0.0.1.255 gt 4640 93.99.173.34 255.255.255.255 gt 28

access-list 102 permit ip 184.232.88.41 0.0.31.255 lt 2247 186.33.104.31 255.255.255.255 lt 4481

access-list 102 deny ip 106.79.247.50 0.0.31.255 gt 1441 96.62.207.209 0.0.0.255 gt 631

access-list 102 permit ip 39.136.60.170 0.0.1.255 eq 4647 96.129.185.116 255.255.255.255 lt 3663

access-list 102 permit tcp 30.175.189.93 0.0.31.255 gt 228 48.33.30.91 0.0.0.255 gt 1388

access-list 102 permit ip 167.100.52.185 0.0.1.255 lt 4379 254.202.200.26 255.255.255.255 gt 4652

access-list 102 permit udp 172.16.184.148 0.255.255.255 gt 4163 124.38.159.247 0.0.0.127 lt 3851

access-list 102 deny icmp 206.107.73.252 0.255.255.255 lt 2465 171.213.183.230 0.0.31.255 gt 1392

access-list 102 permit ip 96.174.38.79 0.255.255.255 eq 1917 1.156.181.180 0.0.31.255 eq 1861

access-list 102 deny icmp 236.123.67.53 0.0.31.255 gt 1181 31.115.75.19 0.0.1.255 gt 2794

access-list 102 deny udp 14.45.208.20 0.0.0.255 lt 419 161.24.159.166 0.0.0.255 lt 2748

access-list 102 permit udp 252.40.175.155 0.0.31.255 lt 4548 87.112.10.20 0.0.1.255 gt 356

access-list 102 deny tcp 124.102.192.59 0.0.0.255 eq 2169 153.233.253.100 0.255.255.255 gt 327

access-list 102 permit icmp 68.14.62.179 255.255.255.255 lt 2985 235.228.242.243 255.255.255.255 lt 2286

access-list 102 deny tcp 91.198.213.34 0.0.0.255 eq 1274 206.136.32.135 0.255.255.255 eq 4191

access-list 102 deny udp 76.150.135.234 255.255.255.255 lt 3573 15.233.106.211 255.255.255.255 eq 3721

access-list 102 permit tcp 126.97.113.32 0.0.1.255 eq 4644 2.216.105.40 0.0.31.255 eq 3716

access-list 102 permit icmp 147.31.93.130 0.0.0.255 gt 968 154.44.194.206 255.255.255.255 eq 4533

access-list 102 deny tcp 154.57.128.91 0.0.0.255 lt 1290 106.233.205.111 0.0.31.255 gt 539

access-list 102 deny ip 9.148.176.48 0.0.1.255 eq 1310 64.61.88.73 0.0.1.255 lt 4570

access-list 102 deny ip 124.236.172.134 255.255.255.255 gt 859 56.81.14.184 255.55.255.255 gt 2754

access-list 102 deny icmp 227.161.68.159 0.0.31.255 lt 3228 78.113.205.236 255.55.255.255 lt 486

access-list 102 deny udp 167.160.188.162 0.0.0.255 gt 4230 248.11.187.246 0.255.255.255 eq 2165

access-list 102 deny udp 32.124.217.1 255.255.255.255 lt 907 11.38.130.82 0.0.31.255 gt 428

access-list 102 permit ip 64.98.77.248 0.0.0.127 eq 639 122.201.132.164 0.0.31.255 gt 1511

access-list 102 deny tcp 247.54.117.116 0.0.0.127 gt 4437 136.68.158.104 0.0.1.255 gt 1945

access-list 102 permit icmp 136.196.101.101 0.0.0.255 lt 2361 90.186.112.213 0.0.31.255 eq 116

access-list 102 deny udp 242.4.189.142 0.0.1.255 eq 1112 19.94.101.166 0.0.0.127 eq 959

access-list 102 deny tcp 82.1.221.1 255.255.255.255 eq 2587 174.222.14.125 0.0.31.255 lt 4993

access-list 102 deny tcp 103.10.93.140 255.255.255.255 eq 970 71.103.141.91 0.0.0.127 lt 848

access-list 102 deny ip 32.15.78.227 0.0.0.127 eq 1493 72.92.200.157 0.0.0.255 gt 4878

access-list 102 permit icmp 100.211.144.227 0.0.1.255 lt 4962 94.127.214.49 0.255.255.255 eq 1216

access-list 102 deny icmp 88.91.79.30 0.0.0.255 gt 26 207.4.250.132 0.0.1.255 gt 1111

access-list 102 deny ip 167.17.174.35 0.0.1.255 eq 3914 140.119.154.142 255.255.255.255 eq 4175

access-list 102 permit tcp 37.85.170.24 0.0.0.127 lt 3146 77.26.232.98 0.0.0.127 gt 1462

access-list 102 permit tcp 155.237.22.232 0.0.0.127 gt 1843 239.16.35.19 0.0.1.255 lt 4384

access-list 102 permit icmp 136.237.66.158 255.255.255.255 eq 946 119.186.148.222 0.255.255.255 eq 878

access-list 102 permit ip 129.100.41.114 255.255.255.255 gt 3972 47.135.28.103 0.0.0.255 eq 467

What’s the Business Intent Here?
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Group Based Policy with Security Group Tags (SGT)
TrustSec / Adaptive Policy
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Guests SGT (6)
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What’s the Business Intent Here?
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CNLAB-PX-SW3#show cts role-based permissions                       

IPv4 Role-based permissions default:

        Permit IP-00

IPv4 Role-based permissions from group 30:Scanners to group 40:App_Servers:

        Permit IP-00

IPv4 Role-based permissions from group 6:Guests to group 40:App_Servers:

        Deny IP-00

IPv4 Role-based permissions from group 20:Doctors to group 40:App_Servers:

        AllowWeb-00

CNLAB-PX-SW3#show cts role-based permissions from 20 to 40 details 

IPv4 Role-based permissions from group 20:Doctors to group 40:App_Servers:

        AllowWeb-00

Details:

Role-based IP access list AllowWeb-00 (downloaded)

    10 permit tcp dst eq www

    20 permit tcp dst eq 443

    30 permit udp dst eq 443

    40 deny ip
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Outer
IP Header

Outer
IP Header

Outer
UDP Header

Security Group Tags (SGT)
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Dst 
MAC

Src 
MAC

802.1Q CMD ETYPE PAYLOAD FCS

CMD 
EtherType

Version Length
STG

Option Type
SGT

Other 
Options

Flags SGT VNI Reserved

VXLAN
Header

Original
Layer 2 Frame

INLINE

TUNNELED

VXLAN FABRIC

SGT - 16 bit

Catalyst
  • Local
  • Flexconnect

Meraki

Catalyst
• Fabric Enabled Wireless
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Work Centers > TrustSec > Overview

ISE - TrustSec
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Work Centers > TrustSec > TrustSec Policy

ISE - TrustSec Policy
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Policy > Policy Elements > Results > Authorization Profile

ISE - Assign SGTs
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Policy > Policy Elements > Results > Authorization Profile

ISE - Assign SGTs via Authorization Profile
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Policy > Policy Sets > Authorization Policy

ISE - Assign SGTs via Authorization Policy 
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Integration of ISE with Meraki
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MISE
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Work Centers > TrustSec > Integrations

Integration of ISE with Meraki
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Work Centers > TrustSec > Integrations

Integration of ISE with Meraki

BRKEWN-2047



© 2025 Cisco and/or its affiliates. All rights reserved.

Work Centers > TrustSec > Integrations

Integration of ISE with Meraki
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The recommended maximum limits for 
TrustSec objects that Cisco ISE can share 
with Cisco Meraki dashboards:

• 625 policies, 7 ACLs per policy
• 95 ACLs, 16 rules per ACL
• 40 SGTs
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Organization > Configure > Adaptive Policy

Meraki Adaptive Policy
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Network-wide > Configure > Group Policies

Meraki Group Policies
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Network-wide > Configure > Group Policies

Meraki Group Policies
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Network-wide > Configure > Group Policies

Meraki Group Policies
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Network-wide > Configure > Group Policies

Meraki Group Policies
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Wireless > Configure > Access Control

Meraki Group Policies – RADIUS Attribute
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Wireless > Configure > Access Control

Meraki Group Policies – RADIUS Attribute

BRKEWN-2047

Filter-Id

Reply-Message

Airespace-ACL-Name

Aruba-User-Rule
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Policy > Policy Elements > Results > Authorization

Meraki Group Policies – RADIUS Attribute
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Filter-Id

Reply-Message

Airespace-ACL-Name

Aruba-User-Rule
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Policy > Policy Elements > Results > Authorization

Meraki Group Policies – RADIUS Attribute
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Filter-Id

Reply-Message

Airespace-ACL-Name

Aruba-User-Rule
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Policy > Policy Elements > Results > Authorization

Meraki Group Policies – RADIUS Attribute
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Filter-Id

Reply-Message

Airespace-ACL-Name

Aruba-User-Rule
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Authorization Options with ISE

BRKEWN-2047

iPSK
Assigns unique pre-shared keys for 

endpoints on the same SSID

cisco-av-pair = psk-mode=ascii
cisco-av-pair = psk

Meraki   Tunnel-Password

UDN
Enables users to create a private 

segment to add their devices

cisco-av-pair = private-group-id
cisco-av-pair = private-group-name
cisco-av-pair = private-group-owner

URL Redirect
Facilitates conditional web redirection 

when traffic is blocked

cisco-av-pair = url-redirect-acl
cisco-av-pair = url-redirect

URL Filter
Controls which FQDNs the endpoint 

can reach or not

cisco-av-pair = url-filter-preauth
cisco-av-pair = url-filter-postauth

QoS
Permits prioritizing and managing per 

endpoint network traffic based on 
different criteria

cisco-av-pair = ip:sub-qos-policy-in
cisco-av-pair = ip:sub-qos-policy-out

mDNS Profile
Attaches mDNS profiles to broker 

mDNS advertisements

cisco-av-pair = mDNS-profile-name

Roles
Allocates a role that includes multiple 
attributes: VLAN, Session Timeout, 

ACL, QoS, mDNS

cisco-av-pair = role

Timers
Sets the maximum duration of a 

user's session

Session-Timeout
Idle-Timeout
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ISE

Identity PSK
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RADIUS

802.11
Association Request

Access-Request

Access-Accept
password/passphrase

802.11
Association Response

Success

Authentication

Authorization

4-way
Handshake

PSK= Ktghmo9M

PSK= uTx6oDm1

PSK= PY9CK5tL

Group= MRI PSK= B7hjs1oz

Profile= Smart TV PSK= Jw5hw3tS

MAC= 20:C9:D0:2B:80:F7 PSK= PY9CK5tL

MAC= 
9C:3D:CF:4A:72:4D

PSK= uTx6oDm1

MAC= 50:C7:BF:BA:D3:23 PSK= Ktghmo9M

MAC= 50:C7:BF:BA:D3:75 PSK= Ktghmo9M

• iPSK ≠ mPSK

• Meraki iPSK without 
RADIUS works 
differently and only 
with WPA2
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ISE

Identity PSK – WPA3 SAE

BRKEWN-2047

RADIUS

Association Request

Access-Request

Access-Accept
password/passphrase

Association Response

Authentication

Authorization

4-way
Handshake

PSK= Ktghmo9M

SAE Auth Commit

SAE Auth Commit

SAE Auth Confirm

SAE Auth Confirm

MAC= 50:C7:BF:BA:D3:75 PSK= 
Ktghmo9M

Catalyst 9800 IOS-XE 17.9.2

* Roadmap for Meraki
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Identity PSK – ISE Configuration
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Policy > Policy Elements > Results > Authorization
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Identity PSK – ISE Configuration
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Policy > Policy Sets > Authorization Policy
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Identity PSK – ISE Configuration
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Policy > Policy Sets > Authorization Policy
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Identity PSK – WLC Configuration
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Configuration > Tags & Policy > Policy
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Identity PSK – ISE Configuration (Option)
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Administration > Identity Management > Settings > Endpoint Custom Attributes 
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Identity PSK – ISE Configuration (Option)
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Context Visibility > Endpoints
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Identity PSK – ISE Configuration (Option)

BRKEWN-2047

Context Visibility > Endpoints



© 2025 Cisco and/or its affiliates. All rights reserved.

Identity PSK – ISE Configuration (Option)
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Policy > Policy Elements > Results > Authorization
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User Defined Network (UDN)
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RADIUS
UDN Group 3

UDN Group 2

UDN Group 1

All the devices get their UDN ID, and 
devices with the same UDN ID are part of a 
private network.

Devices in the private network can see the 
multicast DNS (mDNS) and link-local 
advertisements only inside the private 
network.

Optionally, unicast traffic also can be 
restricted inside the private network and 
gateway.

Layer 2 security
• Open SSID + MAC filtering

• PSK + MAC filtering

• IPSK

• 802.1X

ISE



© 2025 Cisco and/or its affiliates. All rights reserved.

UDN– ISE Configuration
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Policy > Policy Elements > Results > Authorization

cisco-av-pair = UDN:Private-group-id

cisco-av-pair = UDN:Private-group-name

cisco-av-pair = UDN:Private-group-owner
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UDN– WLC Configuration
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Configuration > Tags & Profiles > Policy

cisco-av-pair = UDN:Private-group-id

cisco-av-pair = UDN:Private-group-name

cisco-av-pair = UDN:Private-group-owner
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UDN– WLC Configuration

BRKEWN-2047

Configuration > Tags & Profiles > Policy

cisco-av-pair = UDN:Private-group-id

cisco-av-pair = UDN:Private-group-name

cisco-av-pair = UDN:Private-group-owner
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UDN– Meraki WPN
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Wireless > Configure > Access Control

cisco-av-pair = UDN:Private-group-id

cisco-av-pair = UDN:Private-group-name

cisco-av-pair = UDN:Private-group-owner

WPN Supported Networks

iPSK with RADIUS

iPSK without RADIUS

802.1X

MAC Auth

Not Interoperable with 
UDN on Catalyst
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ISE Guest Features

1 
million

# of supported 
Guest accounts Guest account notification options

API

Manage guest 
accounts via REST

EMAIL PRINT SMS

Immediate, un-credentialed 
Internet access

Self-registration by guests, 
Sponsors may approve 

access

Authorized sponsors create 
account and share 

credentials 

Hotspot Self Registered Sponsored Guest Access

The 3 types of guest access

Portal language 
customization

Social Media 
Login support
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Authentication and 
Authorization Policies
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Policy > Policy Sets > Authentication Policy

ISE - Authentication Policy
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Policy > Policy Sets > Authentication Policy

ISE - Authorization Policy
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Wireless Access Control with 
Cisco Access Manager
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Cisco Access Manager

BRKEWN-2047

Cloud-delivered access control services to enforce identity and context-based access to the users and devices

Multi-tenant SaaS for High Availability and 
Scale globally

Simplified and rapid Zero-Trust adoption 
using identity-based micro-segmentation 

Flexible Authentication Options for wired 
and wireless users, computers, and I/OT 

Secure RADIUS transport over encrypted 
TLS tunnels to the Meraki Dashboard

TLS Tunnels
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Cisco Access Manager – Solution Components

BRKEWN-2047

Users
+

Endpoints

Cloud-Managed 

Networks
Meraki Dashboard Identity Providers

Access Manager
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Cisco Access Manager – Identify Users and Endpoints
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EAP-TLS

EAP-TTLS+PAP

iPSK (Identity PSK)

MAB (MAC Auth)

Access Manager

Access Manager

Access Manager

Access Manager
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Max 150K Microsoft Entra ID Users per Org 
Max 100K Microsoft Entra ID Groups per Org
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / Attributes

Sync*

*Sync Every 6 Hours
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / Attributes

Upload Root CA Certificate
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / Attributes
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / Attributes
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / Attributes
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / Attributes

M
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / Attributes

M
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / AttributesRADIUS
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / Attributes
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / Attributes
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / Attributes
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / Attributes
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Cisco Access Manager – EAP-TLS Authentication
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Access Manager
Graph API
Integration

Users / Groups / Attributes

Access-Accept
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Cisco Access Manager – EAP-TTLS Authentication
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Access Manager

DOMAIN\steve

Users / Groups / Attributes

Graph API
Integration



© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Access Manager – EAP-TTLS Authentication
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Access Manager

DOMAIN\steve

Users / Groups / Attributes

Graph API
Integration
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Cisco Access Manager – EAP-TTLS Authentication
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Access Manager

DOMAIN\steve

Users / Groups / Attributes

Graph API
Integration
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Cisco Access Manager – EAP-TTLS Authentication
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Access Manager

Users / Groups / Attributes

Graph API
Integration

Success
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Cisco Access Manager – EAP-TTLS Authentication
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Access Manager

Users / Groups / Attributes

Graph API
Integration

Access-Accept
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Cisco Access Manager – iPSK/MAB Authentication
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Access Manager

MAC iPSK
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Cisco Access Manager – iPSK/MAB Authentication
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Access Manager

MAC iPSK
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Cisco Access Manager – iPSK/MAB Authentication
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Access Manager

MAC iPSK

Access Manager Clients

MAC 
Address 
Lookup
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Cisco Access Manager – iPSK/MAB Authentication
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Access Manager

Access-Accept

Access Manager Clients

MAC 
Address 
Lookup
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Cisco Access Manager – Feature Summary
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Authentication 
Methods

Identity & 
Context

Authorization 
Results

Authenticate users and device 
using

Match identity & context 
attributes

Apply authorization

EAP-TLS (certificate)

EAP-TTLS (user/pwd)

MAB (MAC Authentication)

Certificate Attributes

RADIUS Attributes

Entra ID Attributes

Network Access

Endpoint Attributes

Adaptive Policy Group

Group Policy

VLAN

iPSK

Reference
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Wireless > Configure > Access Control

Wireless Configuration for Access Manager
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MAB

802.1X

iPSK
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Access Manager > Policies > Access Rules

Access Rules

BRKEWN-2047

Max 50 Rules
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Access Manager > Monitor > Session Log

Session Log
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Access Manager > Monitor > Session Log

Session Log
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Takeaways
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Takeaways

BRKEWN-2047

No One-Size-Fits-All Solution
Every network is unique, evaluate your specific use cases 
focusing on security, scalability, and the diversity of 
devices in your environment.

Leverage ISE and Access Manager
Use these tools to enforce context-aware policies, 
simplify wireless access control, and align with both 
modern security and operational needs.

Adopt Best Practices
Follow key recommendations like top-down rule 
evaluation, Zero-Trust principles, and granular access 
policies to minimize interruptions and maintain security.

Simplify and Scale
With a cloud-native approach, simplify management 
today while ensuring effortless scalability for future 
growth.

Embrace Zero-Trust Principles
Design your strategy around identity-based micro-
segmentation to ensure least-privilege access and 
prevent lateral movement.

Call to Action
Take the first step-evaluate your current challenges and 
explore how ISE and Access Manager can transform your 
wireless access strategy.
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKEWN-2047
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKEWN-2047

Contact me at: caalcant@cisco.com

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you



Cisco
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