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Four Stage of Assurance

O

Oo—p——0

Baseline
and Detect

Monitor end-to-end
digital experience
from critical vantage
points

Reactive monitoring

© 2025 Cisco and/or its affiliates. All rights reserved.
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o

Localize
and Diagnose
Visualize, localize, and

diagnose across every
network segment

AN
[

Mitigate and
Remediate

Closed-loop actions
across digital domains
and teams
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Cey

Predict and
Optimize

Forecast disruptions,
optimize path, and
plan connectivity
and migrations
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Executing Against Our Assurance Vision

Across and within network domains

A <3 T Ty

Baseline Localize Mitigate and Predict and
and Detect and Diagnose Remediate Optimize
( Internet Insights \ : Path Visualization \ \ R@?ﬁg:g&? \ [ Rzgiﬂcr:\éigaaégn ] [ Existing use case
: Enterprise Insights : Cg;ﬁg’;ﬁgﬁn 3" PI?EX; r?tr;ared I Wiaelfisrﬁi;r;?::el l [ New | Cisco Live
: Endpoint Insights : Site-wide Views Cf;:u?;nrzzin [ Se\(;glrii;étlii’grl]icy ]
oz | Conotomren ) e
\ Mot?ai\lr?dlrr(ljsiidghts [ Enterprise Traffic ]
[ Industrial Routing \ [ Org-wide Views ]
[ Client-side Views ]
[ J [ J [ J [ J

Al-Powered Assurance Al
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Expanded Org-level assurance view

Network-wide Assurance
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Network

to -> Client or

Device-level drill down

Org-wide Assurance

Production Beta

Organization Assurance (o testasy -

Organization insights

All Clients Metwork devices Infrastructure Applications

Impacted networks Impact across networks Trending networks
~ Issue type Total impacted Change MNetwork Health Change
‘ Clients 543 +511 1. London © 80 -20pts
9/27 Network devices 13 +1 2. SFO-Corp Q76 =18 pts.
=4 Infrastructure 9 +6 3, Chicago - Data Center @ B2 -18pts
Applications 4 +2 4. San Francisco (- Y- 14 pts
m Poor ® Fall 5. Tokyo 099 -12 pts
Networks by health score Learn about scores
(@ ) <) to0rasus
Network Health score . Scorechange Network tags Clients devices Infr Appl
e Network name 970 -24pts Office 948 [ - X:2 9100 9100
~  MNetwork name [-J:F] 12 pts Office 054 [-J:2 99 @100
~  Network name [-J:L] +1pts Offica [ - X:t:] QB84 @99 @ 100
~  Metwork name A 86 -20 pts Offica A\ BO (- ¥ © 100 © 100
R Metwork name A B8 +5pts Branch @ 100 ® 100 9100 0220
w Metwork name 4 B3 -10 pts Branch 4 85 - R=1 995 995
4 Network name A B9 ~Bpts Branch A 94 QB84 996 996
< Metwork name A B9 -Bpts Branch A 94 984 9 96 995

Org-level discovery workflow
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Client Assurance
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Client Event evolved overtime for explainability and
correlated insights

Event log - catch all events

Client Timeline - descriptive client event logs

 Raw client event log

 Most detailed, Expert tool

© 2025 Cisco and/or its affiliates. All rights reserved.
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(E 2\
Event1og for access points - cLen Try new version
Galaxy-A12 »
: cald:az 7 ient: Any /08/2025 ) . - i i . . — i
Acosss polnk;| c4114:a21:3.70 Gllent: | Any Before: | 06/08/2025 0753 Overvie: onnections ~ Performance  Roaming  Timeline  Stored captures
Event type include: Eventtypeignore:  None
History Jun 7 0B:00 to Jun 8 0B:00 ~
Search  Reset filters
ACCESS POIN BAND E sTATUS ¥ e
Download as = older » SSID: - I - | band - t - - -
Time (POT) * Access point SSID Client Category Event type Details.
Jun 8 06:36:14 Meraki-Corp 80211 80211 disassociation unspacified reason more Jun g * Roamed from access point sfo12-4-ap-044-elev then had a failed to SSID Meraki t-OWE on access point Packet capture
06:17:17 -d-ap- " : i : . )
Jun 8 D6:3418 Meraki-Corp. Wireless problems  Connectivity problem type: NO DHCP ack, assaciated: true, radio: 1, vap: 0 sfo12-4-ap-013 during authentication because the client did not provide credentials. E
Jun B 06:34:08 Meraki-Corp Wireless problems  Connectivity problem type: NO DHCP ack, assaciated: true, radio: 1, vap: 0 NR® L EASON (CODE 101) &
Jun B 06:33:55 P Wireless problems  Association status radio: 1, vap: 0, Is_8021x 1 5 ®A3 a8 EAPoL timeout
Jun 8 06:33:53 Meraki-Corp 802.1% 802X authentication radio: 1, vap: 0, client_mac: 08:6A:C5:6A:14:27, dentity: wallboard.sfo12
Jun 8 06:33:53 der P 021X Successful authentication [EAP success)  radio: 1, vap: 0, client_mac: 08:6A:C5:6A14:27, [dentity: wallboard.sfo12 Download packet capture View in packet viewer
Jun 8 06:33:53 Meraki-Corp 8021X RADIUS response radio: 1, vap: 0, group: m
Jun B 06:33:53 Meraki-Corp 802.1X RADIUS response radio: 1, vap: 0, group: m
Jun 8 08:33:53 Meraki-Ce 8021 8o2mn ti h 1: 104, 35, band: § m » ” N "
un wek-Gorp aseoaistion G e B s Junsg * Successful connection to SSID Meraki-Guest-OWE for a few seconds on access point sfo12-4-ap-044-slev.
Jun B 06:33:52 Meraki-Corp Wirsless problems  Association status radio: 1, vap: 0, is8021x: 1 mor 06:16:41
! BAND R ® ME TO CONNECT
Jun 8 083351 Meraki-Corp e 8021 BO27X authentication radio: 1, vap: 0, client_mac: 08:6A'C:SA:0EI8F, identity: wallboard.sfa12
132 5 ® A2 e * 490,
Jun 8 063351 Meraki-Corp 802.1% Successlul authentication [EAP success) : 1, vap: 0, client_mac: 08:6A:C5:5A:0E BF, idantity: wallboard.sfa12
Jun 8 063351 Meraki-Corp 802.1% RADIUS response , vap: 0, group: M
Jun 8 06:33:51 Meraki-Corp 80211 80211 association channel 104, rssi: 53, band: 5 more R B N R R
ECDEEeT) e = I P e T Jun 8 * Roamed from access point sfo12-4-ap-020 then had a failed connection to SSID Meraki-Guest-OWE on access point sfo12-4-
Jun feraki-Cor ireless problems  Association status radio: 1, vap: 0, is8027x: 1 mor 16z : I : y N N
P P P 08:16:33 ap-044-elev during authentication because the client did not provide credentials.
Jun B 06:33:47 Meraki-Corp 802X 802X authentication radio: 1, vap: 0, client_mac: 08:6A:C5:5C:55:84, identity: wallboard.sfo12
CHANNEL BAND o MERAKI REASON (CODE 101) @
Jun B 0G:33:47 Meraki-Corp 802.1% Successful authentication (EAP success)  radio: 1, vap: 0, client_mac: 08:6A:CEISCISBA, identity: wallboard sfo12
132 Sc ®41an EAPoL timeout
Jun B 06:33:47 Meraki-Corp 802.1% RADIUS response radio: 1, vap: 0, group: more =
Jun 8 08:33:47 Meraki-Corp 8021X RADIUS response radio: 1, vap: 0, group: [nore s
Jun B 06:33:47 Meraki-Corp 80211 80211 association channal; 104, rssi: 49, band: 5 more
. . Jung * Successful connection to SSID Meraki-Guest-OWE for a few seconds on access point sfo12-4-ap-020, and then the client
Jun 8 06:00:32 Meraki-Corp 80211 80211 disassociation client was deauthenticated more 06:16:05 raamed to access point sfo12-d-ap-044-alev.
Jun 8 08:00:22 Meraki-Corp 80zm BO211 association channel: 104, rssi- 53, band: § more.
HANNEL BAN NR® ME TO CONNECT
Jun 8 05:00:21 Meraki-Cor 80211 8021 association channel: 104, rssi: 38, band: § more »
"’ 16 5 ® 350 450
Jn B OG:00:16 Meraki-Guest Wireless problems  Association status radio: 1, vap: 10, is.8021x: 1 more »
Jun 8 0B:00:15 Meraki-Guest 802.1% 802X authentication radio: 1, vap: 10, client_mac: 08:6A'CS69:9AA6
Jun B 0B:00:15 Meraki-Guest 80211 8021 association channet; 104, rssk: 50, band: 5 mare s . . § . .
. . - ' e Jun8 * Roamed from access point sfo12-4-ap-014 then had a failed connection to SSID Meraki-Guest-OWE on access point sfo12- Packet capture
JRERELTED LD 202l EE (RSO G s T B A N2 06:15:55 4-ap-044-elev during authentication because the client did not provide credentials, and then the client roamed to access
Jun 8 03:41:30 Meraki-Corp 8021 Successful authentication [EAP success)  radio: 1, vap: 0, client_mac: 08:6A:C5:5A:0E:8F point sfo12-4-ap-020. v
Jun 8 03:41:30 Meraki-Corp 8021X RADIUS response radio: 1, vap: 0, group: more s T . e
Jun7 21:01:54 Meraki-Corp 80211 8021 disassociation unspecified reason more » 1 2,400 ° 46
30 total
- J .

Various type filters
Highlight the reason code and RF condition

Proactive Packet Capture integrated




Client 360 - Brings all the internetworking level
timeline view to the forefront of the client page

Product Beta

(« Clients

Galaxy-A12

Access point sfo12-4-ap-013
Topology

Signal —— 390D
Channe 152
SGH

Device type, OS  Android

Device capable 802.17ac - 2.4 and 5 GHz
Wi-Fi standards

Tools Packet capture

MAC address 46:8¢:58:e4:ce:d0

VLANID 1001

Port forwarding None

Client connectivity Jun72025 22:58PDT - Jun72025 22:59PDT & &8 Association §g Authentication
rent @) Offline ~ Wireless Jun 08, 2025, 08:01 (UTC -7)
Client connec tions
© o o A
__________________ o P il I
a o S ° 2 43 ° )
Galaxy-A12 sfo12-4-ap- Applications
-
Client details
Status Last seen Jun 8 07:59 IPv4 address 10.96.0.249 Device policy Normal
View location
IPv6 address 2607:f598:b11a:1:71ee:1e5b:91¢c8:  Bandwidth unlimited
SsiD Meraki-Guest-OWE c2ac

Layer3 firewall 7

Layer?7 firewall 3

1:1 NAT IPs 50.216.158.111 (WAN1 to SFO12-ENG-
GLR1)
50.21 13 (del
vManage)
50.21 114 (de
from vMana ge)

Layer 2 Connectivity

Layer 3 Network info

© 2025 Cisco and/or its affiliates. All rights reserved.

Network Policy

BRKEWN-2039

lCIient 360 for Meraki Dashboard

* Client Connection and session time of

Network-wide client experience with timeline

E2E network correlation and Topology

Client connection details

Easy chronical navigations of failed event
* Click to Zoom in

« Integrated Tools access (e.g Packet capture,
Ping)
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Roaming Analytics

Tools for per-device and network-wide troubleshooting

e ) .
e Try new version Overvie ¢ Roaming y
JAMEWEI-M-V47J
Wireless roams Badroams  Suboptimal raams
Connections  Performance  Roaming Timeline  Stored captures
Networ - B Good roams 70% (700/1000)
. _/\\/\\\_J___kk_)'
. [l Bad roams 20% (200/1000)
Roaming  Last 24 hours
_——__‘_‘-——"_/\/‘——"'— B Suboptimal roams 10% (10/1000)
0 Bad roams (-] 0 Ping pong clients Z 0 sticky clients E 7 Suboptimal roams. ] o I I SO——
- e N —)
‘ Roaming X
16 Good roams ] 8 Ciient discannects (-] a
Impacted clients 900 Compared Wireless roams  Aliroams | Badroams | Suboptimal roams 0-33 100+
o) (For < ) (Fomome o) ~ :
Roaming status -
Clients o=
i Name Operating  Badroams (0 . Suboptimalroams @ Pingpong @  Sticky roams A
S
P o
< Roaming 14 5
30ci  Jerry's 0515
" iPhone
" N 4
Wireless roams Al roams Suboptimal roams
. A Ren  ALOPE-J-JAF @ i0S15
Roam time v i Floor 7 3
30 cii o -
' Yaos-Cisco- _ 0815 Floor & 5
sfol2-d-ap-002 R Phone bt Floor § [ ]
° . Floor &
© Wir oo
sfo12-4-ap-006 attp Stefs-ipad @  i0S1S Floor3 - !
[
sfol2-4-ap-007 & STEVEN-M® 10815 Floor 2 @ 7
Fioor 1
sfol12-4-ap-017 o Networl Pixel-7 @ i0S 15 M. 15 May 16, M -+
19 1 1 53
onnection | Goed roam Suboptimal ream | Bad roam k
Top access points pairs with bad roams = - . B
Roaming event log SF0--AD03 <3 ;
e Roamtime  RSSI  SNR  Band ' ' . SO7AROT 5 SFO--APO4 . J/
# @ Origin AP to New AP (me) (dBm) (@8) (GHz) Start time Duration @
SFO-1-APO3 ¢+ SFO-1-APOG  em— 30%
sfo12-4-ap-017 > 65+ 30+ . Junz,11:32 SFO-B-APOB ¢ SFO-8-AP0]  enm—— 0%
! sfo12-4-ap-006 2000 -51 44 525 am 32m 265
SFO-B-APOZ ¢ SFO-B-APOG  enm—— 30%
sf012-4-ap-006 + -565 38 Jun 2,11:32 Other access point pars 75%
2 ®  fo12-2-ap-002 1890 -53 42 535 M 288
\ J \_
. . . . - -
Per-Client Roaming Timeline Network-wide Roaming Health
]
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Intelligent Capture

Next Generation Packet
Capture Solution for Wire
and Wireless

© 2025 Cisco and/or its affiliates. All rights reserved.

Netwers ¢ Packet Captures
Nook-HQ-SF

* Network-wide
Packet capture

1) Security & SO-WaAN

Packet capture name

Capture Name (Analysis)

Switch
Time ‘Source Destnation Protocol  Transaction 1D
Wheless 1 0.000000 192.168.128.2 192,168.129.45 DNS  Oxefaf
2 9.398151 192.168.128.2 192.168.129.45 DNS  @xdlc?
8- Systama Manager 3 0.780715 fe80::aleB:b.. ff82::1:2 DHC..
4 1.405498 192.168.128.2 192.168.129.45 DNS  @Oxdlc7
Camera
6 1.837274 192.168.128.2 192.168.129.45 DNS  @x642a
ki 7 2.014230 192.168.128.2 192.168.129.45 DNS  Oxefaf
S i 8 3.300038 CiscoMer_00:. LCFCHeFe_51:fa:5c ARP
w 9 3.301814 LCFCHeFe_51:.. CiscoMer_00:db:7b ARP
o e 10 3.387856 192.168.128.2 192.168.129.45 ICHP
11 3.414848 192.168.128.2 192.168.129.45 DNS  @xdlc?
14 5.888320 192.168.128.2 192.168.129.45 DNS  @xfdal
15 6.027472 192.168.128.2 192.168.129.45 DNS  Oxefaf
17 6.888997 192.168.128.2 192.168.129.45 DNS  Oxfd4l
1R 7 428740 102 1AR 128 2 102 1AR 120 45 NS Avdlc?
Frame 1: 76 bytes on wire (608 bits), 76 bytes captured (6@8 bits)

Ethernet II, Src: LCFCHeFe_51:fa:5c (54:el:ad:51:fa:5c), Dst: CiscoMer_00:db:7b (@c:8
:db:7b)

Transaction IO Info
Standard query @xefdf A dns.msftncsi.com
Standard query @xdlc7 A dns.msftncsi.com
Solicit XID: @x8eaa32 CID: 000100012a84816b54el
Standard query @xdlc7 A dns.msftncsi.com ]
|
=2

Standard query 0x642a A self.events.data.micros
Standard query @xef4f A dns.msftncsi.com

Who has 192.168.128.27 Tell 192.168.128.1
192.168.128.2 is at 54:el:ad:51:fa:5c

Echo (ping) request id=0x0001, seq=34/8704, ttl
Standard query @xdlc7 A dns.msftncsi.com ]

Standard query @xfd4l A vpad.supportlub.lureu.;!
Standard query @xefdf A dns.msftncsi.com

Standard query @xfd41 A wpad.supportlab,ikarem.i
Standard ausrv Axdic? A dne meftnrei com

@000 Oc 8d db 00 db 7b 54 el ad 51 fa 5c 08 @0
00 3e 62 26 00 00 80 11 56 08 c@ a8 80 02
81 2d e6 61 00 35 00 2a a7 2f ef 4f 01 00

Destination: CiscoMer_00:db:7b (@c:8d:db:
Source: LCFCHeFe _51:fa:S5c (54:el:ad:51:fa:5c
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 192.168.128.2, Dst: 192,.168.129.45
User Datagram Protocol, Src Port: 58977, Dst Port: 53

00 00 00 00 00 00 03 64

6e 73 @8 6d 73 66

Domain Name System (query)

Packet Capture Analysis

he p a

Packet capture analysis summary
Tosts summary

‘O 14 protocols fated

pyr—

pamm—

poA—

p—

MAC address summary

BeSEifeca2icile  98:99:00:347e6:51
$0.00:56504 126138 #9180:34361 106 ba

R R R T R R R TR

Device summary

about 2 hours age from your current IP sodress

DNS © 273 tests tasted

ARP 0 © 35 tests tated

Muttiple clients failing to resolve the same IP address

One client repeatedly failing to resolve the same I address  © Faled

One ARP request and multiple ARP responses © Faslod

Multiple ARP responses that resolve the same MAC address to @ Passed

multiple different 1P

Multiple ARP responses that resolve the same IP address to @ Passed

muitiple different MACs

O Faiea %0

63 73 69 03 63 6f 6d 00 00 01 00 01
<] wriners 18 ronn
DHCP () © 25 tests taea
DHCP offers from multiple DHCP servers Ofsied 5
DHCP Transactions Comploted O Falea 3
4
ICMP O © Atpassea
2 Muitiple clients failing to ping the same IP address. © Parsea
One client repeatedty falling 1o ping the same I © Passed
Intermittent responses for a chent pinging an I address © Passed

(Proactive (Automated) (IntegrateoD

Privacy - Terms

BRKEWN-2039
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Purpose-Built Packet Capture Architecture

rProactive PCAP Process

@ Store Packet
to Ring buffer
® Mgmt.Pkt _
mirror to PCAP process @ Packet reordering
Beacon, Mgmt., Ctrl, Data Packets . . . . . . . . .
EEENNN 4 )
E d Pack e
< renpree e Wi-Fi T @ Data Packet mirrored to PCAP Processes
Modem
Wi-Fi Chipset M HEEN ] ]
Data Data Data

Packet Capture doesn’t change AP or radio mode and continue to serve client without any performance impact
Management Frames from modem gets replicated and copied back into PCAP Buffer
Resequencing packet capture frame between Data Frame and Management frame in the right order

Per-Client Ring Buffer for Proactive PCAP enabled concurrent packet capture

]
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Proactive Packet automatically take a PCAP on all of client
failures conditions

== auth
assoc

== dhcp

== dns

Failure step

== prev_roam
== disassoc
- Nag

Failure step + reason

%
t

et

© 2025 Cisco and/or its affiliates. All rights reserved.

cted_temporarily
o,

auth_bad_password
assoc_rejected_temporarily
auth_eapol_timeout
auth_radius_login_failure
assoc_unspecified
dhcp_no_dhcp_response
assoc_unable_to_handle_new_sta
dns_no_dns_response
ip_timeout
assoc_invalid_pmkid
deauth_unspecified
auth_radius_timeout
dhcp_no_dhcp_ack
assoc_reserved
prev_roam_failure
disassoc_invalid_auth
assoc_na

assoc_invalid_mdie
assoc_status_invalid_IE
assoc_akmp_invalid
dhcp_dhcp_nack
deauth_invalid_auth
assoc_anti_clogging_token_req
auth_unspecified
assoc_robust_mgmt_frame_policy_violation

BRKEWN-2039

4217981
1825328
1438180
1213490
1104719
948701
909221
462437
425096
352851
152360
146185
108728
69193
57642
43640
37172
35427
34594
28686
26802
23012
16622
15610
14496

Proactive PCAP
automatically

collect Wireless PCAP
All the time at every
connection failure

including “unknown
failure” cases

]
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Intelligent Capture - MR

Packet Analyzer*

Interpreted

Conversational Interface

Engaged

Automated Proactive Packet Capture

Timeline RCA Assurance Failure Type

Integrated

Scheduled PCAP | Packet Viewer

Available

On-Demand Cloud Storage

MS/MR Common API Endpoint

Every client connection failure condition
leaves Packet as evidence

PCAP Analyzer shows exact reason why
client failed to connect

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039
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Netacrs
Nook-HO-SF

Network-wide.

Security & SO-WAN

Switeh

Wrclets

Systems Manager

Camera

Sensors

Insight

Organization-wide

€ Packet Captures

Capture Name (Analysis)

Packet capture

Packet capture name

< Time Source. Oestnation Protocal _ Tramsaction 0 0

000000 192.168.128.2 192,168.129.45 DNS  Oxefaf

2 0.398151 192.168.128.2 192.168.129.45 ONS  @xdlc7

3 0.780715 fe80::ale8:b.. ff02::1:2 DHC..

4 1,405498 192.168.128.2 192.168.129.45 DNS  @xdlc7

6 1,837274 192.168.128.2 192.168.129.45 ONS  @x642a

7 2.014230 192.168.128.2 192.168.129.45 DNS  Oxefaf

8 3.300038 CiscoMer_00:. LCFCHeFe 51:fa:5c  ARP

9 3.301814 LCFCHeFe_S51:.. CiscoMer_00:db:7b  ARP

10 3.387856 192.168.128.2 192.168.129.45 ple

11 3.414848 192.168.128.2 192,168.129.45 DNS  @xdlc7

14 5.888320 192.168.128.2 192.168.129.45 ONS  @xfddl

15 6.027472 192.168.128.2 192.168.129.45 ONS  Oxefdf

17 6.888997 192.168.128.2 192.168.129.45 ONS  @exfddl

18 7474700 102 168 178 7 107 16R 170 45 PN Avdle?

Frame 1: 76 bytes on wire (608 bits), 76 bytes captured (608 bits)
Ethernet II, Src: LCFCHeFe_51:fa:5c (54:el:ad:5!
Destination: CiscoMer_00:
Source: LCFCHeFe_51:fa:!
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 192.168.128.2, Dst: 192.168.129.45
User Datagram Protocol, Src Port: 58977, Dst Port: 53
Domain Name System (query)

Packet Capture Analysis

ONS © © 2 wets taded.

ARP ) © 35 tows taed

Maitiple cionts faiing to resolve the same IP address Orms 10
LR
s Orates &
© Aitests passed

One ARP request and multiple ARP responses. OFues 2

Multiplo ARP responses that resolve the same MAC address (o @ Passsd
mltipl diffecent 3

IS0 A2D e 9000004065 e © Passed
‘muitiplo different MACs
00T M0 M

L e T
Device summary
SFOV2MS-2210-Mink Vidook 1.0

(Closet 41 - Sarvers
Closet 3112

sbout 2 hours age from your curent 1 sovess

fa:5c), Dst: CiscoMer_00:db:7b (0c:8 001

o
Standard query Oxefdf A dns.msftncsi.com
Standard query 8xdlc7 A dns.msftncsi.com
Solicit XID: @x8eaa32 CID: 000100012a84816b54el:
Standard query @xd1c7 A dns.msftncsi.com

Standard query @x642a A self.events.data.micros
Standard query Oxef4f A dns.msftncsi.com =
Who has 192.168.128.27 Tell 192.168.128.1
192.168.128.2 is at S4:el:ad:51:fa:Sc
Echo (ping) request 1id=0x0001, seq=34/8704, ttl
Standard query @xdlc7 A dns.msftncsi.com

Standard query @xfd41 A wpad. supportlab. ikaren, (B
Standard query Oxef4f A dns.msftncsi.com

Standard query @xfd4l A wpad.supportlab, ikarem. i
Standard auerv Ovd1c7 & dne meftacei com
0000 @c 8d db 00 db 7b 54 el ad 51 fa 5c 08 00
00 3e 62 26 00 00 80 11 56 08 c@ a8 80 02
8 00 35 00 2a a7 2f ef 4f 01 00
00 00 00 00 00 00 03 64 6e 73 08 6d 73 66
63 6f 6d 00 00 01 00 01

DHCP @ © 25 tewts faed

'DHCP olfers from multiple DHCP servers Ofsed 8

OHCP Transactions Completed Oraes 3
ICMP O © Atpasses

Muitiple clents faling 1o ping the same 1P adress. © passea

Ona cllent ropeatedty faling 1o ping the same 1> © Pasned

Intermittent responses for a chent pinging an IP address © pussed

Frivacy - Terma
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Zebra Client Details

New integration includes:

* Device model

« OS

 Manufacturer

« Serial number
 Disconnect reason codes

© 2025 Cisco and/or its affiliates. All rights reserved.

bl

asco’ Meraki

Network

2-pdumouli-combined ~

* Network-wide
© Assurance
Wireless
*  Organization
Q Find in Menu

Show admin  Demo Networks Q Search Dashboard O 2 0 K i

View old version

Clents
Usage and clients Filters — Usage
l Client details
Ikl Al oA |
A Status Last seen Jun 3 02:00
View location
Filters
Device SSID Zebra-Interop WiFi1
Status Description type, Manufacturer Last seen (UTC-7
os
© Wireless  Redmi-Note-13-Pro-5G Other Other May 152025 08 Access point AP2
Zebra
Tess Topology
© Wireless Zebra-TC58-22150522500072 Zebra Jun 3 2025 13:08
Android
14
oo User eap
© Wireless Zebra-TC78-222908522500028 :E;:m Zebra May 30 2025 01 (802 ‘I X |Og|n)
14
Zebra = -
TCS8, . Device type, OS Zebra TC22, Android 14
© Wireless Zebra-TC58-22159522500072 Androld Zebra May 19 2025 0%

Client list & client details

Serial number 250875247E0123

Device capable 802.11ax - 2.4 and 5 GHz

Wi-Fi standards

Timeline view

Jun 2
10:24:00

Jun 2
10:23:58

® Client Zebra-TC58-221595225D0072 had a failed connection to SSID pdumouli-dev on access point 9166 because

the DHCP server rejected the client’s request.

CHANNEL BAND SNR @ DHCP SERVER

64 ScHz ®429 198.18.0.1

® Client Zebra-TC58-221595225D0072 had a successful connection to SSID pdumouli-dev for a few seconds on

access point 9166.
CHANNE BAND SNR O DISASSOCIATION REASO
64 5GHz ®43a User Triggered Disconnect

BRKEWN-2039
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Demo - Client Assurance




CISCO Live !




AP Device Health

Don’t forget the basic

Device availability

CPU and Memory utilization -
latest & trend

Detect Memory leak or CPU
spikes

PoE / Power monitoring

Build your Own Dashboard,
Org-Wide API Ready!

/organizations/{organizationld}/wirele
ss/devices/system/cpu/load/history

© 2025 Cisco and/or its affiliates. All rights reserved.

Device status ®

WAN appliances 94 total Cellular gateways 5 total
@ Allonline @ Allonline

Controllers 4 tota Cameras 55 total

@ Allonline © 1offline

© 3 offline

Switches 297 total Access points 276 total
© 1offline @ Allonline

Sensors 877 tota
© 1offline

System Resources

CPU® @ Good 12%

100
® 75
L
o
©
@ 50
kS ! l
E -o- 16:59 12%
S 25

0

22:00 0100 04:00 07:00 10:00 13:00 16:00 19:00

- Reboot (Lost Power)
(Feb 6 18:05-18:06)

AP reboot

B Planned reset M Unplanined reset B Operational M Device Offline M Connectivity Issue

Contextual AP Uptime trend

BRKEWN-2039

Memory ® @ Good 31% (570.1 MB out of 1.8 GB)

100

~J
wn

50

Main memory (%)

25

4]
22:00  01:00 04

Uptime
17h 26m

Last device boot
Feb 6 18:11:54 PST

Last boot reason
Event log (7
Documentation 7

]
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AP Alert Root Cause Analysis

. . X
A
This is a Cisco internal organization < o Access pOInt beccme repeuter A Active
68:49:92:98:ae:70 has switched to repeater mode to avoid losing internet connection.
68:49:92:98:ae:70 - z-pdumouli-wireless - Jun 2 2025 at 10:11 PDT
& Access points &
68:49:92:98:Ge:70 U e Details Suggested actions 1
CW91661 68:49:92:98:ae:70 Sum
— 1. Resolve misconfigured VLAN ~
Live The access point has been assigned to a VLAN that isn't configured to connect to the Meraki cloud.
The recommended solution is to match the native VLAN settings of the repeater and gateway access
o Access point became v points.
repeater. )
o . 68:49:92:98:ae:70 68:49:92:f9:a3:30
Access point
" (repeater) (gateway)
Dakie
ul E IPv4 address(es) — 10.30.104.119
» ¥
gb‘\ IPv6 address(es) -
o
N Wy Connected switch Switch_automation/1 Switch_automation/5
,,%
%
Go gle Map data 82025 Google C Type trunk trunk
Address A Allowed VLANs 1-1000 1-1000
Native VLAN 3° 1 Recommended
SSiDs
Edit manually [ Accept recommendation J
Firmware
Firmware version locked, please contact R

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKEWN-2039

Detect AP which became repeater.

RCA Engine lists all the possible
scenario and provides active RCA
steps to corresponding root
cause.

Lost gateway connectivity

DHCP doesn’t serve IP address to

it’s wired uplink port

Config change (Config

management)

AP firmware mismatch

Last resort, force AP reboot

]
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Suggested actions for assisted device alert remediation

Details Suggested actions 1

< & Unplanned low power mode A Active

OC-Yamaha-PoE-Interop_CW62_802.3af-PoE-Injector - OC-Yamaha-PoE-Interop -
Jun 6 2025 at 22:07 PDT

Device Name
Port
Capability

Link Negotiation

The link negotiation is set to 100 Megabit half duplex (forced
may solve the problem.

MS120-1
3

1000 Mbps

100 Megabit half duplex (forced) — A ~ ‘

Run a packet capture to collect forensics of LLDP negotiation failures.

< & Unplanned low power mode A Active
i - Jun 9 2025 at
1. Check PoE budget Details  Suggested actions 5
These steps are prioritized, but can be done in any order.
[ 0OC-Yamaha-PoE-Interop_CW62_802.3]
o . 1. Cable test \v4
ad < © Ethernet uplink speed degrade
The data rate from MS120-1/ 3 is capped at 100 Mbps
MR36H-Office / 0 - Futureishere - May 28 2025 at 21:5 2. Check that LLDP is running v
Please ch petals w 3. Cycle port on switch v
1. Cable test 4. Check PoE budget A
2. Update link negotiation settings
5. Run LLDP packet capture ~

Certain admin privileges are required to perform this action. Please contact your admin or

A A manual override of the link negotiation on the switch support team.
on the wired uplink.

View port configuration 3 Confirm changes

3. Cycle port on switch

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKEWN-2039

RCA Framework features

« Automated RCA workflows
eliminated unlikely root causes

« Support MS Switches for
integrated remediations steps

« Cable test

« Switch port config check
 PoE type check

 Port cycle

 LLDP packet capture

« 3 Party switch LLDP Packet
Analysis

]
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Demo - Device Assurance




RF Assurance

CISCO Live !



How’s my Wi-Fi doing? It depends...

Wi-Fi Data Transmission Efficiency: Impact of Frame Size & Environment (Conceptual Model)
100

Wireless performance are depending on
many factors as Wi-Fi relies on transport
conditions and clients that are unique on
each type

60

» Uncertainly of transport quality

40 +

» Over the air resource availability

Transmission Efficiency (%)

|

» Varied client capabilities

20 A

= |deal Scenario
—— Typical Scenario
— \Worst-Case Scenario

T T T T T T T
200 400 600 800 1000 1200 1400
Frame Size (Bytes)

Wi-Fi Performance is determined many factors and there is no single rule of thumbs

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 CIsco



Wi-Fi designed to avoid collision, higher the Channel
utilization goes, longer the waiting time has become

D Control Frame . Data . Inter Frame Space

Tx Station Data Tra 0

Rx Station

» Wi-Fi designed as CSMA/CA system - Carrier Sense Multiple Access / Collision Avoidance
» Half-Duplex system, Tx and Rx can’t happen same time

* Overhead can be anywhere between 20% to 80%, average ballpark of 40-50%

]
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RF Spectrum evolved to provide both top-down discovery
as well as bottom-up real-time RF neighbors

Long-term, trend-based Top-N list view Real-time RF Neighbors

RF Spectrum View old version .
P AP neighbors for sfo12-1-ap-05
Some APs may show “Insufficient data” for packet loss if no client has connected for a few days. CWO166! 68:49:92:37: fd:ed
To see live utilization and details on AP Neighbors, click on the specific AP in the table below.
QI nnetwork (56117 (radio 2)

O High packet loss (> 15%) (<] 27 Some packetloss (5-15%) o 140 Low packet loss (< 5%) o 0 Insufficient data (-]
sfo12-1-ap-05 on 5§ GHz, ch 100 20 MHz

Interfering APs (same channel) 0 Interfering APs (some overlap) 2'  Non-Interfering APs 62 Total In-Network Neighbors 8
{Q ; AP 167 results =

5 GHz 2.4 GHz o Interference based on channel overlap — Target AP ch 20 MHz 40 MHz 80 Mhz 160 Mhz Outofnetwork AP @ [aj
# AP Channel Avg ch utilization Packetloss © Channel Avg ch utilization - Packet loss © Cha ! o
106 sfo12-4-ap-001 161 (20 MHz) o 48%  © 2.9% 6 (20 MHz) cmm— 64.4% © 10.3%
129 sfo12-2-ap-24 140 (20 MHz) @ 82%  © 17% 120 MHZ) com— 625% © 9.7%
25 sfol2-5-ap-21 161 (20 MHz) 139% © 1.4% 120 MHz) cm— 491% © 37% 8 w0 T =
128 sfol2-d4-ap-0dd-elev 132 (20 MHz) o 62% @ 2.4% 1120 MHz) e 453%  © 7.0% s ] : / [ | ) :‘ \‘; \ [
5 sfo12-3-ap-32-wc 11220 MHz) o 4% © 05% 11 (20 MHz) e a24% O 87% . 1 V== i ' I A
82 sfo12-4-ap-040-we 116 (20 MHz) 0.9% © 03% 1 (20 MHz2) — 424% © 126% ;A 4 98 R W T W LTODNE: 08 02 N0 Rk A TGN e M LB R R
103 sfo12-4-ap-031 157 (20 MHz) == 205% @ 1.1% 6(20MHz) e 421% @ 24%
127 sfol2-5-ap-41-db10 44 (20 MHz)  emm 222% O 83% 120 MHz) 410% O 9.4% iierfaronas Boted der HES1 & i el mtvit
46 sfol2-3-ap-22 157 (20 MHz) @ 107% © 0.4% 1120 MHz) e 39.6% © 84%
135 sfo12-2-ap-26 52(20MHz) e 49%  © 1.4% 6(20MHz) e 39.6% © 85%

Rows per page < 2 3 .. 17 > § :

*  Monitor RF Utilization and Packet Loss *  Full-channels Wi-Fi analyzer while AP is in service
* Proactive, discovery workflow to detect AP with using scanning radio
persistent problem « Offers workflow from RF health and RF overview list

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 CIsco



AP neighbor view makes remote troubleshooting easy and
powerful - Whole band scanning and real-time updates

In network toggle to enable/disable neighboring, out of network APs/BSSIDs

/
cwmv_

QB nnetwork [ 5oz (ragion v | Total number of total neighbors AP
sfo12-5-ap-01on 5 GHz, ch 112 @20 MHz T
Interfering APs (same channel) 1 Interfering APs (some overlap) 14 Non-Interfering APs = 99 Total In-Network Neighbors 14
AP Neighbors by Channel — TargetAPch [] 20MHz [ ] 40MHz [ | 80Mhz [ ] 160Mhz [] Outofnetwork AP ®) QI
This AP: sfo12-5-ap-01
| — |
-30
...................... High Interference
45 Ch 108
_ RSSI -39 dBm }
0 -60 |
o ! SSID t-cstaley-dev-adp
=75 7 . —— [ f | /—\ | I
I | \ L
-90 1]
Channels 36 40 44 48 52 56 60 64 100 104 108 112 16 120 124 128 132 136 140 144 149 153 157 161 185 169 173 177

@20 MHz

]
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AP neighbor view makes remote troubleshooting easy and
powerful - AP Neighbors by RSSI

Shows neighboring APs with active clients

A
AP Neighbors by RSSI @ Different channel, in network
(T
@
- 8
5
3 ®
- B [ ]
c
% [ ) [ ]
o 4 00 ® [ ® o
s [ ] (N N [ ] [ N [ ) [ ] [ ] o000 00
< 3 [ ) e [ ) ( B B B ) o000 ( N ) [ ( B 3 [
® 00 0000000000000 0020020000200 002000
\_D— U a0 UV
RSSI -30 -35 -40 -45 -50 -55 -60 -65 -70 -75 -80 -85 -90
High Interference (-35 1 -67) Moderate (-s8 t0 -75) Low (-76 to -90)

» Lists all neighboring APs from current radio

* Not a rogue AP view

« Showing all APs across band

« Client counts shows possible channel
consumption contributions

© 2025 Cisco and/or its affiliates. All rights reserved.

« Lists all neighboring APs from current radio
Not a rogue AP view
Showing all APs across band

]
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AP neighbor view makes remote troubleshooting easy and
powerful - AP Neighbors by RSSI

These three tabs are available
from In-Network APs

N
Ch Acti T er
#  Interference AP neighbor RSSI (dBm) Ch o ctive X pow SSIDs
utilization clients (dBm)
1 @ None 32:8d:cb:b3:fa:5¢ o -30 Sim(_{SZC; —% 0 ericn_mr
2 @ None 8e:15:54:ab:ac:5¢ ommmmmmm» -3 14?4:.18; —% 0 t-whauser-bric |, t-whause
153 (80 -
8 @ None Oe:8d:cb:6d:f2:f2 e -54 MHz) —% 0 KEITH_SFO12_MG_WORKBENCH WiFi
153 (80 . .
9 © None b2:88:91:51:47:a0 o -54 MHz2) —% 0 COPY THIS NETWORK - wireless WiF
44 (80 . -
10 ® None 26:18:98:00:fb:2a e  -59 MH2) —% 0 devel 3 - wireless WiFi
11 @ None sfo12-5-ap-02 — g1 0020 5.4% 1 5 | Meraki-Corp, Meraki-Guest,
MHz) avalanche_openroaming, blizzard
12 ® None sfo12-5-ap-07 — gy 44020 9.11% 0 5 | Meraki-Corp, Meraki-Guest,
L MHz) avalanche_openroaming, blizzard )

Interferences type -

© 2025 Cisco and/or its affiliates. All rights reserved.

© Overlapping @ Samech @& None

BRKEWN-2039

Multiple BSSIDs from
same AP are combined Al

cisco



What is radio resource management?

RRM is a Radio config optimization features that constantly update wireless’s RF
configurations to improve wireless performance.

RRM Services 'S
N
/4/ Ol \
. N O R
Busy Hour, Transmit Power
\
e
(N %

Al Channel Planning Control (TPC) G\
J / ,\_)

e N R
Dynamic Channel Dynamic Band ! 4

v N
B

Assignment (DCA) Selection (DBS)

]
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First Unified Al Wireless Service -

Path to autonomous Wi-Fi

RF Intelligence powered by the unified
Al cloud

Interferences reduction

Reduced Channel Changes

] ] Meraki Cloud
Client Experience Improvement

Wi-Fi Performance Improvement

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039

\
\ !
/
Better Connection Quality Improved Application Exp. Reduced Reconnection
— Better RSSI - Lower latency

Al-RRM

Al Cloud

7 X
/
/ \
»

(eoe

\
) N Catalyst Center
UL XY
|

I
|
|
I
1
I

1

|

\

1 Common RF telemetry

\

\ I

\ I
/

]
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Al-Enhanced RRM key customer benefits

Better RF, better insights, reduced operational costs and time

p
Measured Improvements in RF KPIs!

» CCI Reduction: Up to 40%
* SNR Downlink Gain: Up to 7 dB
* RRM Changes Reduction: Up to 75% at busy hours

&

Al Cloud
Al-RRM Engine

Al-driven self-optimizing RF

Leverages machine learning to find patterns
and optimize your RF before issues happen.

-
N 4
Performance visibility Actionable insights
Provides per-building visibility into RF health : Al-derived recommendations on RRM setting
using Wireless Config Analyzer algorithm. s changes for a more optimal performance.
J . -
I 4

Complete historical context

Understand exactly what RRM changes
occurred at a per-AP level, and how they
benefit the network.

Simplified RRM configuration

Complicated traditional RRM configurations are
simplified, with policy toggles and thresholds.

-

]
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Al-RRM leapfrogs decades of innovations

Gen.1 Per-AP RRM Gen.2 Snapshot RRM Gen.3 Trend-based, AlI-RRM

©22239
"X XL KX,
229299

* Each AP makes own RF changes  + All APs in the same building * Long-term Trend-based RF
independently, at own timing (RF group) makes RRM decision telemetry pre-processing
» Cascading RF changes could all at once » Minimal RF change from Al Busy
introduce infinite change-loops * No cascading effect Hour
* 10~15min, short scanning * AlI-RRM Dashboard

duration for RF change

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 CIsco



Al-RRM Al process pipelines

Multi-type data
Ingestion

=
>

Normalization

» AP Device Info - Baselining
* RF Config/Profile « Remove transient
« RF Neighbor info event

 Minimum 2 week of
RF telemetry data

Client Telemetry

RF Events

© 2025 Cisco and/or its affiliates. All rights reserved.

Classification

;
~®
./ \‘

KNN Classification
Identify Busy Hour

Apply different RF
optimization weights
by busy or non-busy
hour

Per-Network model

BRKEWN-2039

Reinforced
Learning

Digital Twins

* Feedbacks from
RF Score

» Updates AlI-RRM
model using RF
evaluations outcome

 Automated & RLHF

* RF Simulation
using Digital Twin

* “What if” results
on updated
RF config
recommendations

]
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Closed-loop RF configuration and optimization with Al

Insight

Connected workflow of radio configure, assess and optimize

CHANNEL

5 ¥ All hd All

Summary

158

Active Radios

143 0]

Clients

ACCESS POINT TAG

-

RRM Changes

ACCESS POINT MODEL

All v

RF Performance

97
RF Health

Search by access point | 167 Radios

O status® Access point name Channel

O sfo12-5-ap-37-idf-wc 64 (Auto)
O (] sfo12-5-ap-013 128 (Auto)
O [ ] sfo12-4-ap-41-wc 124 (Auto)
O (] sfo12-4-ap-40-idf-we 136 (Auto)

Ch. Width
(MHz)

20

20

20

20

RF PROFILE

v All

® Good

0%
High CCI ®

RF HEALTH SCORE

REGULATORY DOMAIN
FCC Edit

RF Coverage  © Good

2 Very High (18)

Mitigations © AP density

Refresh AFC Update au
Target Transmit
power power
(dBm) & (dBm) @ RF Profile
21 19 2024-Dec WC Optimi
S5 5 2024-Aug Optimized
21 19 2024-Dec WC Optimi
21 19

2024-Dec WC Optimized RF Profile

RF Score trend Last 24 hours =

Client Score @ Good
Interference Score @& Good
Neighbor Score @ Good

Noise Score & Good

@ 100 —

High (47 dB)

Connectivity

Map data ®2025 Google Terms Report a map error

© 2025 Cisco and/or its affiliates. All rights reserved.
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What defines better Wireless Network
from the RF Point of view

o5 5

RF Health Co-Channel Interference
 RF Health algorithm debuted 2018 Interference can make your Wi-Fi
by Javier Contreras, Principal slow or unreliable. AlI-RRM
Engineer from Cisco. calculated below factors
* RF Health calculated from 9 RF * Impact Score
metrics, takes worst score from oW
which ever metric — Neighbor, Highest CCl dBm
Interference, Noise and Client * Duty Cycle from Interferers
Client Score @ Good
Interference Score @ Good ° Good
Neighbor Score @ Good 0%
Noise Score & Good High CCI ©

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039

L\

ONLY

Channel Changes

When AP changes channel, client
can follow new AP channel if it
supports 802.11h (CSA) and on
5GHz SSID.

If client doesn’t support 802.11h,
client may experience network delay
or disruption

Minimize Ch. Change will avoid
sudden wireless connection
disruption or delay

O

RRM Changes

]
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RF Health - Barometers for Over-the-Air RF Spectrum
quality assessment tool

4 \ ( )

- Side channel overlapping - Co-Channel Interference

- Co-channel neighbor util. - Side-channel interference
- Co-channel overlapping

\ Neighbor

Score

Noise Client
score score

- Noise on same channel - Low SNR clients
- Noise on side channel - Low RSSI clients

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 CIsco



RF Health - Always On Wi-Fi Audit

« Highlights problematic band and
point in time view, identify what’s
the persistent or transient issue

* Provide per-radio RF scoring,
the same algorithm used for Al-
RRM

* Provides further scoring and
iInsights on critical RF categories
-neighbors, interference, noise,
and client connectivity

© 2025 Cisco and/or its affiliates. All rights reserved.

Last week hd

Overview

Network health score @ Good

99!100

+1pts last week

\.

|'\CII'J

Does the score feel right? ] 2

Learn about scores

Clients 4014total @ Good

A Wireless 3 issues

3992 Clients impacted

© Wired 3 issues

23 Clients impacted

> & 47/100 opts
> 4 501100 Opts
> & 501100 opts
> A% 51100 +23pts
> 455100 -3pts

> 55100 +apts

sfo12-4-ap-017
sfo12-1-ap-01
sfo12-4-ap-011
sfo12-2-ap-01

sfo12-4-ap-019

sfo12-4-ap-013

BRKEWN-2039

CCA busy

Noise score @ 100/100

Client score @ 100/100 !
T T00 Opts I7 0pts
1 100 opts (O 95 Opts (D
1 100 opts ® 75 opts ©
1 100 opts © 51 +23pts @
1 100 opts © 55 -3pts ®
1 100 +2pts © 55 +dpts (©

100 Opts

100 Opts

100 Opts

100 Opts

100 Opts

100 Opts

@ 100 opts @
©® 50 opts ©
® 50 opts @
© 100 opts @
6] 100 opts @
® 100 opts @

{5GHz X
[ Q ap-01 ® }
RF health . APname Radio Neighbor Interference Noise score Client score
score (avg.) score (avg.) score (avg.) (avg.) (avg.)
v @ 28/100 -2pts sfo12-5-ap-01 1 100 Opts @ 28 -2pts @© 100 Opts @O 100 opts @
— RF health score
May 30 2025 01:00 PDT
100/100
5/100 © Poor
Neighbor score © 100/100
Interference score © 5100

]
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Discover source of interferences and quantify the impact

Health score tier
« 61-100 : Good
« 31- 60 : Fair

« 0-30: Poor

Causes

High channel reuse

High ch. reuse with busy
neighbor AP

RF Settings/ Overview
( Target Transmit \
Ch. Width power power
O Status @  Access point name Channel (MHz) (dBm) & (dBm) & RF Profile RF Score trend Last 24 hours
O o sfo12-4-ap-020 161 (Auto) 20 5-21 5 2024-Aug WiFi7 Opt
O o sfo12-3-ap-19 136 (Auto) 20 5-21 5 2024-Aug Optimizec Interference Score £} Fair
O o sfo12-3-ap-06 161 (Auto) 20 5-21 5 2024-Aug Optimizec & cCABusy
O o sfo12-5-ap-41-db10 44 (Auto) 20 3-8 3 Basic Mixed Profile 4 52
@ o sfo12-5-ap-16 161 (Auto) 20 5-21 5 2024-Aug Optimized RF Profile A 56 /
—
. Most common RF score impacting KPI
Assurance Overview / RF Health
RF health ® * APname Radio Neighbor Interference Noise score Client score
score (avg.) score (avg.) score (avg.) (avg.) (avg.)
:/' A 32/100 +2pts sfo12-4-ap-020 1 N 100 Opts ©
Co-channel neighbors
28/100 © Poor — RF health score g
100/100
Neighbor score © 28/100 Q .
R Co-channel neighbor with
Co-ch C ighbor with utilzation
Interference score A 60/100 utilization
W. CCA busy S
Noise score @ 100/100
LA Client score @ 100/100 CCA Busy

2:30 PM 2:45 PM

3:00 PM

4:15 PM

J

© 2025 Cisco and/or its affiliates. All rights reserved.
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Too many Rogue APs

]
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Al-RRM UX/UI Principal
Insanely Simplified, seamless RF Brain transplant

Radio settings

Overview RF profiles

Al-RRM

View old version

RRM

() Enable

Al-Enhanced RRM uses an Al engine to improve radio optimization using trend-based RRM decisions.

Flexible Radio Assignment

() Enable

FRA optimizes the 2.4 GHz band by strategically disabling redundant radios
to reduce interference.

 Just one click to turn on AlI-RRM

« Keep Everything else - RF Profiles or any other existing configs “as-is”

* No separate config page or changes required.

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKEWN-2039

]
cisco



Al-RRM provides superior RF outcome

APs

© 2025 Cisco and/or its affiliates. All rights reserved.

RRM Config mgmt.

AP Config
Control

Al-RRM pushes RRM

No changes of RF
Profile from AI-RRM

5

config value

Al-RRM Engine

.
®)

Tx level 8 dBm, Channel - 36, Ch. Width 40MHz

BRKEWN-2039

No Changes in the existing
RF Profile

Al-RRM optimize RF
configuration within the RF
profile policy

RF Health and performance
evaluation will happen all
the time

Unlikely scenario, Al-RRM
service failure, RF
optimization will fall back to
traditional RRM

]
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Al-RRM vs. RRM networks

Al-RRM uses x1,344 times longer RF statistics to determine next best channel

RF config | Base RF Base RF Advanced Architecture
model Optimization | Optimization | Optimization

duration

License Tier

Al-RRM RF Profile  Trend-based 2 Weeks = * Enhanced Busy + RF Health Unified Al-
20,160 min Hour » RF Dashboard RRM Cloud
» Al Channel » Before-After
Planning analytics
* Flexible Radio * Peer
Assignment Comparison
RRM RF Profile  Snapshot- 15 min * Busy Hour * RF Health Meraki Cloud
(autoRF) based « Al Channel hosted
Planning

* RRM and AlI-RRM uses common RF Profile configuration
« Switching between AlI-RRM and RRM happens seamlessly

« Al-RRM services is available for MR-ENT customers as a trial services

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039

MR-ADV
Advantage
Subscription

MR-ENT
Essential
Subscription

]
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Minimize Channel-Change in Busy Hour

Busy Hour can be either
automatically or manually
configured

« Every Changes are done off hour,
using busy hour data.

Avoid client disconnection or
roaming due to channel change

© 2025 Cisco and/or its affiliates. All rights reserved.

Al Busy Hour

et S

Minimize RF changes during RF Changes

the Busy Hour using the neighbor
info from busy hour
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Al-RRM Before & After - Measurable Al Advantage

Typical Network examples with medium network density - (AP Density of 9)

+22% RF health score improvements

-69% less High Co-Channel Interference

Al-RRM insights 5GHz  Total radios: 38 X

@D A1-RRM impact

RF Score Last enabled May 8, 2025

n Insight: 22% RF Health Score improvement, after AI-RRM was enabled.

—o— Using AI-RRM —e— Using legacy RRM

G‘W

Poor

May 4 May 5 May 6 May 7 May 8 May 9 May10 May11 Mayl12 May13 May14 May15 M

High Co-Channel Interference Lastenabled May 8, 2025

n Insight: 69% less high co-channel interference radios, after AI-RRM was enabled.

—o— Using AI-RRM  —#— Using legacy RRM

30%

15%

0%
May 4 May 5 May 6 May 7 May 8 May9 May10 May 11 May12 May13 May14 May15 M

© 2025 Cisco and/or its affiliates. All rights reserved.

@ Before AI-RRM gets enabled, using legacy RRM (autoRF)
m After customer enabled Al-RRM
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Comparison with peer networks that has same AP density
as my network

Typical Network examples with medium network density - (AP Density of 9)

+21% RF health score improvements -63% less High Co-Channel Interference

AI-RRM insights 5cHz  Totalradios: 38 X
(D A-RRM impact

High Co-Channel Interference Last14 days

n Insight: 63% less high co-channel interference radios, compared to your peer networks.

RF Score Last14 days
—o— This network —#— Legacy RRM peers

n Insight: 21% RF Health Score improvement, compared to your peer networks. 40%

—e— This network —e— Legacy RRM peers )
20%
Fair 0%

May 6 May7 May8 May9 May10 May 11 May 12 May 13 May 14 May 15 May 16 May 17 May 18 May 19 N

Poor

May6 May7 May8 May9 May10 May 11 May 12 May 13 May 14 May 15 May 16 May 17 May 18 May 19 M

@ Before AI-RRM gets enabled, using legacy RRM (autoRF)
% After customer enabled Al-RRM
afealn
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Demo - RF Optimization
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Intelligent Firmware Rollout

Continuous monitoring to ensure quality for customer deployments

Global monitoring
for all deployed firmware

Proactive monitoring
for product stability

Proactive outreach
to resolve issues

© 2025 Cisco and/or its affiliates. All rights reserved.

Firmware
Beta
release

Monthly
firmware
beta
release

Quarterly
firmware
GA releases
with patch

GA
release
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Local Firmware Fetch

Reduce AP Firmware upgrade time by 10x

© 2025 Cisco and/or its affiliates. All rights reserved.

Smart Firmware Rollout

AP Image pre-download

Automated or Scheduled

WAN Bandwidth Optimization

Download AP FW only once per AP, per network

Avoid downloading same images over the internet
dozens to hundreds of time.

Schedule FW download on non-business hour
Minimize Maintenance Window

Reduce the total time to upgrade from few hours to
few mins

Use Smart Firmware Upgrade to automatically cherry
pick AP upgrade target

BRKEWN-2039
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Reduce AP Firmware upgrade
time to x10 to x20 times!
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Hitless Software Upgrades

O Minimize total upgrade time
Meraki will minimize the total upgrade time by upgrading as many access points as possible

MUIti _group Salt— Pepper AP Reload simultaneously. This may result in clients losing connectivity while the upgrade is taking place.

@® Minimize client downtime
Meraki will try to ensure that most of the wireless clients stay connected during the upgrade by avoiding

Any downtime, even if planned, disrupts 24/7 upgrading adjacent access points simultaneously. Read more
operations and impacts user experience.

 Upgrade Hold Control
APs download but pause upgrade until the
dashboard triggers the final step, ensuring they
remain in service until safe.

)
[

.))

|

 Overlap Detection

Groups APs based on overlapping coverage, Group 1
ensuring at least one AP can always serve —
clients. = — ’ |
" . Group 2 |
e  Smart Scheduling = ‘

Upgrades APs with the fewest clients first and
only when coverage is guaranteed, minimizing
forced client roams

I

]
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AP provisioning steps for replace/upgrade case

Existing AP Refresh workflow

Claim new AP

2. Search claimed AP’s installed network

3.  Manually assign AP to right network

4. Go to old AP detail page, rename previous AP to old_AP Name

5. Search newly added AP, go to new AP detail page, change default AP to planned AP name

6. Add Tags to AP to assign SSID

7. Go to Configure>RF setting, Assign RF profile to newly added AP

8. Remove old AP from the network

9. Unclaim old AP from inventory to not waste cloud license

10. Connect AP to the network, wait for AP to come up online (DHCP, Cloud connectivity, FW updates)

—
—

. Place AP to the floor using AP auto locate and/or third-party tool (e.g. Ekahau, Hamina)

Repeat all steps for each new AP installation - 100s to 1000s times per network
alaln
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New - AP Zero-Touch Refresh

Green Field

e Metwork Inventory View old version

=% Marski San Francisco v

* Bulk AP provisioning workflow

= Secure Connect

@  There are 20 APs ready for netwark assignment ®
" Network-wide There are 10 new APs awalting deployment and thaere are 10 existing APs requiring refresh,

« Bulk provision via CSV & API 5 s 4 ==

I Security & SD-WaN

[ « Inventory

— bR | AP Auto Deployment

« Complete pre-provision prior e s

Systems Manager

to physical installation = ) —
S S =

hl  Insight (7] Existing AP New AP Existing AP action () Status Date added -
cwegs——————————————————————————
cwares| © AP Auto Deployment
cuerss| PTOVision New APs
=
Brown Field o
cwaes|  Configure APs
CWGE MAC address Serial nurmber Network AP name Tags
° A k - CW166 3C:6F 1ED:4:CA:5E GXI2-KLEM-3TQY [Lax «] [Lae-ap-m ] 2 Tags ® - Apply to all
uto networ aSSIg n I I lent Cwates 3C:6F :ED:B4:CO:SE BKJ2-KLEM-3TQY [[setect networs: -] ] 2 Tas @ ~]
CW9166. 3C:6F ED:04:C0:5E 9XJ2-KLEM-3TGY [ setect natwars: - [ J [ 2 Tags @
- - Comes 3C:6F ED:04:00:5E SX2-KLEM-3TOY [ setect natwon: -] [ J (2 1 @ ~]
L] M Ig rates AP CO nfl g S tO n eW i 3C16F (ED:B41CA:5E BXI2-KLBM-3TEY [Samualwod - ] [ ] 2 Tags @ v ]
cueios 3C:6F :ED:04:CR:5E BKJ2-KLEM-3TQY [[setect networs: -] ] 2 Tags @ ~]
h a rd Wa re 3C6FIED;R4:C0:5E 9KJ2-KLEM-3TQY Satect network - ( ] B @ -
3C36F (ED:BA:CR:5E SX2-KLEM-3TOY [ setect natwons -] [ J (2 1 ) “J
3C:6F ED:BA1CA:SE 9KJ2-KLEM-3TQY [ sebect netwons B ] 2 Tags @ ~]
3C:6F:ED:04:CR:5E BKJ2-KLEM-3TQY [[setect networs: -] ] 2 Tags @ ~]
]
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Simplified AP Provisioning process

New! AP Refresh workflow

1. Claim new AP

Just confirm the AP config migration with a single click

10.Connect AP to the network, wait for AP to come up online (DHCP, Cloud connectivity, FW updates)
11.Place AP to the floor using AP auto locate and/or third-party tool (e.g. Ekahau, Hamina)

Bulk AP provisioning, 1000s of AP configurations in just single click action.

alfbal ]l
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Demo - AP Zerotouch Refresh




Cisco Al Assistant
- Wireless use-case
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Cisco Al Assistant

Native, GenAl-based Agentic

Network Interface

 Understand Wireless, Wired, WAN and
Internet networking experience

* Understand unique network contexts such
as Network Telemetry, Configuration,

Firmware

* Answers dynamic network inquiries and
answers

 Dynamic query parameter derivations and
composite

Documentation and Best

Practice Recommendations

 Acknowledge existing network

configuration and provide the best practice
network configuration

© 2025 Cisco and/or its affiliates. All rights reserved.
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= Al Assistant B O~ X

Which APs has client 06:3b:d5:30:97:6b roamed with in last 1 hour

O Al Assistant 10:44 am

In the last hour, the client with MAC address 06:3b:d5:30:97:6b has associated with
the following access point:

« Access Point Name: sfo12-2-ap-23

« Access Point MAC: 8c:88:81:fa:24:f0
« SSID: blizzard

+ IP Address: 10.92.97.31

» Operating System: Mac OS X 10.15

Unfortunately, | was unable to retrieve roaming information for this client due to an

error in the data retrieval process. If you need further assistance or specific details,
please let me know!

o 0 3

You

Check if AI-RRM has been enabled

O Al Assistant 10:58 am

Al-RRM (Artificial Intelligence Radio Resource Management) has not been enabled in
the current network settings.

How to Enable Al-RRM:
To enable Al-RRM in Cisco Meraki, follow these steps:

1. Navigate to
Wireless

Ask the Al Assistant a question

Assistant can make mistakes. Verify responses.

Review the Al Assistant features

]
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Cisco Al Assistant Use-cases

Top-down discovery Bottom-up troubleshooting

» Uncertainly to certain « Notification Driven

* Proactive Discovery « Client Troubleshooting e

* Org-Wide or Network-wide « Drill-Down deep into the
inquiries and reply RCA

Monitoring Configuration How can | help today?

* Various quires and ad-hoc - Guided workflows by Agentic
questions around all things such Intelligence.
as inventory, device & Network

_ ) _ - Enable Al-driven multi-step and
configuration check, Firmware, multi-system Workflows

device and client log, events,
statistics and many more!

- All based on Cisco’s validated
designs.

« Create a WLAN Network to
RADIUS configurations

]
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Al Assistant for Networking Architecture
In a nutshell

L Outbound
: Hallucination
* Cisco . Fiter
- Translation <+—> LLM — Al —>
Transformer Engine

Al Assistant 4 .
Interface « Embeddings Generate E Al A?S|stant

«  Semantic Routing JSON o Interface

« Context & Parameter §

generation v

« RAG - Intent Library,
Document Library

* In-bound Hallucination
Filter

]
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Demo - Cisco Al Assistant
Wireless use-case




Conclusion

CISCO Live !



Conclusion: Al Wireless designed to offer productivity
operation efficiency

RF Score  Last enabled Jun 13, 2024
-~ Using AI-RRM  —#- Using legacy RRM

Channel Changes  Last enabled Jun 13, 2024
o~ Using AI-RRM —e- Using legacy RRM

Visible impact of Before & After AI-RRM

AI-RRM

+ Using Al to tune and select channels

best suited for your network

* Learning your network usage patterns

to auto determine busy hours

« Optimizing to enhance client
experience

© 2025 Cisco and/or its affiliates. All rights reserved.

ey [ — ® 00 R H
= Al Assistant B Ov X
N Capture Name (Analysis)
e Packet captire Which APs has client 06:3b:d5:30:97:6b roamed with in last 1 hour
' .
10000000 197,168,126.2 192,368, 129.45 Standard query Betdt A o, msftacsl.con o Al Assistant 10:44 am
203 129.45 5 quer A o +1.com

In the last hour, the client with MAC address 06:3b:d5:30:97:6b has associated with
the following access point:

« Access Point Name: sfo12-2-ap-23
« Access Point MAC: 8c:88:81:fa:24:f0
« SSID: blizzard

« IP Address: 10.92.97.31

« Operating System: Mac OS X 10.15

Unfortunately, | was unable to retrieve roaming information for this client due to an
error in the data retrieval process. If you need further assistance or specific details,
please let me know!

O 0 g

Intelligent Captures Al Assistant

« Complex troubleshooting made « Conversational Interface.

simple
¢ Multi-domain Cisco Al

« Save expensive issue recreation Assistant
cycles

]
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights reservi
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