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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

G Find this session (BRKEWN-1011) in the Cisco Live Mobile App
9 Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until 14 November 2025.

[ Alternatively: Navigate to spectrum.wireless.rocks ]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-1011

9:41 all ¥ @

< Catalyst 9000 Series Switching Family - ...

session will talk about the component at the
heart of these switches which is the ASIC. It
will also cover common attributes,
technologies, and features in the Catalyst
9000 Switches.
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Agenda Why should you care?
What is spectrum analysis
A bit about tools
Cisco CleanAir Pro
Putting it into practice
Wi-Fi 7 seen from a SpecAn
Q&A
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Every great wireless engineer
knows spectrum analysis

- Me
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Who am 1?

Nicholas Swiatecki - Product Manager,
Cisco Wireless

* Product manager in Cisco Wireless; | do
APs and Wi-Fi all day long & . Mainly
focused on Wi-Fi 7, Global Use AP and
CleanAir

« Been with Cisco since 2016, started in
sales in Denmark. PM Since 2019

« All round geek! More recent projects:
Wireshark contributor, Use Al to code
option43.com, Ham radio operator

 Father of two wonderful twins. Golden
retriever owner
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A small disclaimer..

This is an introductory session, that touches
RF, EE, DSP, Wi-Fi, etc. - some topics may be
simplified a bit

If you have suggestions: Please @Me in the
Webex with your “erhm actually” so | can
improve this session ¥

BRKEWN-1011

ERHM, ACTUALLY
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Why should vy

CISCO Live !



All wireless communication is
better without interference!
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Wi-Fi is polite - Clear Channel Assessment

» Wi-Fi operates in unlicensed spectrum, so it has built in “politeness” to make room for everyone: We call this Clear
Channel Assessment (CCA)

« Two types: Signal Detect (SD) and Energy Detect (ED).

« SD operates on 802.11 preambles =
* ED operates on any form of energy 20 dB
 If energy is detected above a certain threshold, don’t transmit(!)
« See how this might be a challenge? SD
4 dB
Noise Floor

]
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Noise and SNR

In Wi-Fi, SNR determines the MCS rate
at which we communicate.

 Noise can be caused interference,
that can’t be identified by the Wi-Fi
radio

For more capacity you want S/N to
be as large as possible, so either

« “Add more” Signal (not always
possible, not always a good idea)

e Reduce the Noise

S
1+—

C =B xlog, N

Shannon-Hartley theorem describes the
Capacity of a channel depends on the
Bandwith, and the Signal to Noise ratio

How do you know where the noise is coming from? £

© 2025 Cisco and/or its affiliates. All rights reserved.
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Seeing is believing!

98.500.000 (:) 0 10 20 30 40 50 60 70

RDS: / - 985KFOX / Red Hot Chili Peppers / Californication

FM Broadcast

With a spectrum analyzer, you can verify that your
communication systems are doing what they say
they are!

97.4M 97.6M 97.8M 98.2M 98.4M 98.6M 98.8M 99.2M 99.4M

For Wi-Fi, recent examples are MLO and Puncturing,
which we will look at later in the presentation

And for other forms of communication systems as
well.

afra]n
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So, what is spectrum
analysis?



The “TL;DR” of spectrum analysis

Decomposing a RF signal to its
constituent frequency components, to
understand "what is in the signal”.

| like to think of it “reversing the cake
recipe”

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-1011 CIsco



SPECTRUM ANALYZER

TREBLE

]
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Time domain is difficult, go to the frequency domain

Input Signal Components

@ carrier [ Modulator Extra

Amplitude assyaravaravane yeangy AT RN AN RN Ao AR AT RYATRYRY VARV R R YRV RYAYS peangyAvRvRYANRY /R ARRTRYRARRYARD |

Time

]
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Time domain is difficult, go to the frequency domain

Amplitude

Amplitude

© 2025 Cisco and/or its affiliates. All rights reserved.

Input Signal Components

@ Carrier [ Modulator Extra
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Time
Frequency Domain (FFT)
@ FFT Magnitude
OHz 85Hz 171Hz 256Hz 341Hz 427Hz 512

Frequency
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3 sine waves together

Signal Components
@ Carrier @ Modulator [ Extra

Frequency Domain
@ FFT Spectrum

0.35 7
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Time Domain 0.13
@ Signal '
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2.0 0.04 -
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-1.0
15
‘20 L] T L} L] L] L] L)
0 102 205 307 410 512 614
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How is this different from “Wi-Fi analyzer”?

e00® [ @ Active Scanning: Wi-Fi | ns-noads 6GHz (160 MHz  MCS8 || NSS2 | [1729Mbps | @

i Default All 24GHz BGHz 6GHz Open Secure
BSSID Network Name Generation Vendor Maximum Num... Cha... ~ Center Frequen... Mode Channel Width Signal Channel Utilizat... Stre:

+# TP-Link Technologie... 5 GHz 40 5200 MHz  a/n/ac/ax 160 MHz -42 dBm i 10%
+ TP-Link Technologie... 5 GHz 40 5200 MHz a/n/ac/ax 160 MHz -51 dBm 10%
+ TP-Link Technologie... 5 GHz 40 5200 MHz  a/n/ac/ax 160 MHz -51 dBm 10%
4 TP-Link Technologie... 5 GHz 40 5200 MHz  a/n/ac/ax 160 MHz -53 dBm 12%
+# TP-Link Technologie... 5 GHz 40 5200 MHz a/n/ac/ax 160 MHz -53 dBm 12%

Roku Inc. 5 GHz 40 5200 MHz a/n 20MHz -66 dBm

Roku Inc. 5 GHz 40 5200 MHz a/n 20 MHz -67 dBm

Vantiva USA 5 GHz 44 5220 MHz  a/n/ac/ax 80 MHz -59 dBm

Vantiva USA 5 GHz 44 5220 MHz a/n/acfax 80 MHz -60dBm

Vantiva USA 5 GHz 44 5220 MHz  a/n/ac/ax 80 MHz -61dBm

Vantiva USA 5 GHz 44 5220 MHz  a/n/ac/ax 80 MHz -61dBm

Vantiva USA 5 GHz a4 5220 MHz  a/n/ac/ax 80 MHz -62 dBm

CommScope 5 GHz 44 5220 MHz  a/n/ac/ax 80 MHz -64 dBm

CommScope 5 GHz 44 5220 MHz  a/n/ac/ax 80 MHz -64 dBm

CommScope 5 GHz 44 5220 MHz  a/n/ac/ax 80 MHz 66 dBm

CommSenne R GH7 a4 K220 MH7  alnlariay RO MH7 -RA dRm

6
6
6
6
6
4
4
6
6
6
6
6
6
6
6

»

Network Details Signal Strength Spectrum 2.4 [ 5 GHz Spectrum 6 GHz Advanced Details

UNII-2A UNII-2C

Z

116
[5580]

@ Meraki:ED:1A:AQ, Ch. 116 @ 40 MHz

]
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Wi-Fi- vs Spectrum Analyzers

Wi-Fi Analyzers

» Focuses on L2 information

« Demodulates the RF and processes it

* Interprets information in the Wi-Fi frame
» Extracts e.g. "SSID” from Beacon frames

«  Wi-Fi only (ish)

Spectrum analyzers

« Focuses on L1, the pure RF
« Does not care what signal it is (Wi-Fi, FM radio, BLE )

» Can optionally do demodulation

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-1011

7. Application
Email, HTTP, FTP

6. Presentation
Encryption, Compression

5. Session
API Calls, Session Management

4. Transport
TCP, UDP

3. Network
IP, Routing

2. Data Link
MAC, Switches

1. Physical
Cables, Hubs

]
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Let’s look at an example

— ]
— CiIsco

Catalyst Center

Intel“gent Ca pture 1 540_Sn|ff Global / San Jose / SniffCentral-1540 / F1

Device Model: CW9176I

IP Address: 172.17.66.26 Software Version: 17.15.3.28 Mode: Local Uptime: 1 days 2 hr 14 min
RF Statistics Spectrum Analysis
(O 1 hour v Health
May 18 1:55p 2:00p 2:05p 2:10p 2:15p 2:20p 2:25p 2:30p 2:35p 2:40p
Radio

2.4 GHz 6 GHz

Mode: Local Channel: 132

Spectrum Analysis

-40

Frequency vs
Amplitude

-100

Amplitude (dBm)

-120

”Snapshot" ' "

Channel

14:53

14:52

“Waterfall” aka

Time

* Q ® @ L | L a

Connected to WLC: ¢9800-1715

2:48p 2:53p

I I

2:45p 2:50p

HEE)

[ Stop Spectrum Analysis ]

D

Realtime FFT

Spectrogram

14:49

I I
36 40 44 48 52 112 116 120 124

Channel

0%
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What differentiates Spectrum Analyzers?

Frequency range:
what signals can | look at”, how high can | go, how low?

Resolution Bandwidth (RBW) & Real-Time bandwidth (RTBW):
“how far can | zoom in” & “how much can | process at once”

Sweep time/speed
“How long does it take to look at X kHz/MHz of spectrum”

Type
“Old school” swept vs “new cool” Real Time Spectrum Analyzer (RTSA)

Bonus features e.g. demodulation, protocol analysis, form factor

And yes, a bunch of other things omitted for simplicity:
e.g. Displayed Average Noise Level (DANL), Dynamic Range

Price
Rule of thumb: It scales with the bullets above

and/or its a S v BRKEWN-1011 cisco



Realtime Bandwidth (RTBW)

~

24 GHz

2404 MHz

|
2420 MHz

J

© 2025 Cisco and/or its affiliates. All rights reserved.

|
2440 MHz

|
2460 MHz

il

BRKEWN-1011

|
2480 MHz

Screenshot from spectrum.potatofi.com
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Resolution Bandwidth (RBW)

1 ' | ! 1 ' 1 ' I
2400 MHz 2420 MHz 2440 MHz 2460 MHz 2480 MHz

ol o : 2000
0000a00n0ae

6
(n]iz]lulslel]ele]z]

1
S00aatoabnon

Screenshot from spectrum.potatofi.com

]
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A Wi-Fi engineers toolbox,
aka “my toys”

 HackRF + GQRX on Linux
1 MHz to 6 GHz, 2 to 20 Msps (quad) @ 8 bit > 20 MHz bandwidth

« Ekahau Sidekick 1 (2.4/5) and Sidekick 2 (2/5/6)
SK2 captures 80 MHz, 19 kHz RBW, 50 Hz

« Netally G3 + NXT-2000 (now works with Wi-Fi explorer pro!)
54.7 kHz RBW

« Metageek + DBx (2.4/5) or Wi-Spy Lucid (2/5/6)

« Aaronia Spectran V6 Plus (RSA 500X)
10 Mhz to 8 GHz, 80 MHz, gigahertz- terahertz sweep time
2 Gsps @ 16 bit (1)

« A recent addition: Aaronia v6 ECO” (V6-150XA-6) - this is the sweet
spot for (well funded) Wi-Fi professionals
9 kHz - 7.25 GHz, 44 MHz RTBW, up to 3000 GHz/s (= 3 THz/s)
sweep G-

e (Oscium Nomad + Hamina Ao

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-1011 cisco
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Zooming into Wi-Fi

on [P Histogram |l Control Sequencer

|*Uoutline
Persistence = 0.0 %
Sensitivity, = 100.0 %

[ %0 Pulsed Shfape
Density =10.0 %
Span = 20:000 MHz
Quasi Peak Hold

5,690.00MHz 5,692MHz 5,694MHz 5,696MHz 5,698MHz 5,700MHz 5,702MHz 5,704MHz 5,706 MHz 5,708MHz 5,71
U-NII-2¢ - 20, 40 MHz
136 140
134 142

afra]n
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Zooming further into Wi-Fi (2/2)

5,655,913kHz A 309kHz




CleanAir Pro




CleanAir Pro

CleanAir Pro

[ IDR + AQI Cisco Spaces ]—
< Processing > T

Spectral View
R < Classification > { and Capture ]—’[ Catalyst Center }—
< Clustering > l

/

ED-RRM Al-RRM

Enabled by dedicated Scan Radio

]
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Clean Air

“Just” a Spectrum Analyzer

§ %[ i Megie ] ﬁ[ agic ] e M% &

With CleanAir Pro

: 5 Digital FFT Insiaht and
§ 5 [ RF Magic ] [ magic ] ‘ [ ac?tions

“Hey, | can see some interference on channel 52 -I'll go ahead and change my channel to avoid it.

P.S. it looks like a video camera, go hunt it down(!)”

]
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AQIl and IDR

Air Quality Index (AQI)

“How good/bad is a Wi-Fi channel”

Score between 1-100 per Wi-Fi channel

Updated every 15 sec

© 2025 Cisco and/or its affiliates. All rights reserved.

Interference Device Report (IDR)

BRKEWN-1011

List of interferes
Severity

Type

RSSI

ClusterlD

Updated instantaneously

]
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Example of IDR

'é'l's‘(':g' Cisco Catalyst 9800-CL Wireless Controller Welcome admin A € A & h e Q & Feedback | A (@
17.15.3

Monitoring ™ > Wireless ~ > CleanAir Statistics

6 GHz Band 5 GHz Band 2.4 GHz Band

CleanAir Interference Devices Sl Interference Devices Air Quality Report Worst Air Quality Report
Cluster D Y MACAddressy DeVice y Interferer o Persistent w  pname ¥ Version Y  Severity Y  RSSI(dBm) Y  DutyCycle (%)Y  Affected Channel Y 25
ID Type Device Tim
6100.0000.3ba2 056a.0bal.al46 0Oxald6 Continuous TX  No 1540-sniff CA-Pro 63 -74 100 40, 44 82{‘
4
ew ________________________________________________________________________________________________________________________________________________________________] »
< < 1 > > 10 v O
Walk Me Through >
]
]
BRKEWN-1011 cisco
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ED-RRM

Also supported in 6 GHZ!

tlrailh Cisco Catalyst 9800-CL Wireless Controller

CIsco

Dashboard

~. Configuration

\
%)

N . .
Q“C'R Administration
Vol

Licensing

‘X\g Troubleshooting

Configuration ~ > Radio Configurations~ > RRM

6 GHz Band 5 GHz Band 2.4 GHz Band FRA

General Coverage DCA TPC RF Grouping Spatial Reuse

Dynamic Channel Assignment Algorithm

Channel Assignment Mode @ Automatic

O off
Interval 10 minutes v
Anchortime 0 v
Channel Assignment Leader c9800-1715 (172.16.1.24)
Last Auto Channel Assignment 586 second(s) ago
DCA Channel Sensitivity medium v
Event Driven RRM
EDRRM
Sensitivity Threshold Medium v
Rogue Contribution (W)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-1011

A B S MmMec

Welcome admin

% Feedback
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CleanAir Pro in bit more detail

Grab (up to) 160 MHz ”chunk”

\
! \

UNIIF UNII-2

! | ' | ' | b | ! | ' | b | ! | ' | ' | ! |
MHz 5160 MHz 5180 MHz 5200 MHz 5220 MHz 5240 MHz 5260 MHz 5280 MHz 5300 MHz 5320MHz 5340 MHz 5360

36 40 44 48 52 56 60 64
CleanAir Pro can use a variable bandwidth/chunk size and FFT size.
In this case 160Mhz/256 bins ~= 625 KHz RBW

]
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“The WIi-Fi is broken”
- now what?

lllllllll
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If you “only” have a WLC - lets look there!

Welcome admin a € A £$ ' e Q & Feedback | ,*

sl Cisco Catalyst 9800-CL Wireless Controller

cisco 17.15.3

Monitoring - > Wireless - > CleanAir Statistics

6 GHz Band 5 GHz Band 2.4 GHz Band

Dashboard
CleanAir Interference Devices Sl Interference Devices Air Quality Report Worst Air Quality Report
Device Interferer Persistent . . a Last Update
Cluster ID Y MACAddressY D . Device Y APName Y Version Y Severity Y RSSI(dBm) Y DutyCycle (%)Y Affected Channel Y Time
€600.0000.1e8b  056a.0bal.ac05  0Oxac05 Continuous TX  No 1540-sniff CA-Pro 100 -47 100 132 gglg;/fgfj’c
O ( Administration R
]
cisco
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Catalyst Center

CatC: Spectrum Analysis

il Catalyst Center

Network [ Device 360

AP 1 540—Sn|ff [ View Device Details

Navigate to the AP360 page for S
the AP S ;
T

|

~™Mure

6/7

Click “Intelligent Capture” ' — :

Telemetry Status

Jun 6, 2025 11:05 PM - Jun 7, 2025 11:09 PM £

¢9800-1715 cwai7el 17.15.3.28 172.17.1.92 Global / San Jose / SniffCentral-1540 / F1 Local 21 days, 10 hours, 39 minutes Wi-Fi 7 up C
© [ Non Compliant Supported  View All Details
Issues Tools Physical Neighbor Topology Event Viewer Device RF Ethernet

il Catalyst Center Y Q QA Q admin v

540/ F1

Intel Ilge nt Capture: 1540-3niff  Gioval / san Jose / Sniftcentral-

The n Se I eCt the “S peCtru m Device Model Capae TmTyss: 172.17.1.92 Software Version: 17.15.3.28 Mode: Local Uptime: 21 days 10 hr 40 min Connected to WLC: c9800-1715
AnaIySiS” tab, and CIiCk “Sta rt” . RF Statistics Spectrum Analysis

11 hour ——r— : ) 1
FO”OW the WorkfIOW to pu3h the - Jun 7 10:15p 10:20p 10:25p 10:30p 10:35p 10:40p 10:45p 10:50p 10:55p 11:00p 11:05p 11:10p -m::,I EDE]

config needed

Radio Mode: Local Channel: 132 Band: 5 Radio 1 [ Disable RF Statistics

]
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Catalyst Center

Spectrum View

= 'é'.'s'é'é' Catalyst Center % Q a ® O ‘ Q admin v

Intelligent Capture: 1540-sniff  cioval 1 san Jose / sniticentrai-1540 / 1

ice Model: CW9176l1 IP Address: 172.17.66.26 Software Version: 17.15.3.28 Mode: Local Uptime: 1 days 2 hr 14 min Connected to WLC

c9800-1715

RF Statistics Spectrum Analysis

To provide a faster sweep time, Em— i ——
. . ) 1 hour v Health ) )
Whe never Spectru m VIeW IS Moy 18.7:55p 2000 2:05p 2:10p 2:15p 2:20p 2:25p 2:30p 2:35p 2:40p 2:45p 2:50p

enabled, additional scan time is o [ e Spmctumrdis: |
allocated to the CleanAir process | -
pectrum nays C I Reattir
It is increased from ~30% to ~75%.
Spectrum Analysis runs for 10 min
Channel |
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-1011 CIsco



Catalyst Center

Spectrum View,

Also on the Spectrum Analysis
page: Interferer list!

Effectively the same as on WLC,
but nice for muliti WLC
deployments

© 2025 Cisco and/or its affiliates. All rights reserved.

cont.

Intelligent Capture: 1540-sniff  ciobal / san dose 1 snificenual-1540 1 F1

Device Model: CW91761 P Address: 172.17.66.26 Software Version: 17.15.3.28 Mode: Local Uptime: 1 days 2 hr 14 min Connected to WLC: c9800-1715
RF Statistics Spectrum Analysis
2:44p 2:49p
(1)1 hour Health I I ” |
May 18 1:55p 2:00p 2:05p 2:10p 2:15p 2:20p 2:25p 2:30p 2:35p 2:40p 2:45p 2:50p
Sy
14:46
14:45
36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165
Channel

Interference and Duty Cycle

100 R 100
75 center frequency: 5210 MHz 75 _
. severity: 85 =
£ bandwidth: 0 KHz 2
i < 50 &
@ Z
a
25 25
0 - - + -~y —_ e e e e T T T T T T - ' 0 0
o 36 40 44 48 524 s6 60 64 100 104 108 112 11 120 24 128 132 136 140 144 149 153 57 161 65
Channel

® Continuous Transmitter B Duty Cycle

BRKEWN-1011 cisco



Meraki

Meraki “AP details” page

"c'.';;'o" Meraki Q_ Search Dashboard
. PREFERRED MESH GATEWAY ¢
#,* Global Overview (Default) o
Utilization on current channels
DNS
1721715
¢ | Organization ETHERNET T Channel 1 (2.4 GHz): 52% (Moderate)
nswiatec-meraki v 5000 Mbit, full duplex
1540-ms150 / Port 19 | I
« 10,
e s Channel 108 (5 GHz): 1% (Acceptable)

VIA AUTOCONF T

+ge | Network 2601:646:a100:1916:8¢88:81ff:fe83:aa50
to sniff v o Channel 1 (6 GHz): 0% (Acceptable)
o 0 |
<> Network-wide
v GATEWAY
fe80::bedb:9ff:fed1:cchb All channel utilization
© Assurance
DNS 2.4 GHz 5 GHz N —
fd66::2
- 100% 100%
=" Wireless - 80% 80%
60% 60%
SERIAL NUMBER 0% 20%
. o A mmnpanmall = 5
0% 0% _|—|,_|v—|_____—_____l_| —_— — M= —
1 2 3 4 5 6 7 8 9 07 1" 36 40 44 48 52 56 60 64 100 104 108 112 M6 §20 124 128 132 136 §140 144 149 153 157 161 165
@ Access Manager ' New N
TAGS ¢ 6 GHz —
100%
NOTES 4 80%
Q FindinM o
Ina in Mienu
FIRMWARE 0%
20%
Up to date ol o ;¢ e e e
Current VerSiOrl: MR 311.7 : 1 5 9 13 17 21 25 29 33 37 4 45 49 53 57 61 65 69 73 77 81 85 89 93 97 101 105 109 M3 117 121 125 129 133 137 141 145 149 153 157 161 165 16

Open source licenses

]
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NetAlly G3 + NXT2000

Frequency: 577492 GHz M Max -88dBm M Wi-Fi

30 e o Interferer shown
-40  7
50 ' «— |
e
g/ -60 f LN
(]
5 -70 l |
=
E .80 ; f o
< Fre 5.65574 GHz M Max -87dBm M Wi-Fi
-90
-100
514 519 524 529 534 539 544 549 554 559 564 569 574 579 584 589 \l
CH 36 40 44 48 52 56 60 64 100 108 116 124 132 140 149 157 165 |
& /
Tz 60 v
g |
g -70 \L
g
- |
< 80 |
- M AL M T & Mbaads | i | A Y ’ UL kel AL il AN Ahdla L"‘\““‘n.-“\\ AAMAMBL WU, 1ok | A Aad L St i s d A (B R AL i,
%0 WW&.WW“WWMWU« KPR 8 ) RN W‘i""\*"" NI AN Wi SN g gl A ARATA it o P
-100
5.617 5.627 5.637 5.647 5.657 5.667 5.677 5.687 5.697
CH 124 128 132 136
e
cisco

© 2025 Cisco and/or its affiliates. All rights reserved.
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And, what about 6 GHz?

"c||'s'::|cl). Catalyst Center (1) share Design  Inspect

RUM LIVE | EKAHAU

Intelligent Capture: 1540-sniff  ioval / san Jose / snificentral-1540 1 F1

Device Model: CW9176I IP Address: 172.17.66.26 Software Version: 17.15.3.28

RF Statistics Spectrum Analysis

1 hour Health

May 18 3:30p 3:35p 3:40p 3:45p 3:50p 3:55p

Radio Mode: Local Channel: 37 2.4 GHz 5 GHz

Spectrum Analysis

o ek b e, sl o

-40
-60
E
=
=z -80
L Y U N o ot I 00 [ e (AP Se
2
2
£ 100
E
<
-120
Interference and Duty Cy
16:26
16:25
Z2
16:24 ]
E 3
= 7]
16:23
16:22

@® Continuous Transmitter [ ] Duty Cycle

]
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How about 6 GHz?

New spectrum, new interferers!

From a Teradeck Wireless HDMI
transmitter, that emits a continuous 40
MHz wide signal (!)

]
cisco
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What about Meraki
Dashboard?



Meraki

Spectrum on Dashboard (1/3)

I BN Recommendations from Network Like Yours reduce la

= Wireless Monitor

Owverview
*  Organization

Access Points v
@ Access Manager Air Marshal

Location Heatmap
Q Find in Menu Splash Logins
PCI Report

Bluetooth Clients

RF Spectrum

Health

Wireless -> RF Spectrum

© 2025 Cisco and/or its affiliates. All rights reserved.

Configure

SSIDs
Access Control

Firewall & Traffic Shaping

Splash Page

r
SSID Availability
loT Radio Settings .
Port Profiles 4
Radio Settings Fi

Hotspot 2.0
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RF Spectrum

Some APs may show “Insufficient data” for packet loss if no client has connected for a few days.
To see live utilization and details on AP Neighbors, click on the specific AP in the table below.

0 High packet loss (> 15%) o 0 some packet loss (5-15%)
[ Q, Search AP ] 1 result
2.4 GHz
# AP Channel Avg ch utilization Packet loss (O Chann
1 CW9178I - Akimbo 14 (20 MHz) [ ] 32.4% e — 149 (8

Click an AP name

]
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Meraki

Spectrum on Dashboard (2/3)

+;* Global Overview

&> | Organization
nswiatec-meraki v

Network
cwo178l v

<% Network-wide
fd}, Assurance

= Wireless

®  Organization

@ Access Manager

Q  Find in Menu
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€ RF Spectrum

AP neighbors for CW9178I - Akimbo

CW91781 8c:88:81:47:30:00

@D 'n network 5 GHz (radio 1) v

CW9178I - Akimbo on 5 GHz, ch 149 @80 MHz

Interfering APs (same channel) 0 Interfering APs (some overlap) 0 Non-Interfering APs 0 Total In-Network Neighbors 0
AP Neighbors by Channel — TargetAPch [| 20MHz [ | 40MHz [ | somnz | | 160 Mhz Q
This AP: CW9178I - Akimbo

-30

-45
2 50
2

-75

-0

Channels 36 40 44 48 sz s6 50 &4 100 104 08 12 16 120 124 128 132 136 140 144 149 153 157 161 165 169 173 177

@80 MHz
AP Neighbors by RSSI @ Different channel, in network
10
. 8
=
B
2
26
£
3
o 4
H
o
< 2
o
RSSI -30 -35 -40 -45 -50 -55 60 -65 70 75 -80 -85 -90
High Interference i-35 10 571 Moderate (680 -75) Low (75 to -90}

ﬂ Looking for spectrogram or waterfall graphs? These visuals are available on the previd

s version of this page. View Old Version

BRKEWN-1011
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Meraki

Spectrum on Dashboard (3/3)

‘dee’ Meraki

0, :
¢,* Global Overview

* Organization
nswiatec-meraki v

. Network
: sniff v

<> Network-wide
o Assurance
=~ Wireless
Organization

(@ AccessManager < New

Q Findin Menu
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24GHz 5GHz 6GHz

Hz 5540 MHz 5560 MHz 5580 MHz 5600 MHz 5620 MHz 5640 MHz 566QIMHz 5680§MHz 5700 MHz 5720 MHz 5745MHz 5765 MHz 5785 MHz 5805

4 CH.108 CH. 112 CH. 116 CH. 120

Hz 5540MHz 5560 MHz 5580 MHz 5600 MHz
4 CH.108 CH. 112 CH. 116 CH. 120

Utilization = Interfering APs

Channel
157

a4

132

36

153

CH. 124 CH. 128 CH.N 36 CH. 140 CH. 144 CH. 149 CH. 153 CH. 157 CH.

5620 MHz 5640 MHz 566CJMHz 5680§MHz 5700 MHz 5720 MHz 5745 MHz 5765 MHz 5785 MHz 5805

CH. 124 CH. 128 CHJ32 CH.J136 CH. 140 CH. 144 CH. 149 CH. 153 CH. 157 CH.
Current utilization ¥ Avg. utilization (last 80s)
— 33% — 32%
— 28% — 28%
= 16% - 7%
= 15% = 15%
- 12% - 12%

]
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A sneak peak G:
CleanAir Pro on Meraki &

© 2025 Cisco and/or its affiliates. All rights reserved.

Still in development, subject to change

'(ﬁaanair_idr_resp": { \ ("cleanair_aqi_resp": { )
“idr_data": [ "aqi_{jata": [
{ {
"severity": 5, “center_freg": 2412,
“band_type": “2G", "agi_value™: 95
"event_type": "UP", h
"rssi_dbm": -63, {
*duty_cycle": 5 "cer:ter_freq": 2417,
' "agi_value": 85
“fc_khz": 2408152, \_ 1, )
“intf_type": "BLUETOOTH", {
"bw_khz" 664, “center_freq": 2422,
“intf_type_id": 1, "aqi_value™: 100
"seq_num": 3, )
\ “first_seen_secs_ago™ 0 ) {
! "center_freq": 2427,
] "agi_value™: 100
h ,

Wy i Bl 0l 473 A

Dashboard Ul development in progress

]
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"cleanair_idr_resp": {
"idr_data": [
{
"severity": 98,
"band_type": "6G",
"event_type": "UP",

p; "rssi_dbm": -44, <
Another sneak peak & v
,, "fc_khz": 6085000,

The Teradeck Wireless HDMI transmitter Intrtype:YIDEQ:,
as classified by CleanAir Pro on Meraki DM ha 5 AUODT, J

"intf_type_id": 27,

"seq_num": O,

“first_seen_secs_ago™ 0

}
]
¥
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-1011 lélllslélf;'
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8 sfo12-3-ap-26 6 (20 MHz) 00% @ — @ 140 (20 MHz) ' 25% @ 1.2% © 53 (160 MHz) [
9 sfo12-3-ap-18 11 (20 MHz) 00% @ — ©® 149 (20 MHz) L] 71% @ 08% @ 37 (160 MHz) [
N 10 sfo12-3-ap-25 1 (20 MHz) 00% @ — @ 108 (20 MHz) - 87% @ 08% @ 5 (160 MHz) [
Rows per page 1-10 of 165 2 .7 D
’r CleanAir
Identifies non-Wi-Fi interference. Interferers are nearby non-Wi-Fi devices that impact Wi-Fi
performance. Air quality is an overall interference value per channel for each access point.
Available on CW916x and CW917x access points with firmware R32.1.1 and above.
Interferers  Air quality
[ Q Search ] [ © High (above 60) ~ ] [ All interferers v ] [ All bands v ] 300 results
le
Interferer Severity - AP Band Center frequency Bandwidth & RSSI (dBm) Duty cycle O First seen
% Continuous Tx/CW © High (85) sfo12-3-ap-01 2.4 GHz 2408.15 MHz (11) 664 KHz —— -65 5% 2 hours ago
% Video camera © High (85) sfo12-3-ap-01 2.4 GHz 2408.15 MHz (11) 664 KHz 65 5% 2 hours ago
£ Jammer © High (85) sfo12-3-ap-01 2.4 GHz 2408.15 MHz (11) 664 KHz — -G65 5% 2 hours ago
2-way radio © High (85) sfo12-3-ap-01 2.4 GHz 2408.15 MHz (11) 664 KHz —— -5 5% 2 hours ago
% Cordless phone © High (85) sfo12-3-ap-01 2.4 GHz 2408.15 MHz (11) 664 KHz — -5 5% 2 hours ago
i Zigbee © High (85) sfo12-3-ap-01 2.4 GHz 240815 MHz (11) 664 KHz 65 5% 2 hours ago
Microwave © High (85) sfo12-3-ap-01 2.4 GHz 240815 MHz (11) 664 KHz — -65 5% 2 hours ago
% Bluetooth © High (85) sfo12-3-ap-01 2.4 GHz 240815 MHz (11) 664 KHz —— -65 5% 2 hours ago
% Non-std WLAN © High (85) sfo12-3-ap-01 2.4 GHz 240815 MHz (11) 664 KHz mm—— -65 5% 2 hours ago
iif Bluetooth 6 GHz © High (85) sfo12-3-ap-01 2.4 GHz 2408.15 MHz (11) 664 KHz s -65 5% 2 hours ago

© 2025 Cisco and/or its affiliates. All rights reserved.

Still in development, subject to change
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Utilization on current channels W wi-Fi Traffic Il non-Wi-Fi Interference

V I Channel 1(2.4GHz) [ W Wi-FiTratfic 4% ] Moderate (54%)
ery soon. —  ———— "}
Channel 52 (5 GHz) Acceptable (10%)
Channel 37 (6 GHz) Acceptable (3%)

Utilization and CleanAir on all channels B Wi-Fi Traffic  [[] =— Air quality ® ® non-Wi-Fi Interferers ®
2.4 GHz , %
Channel 44
100%
80% :__ I utilization 36% °
60% ] [ ] -8~ Air quality (average) 80% (2 min delay)
40% l ° % Bluetooth interferer
20% 85% severity « 5210 MHz » 0 KHz
" I e—— . B Mcrowave terorr =1 | s
65% severity * 5210 MHz » 0 KHz
! 2 3 4 y 8 9 10 n
- % Unidentified interferer
5 GHz 45% severity » 5210 MHz » 0 KHz
100%
80% e O L]
. . .

60%
o : ; I .
36 40 44 48 52 56 60 64 100 104 108 12 116 120 124 128 132 136 140

0% 144 149 153 157 161 165

6 GHz
100% P W\/
0 * Vs N

L [ ]
60%

40% ® L] L]

20% ....I.I.--IIIIII.IIIIII.-------_-----------------------------
Yes, this is also a mock-up

]
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Examples from the real world



Francgois Vergés @ - 1st
Owner at SemFio Networks - Spreading Kindness, One Wi-Fi Co...
o« ’ 4d-®

Today | was onsite to perform an audit. We did find something
interesting!

Looking at the 5 GHz spectrum, we saw a lot of activity around the UNII3
band.

The entire band was used 100% of the time in large section of the " : ”i !14
manufacturing plant | was in. EM' ,
(= ———————————————————— - 1 " ‘1 ’ L; T
| After looking around, we eventually found that these interferences were | - !
| coming from the LED lights installed under the ceiling. |

‘h M "'l ,
| Y
It tooks us some time (I would say around 40mins) to be sure. '“l allu s hal, llh“ﬂ” ”&MM thl

L "o N
L J

We used a combination of signal tracking and deduction from the survey 5 AL TS . sazsens e
data to be able to pin point the lights. ' :

We eventually took a lift to get closer to the LED, brought the Sidekick
close to one of the light and confirmed that it was the source of what we
were seeing.

Now what?

Well, they are not going to change the lights in the plant.
So we will have to work around it and use other 5 GHz channels.

Looking for an interference source is always fun, not always easy. Use all
the data you have and don't be afraid to ask for help!

]
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Go check out Francgois, he’s a really cool guy!



Customer case

From a real CX debrief
» Cisco visited customer campus after hours

» Site survey was performed on all floors. Interference was
seen consistently on the west wing of the campus.

» The interference is a high-power full cycle TMHz
interference present in rooms with complaints, jamming
certain UNII-3 channels.

 The source has been identified as the new motion sensors
installed in the west wing.

» Older motion sensors in the other parts of the campus are
not interfering the wireless RF spectrum.

£

]
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So, | went shopping

© 2025 Cisco and/or its affiliates. All rights reserved.

& WiFi Huma -
Sensor with| 5.8 GHz mmWave Radar, Zone
Positioning, ifreatt - i

Human Occupancy Sensor for Home

Automation, Support Alexa
Visit the SENCKIT Store
3.6 kK frirwv (52)

“B%$25%

lluminance value

Working Typical price: $26:99 @
yu vprime
r Q C’m Y Records FREE Returns v
as Thank you for being a Prime Member. Pay $25:64 $0.00 for this order; get a
D) inteligent inkage $200 Amazon Gift Card upon approval for the Amazon Business Prime Card.

Terms apply. Learn more

Brand SENCKIT
Power Source USB powered
Item Weight 2.24 ounces

Maximum Range 40 Meters

Click to see full view Mounting Type Wall Mount

Disclaimer: this is not the actual device found on the customer site

BRKEWN-1011
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&= File Edit View Tools Extras ? ¥) ¥ sensor-sweep (v3.0) i | =1

start  Blockgraph Editor Grid Editor _ » SPECTRAN V6 ECO 11 File Writer
gm—=

] FFT Window Start Frequency Center Channel 1 Center Channel 2 Transmitter Gain Filename = Bytes Written
A Q Blackman Harris 5445.424000 MHz 2324.576 MHz 2.440000GHz - 20.00dB C:/Users/ns/Docume... 0.000 GB
i Capture Freq End Frequency Reference Level Span Reference Level Span M::{ a Tx d Auto Write Rate
e feweep , Profile  6064.576000 MHz -30.0dBm 0.0dBm gy off  Config Start 0.0 MB/s
L V| 4 4 4
Health Monitor B> Waterfall _ Il FileWriter B SPECTRAN V6 ECO P Spectran V6 Sweep Zoom TONnyD
u Clear/Wnte : Spectrum e ."'u
-56dBm | X & Max Hold Presence Sensor Date  26.10.2025 21:27:47.433 o 2T
xo Average Center 5.7550000GHz Taw
-58dBm | % T quasi Peak Span  619.15MHz :
60dBm.—.. Max Fall RBW 448.00kHz
-60dEm ; [ Bins 2,764
| ' - FFTs 274/ Blackman Harris
629810 ; | POl 197ps
-6¢dBm;
5,665.3MHz | :
Y, ] iaotiiebel PERRRERISIRRDR BRPEY PRPRRRRERRERRE: SERPRRRRERPERPERPRRE BREEREERPETRERRURRET PERRERPERERRRRERPERE SURTPRERPEPRERPERRRET EERPEPPRIPSPRRRPRERE: DERRPERRRERRERPERPEEE SERRERRERPERPEERERRRS RECRPERPREREPRRERREPE ERREEPERRRERRERPERPES BEPREURPERERPERISE: PRRERPERARERRURREREET REPRPIPRPRPERPEPPEPPE U8
-68 09dBm
-7(dBm :
A -0 E i J
-74dBm
-76dBm-
-78dBm/ ’
-80dBm : t l\
I t | |
-82dBm| ] ‘ w‘ ! ” 1 i
; | ‘ 1
-84dBm| ] | , {‘ i | |
| | |
-86dBm | : -
-88dBm | i ’
-90dBm f ‘ \
-92dBm ‘ H
-94dBm ; ‘
-96dBm- )
-98dBm-
-100dBm 4 | Lo N | MO A 111 S| ¥ e | it L { 11 RS YRR (I, T REF IR 1 PRI A A TN il “‘A M S0 B RRTR O L e B 1

-102dBm{ |
-104dBm;
-106dBm

-108dBm;
-110dBm | | ol
565665.3MHz  5,680MHz 5,700MHz 5,720MHz 5,740MHz 5,760MHz 5,780MHz 5,800MHz 5,820MHz 5,840MHz 5,860MHz 5,880MHz 5,900MHz 5020MHz  5944.44MHA

it ref id e f

K> v 18 Samples. Clear/Write RTBW 5755.0MHz 0.00dBm i D 80.7MHz 68.09dB

5y




What does the WLC see?

_
'é','s'ég' Cisco Catalyst 9800-CL Wireless Controller Welcome admin A € A o 302 I 2 R Q & Feedback | (@
17.15.4

Monitoring =~ > Wireless~ > CleanAir Statistics

6 GHz Band 5 GHz Band 2.4 GHz Band

CleanAir Interference Devices Sl Interference Devices Air Quality Report Worst Air Quality Report
Devi Interf Persi L
ClusterD Y MACAddressy ocvice [Interferer ersistent  w  APName Y Version Y Severity Y RSSI(dBm) Y DutyCycle (%)Y Afected Channel Y oSt Update
ID Type Device Jime
) APB8C88.8183. 10/27/2025
3f00.0001.50c2 056a.00e1.0233 0x0233 Video camera Yes 2400 CA-Pro 48 =75 100 132, 136 d:30:27 UTC
) APB8(C88.8183. D/27/2025
3f00.0001.50c7 056a.00e1.1234  0x1234 Continuous TX No 2400 CA-Pro 63 -74 100 132 3102 UTC

UNII-3
T I T I T | T | T | T I T I T T T T T I T I
5640 MHz 5660 MHz 5680 MHz 5700 MHz 5720 MHz 5740 MHz 5760 MHz 5780 MHz 5800 MHz 5820 MHz 5840 MH;
128 132 136 140 144 149 153 157 161 165
5665 MHz .
BRKEWN-1011 cisco
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Catalyst Center

Intelligent Capture: AP8C88.8183.2400

Device Model: CW9176l IP Address: 172.17.1.148

RF Statistics Spectrum Analysis

Health

(O 1 hour v

Oct 26 8:45p 8:55p

Spectrum Analysis

Amplitude (dBm)

21:42

=

21:41

Time

21:40

ST
At s Pl

21:39

21:38

¥
|
36 40 44 48 52 56

0%

© 2025 Cisco and/or its affiliates. All rights reserved.

No assigned site

Software Version: 17.15.4.18

9:00p

60 64

9:05p

9:10p

Mode: FlexConnect

9:15p

108

108

112 116
Channel

1 1
112 116
Channel

BRKEWN-1011

9:20p

120

124

9:25p

Uptime: 22 hr 55 min

9:30p 9:35p

A

Connected to WLC: ¢9800-1715

9:37p 9:42p

[ I

9:45p

9:40p

]
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Catalyst Center

Intelligent Capture: AP8C88.8183.2400

Device Model: CW9176I IP Address: 172.17.1.148

RF Statistics Spectrum Analysis

No assigned site

Software Version: 17.15.4.18

Mode: FlexConnect

Uptime: 22 hr 55 min

Connected to WLC: ¢9800-1715

w
w

HBE

(_L\I 1 hour v Health
Oct 26 8:40p 8:45p 8:50p 8:55p 9:05p 9:10p 9:15p 9:20p 9:25p 9:30p 9:35p
21:35
21:34
36 40 44 48 52 56 60 100 104 108 112 116 120 124 128 132 136 140 144 153 157 161
Channel
0% 100%
Interference and Duty Cycle
100 e 100
center frequency: 5666 MHz
severity: 100
75 = 75
bandwidth: 0 KHz 9
< H
= °
5 50 50 a3
w >
S
a
25 25
0 1 L o L o L S B L B o o L — 1 1 T 1 1 0
36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165
Channel
® Continuous Transmitter Il Duty Cycle

© 2025 Cisco and/or its affiliates. All rights reserved.
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Any musicians? (1/2)

JOYO 5.8GHz Wireless Guitar System
Wireless Guitar Transmitter Receiver
Rechargeable Audio with 4 Signal
Channels for Electric Guitar Bass 20M
(JW-025)

Visit the JOYO Store
4.3 JokKkdrv (2,386) | Search this page

Amazon's Choice

200+ bought in past month

~15% $49°
List Price: $58:99 @

>

vprime Tomorrow

FREE Returns v

Exclusive Prime price

Save 5% on 2 select item(s) Shop items >
Style: 5.8GHz

5.8Ghz with
Charging

2.4GHz 5.8GHz

$31.99 $49.99 $55.99
FREE Delivery FREE Delivery FREE Delivery
Tomorrow Tomorrow Tomorrow

Bundles with this item v

¢ JOYO 5.8GHz Wireless Guitar System delivers much clear and
stable quality of original guitar sound with lower noise, lower
latency and little interruption than 2.4GHz cordless Guitar

]
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Any musicians? (2/2)

Health Monitor B Waterfall _ Il FileWriter » SPECTRAN V6 ECO P> Spectran V6 Sweep Zoom BON S X
-15dBm| - ® Clear/Write z w Spectrum 4 LI
Max Hold WIreIess GUItaI" - Red MOde Date 25.16.2025 22:09:42.188 ke
-20dBm-*" Average : Center 5.7550000GHz
. Quasi Peak Span 619.15MHz
-25dBm{- "~ Max Fall : RBW  448.00kHz
: Bins 2,764
: FFTs 274 / Blackman Harris

- B . 5 st s

HdBm ' POl 197ps

-35dBm-

-40dBm

-45dBm-

Y15 [ S 6 0O O R S WM,

-Juapm :

-55dBm-

-GOdBm ...................................................................................................................................................................................... B N TUUNN )| UMY | T | [P s e e B ————
-65dBm!

-70dBm .........................................................................................

-75dBm-

-80dBm

-85dBm-

-90dBm

-95dBm- :
-100dBm- f {0, | S I VRO [T H;I:iu‘lb- “N L L ‘u‘ulf ; Lt L 1}\" | L gt g .l‘]..fi,».. I r‘ i fhakoontodel 4

ok i | 1 | L ‘ f | | ,‘!. i \ ", ‘4‘ | | / !l I

-105dBm

-110dBm;




® Clear/Write . oy : Spectrum *’
2005 old Wireless Guitar - Red Mode| | 2500 oees | . BAROHIBAS

X Average , , Center 5.7550000GHz
-25dBm1*® Quasi Peak " : ; Span 619.15MHz

Max Fall i ! : g
sammMaR i o [eew sssoos @ |
: : ' FFTs 274/ Blackman Harris :
POl 198pus

-40dBm .................................................................................................................................................................................................... ...................................... ....................................................................................................................................................... ................................................

-35dBm-

-ARARmM. A b \ ,
-48.33dB 5,755.2MHz! A 49.5MHz (5,804.7MHz
iy PR | e r T AR ) K U O ——— S
-B8.43dBM Lo e L | E—— | . o

-55dBm-
-60dBm
-65dBm-

-70dBm:

-75dBm-

-80dBm-

-85dBm-

-90dBm:

-95dBm-

-100dBm il

-105dBm:

-110dBm- :

-115dBm: : :

-120dBm-‘ i ; i T | 71 il | i . ‘ , il ‘1‘ | }. i 1 I \ l 1
-125dBm# [‘ | ‘”‘I, Al .I. “‘ 1 lL ‘.,;1.1 L ..‘.V‘. 1] il ,;..‘1."‘ 111/ -:‘} ‘ l."' ‘r{ ,'.[' 1 1 il [| ‘ 11‘ l ‘~|‘ 4 ' ‘1 iR lé‘-l-}w i ‘l ‘ ‘“ i Il' | R ,‘1 “J]f: 1 ‘ | : : ‘x‘ H {43 I v‘ #




-47dBm

-48dBm-
-49dBm-
-50dBm-
-51dBm-
-52dBm-
-53dBm-
-54dBm-

-55dBm-

-61dBm-
-62dBm-
-63dBm-
-64dBm-
-65dBm-
-66.28dBm

® Clear/Write

X0 Average

'
______________________________________________________ 1 e T R d e el 1 - - - | it - o 1 A Rt R R R Rt
) | :

] | '
R
0l

A 3/49MHz
15,756.04MHz

Wireless Guitar - Red Mode

Spectrum

Date 25.10.2025 21:40:42.731
Center 5.7550000GHz
Span 619.15MHz

RBW  448.00kHz
Bins 2,764

FFTs 274 / Blackman Harris

POl  199ps




What does the WLC see?

v Gisco Catalyst 9800-CL Wireless Controller Welcome admin | & ¥ A < 2 I 2 s Q & Feedback | (@

cisco 17.15.4

_ Monitoring~ > Wireless~ > CleanAir Statistics

6 GHz Band 5 GHz Band 2.4 GHz Band

Dashboard

CleanAir Interference Devices Sl Interference Devices Air Quality Report Worst Air Quality Report
~
Device Interferer Persistent ) ] - Lipst Update
Cluster ID Y MAC Address Y D Y Type Device Y APName Y Version Y Severity Y RSSI(dBm) Y DutyCyclq(%)Y  Affected Channel Y e Y
) AP8C88.8183. 1P/26/2025
3f00.0001.491a  056a.00e1.0001  0x0001 Video camera  Yes 2400 CA-Pro 100 -53 100 153, 157 ob-43:34 UTC
.
-3
! | ' | ' | ' | ' | ' | ' 1 ' I ! I ' | ' |
5640 MHz 5660 MHz 5680 MHz 5700 MHz 5720 MHz 5740 MHz 5760 MHz 5780 MHz 5800 MHz 5820 MHz 5840 MH;.
128 132 136 140 144 149 153 157 161 165

5775 MHz et

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-1011 CIsco



New entries in the 5 GHz space..

(Please help me convince my boss that | need a vision pro €¢%)

"To bring lossless and ultra-low latency audio to Vision Pro, many
things have to work right. Shorter latency and lossless means
bigger bandwidth, so you need a much more pristine wireless pipe
to communicate between the two. And with the new AirPods Pro,
we are able to run it at 5 GHz, right? While the Lightning model runs
at 2.4 GHz, which is quite a messy and noisy airspace. | take Wi-Fi,
for example, all the routers you buy today are dual-band or tri-band
because 2.4 is very noisy, but 5 GHz is much cleaner. And so Apple
Vision Pro and AirPods Pro are able to communicate at 5 GHz, in
addition to the H2 chip, allowing us to build a new audio protocol.

Photo from Apple.com

]
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Beacon timing

b File Edit View Tools Extras

Start Blockgraph Editor  Grid Editor

» Calibration » SpectranV6 11 Control Sequencer

Color Coding
Min (Cut Off)
Max (Cut Off)

» Control Points

Repeat

Mirror

Centered

Brightness

Contrast

Saturation

Band Size

Color Scheme

Hide Cut Off Ranges ¥4
Highlight Ceil Ranges

Auto Adiust Middle
Typeto find

» Waterfall » 1Q Power Spectrum

19.05.
22:13:16.215

40.0ms
60.0ms
50.8ms
-100.0ms |
-120.0ms
140.0ms
160.0ms
180.0ms
-200.0ms
~220.0m:
-240.0m:

260.0ms

-340.0ms
_5,641.70MHz 5,645MHz
+ edit ref id mode lock

5 BN 1 Frequencies RTBW  5,680.00MHz

Center Frequency

5680.000MHz

Amp
Profiles

Fl None

» Histogram » Spectrum 11 File Writer

A1’3:§m ® outline
m Persistence = 0.0 %
-15dBm Sensitivit) 00.0 %

-20dBm
-25dBm
-30dBm
-35dBm |
-40dBm |
-45dBm
-50dBm
-55dBm
-60dBm
-65dBm
-70dBm
-75dBm {
-80dBm |
-85dBm
-90dBm
-95dBm
-100dBm

X O Noise Floor

5,642.00MHz 5,650MHz 5,655MHz

Reference Level

-20.0 dBm

IQRate  puto Ref
92MHz Level

RTBW 5,680.00MHz 76.59MHz -65.00dBm  99.407%

({071 MEZ]
5/665!38MHz i 15/6661 OMHz|

5,655MHz 5,660MHz 5,665.38MHZ Hz

Power  ifrequency tPower |AFrequency APower <Frequency ~Power

13.90MHz

© 2025 Cisco and/or its affiliates. All rights reserved.

5666.10MHz  5670MHz

5,660MHz

11 File Writer
Transmitter Gain Filename.

- 20.00dB

Tx Mode
Tx Record Auto
off )l Config Start

(athieant Al e AL s D Ao e AL o i e bbb Ad s ok MdWJhuMNM"‘J \wuw PRV T

5,665MHz 5,670MHz 5,675MHz
lock Frequency range Power Density  iFrequency iPower iDensity AFrequency APower ADensity ~Frequency <~Power ~Density

5,675MHz 5,680MHz

5,665:38MHZ

A

WAT204:3ms¥4!895HZ

5,700MHz 5,705MHz

5,710MHz

€&——— Beacon

102.4ms

€&——— Beacon

102.4ms

€&——— Beacon
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Preamble puncturing

20
MHz
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N\ [
20 20 20
MHz MHz MHz
/L
80 MHz

BRKEWN-1011

Without puncturing - fall back to 20 MHz
JAY

( N\ [ N\ [ N )
20 20 20
MHz MHz MHz
80 MHz
With puncturing - work around, use 60 MHz
Y - )
20 20 20
MHz MHz MHz
Q9 &
AL

80 MHz

]
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Amp  IQRate suopef  Select  Tx Mode

Level
Auto 92MHz Rx1
ONE=X

» Calibration » SpectranV6 11 Control Sequencer B Spectrum 11 File Writer

6,743.92MHz

[ Y kmw ’s,nn.m{z -58.94dBm
» Histogram » IQ Power Spectrum
01062025 |
16:52:43.416 D . B
] AA r{ONIl—:\{ AG}
www.aoroniaide

-40.0ms -

-60.0ms -

-80.0ms |

-100.0ms -

-120.0ms

-140.0ms

-160.0ms -

-180.0ms -

-200.0ms -

16,834!35MHz 141683413

6,743.92MHz

Aaronia RTSA-Suite PRO v2.5.1 Build 14350 SYS: 6/1/202516:52:42 FPS: 61 DSP Load:




BDemo - 80 MHz wide 6GHz channel, with puncturing

e

rwry | [ Rx1 Span Am, 1Q Rate Select  Tx Mode
N = - Rx2 Pl Erofiles P Auto Ref Tx Record  Auto

Level Conl Start
T Full Auf 92MHz RA1 | Off fig

» Calibration » SpectranV6 11 Control Sequencer » Spectrum 11 File Writer L ONn3= X

6,743.92MHz 6,750MHz 6,755MHz 6,760MHz 6,765MHz 6,770MHz 6,836.04MHz

x 7 I.Pﬁs RTBW 6,774.99MHz  -58.94dBm

» Histogram » 1Q Power Spectrum ZONE>X

01.062025 |
16:53:31.515

AARONIA AGY

-40.0ms - WwW.aaroniadde
-60.0ms -}
-80.0ms -}
-100.0ms -
-120.0ms -
-140.0ms |
-160.0ms |

RELER

6,743.92MHz 6,750MHz 6,755MHz 6,760MHz 6,765MHz 6,770MHz 6,825MHz

1 [I] Frequencies RTBW  6790.00MHz -113.6dBm -44.39MHz

Aaronia RTSA-Suite PRO v2.5.1 Build 14350 SYS: 6/1/202516:53:31 FPS: 61 DSP Load:




Static puncturing

il Gisco Catalyst 9800-CL Wireless Controller Welcomeadmin | # ® A B &% W @ T Q | =mFeedback S @
3

cisco 17.15

_ Configuration~ > Tags & Profiles~ > RF/Radio Edit RF Profile x
General 802.11 RRM Advanced 802.11ax 802.11be
) RF Radio —
‘ Dashboard f—

Preamble Puncturing ENABLED .

State Y RF Profile Name Y Band

O Q rfp-puncture 6 GHz <
0O (4] default-rf-profile-6ghz 6 GHz
O o Low_Client_Density_rf_S5gh 5 GHz
Licensing O (4] High_Client_Density_rf_5gh 5 GHz
O (4] Low_Client_Density_rf_24gh 2.4 GHz
Trouble 0 o High_Client_Density rf 24gh 2.4 GHz
5 GHz

1. Create RF profile for band = 6 GHz

2.4 GHz

2. Enable preamble puncturing

3. Use test command (at own risk)

c9800-1715#test wireless ap name 1540-sniff dotl1 6ghz slot 2 puncture <channel> <bw>
c9800-1715#test wireless ap name 1540-sniff dot11 6ghz slot 2 puncture 169 20

c9800-1715#test wireless ap name 1540-sniff dotl1 6ghz slot 2 puncture clear
Teancen +1 Update & Apply to Device

]
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MLO - Demo

Observe channel 64 in 5 GHz
Observe channel 101 in 6 GHz

What we will see
Client performs speedtest.

First, downlink speed is tested -

5 GHZ SPECTRUM LIVE | EKAHAU SIDEKICK

traffic is only observed on 6 GHz

Then, uplink speed is tested - traffic
is seen in both 5 and 6

NETWORK

BAND SELECTION

<Any SsID

V> 24 5 6
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5.5628 GHz

-78 dBm

5 seconds v
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Bonus:

*a File

MoaG

Some fun

Tools View Help

mEENED,

2.386.347.000

AN AN M o e o R T T ARy At YA i MW

M M , |

[JI.\ Ly? \,)

190

E‘_F“"lil&p_’plg.“"

“*lcnsmo

; 3 5 i § ) ."
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This was not actually transmitted over the air but via a cable

Syt N A Nt \;‘/\/\

FFT Settings

FFT Size | 3840 v
Rate | 75fps =

WF Span | Auto -

Window

Plot Mode

Plot Scale

Hamming
Max ~
dBFs v
AVEraging e
show | Peaks
Band Plan

SPIL Plot s

PlotdB

WF dB

WF Mode | Max ~
Freq Zoom | |

Reset

Input co. .,

Audio

GaiN: e— |

Mute | UDP Rec

osp

Max

Garx

Center

Receiver O.,.

(621
RBW: 5.2 kHz
QOverlap: 0%
Res: 0,018

| | White Fill

Min
Markers

1x

Demod

FFT Se...

I 0

\l hackef

driver,tt alialn
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Questions?

N
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!
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Complete your surveys
in the Cisco Live
Events app.
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Continue your education
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isco.com or via Webex

~ R
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—T— MMM
Visit the Cisco Stand for Book your one-on-one Attend the interactive Visit the On-Demand
related demos Meet the Expert education with Capture Library for more
meeting the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
\ \_ Y,
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
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Thank you C1SCO Live !
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