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Enter your personal notes here

Catalyst 9000 Series Switching Family - …

Cisco Webex App

BRKENT-3340

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until 14 November 2025.

1

2

3

4

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKENT-3340
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Don’t Panic
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The beginning RE-FRESH
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The Address
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2001:0db8:4646:0001:0000:0000:0000:1e2a



© 2025 Cisco and/or its affiliates. All rights reserved.

IPv6 Addressing

IPv6 
Address 
Family

Multicast

Assigned

Solicited Node 

Unicast

Link Local

Global

Unique Local

Anycast

Transient

BRKENT-3340
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IPv6 Address rules (RFC 5952) 

BRKENT-3340

  Lower case, suppress leading / compress consecutive zeros

  2001 : 0db8 : 0046 :  a1d1 :  0000 : 0000 : 0000 : 0001

16 bits 16 bits 16 bits 16 bits 16 bits 16 bits 16 bits 16 bits

Interface IdPrefix

2001:0db8:0046:a1d1:0000:0000:0000:0001

2001:db8:46:a1d1::1

2001:db8:46:a1d1:0:0:0:1
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IPv6 interface ID Assignment 
IPv6 way

Stateless Address Auto Configuration
SLAAC EUI64

SLAAC RFC 8981
Temporary Address Extensions for 
Stateless Address Autoconfiguration 
in IPv6 formerly Privacy Extensions

BRKENT-3340
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Global Address

Routable across the Internet (2000::/3)

Documentation Prefix 2001:0db8::/32 (July 2004) & 3fff::/20 (July 2024)

2000:****:****:****:xxxx:xxxx:xxxx:xxxx

3fff:****:****:****:xxxx:xxxx:xxxx:xxxx

Unique Local Address

Routable within administrative domain (fc00::/7)

fc00:~~~~:~~~~:****:xxxx:xxxx:xxxx:xxxx

fd00:~~~~:~~~~:****:xxxx:xxxx:xxxx:xxxx

Link-Local address
Non routable exists on single layer 2 domain (fe80::/10)

fe80:0000:0000:0000:xxxx:xxxx:xxxx:xxxx

The Address

BRKENT-3340
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Session 
Journey
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1.Config Don’t forget these

2. RA’s Wireless

3. Validate Neighbor And Router Discovery

4. War Stories NPv1 and NPv2

5. Wireshark Addressing Joy
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OSPFv2 vs OSPFv3
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OSPFv2 == Legacy IP OSPFv3 Support Both!
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EIGRP IPv6 needs “no shutdown”

BRKENT-3340

ipv6 router eigrp 1 
  router-id 192.0.2.1 
  no shutdown
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VRRPv3: default is VRRPv2 => no IPv6 support

BRKENT-3340

R1#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
R1(config)#int e0/1
R1(config-if)# ipv6 address 2001:db8:cafe::1/64
R1(config-if)#vrrp 101 ?
  authentication  Authentication
  description     Group specific description
  ip              Enable Virtual Router Redundancy Protocol (VRRP) for IP
  preempt         Enable preemption of lower priority Master
  priority        Priority of this VRRP group
  shutdown        Disable VRRP Configuration
  timers          Set the VRRP timers
  track           Event Tracking

R1(config-if)#vrrp 101 
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VRRPv3: enabling it + successful configuration

BRKENT-3340

interface Ethernet0/1
 no ip address
 ipv6 address 2001:db8:cafe::1/64
 vrrp 101 address-family ipv6
  address fe80::1 primary
  exit-vrrp
!

fhrp version vrrp v3
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Beware the ACL “tightening”

BRKENT-3340

ipv6 access-list ingress
  permit tcp host 2001:db8::1 eq 80 any
  deny ipv6 any any log

deny ipv6 any any        implicit

permit icmp any any nd-ns    implicit
  permit icmp any any nd-na
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Remove IP Routing? – Live Dangerous
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Remove IP Routing
• “no ip routing”
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Remove IP Routing
• “no ip routing”

DO NOT DO THIS
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Remove IP Routing
• “no ip routing”

DO NOT DO THIS

BGP Can’t be configured, current configuration removed
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Remove IP Routing
• “no ip routing”
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BGP Can’t be configured, current configuration removed
EIGRP goes down immediately
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Remove IP Routing
• “no ip routing”

DO NOT DO THIS

BGP Can’t be configured, current configuration removed
EIGRP goes down immediately
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Remove IP Routing
• “no ip routing”

DO NOT DO THIS

BGP Can’t be configured, current configuration removed
EIGRP goes down immediately

OSPFv3 goes down after dead time
RIPng goes down after holddown time
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Remove IP Routing
• “no ip routing”

DO NOT DO THIS

BGP Can’t be configured, current configuration removed
EIGRP goes down immediately

OSPFv3 goes down after dead time
RIPng goes down after holddown time

ISIS could care less

BRKENT-3340
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Neighbor Discovery: Solicited Node Multicatscast 

BRKENT-3340

FF02::1:FFCC:CCCCFF02::1:FFBB:BBBBFF02::1:FFAA:AAAA

2001:db8::0000:0001

Solicited node multicast groups: FF02::1:FF00:0000 /104
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Session 
Journey
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1.Config Don’t forget these

2. RA’s Wireless

3. Validate Neighbor And Router Discovery

4. War Stories NPv1 and NPv2

5. Wireshark Addressing Joy
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Power Consumption On A Smartphone

BRKENT-3340

t

sleeping

sleeping

awake

10 mA

40 mA

CPU awake 150 mA

I(t)
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Why Multicast Solicited RAs ?

BRKENT-3340

RFC4861, 6.2.6. Processing Router Solicitations

   In addition to sending periodic, unsolicited advertisements, a router
   sends advertisements in response to valid solicitations received on
   an advertising interface. A router MAY choose to unicast the
   response directly to the soliciting host's address (if the
   solicitation's source address is not the unspecified address), but
   the usual case is to multicast the response to the all-nodes group.
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Tcpdump On A Host In A Large WiFi Network
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RA throttle

BRKENT-3340
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Session 
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1.Config Don’t forget these
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3. Validate Neighbor And Router Discovery

4. War Stories NPv1 and NPv2

5. Wireshark Addressing Joy
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Neighbor Cache State Machine 

BRKENT-3340

• Incomplete – Pending address resolution, NS message outstanding

• Reachable – Recently used mapping, Can be refreshed by ULP

• Stale – Not currently communicating, waiting for next queued packet

• Delay –Using stale binding, awaiting (ULP) return traffic 

• Probe – Sending Unicast NS to node (after Delay timer, 3x1 sec)

Reachable

IncompleteNo Entry

DelayStale Probe

NS

NA

time expired
NA

send packet

ULP
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ReachableTime: How Long Is It ?

BRKENT-3340

• BASE_REACHABLE_TIME

• Sent in RA or taken from default

• Value in milliseconds

• Random(0.5 .. 1.5) * BASE_REACHABLE_TIME

• Chosen every few hours or when BASE… changes

0.5x 1.5x

BASE_REACHABLE_TIMEBASE_REACHABLE_TIME

RANDOM (0.5x .. 1.5x)

milliseconds

BASE_REACHABLE_TIME

default: 30000 msec

ReachableTime
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The NP logic

BRKENT-3340



NPv1
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Nicole Problem-V1

BRKENT-3340
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NPv1 – the max of MAC on interface no GUA

BRKENT-3340

Let’s break the wifi
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NPv1 – What did Nicole do?

BRKENT-3340

Cisco Live London 2012

The Smart Device

Network:
SSID Dual-Stack & IPv6-only

Jump from SSID to other 
SSID
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NPv1 – What happened to my GUA?
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Jumping SSID’s

BRKENT-3340
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NPv1 – What happened to my GUA?

BRKENT-3340
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Solution – flush the neighbor cache

BRKENT-3340
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Nicole Problem-V2

BRKENT-3340
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NPv2 – Windows machines Public and Cisco Secure client

BRKENT-3340

Why do I lose my IPv6?
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NPv2 - Troubleshooting

BRKENT-3340

Cisco Windows Machine

MAC and other Windows 
NO problem

Loose IPv6 connectivity after 
15 min!

Bounce WiFi interface we get 
IPv6 again ☺
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NPv2 - Troubleshooting

BRKENT-3340

Loose IPv6 connectivity after 
15 min!

Remember Neighbor cache state machine!
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NPv2 - Troubleshooting
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Cisco Windows Machine

MAC and other Windows 
NO problem

Loose IPv6 connectivity after 
15 min!

Bounce WiFi interface we get 
IPv6 again ☺
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NPv2 - Troubleshooting

BRKENT-3340

Bounce WiFi interface we get 
IPv6 again ☺

This means a new RS is send out and RA is 
received by the host
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NPv2 – Troubleshooting – So what are we NOT getting?

BRKENT-3340

Unsolicited RA from the Router 
is not arriving to the host!
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Solution – Bug fixed in 
Cisco Secure Client

BRKENT-3340
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No RA’s

BRKENT-3340
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Host Attachment
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IPv6 Host Attachment Procedure

BRKENT-3340

Router Solicitation

IPv6 g.a. DAD NS

DHCPv6 inf req

DHCPv6 req

IPv6 g.a. DAD NS

DHCPv6 reply (DNS)

DHCPv6 reply (address)

IPv6 LL DAD NS
Anyone with this addr ?

RtrAdv
“M”Pref; “A” “O”
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Host Attachment In The Wild
Wireshark “Sniffer” Time!

BRKENT-3340
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Host State Post-Attachment

BRKENT-3340
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M-, O-, A- flags: (Too) Many To Choose From?

BRKENT-3340

Host State Input Behavior

Host has not acquired any 
addresses

No RA Some OS perform DHCPv6, 
some do not

Host has not acquired any 
addresses

RA with M=0, O=1 Some OS acquire info only if 
A=1

Host has acquired DHCPv6 
addresses (M=1, A=0)

RA with M=0 Some OS release DHCPv6 
addresses immediately, 
some not

Host has acquired SLAAC-
only addresses (A=1, M=0)

RA with M=1 Some OS acquire DHCPv6 
address immediately, some 
not

https://tools.ietf.org/html/draft-ietf-v6ops-dhcpv6-slaac-problem

For Your
Reference
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Quiz time!
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"IPv6 is Internet broccoli. 
Good for us in the long run but no 

immediate sugar rush from 
deploying it now"

Shameless self promotion of my own quotes - Nicole Wajer

BRKENT-3340
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https://eurl.io/#Pw7m5J7S-
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKENT-3340
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKENT-3340

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you
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