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Agenda o
The beginning

Config: Don’t forget these
RA’s: Wireless

Validate: Neighbor And
Router Discovery

War stories: NPv1 and NPv2
Wireshark: Addressing Joy

'
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Don’t Panic
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The beginning Q=N
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The Address

2001:0db8:4646:0001:0000:0000:0000:1e2a

lllllllll
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IPv6 Addressing

Unicast
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IPv6 Address rules (RFC 5952)

Lower case, suppress leading / compress consecutive zeros

© 2025 Cisco and/or its affiliates. All rights reserved

2001:0db8:0046:a1d1:0000:0000:0000:0001

2001:db8:46:a1d1:0:0:0:1
2001:db8:46:a1d1::1

Prefix Interface Id
: 0db8 : 0046 : aldl : 0000 : 0000 : 0O0O0OO : 0001
> > > > > > >

33333333333
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IPv6 interface ID Assignment

IPv6 way

SLAAC RFC 8981
Temporary Address Extensions for
Stateless Address Autoconfiguration
INn IPVv6 formerly Privacy Extensions

. L

Stateless Address Auto Configuration
SLAAC EUI64




The Address
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Don’t forget these

Wireless

SSIion 3. Validate Neighbor And Router Discovery

urney

NV ETES G- NPv1 and NPv2

Addressing Joy
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Don’t forget these
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OSPFv2 vs OSPFv3

OSPFv2 == Legacy IP

© 2025 Cisco and/or its affiliates. All rights reserved.
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OSPFv3 Support Both!
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EIGRP IPv6 needs “no shutdown”




VRRPv3: default is VRRPv2 => no IPv6 support

R1#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int e0/1
R1(config-if)# ipv6 address 2001:db8:cafe::1/64
R1(config-if)#vrrp 101 ?
authentication Authentication
description Group specific description
ip Enable Virtual Router Redundancy Protocol (VRRP) for IP
preempt Enable preemption of lower priority Master
priority Priority of this VRRP group
shutdown Disable VRRP Configuration
timers Set the VRRP timers
track Event Tracking

R1(config-if)t#tvrrp 101
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VRRPvV3: enabling it + successful configuration

interface Ethernet0/1




Beware the ACL “tightening”




Remove IP Routing? - Live Dangerous
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Remove IP Routing
* “no ip routing”




Remove IP Routing
- “no ip routing”

DO NOT DO THIS




Remove IP Routing
- “no ip routing”

DO NOT DO THIS

BGP Can’t be configured, current configuration removed




Remove IP Routing
* “no ip routing”

DO NOT DO THIS

BGP Can’t be configured, current configuration removed
EIGRP goes down immediately
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Remove IP Routing
- “no ip routing”

DO NOT DO THIS

BGP Can’t be configured, current configuration removed
EIGRP goes down immediately
OSPFv3 goes down after dead time
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Remove IP Routing
- “no ip routing”

DO NOT DO THIS

BGP Can’t be configured, current configuration removed
EIGRP goes down immediately
OSPFv3 goes down after dead time
RIPng goes down after holddown time
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Remove IP Routing
- “no ip routing”

DO NOT DO THIS

BGP Can’t be configured, current configuration removed
EIGRP goes down immediately
OSPFv3 goes down after dead time
RIPng goes down after holddown time
ISIS could care less

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-3340
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Neighbor Discovery: Solicited Node Multicatscast

Solicited node multicast groups: FF02::1:FF00:0000 /104

60\'\0\’&6{‘0“
A\elS
Ne'd ==
Neighbo! A vertiseMe™ = /=4
e
e
2001:db8::0000:0002 2001:db8::0000:0001
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Don’t forget these

Wireless

SSIion 3. Validate Neighbor And Router Discovery

urney

NV ETES G- NPv1 and NPv2

Addressing Joy

alfbal ]l
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Power Consumption On A Smartphone

%

.
N

N~

sleeping 10 mA

awake 40 mA

ICPU awake 150 mA

sleeping




Why Multicast Solicited RAs ?

RFC4861, 6.2.6. Processing Router Solicitations

In addition to sending periodic, unsolicited advertisements, a router
sends advertisements in response to valid solicitations received on
an advertising interface. A router MAY choose to unicast the
response directly to the soliciting host's address (if the
solicitation's source address is not the unspecified address), but
the usual case is to multicast the response to the all-nodes group.

33333333333
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Tcpdump On A Host In A Large WiFi Network
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RA throttle

© 2025 Cisco and/or its affiliates. All rights reserved.

CISCO

Controller

General

Inventory

Interfaces

Interface Groups
Multicast

Internal DHCP Server

Mobility Management

Ports
NTP

CDP

IPvG

Meighbor Binding
RA Throttle Palicy
RA Guard

MRS

MONITOR WLANs CONTROLLER WIRELESS  SECUR

RA Throttle Policy > Edit

Enable RA Throttle Policy &

Throttle Period (10-B6400 seconds) 600

1

Max Through (0-256) 10 Mo Limit ||
Interval Option [ Passthrough :]

| |
Allow At-least [(0-32) 1

| | i
Allow At-most (0-256) 1 Mo Limit ||

BRKENT-3340
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY

Controller RA Throttle Policy > Edit
General
Inventory Enable RA Throttle Policy =
Interfaces Throttle Period (10-86400 seconds) 60
Interface Groups A Max Through (0-256) 3 No Limit
Multicast | Interval Option Passthrough

» Internal DHCP Server Allow At-least (0-32) 1

» Mobility Management Allow At-most (0-256) 1 No Limit
Ports

b NTP

» CDP

w IPv6

Neighbor Binding
RA Throttle Policy
]
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Add RA Throttle Policy

Max Through No limit O

Interval option { passthrough v l

At Least Multicast RAs :
At Most Multicast RAs S No limit D

]
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Add RA Throttle Policy

Name* Policy Name

Throttle Period 600

Max Through 10 No limit (J

Interval option passthrough

At Least Multicast RAs

At Most Multicast RAs No limit D

v Add & Apply

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-3340 CIsco




B il Gisco Catalyst 9800-CL Wireless Controller Welcome aswifi |~ # & A 4 e Q & Feedback| * (@
17.12.4
— Configuration~ > Layer2~ > VLAN Edit VLAN: VLANOO11 ‘
VLAN ID* 1
SV VLAN VLAN Group
3| Dashboard —
Name VLANOO11 @
Monitoring State
VLAN ID Y Name
RA Throttle Poli None
O 1 default e oy
O n VLANOO11 < IGMP Snooping
O =200 VLAN0200
ARP Broadcast
Licensing O 212 vian212
~ 1 0 + Port Members Qs
3\{ Troubleshooting . .
o Available (3) Associated (0)
Gi1 >
Gi2 >
Walk Me Through > Gi3 >

No Associated Members

Update & Apply to Device
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-3340 CIsco



Don’t forget these

Wireless

SSIion 3. Validate Neighbor And Router Discovery

urney

NV ETES G- NPv1 and NPv2

Addressing Joy

alfbal ]l
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Neighbor Cache State Machine

Incomplete - Pending address resolution, NS message outstanding

Reachable - Recently used mapping, Can be refreshed by ULP

Stale - Not currently communicating, waiting for next queued packet

Delay -Using stale binding, awaiting (ULP) return traffic

Probe - Sending Unicast NS to node (after Delay timer, 3x1 sec)

ey .

time expired

send packet
]
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ReachableTime: How Long Is It ?

« BASE_REACHABLE_TIME

« Sent in RA or taken from default

BASE REACHABLE TIME * Value in milliseconds
default: 30000 msec « Random(0.5 .. 1.5) * BASE_REACHABLE_TIME
L > » Chosen every few hours or when BASE... changes

N

O.|5x | 1 .|5x rﬁilliseconds

ReachableTime

alfbal ]l
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Don’t forget these

Wireless

SSIion 3. Validate Neighbor And Router Discovery

urney

AV ETE (s [--l NPv1 and NPv2

Addressing Joy

alfbal ]l
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The NP logic

War Stories...

Smart Device

]
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Nicole Problem-V1
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NPv1 - the max of MAC on interface no GUA

Let’s break the wifi

=

'
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NPv1 - What did Nicole do?

Cisco Live London 2012

e

The Smart Device

Network:
SSID Dual-Stack & IPv6-only

J Jump from SSID to other
SSID

alfbal ]l
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NPv1 - What happened to my GUA?

I
c | 5 c n MONITOR WILANS CONTROLLER WIRELESS SECURITY MANAGEMENT
Monitor Clients > Detail
Summary
b Access Points Client Properties
F Cisco CleaniAir MAC Address f3:ie:df:e3:0a:76
F Statistics IPv4 Address 192.168.20.30
1Pet Address 2001:db8:0:20:518:e245:bbl8:f335,
L 2001:db8:0:20:fate: dfff:fee3:a76,
1:fale:diff: 1a76,
» Rogues fed0::fale:dfff:fee3:a76
Clients |
Multicast

-
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Jumping SSID’s

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-3340 CIsco



NPv1 - What happened to my GUA?

I
CISCO MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT

Monitor Clients > Detail

Summary
b Access Points Client Properties
¥ Cisco CleanAir MAC Address f8:1e:df:e3:0a:76
b Statistics 1Pv4 Address 192.168.20.30

1P Address

¥ COP
} Rogues fed0::fale:dfff:fee3:a7s,
| Clients |

Multicast

-
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Solution - flush the neighbor cache

]
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Nicole Problem-V2
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NPv2 - Windows machines Public and Cisco Secure client

Why do | lose my IPv6?

=

£ |www.youtube.com 142.250.124.91

& |accounts.youtube.com 142.250.195.142

'
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NPv2 - Troubleshooting

Cisco Windows Machine

\

MAC and other Windows
NO problem

Loose IPv6 connectivity after
15 min!

Bounce WiFi interface we get
IPv6 again ©

-

alfbal ]l
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NPv2 - Troubleshooting

Loose IPv6 connectivity after
15 min!

Remember Neighbor cache state machine!

-

alfbal ]l
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NPv2 - Troubleshooting

Cisco Windows Machine

MAC and other Windows
NO problem

Loose IPv6 connectivity after
15 min!

Bounce WiFi interface we get
IPv6 again ©

]
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NPv2 - Troubleshooting

Bounce WiFi interface we get
IPv6 again ©

This means a new RS is send out and RA is

received by the host

-

alfbal ]l
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NPv2 - Troubleshooting - So what are we NOT getting?

Unsolicited RA from the Router

Is not arriving to the host!

3333333333333333



Solution - Bug fixed in
Cisco Secure Client

© 2025 Cisco and/or its affiliates. All rights reserved.
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@ Cisco Secure Client — X

|An@nnect VPN: |
Ready to connect.

Amsterdam Duo - IPSec

ISE Posture:
No policy server detected.
Default network access is in effect.

N (@) RA, S Secure Endpoint:

Connected.

Flash Scan

Umbrella:
Umbrella is active.

3 @ e

]
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Don’t forget these

Wireless

SSIion 3. Validate Neighbor And Router Discovery

urney

NV ETES G- NPv1 and NPv2

Addressing Joy

alfbal ]l
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Host Attach

CISCO Live !



IPv6 Host Attachment Procedure

|
oo
— -
& IPv6 LL DAD NS _Anyone with this addr

Router Solicitation

IPv6 g.a. DAD NS //

DHCPvV6 inf req |
. DHCPv6 reply (DNS)

\

DHCPV6 req “

| DHCPV6 reply (address)
IPv6 g.a. DAD NS |
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[ BN M Wi-Fi: enQ

AdAm e mDRB Qe»ZF EIEEH QQqQas

[ |i|:n.fB V] Expressian... +
Mo. Time Source Destination Protocol  Length Info

7 0.007437 feB@::f65c:89ff: febd:8Bc3 ffo2::2 ICMPvE 62 Router Solicitation
8.016085 1:a2f3:clff:feff:4992 1:T65c:89FT: febd:8c3 ICMPVE Router Advertisement from a@:f3:cl:ff:49:92

39 9.191713 feB@::T65c:80Tf:febq:8c3 fro2::1:2 DHCPvE 142 Confirm XID: @x8bbfo@ CID: 000100011e9645d97T45c89b408c3..
48 @.1939@7 feB@::a2f3:clffifeffi4992 feB@::f65c:89ff: febd:8c3 DHCPvE 163 Reply XID: @x8bbfoe CID: 000100811e9645d9f45cB89b488c3
8.526502 HH t:1:ffb4:8c3 ICMPvE Neighbor Solicitation for fd33:af@4:eb8d:@:fT65c:89ff:fe.

189 @.571217 feB@::f65c:B91f: febd:Bc3 ffe2::1:2

Frame 7: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface @
Ethernet II, Src: Apple_b4:88:c3 (f4:5c:89:b4:88:c3), Dst: IPvemcast_82 (33:33:00:00:00:02)
Internet Protocol Version 6, Src: fe8@::f65c:89ff:feb4:8c3, Dst: ff@2::2
Internet Control Message Protocol w6
Type: Router Solicitation (133)
Code: @
Checksum: 8xf562 [correct]
Reserved: Q0000000

DHCPvE Solicit XID: @x936496 CID: B0@108011e9645d9T45c83b4B8C3

4 v wyw
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T e M Wi-Fi: enQ

AdmE i@ mNRE QesEF IS IEH QQaE
[ |i|:“"B '] Expressian... +
Mo. Time Source Destination Protocol  Length Info

7 0.007437 TeB@::f65c:897f: febd:8c3 ffe2::2 ICMPVE 62 Router Solicitation

8.016085 1:a2f3:clff:feff:4992 1:T65c:89FT: febd:8c3 ICMPVE Router Advertisement from a@:f3:cl:ff:49:92

39 0.191713 TeB@::T65c:897f: febq4:8c3 ffe2::1:2 DHCPvE 142 ConTirm XID: @x8bbTo9@ CID: 200100011e9645d9T45c890408c3..

40 @.193987 feB@::a2T3:clff: feff:4992 feB@::T65c:B9TT: febd:8c3 DHCPvE 163 Reply XID: @x8bbfo@ CID: 20@100011e9645d9T45cB89b408c3
@.526502 - 1:1:Ffbd:8Bc3 ICMPvE Meighbor Solicitation for fd33:af@4:ebBd:@:f65c:89Ff: fe..

189 @.571217 feB@::f65c:B91f: febd:Bc3 ffe2::1:2

» Frame 7: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface @
» Ethernet II, Src: Apple_b4:088:c3 (f4:5c:89:b4:88:c3), Dst: IPvbmcast_82 (33:33:00:00:00:02)

» Frame 7: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface @
» Ethernet II, Src: Apple_b4:08:c3 (f4:5c:89:b4:08:c3), Dst: IPvbmcast_02 (33:33:00:00:00:02)
» Internet Protocol Version 6, Src: fe80::f65c:89ff:febd4:8c3, Dst: ff02::
v Internet Control Message Protocol v6
Type: Router Solicitation (133)
Code: 0
Checksum: 0xf562 [correct]

DHCPvE Solicit XID: @x936496 CID: B0@108011e9645d9T45c83b4B8C3

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-3340 CciIsco



» Frame 1
» Etherne
» Interne
¥ Interne
Type:
Code!
Checl

YYYVYVYYYY
2
by

Frame 12: 230 bytes on wire (1840 bits), 230 bytes captured (1848 bits) on interface 0@
Ethernet II, Src: Tp-LinkT_ff:49:92 (a@:f3:c1:1f:49:92), Dst: Apple_b4:08:c3 (f4:5c:89:b4:08:c3)
Internet Protocol Version 6, Src: fe80::a2f3:clff:feff:4992, Dst: feB8@::f65c:89ff:feb4:8c3

M Wi-Fi: enQ

Internet Control Message Protocol v6
Type: Router Advertisement (134)

VvV VY VYY Y VYvYVYV

Code: 0

Checksum: ©x825d [correct]

Cur hop limit:

Flags: @xc@

1... L L

.1.. L

64

Managed address configuration: Set

Other configuration: Set

Home Agent: Not set

Prf (Default Router Preference): Medium (@)
Proxy: Not set

Reserved: 0

Router lifetime (s): 1800
Reachable time (ms): @

Retrans timer
ICMPv6 Option
ICMPv6 Option
ICMPv6 Option
ICMPv6 Option
ICMPv6 Option
ICMPv6 Option
ICMPv6 Option
ICMPv6 Option

© 2025 Cisco and/or its affiliates. All rights reserved.

(ms): ©

(Source link-layer address : a@:f3:cl:ff:49:92)
(MTU : 1280)

(Prefix information : 2001:470:1f15:289::/64)
(Prefix information : fd33:af@4:eb8d::/64)
(Route Information : Medium fd33:af@4:eb8d::/48)
(Recursive DNS Server 2001:470:1f15:289::1)

(DNS Search List Option lan)

(Advertisement Interval : 600000)

BRKENT-3340

Expressian... +

1T45c89b408c3..
t5c89b4@8c3
Te5c:89ff:fe.

}T45c89b488c3
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T e M Wi-Fi: enQ

AE @0 mDRRE Qe=sEF IS5 H aqax=
[ |i|:“"6 '] Expressian... +
Mo. Time Source Destination Protocol  Length Info
7 8.807437 fef@::f65c:897f: febd:Bc3 ffe2::2 ICMPvE 62 Router Solicitation
12 8.816085 feB@::a273:clff:feff:4992 feB@::T65c:89Ff: febd:8c3 ICMPVE 230 Router Advertisement from a@:f3:cl:ff:49:92
39 0.191713 f65c:89ff: febq4:8c3 fre2::1:2 DHCPvE Confirm XID: Ox8bbfo9@ CID: 000108811e9645d97T45c8%b408c3...
40 @.193987 feB@::a2T3:clff: feff:4992 feB@::T65c:B9TT: febd:8c3 DHCPvE 163 Reply XID: @x8bbfo@ CID: 20@100011e9645d9T45cB89b408c3
60 B8.526502 - ffe2::1: ffbd:8c3 ICMPvE 78 MNeighbor Solicitation for fd33:af@4:ebBd:@:f65c:83Ff: fe..
109 B8.571217 fe80::f65c:89ff: febd :Bc3 ffe2::1:2 DHCPvE 114 Solicit XID: @x936496 CID: B@619PA11e9645d9T45c89b408c3
» Frame 39: 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits) on interface @
» Ethernet II, Src: Apple_b#:88:c3 (f4:5c:89:b4:88:c3), Dst: IPvBmcast_01:00:02 (33:33:00:01:00:02)
» Internet Protocol Version 6, Src: feB8@::f65c:89ff:fehd:8c3, Dst: ff@2::1:2
» User Datagram Protocol, Src Port: 546 (5486), Dst Port: 57 "7"7% . . -
d v Identity Association for Non-temporary Address
Message type: Confirm (4) Option: Identity Association for Non-temporary Address (3)
Transaction ID: @x8bbfoa
b Client Identifier Length: 40
» Option Reguest
» Elapsed time Value: 00000000000000000000000000050018fd33af04eb8d0000. ..
v Identity Association for Non-temporary Address .
Option: Identity Association for Non-temporary Addr IAID' 80060000
Length: 4@ Ti: ©
Value: 00000QRE0002RPE0R00RRARAADRASER1ETd33aTR4ebBd
TAID: 00000000 T2: 0
T1: @
v IA Address
T2: @
v IA Address Option: IA Address (5)
Option: IA Address (5)
Length: 24 Length: 24
Value: fd33af@4ebBd0RQR0600RR00000R0B7cd0ORORRROBE
IPv6 address: fd33:afod:eb8d::7cd Value: fd33af@4eb8d000000000000000007cd0000000000000000
Preferred Lifetime: @ IPv6 address: fd33:af@4:eb8d::7cd
Valid lifetime: @ 3 2
Preferred lifetime: ©
Valid lifetime: 0

F

o]
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M Wi-Fi: enQ
& 5 Cm, : — =y
[ |i|:n.fB HE V] Expressian.. +
Mo. Time Source Destination Protocol  Length Info
7 8.807437 fef@::f65c:897f: febd:Bc3 ffe2::2 ICMPvE 62 Router Solicitation
12 8.816085 feB@::a273:clff:feff:4992 feB@::T65c:89Ff: febd:8c3 ICMPVE 230 Router Advertisement from a@:f3:cl:ff:49:92
39 0.191713 TeB@::T65c:897f: febq4:8c3 ffe2::1:2 DHCPvE 142 ConTirm XID: @x8bbTo9@ CID: 200100011e9645d9T45c890408c3..
40 @0.193987 feB@::a273:clff: feff:4992 feBB::T65c:B9ff: febd:8c3 DHCPvE 163 Reply XID: @x8bbfo9e CID: 208100011e9645d9f45c89b488c3
60 B8.526502 -

ffe2::1: ffbd:8c3

189 @.571217 feB@::f65c:B91f: febd:Bc3 ffe2::1:2

ICMPvE

DHCPvE

78

Meighbor Solicitation for fd33:af@4:ebBd:@:f65c:89ff: fe.

Solicit XID: @x936496 CID: B0@108011e9645d9T45c83b4B8C3

veea w . D000 QB 000G 0000 GBED = Flowlabel: @x0Q000000
Payload length: 189
Next header: UDP (17)
Hop limit: &4
Source: feB@::a2f3:clff:feff:4992
[Source SA MAC: Tp-LinkKT_ff:49:92 (a@:f3:cl:fT:49:92)]
Destination: TeB@::f65c:891T:Tebd:8c3
[Destination SA MAC: Apple_b4:08:c3 (f4:5c:89:b4:08:c3)]
[Source GeoIP: Unknown]
[Destination GeoIP: Unknownl
b User Datagram Protocol, Src Port: 547 (547), Dst Port: 546 (546)
¥ DHCPvb
Message type: Reply (7)
Transaction ID: @x8bbhToa
v Server Identifier
Option: Server Identifier (2)
Length: 18
Value: 00030001a8f3c1ffa992
DUID: @0@@30001adficlff4992
DUID Type: link-layer address (3)

Hardware type: Ethernet (1}
link—laver addrece: afsFfIop1FF:AQ:Q7

» Frame 48: 163 bytes on wire (13@4 bits), 163 bytes captured (1384 bits) on interface @
» Ethernet II, Src: Tp-LinkT_ff:49:92 (a@:f3:cl:ff:49:92), Dst: Apple_b4:88:c3 (f4:5c:89:b4:08:c3)
¥ Internet Protocol Version 6, Src: fe8@::a2f3:clff:feff:4992, Dst: feB@::f65c:B897f:Tebd:8c3

811@ .... = Version: &
Foeaa. DOOO BOBD ... siis sees swras wwas = Traffic class: @x@@ (DSCP: €58, ECN: Mot-ECT)

© 2025 Cisco and/or its affiliates. All rights reserved.
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AdAE i@ mPDRE Qe=2=E7 95|

M Wi-Fi: enQ

| & Q axF

[ |i|:n.fB V] Expressian... +
Mo. Time Source Destination Protocol  Length Info
7 0.007437 fe80::f65c:89ff: febd:8c3 ffe2::2 ICMPvVE 62 Router Solicitation
12 9.016085 feB@::a2f3:clff: feff:4992 TeB@::f65c:897f: feb4:8c3 ICMPvVE 230 Router Advertisement from a@:T3:cl:ff:49:92
39 8.191713 TeB@::T65c:89TT: Tebd:8c3 ffa2::1:2 DHCPvE 142 Confirm XID: @x8bbf2@ CID: @00100011e9645d9T45c89h408c3..
40 8.1939@7 TeB@::a2f3:clff: feffi4992 feB@::f65c:89FT: febd:8c3 DHCPvE 163 Reply XID: @x8bbfo@ CID: 20@100011e9645d9T45cB89b408c3
@.526582 5=

111: ffbd:8c3 ICMPvE Neighbor Solicitation for fd33:af@4:ebBd:@:T65c:89ff: fe.

189 8.571217 TeB@:: f65c:BIfT: febd:Bc3 ffe2::1:2 DHCPvE 114

Solicit XID: @x936496 CID: B0@108011e9645d9T45c83b4B8C3

» Frame 68: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @
» Ethernet II, Src: Apple_b#:88:c3 (f4:5c:89:b4:88:c3), Dst: IPvemcast_ff:b4:88:c3 (33:33:ff:b4:88:c3)
¥ Internet Protocol Version 6, Src: ::, Dst: ff@2::1:ffbd:8c3
8118 .... = Version: 6
Foeaa. DOOO GO0 ... seie wena vies waes = Traffic class: @x@@ (DSCP: €58, ECN: Mot-ECT)
veea w . D000 QB 000G 0000 GBED = Flowlabel: @x0Q000000
Payload length: 24
Next header: ICMPv6 (58)
Hop limit: 255
Source:
Destination: TT@2::1:ffb4:8c3
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
v Internet Control Message Protocol vé
Type: Neighbor Solicitation (135)
Code: @
Checksum: 8x5196 [correct]
Reserved: 20000068
Target Address: fd33:af@4:eb8d:@:765c:89ff:Tebd4:8c3
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@ ® M Wi-Fi: en0
@ e =l =
A = ® E £ R € : ReasESR L;z'§h§§|g @ Q | =
[ |i|:“"6 '] Expressian... +
Mo. Time Source Destination Protocol  Length Info
7 8.807437 fef@::f65c:897f: febd:Bc3 ffe2::2 ICMPvE 62 Router Solicitation
12 8.816085 feB@::a273:clff:feff:4992 feB@::T65c:89Ff: febd:8c3 ICMPVE 230 Router Advertisement from a@:f3:cl:ff:49:92
39 0.191713 TeB@::T65c:897f: febq4:8c3 ffe2::1:2 DHCPvE 142 ConTirm XID: @x8bbTo9@ CID: 200100011e9645d9T45c890408c3..
40 @.193987 feB@::a2T3:clff: feff:4992 feB@::T65c:B9TT: febd:8c3 DHCPvE 163 Reply XID: @x8bbfo@ CID: 20@100011e9645d9T45cB89b408c3
B.526582 1 1:1:Tfbd:8Bc3 ICMPvE Neighbor Solicitation for fd33:af@4:ebBd:@:f65c:89Ff:fe..

189 8.571217 Te8d:: f65c:89TT: febd :Bc3 ffe2::1:2 DHCPvE 114 Solicit XID: @x936496 CID: 006100A11e9645d9T45c89b4B8C3

» Frame 68: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @
» Ethernet II, Src: Apple_b#:88:c3 (f4:5c:89:b4:88:c3), Dst: IPvemcast_ff:b4:88:c3 (33:33:ff:b4:88:c3)
¥ Internet Protocol Version 6, Src: ::, Dst: ff@2::1:ffbd:8c3

811@ .... = Version: &
Fouee. D000 0000 ... 2ur. weme sers wans = Traffic class: @x0@ (DSCP: €58, ECN: Mot-ECT)
Paﬂuadlength“ggﬂ 0000 0000 0000 0080 = Flow , Frame 60: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @
Nexttmader:lénmm (58) » Ethernet II, Src: Apple_b4:08:c3 (f4:5c:89:b4:08:c3), Dst: IPvbmcast_ff:b4:08:c3 (33:33:ff:b4:08:¢3)
Hop limit: 255 v Internet Protocol Version 6, Src: ::, Dst: ff@2::1:ffb4:8c3
source: :: 9110 .... = Version: 6
Destination: ff@2::1:ffb4:8c3 P eusa 0000 0000 .... 2ovv s2es soss e = Traffic class: 0x00 (DSCP: CS@, ECN: Not-ECT)
[Source GeoIP: Unknown] vers sses se.. 0000 0000 0000 0000 0000 = Flowlabel: 9x00000000

[Destination GeoIP: Unknown]

v Internet Control Message Protocol vé Payload length: 24

Type: Neighbor Solicitation (135) Next header: ICMPv6 (58)
Code: @ Hop limit: 255
Checksum: 8x5196 [correct] Source: ::

Reserved: Q0000000
Target Address: fd33:af@4:eb8d:@:T65c:89ff:feb

Destination: ff@2::1:ffb4:8¢c3
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
v Internet Control Message Protocol vé6
Type: Neighbor Solicitation (135)
Code: 0
Checksum: ©x5196 [correct]
Reserved: 00000000
Target Address: fd33:af@4:eb8d:0:765c:89ff:feb4:8¢c3
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ot

e mn Y DHCPv6

| Message type: Solicit (1)
1:4 Transaction ID: ©@x936496

oo rmce . Client Identifier

Gvaan ' » Option Request
Ib Fr;lr:: fﬁ:lﬁflzj bytes -c;n wire \ 4 Elapsed t i"e
> Intermet Pratatol Vorsion 6, Option: Elapsed time (8)

: gag;vgatagram Protocol, Src Length: 2

Message type: Solicit (1)

Transaction ID: @x936496 Value: 0000

p Client Identifier

» Option Reguest Elapsed tim: 0 ms

v Elapsed time

Option: Elapsed tine (¢ v Identity Association for Non-temporary Address

Length: 2
:ﬂ%;ﬁﬁﬁam Option: Identity Association for Non-temporary Address (3)
T ation: Taentity Assec: Length: 12
Iﬁ:r{E;?:a;Eaaaa@aai Value: 000000000000000000000000
me IAID: 00000000
T390
T2: @
=
@:S!!!!!5!!!!!!!IIIIIIIIIIIIIIIIIIIIIII5g!5!IIIIIIIIl|IIl'.lllli'lllllllllll.l!ﬁg




Source

@.571217 TeBB::T65c:897f: Tebd:8c3
@.574190 feBl::a2f3:clff: ferf:4992

8.654411 fe8@: :f65c:B9ff: febd:Bc3
138 ©.687292 HH
139 0.716622

4 v wYy

Ethernet II, Src: Tp-LlnkT ff:49:92 (a@:f3:cl:ff:49:9
Internet Protocol Version 6, Src: feB@::a2f3:clff:fef
User Datagram Protocol, Src Port: 547 (547), Dst Port
DHCPvB

4 Y Y YvYYFry

Message type: Advertise (2)
Transaction ID: @x936496
Server Identifier
Client Identifier
SOL_MAX_RT
DNS recursive name server
Domain Search List
Reconfigure Accept
Identity Association for Non-temporary Address
Option: Identity Association for Non-temporary A
Length: 48
Value: @00020000R0054600000870000050018Fd33afade
IAID: QoooRRR0
T1: 216060
T2: 34560
v IA Address
Option: IA Address (5)
Length: 24
Value: fd33af@deb8d0000Bo00000000000T cdffIfffi
IPv6 address: fd33:af@4:ebBd::7cd
Preferred lifetime: infinity
Preferred lifetime: infinity

@ mORE J@em»EF &5 E

4 Y VvV VY Y

M WiFiz en0
| R Q  E
Message type: Advertise (2)
Transaction ID: ©x936496
Server Identifier
Client Identifier
SOL_MAX_RT
DNS recursive name server
Domain Search List
Reconfigure Accept
Identity Association for Non-temporary Address
Option: Identity Association for Non-temporary Address (3)
Length: 40
Value: 00000000000054600000870000050018fd33af04eb8d0000. ..
IAID: 00000000
T1: 21600
T2: 34560
v IA Address
Option: IA Address (5)
Length: 24
Value: fd33af@4ebB8d000000000000000007cdffffffffffffffff
IPv6 address: fd33:af@4:eb8d::7cd
Preferred lifetime: infinity

Q » Iilﬂiiﬁiliﬂll_ Preferred lifetime: infinity
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ffo2::1:ffbd:8c3

e 3t

Mo. T
1130 & =

e - -
129 08.654411 feB@::T65c:807f:febd:8c3 ffez::fh

HH 1il:ffbd:8c3

139 B.716622 HE ffa2::1: ffb4:8c3
148 B.716674 HE ffe2::1: ffb7:f1d5
141 @.728485 feB@::f65c:89ff: febd:Bc3 ffe2::1: ffbd:8c3

MDNS

ICMPvE
ICMPvE
ICMPvE
ICMPvE

ffR2::1:ffbd:Bc3 =) comien
FfR2:=1:Ffb7: fld5 iueosssuorascesnacs.

Standard query @x@ee@ PTR _airport._tcp.local, "QU" que..

287

78

78
86

Neighbor Solicitation for fe8@::f65c:89ff:febd:Bc3

Neighbor Seolicitation for 2001:470:1f15:289: f65c:89ff:f..
Meighbor Solicitation for fd33:af@4:ebBd:@:644c:4383:c5..

Multicast Listener Report

v

» Ethernet II, Src: Apple_b#:88:c3 (f4:5c:89:b4:88:c3), Dst: IPvemcast_ff:b4:88:c3 (33:33:ff:b4:88:c3)
¥ Internet Protocol Version 6, Src: ::, Dst: ff@2::1:ffbd:8c3
8118 .... = Version: 6
oo, BOBD 2008 .... ... «e:. = Traffic class: @x0@ (DSCP: (58, ECN: MNot-ECT)
............ oBo8 aaaa aaal anaa 6@ed = Flowlabel: 0xP@@80080

Payload length: 24

Next header: ICMPv6 (58)

Hop limit: 255

source: ::

Destination: fTf@2::1:TTb4:8c3

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
Internet Control Message Protocal vé

Type: Neighbor Solicitation (135)

Code: @

Checksum: @xeadb [correct]

Reserved: 20000068

Target Address: feBR@::T65c:89ff:febd:8c3

|

Frame 138: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @

78 Neighbor Solicitation for fe80::f65¢:89ff:febd4:8c3

78 Neighbor Solicitation for 2001:470:1115:289:f65c:89ff:f...
78 Nelghbor Sollc1tat10n for fd33:af@4:eb8d: 0 644c 4383 cSm
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[ BN M Wi-Fi: enQ
AdAm e mDRB Qe»ZF EIEEH QQqQas

[ |im‘5 [ ¢ ] - | V] Expressian.. +
Mo. Time Source Destination Protocol  Length Info

113 ©8.574190 feB@::a2f3:clff: feff:4992 feB0::f65c:89ff: febd:8c3 DHCPvE 183 Advertise XID: 9x936496 CID: #00120011e9645d9T45cB89b408...

129 8.654411 feB@::T65c:897f: Tebd:8c3 ffo2::fh MDNS 287 Standard query @x@ee® PTR _airport._tcp.local, "QU" que..
130 08.687292 HH ffo2::1: ffb4:8c3 ICMPvE 78 Meighbor Solicitation for fe8@::f65c:89ff:febd:8c3
@.716622 111: ffbd:8c3 ICMPvE 78 Neighbor Solicitation for 2001:478:1f15:289:f65c:B89ff:f.

148 @8.716674 HE ff@2::1: ffh7:f1d5 78 MNeighbor Solicitation for fd33:af@4:ebBd:@:644c:43B3:c5..
141 @.728485 feB@::f65c:BOff: febd:Bc3 ff@2::1:ffb4:8c3 ICMPvE 86 Multicast Listener Report
» Frame 139: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @
» Ethernet II, Src: Apple_b#:88:c3 (f4:5c:89:b4:88:c3), Dst: IPvemcast_ff:b4:88:c3 (33:33:ff:b4:88:c3)
¥ Internet Protocol Version 6, Src: ::, Dst: ff@2::1:ffbd:8c3

8118 .... = Version: 6

Foeaa. DOOO GO0 ... seie wena vies waes = Traffic class: @x@@ (DSCP: €58, ECN: Mot-ECT)

veea w . D000 QB 000G 0000 GBED = Flowlabel: @x0Q000000

Payload length: 24

Next header: ICMPv6 (58)

Hop limit: 255

Source:

Destination: TT@2::1:ffb4:8c3

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
v Internet Control Message Protocol vé

Type: Neighbor Solicitation (135)

Code: @

Checksum: 8xa3ad [correct]

Reserved: 20000068

Target Address: 2001:470:1115:289:1b5c:89ff:feb4:8c3
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[ BN M Wi-Fi: enQ
AdAm e mDRB Qe»ZF EIEEH QQqQas

[ |im‘5 [ ¢ ] - | V] Expressian.. +
Mo. Time Source Destination Protocol  Length Info

113 ©8.574190 feB@::a2f3:clff: feff:4992 feB0::f65c:89ff: febd:8c3 DHCPvE 183 Advertise XID: 9x936496 CID: #00120011e9645d9T45cB89b408...

2.654411 ::fb Standard query @x0@@@ PTR _airport._tcp.local, "QU" que.
130 0.687292 £1@2::1: ffb4:8c3 ICMPV6 78 Neighbor Solicitation for fe8@::f65c:B89ff:febd:Bc3

139 8.716622 HH ffe2::1: ffbd:8c3 ICMPvE 78 Neighbor Solicitation for 2801:47@:1f15:289: f65c:89ff: f..

feB@::T65c:80Tf:febq:8c3

148 08.716674 HE ffR2::1: ffb7:f1d5 ICMPvE 78 Neighbor Selicitation for fd33:af@4:eb8d:0:644c:4383:c5..
141 @.728485 feB@::f65c:BOff: febd:Bc3 ff@2::1:ffb4:8c3 ICMPvE 86 Multicast Listener Report

» Frame 148: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @
» Ethernet II, Src: Apple_b#:88:c3 (f4:5c:89:b4:88:c3), Dst: IPveBmcast_ff:b7:f1:d5 (33:33:ff:b7:f1:d5)
¥ Internet Protocol Version 6, Src: ::, Dst: ff@2::1:ffb7:f1d5
8118 .... = Version: 6
Foeaa. DOOO GO0 ... seie wena vies waes = Traffic class: @x@@ (DSCP: €58, ECN: Mot-ECT)
veea w . D000 QB 000G 0000 GBED = Flowlabel: @x0Q000000
Payload length: 24
Next header: ICMPv6 (58)
Hop limit: 255
Source:
Destination: fT@2::1:ffb7:71d5
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
v Internet Control Message Protocol vé
Type: Neighbor Solicitation (135)
Code: @
Checksum: 8x9@f7 [correct]
Reserved: 20000068

Target Address: fTd33:af@4:eb8d:9:644c:4383:c5b7:11d5
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M Wi-Fi: en0

Am1i©® mNRE Qe =g s5EH aaa=

[ |imf6 HE V] Expressian. +
Mo. Time Source Destination Protocol  Length Info

141 @.728485 fe80::f65c:89ff: febd:8c3 ffe2::1:ffb4:8c3 ICMPvVE 86 Multicast Listener Report

142 ©.728486 feB@::T65c:897f: febd:8c3 Tfe2::2: ff64:38e7 ICMPvVE 86 Multicast Listener Report

143 0.728546 TeB@::T65c:897T: Tebd:8c3 Tre2::1:7T@9:ce79 ICMPvE 86 Multicast Listener Report

@.728546 il ffb7:f1ld5 ICMPvE Multicast Listener

145 @.728547 feB@::f65c:89Ff: febd:8c3 ffa2::fbh ICMPvE 86 Multicast Listener Done

146 @.728547 feB@::f65c:89ff: feb4:Bc3 ffa2::fb ICMPvE BB Multicast Listener Report

147 @.728547 feB@::f65c:891f: febd:Bc3 ffa2::fb ICMPvE 86 Multicast Listener Done
» Frame 144: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface @

811@ .... = Version: &
Fouee. DOBD G200 ... aeus

veea w . D000 QB D000 0000 GBED = Flowlabel: @x@Q0B000Q
Payload length: 32
Next header: IPv6 Hop-by-Hop Option (@)
Hop limit: 1
Source: feB0::fT65c:89ff:febd:8c3
[Source SA MAC: Apple_b4:088:c¢3 (T4:5c:89:b4:08:¢3)1
Destination: TT@2::1:ffb7:T1d5
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
¥ Hop=by=Hop Options
Mext Header: ICMPvE ({58)
Length: @ (8 bytes)
» IPv6 Option (PadN)
» IPw6 Option (Router Alert)
v Internet Control Message Protocol vé
Type: Multicast Listener Report (131)
Code: @
Checksum: 8x1534 [correct]
Maximum Response Delay [ms]: @
Reserved: 2000
Multicast Address: Tf@2::1:ffb7:f1d5

» Ethernet II, Src: Apple_b#:88:c3 (f4:5c:89:b4:88:c3), Dst: IPveBmcast_ff:b7:f1:d5 (33:33:ff:b7:f1:d5)
¥ Internet Protocol Version 6, Src: fe8@::f65c:89ff:feb4:8c3, Dst: ff@2::1:ffb7:T1d5

«x.. = Traffic class: @x@@ (DSCP: CS@, ECN: Not-ECT)
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M Wi-Fi: en0

| & Q ) &

e0e
AEN i mDRE QRe=2EF IEE
%fyi:iffOZ::I:ffb4:8c3
E;gffOZ::Z:ff64:38e7
ey Tf02::1:7f89:ce79
e £f02::1: Tfb7:f1d5

147 ¢

S Fae1 T702:: b
e £102: b

ICMPv6
ICMPvVE
ICMPvE
ICMPv6
ICMPVE
ICMPV6
ICMPvE

86
86
86

86
86
86

Multicast
Multicast
Multicast
Multicast
Multicast
Multicast

Multicast

Listener
Listener
Listener
Listener
Listener
Listener

Listener

_ﬁeport
Report
Report

Done
Report
Done

M £fR2::fb
] - . e UUOUY QYOUDY UOUY UOUY UOUY = | LUWLAUC L. vAODOOOUUOUw
Payload length: 32
Next header: IPv6 Hop-by-Hop Option (@)
Hop limit: 1
Source: feB0::fT65c:89ff:febd:8c3
[Source SA MAC: Apple_b4:088:c¢3 (T4:5c:89:b4:08:¢3)1
Destination: TT@2::1:ffb7:T1d5
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
¥ Hop=by=Hop Options
Mext Header: ICMPvE ({58)
Length: @ (8 bytes)
» IPv6 Option (PadN)
» IPw6 Option (Router Alert)

v Internet Control Message Protocol v6
Type: Multicast Listener Report (131)
Code: @

Checksum: 8x1534 [correct]

Maximum Response Delay [ms]: @
Reserved: 2000

Multicast Address: Tf@2::1:ffb7:f1d5

F
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M Wi-Fi: en0

AW 40 mNREO Qe EF S5 5 QQ aQ=F
[ |ip\.f6 HE v] Expressian.. +
Mo. Time Source Destination Protocol  Length Info
162 ©.822814 feB@::a2f3:clff:feff:4992 ffe2::1 ICMPvE 86 Multicast Listener Query
163 ©.823768 feB@::a2f3:clff:feff:4992 ffe2::1 ICMPvE 86 Multicast Listener Query
9.866847 5= 1:1:TT09:ce79 ICMPvE Neighbor Solicitation for 20@1:478:1f15:289:95@08:7c17:9..
463 1.577676 feB@::f65c:89ff: febd:Bc3 ffo2::1:2 DHCPvE 156 Request XID: @xbe2c2 CID: 200100811e9645d9T45cB89b408c3 ..
464 1.579741 feBB::a2f3:cl1ff: feff:4992 feBO::f65c:89Ff: febd:8c3 DHCPvE 215 Reply XID: B@xbe2c2 CID: 900100011e9645d9f45c89b488c3 IA..
475 1.639431 feB@::a2f3:c1ff: feff:4992 ffe2::1: ff@9:ce79 ICMPvE BB Meighbor Solicitation for 2001:47@:1f15:289:9588:7c17:9..
476 1.639507 fe8@::f65c:Baff: febd:Bc3 fe8@::a2f3:clff:feff:4992 ICMPvE BB MNeighbor Advertisement 2881:476:1115:289:9588:7c17:9c89..

» Frame 176: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @
» Ethernet II, Src: Apple_b#:88:c3 (f4:5c:89:b4:88:c3), Dst: IPvBmcast ff:89:ce:79 (33:33:11:089:ce:79)

¥ Internet Protocol Version 6, Src: :

811@ .... = Version: &
Fouee. DOBD G200 ... aeus

i, Dst: f702::1:7709:ce79

«x.. = Traffic class: @x@@ (DSCP: CS@, ECN: Not-ECT)

. 0000 0000 PORO 0000 GBBD = Flowlabel: @x@@000000

Payload length: 24
Next header: ICMPv6 (58)
Hop limit: 255
Source:
Destination: TT@2::1:7T@9:ce7o
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

v Internet Control Message Protocal vé
Type: Neighbor Solicitation (135)
Code: @

Target Address:

2001:470:1715:289:9500: 7cl/:9c@2:ce/9
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. @ . . . M Wi-Fi: en0
AW I mRE Qe EF I FH QA Q QX
[ |im'6 m v] Expressian... +
Mo. Time Source Destination Protocol  Length Info
162 ©.822814 feB@::a2f3:clffifel s s ) ) - )
163 ©.823768 feB@::a273:clff: fe Message type' RequeSt (3)
176 ©.866847 i 3 . 9500:7¢17:0..
transactin 12: Gxghedcs
464 1.579741 feg0::a2f3:ciff:fer p CLient Identifier :89b488C3 IA..
475 1.639431 feB@::a2f3:cl1ff: fed 95@0@:7cl17:9..
476 1.639507 fe80::f65c:89Ff: fel P Option Request 18:7¢17:9¢00...
» Frame 463: 156 bytes on wire (1248 bits :
» Ethernet II, Src: Apple_b#4:88:c3 (fd4:5c > Elapsed tlﬂe
» Internet Protocol Version 6, Src: fe8@: ) Server Identifier
» User Datagram Protocol, Src Port: 546 ( S g
v DHCPV6 v Identity Association for Non-temporary Address
M : Re (3) 5 2 2
Tromeacting 10 oxobe2ca Option: Identity Association for Non-temporary Address (3)
» Client Identifier a
» Option Request Length' 40
. E;arﬁidl;i::mer Value: 00000000000000000000000000050018fd33af04eb8d0000. ..
v Identity Association for Non-tempora IAID: 00000000
ﬂptiﬂl’l: Identity Association foar M Tl‘ o
Length: 40 -
Value: 0000000000GRV0R00000000000C T2: ©
IAID: 00A0R000 -
E g v IA Address
v IA Address Option: IA Address (5)
Option: IA Address (5)
Length: 24 Length: 24
Tt e e t0a: chads s Value: fd33af@4eb8d000000000000000007cd0000000000000000
Preferred lifetime: 0 IPv6 address: fd33:af@4:eb8d::7cd

Valid lifetime: @

Preferred lifetime: ©

Valid lifetime: 0 W’

o]
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AN 1@ mORE Q @=

' |ipvé

Mo. Time Source
162 @.822814 feB@::a273:clff: feff:4992
163 @.823768 TeB@::a273:cl1ff: feff:4992
176 0.866847 BE
463 1.577676 feB@::T65c:89Ff: febd:8c3

1.579741

475 1.639431 fe8::a2f3:
476 1.639507 fe8@::fbo5c:

» Internet Protocol Version 6, Src: feB@::a2f3:clff:f
» User Datagram Protocol, Src Port: 547 (547), Dst Fo

¥ DHCPvb

Message type: Reply (7)
Transaction ID: @x@be2c2
Server Identifier

Client Identifier
SOL_MAX_RT

DNS recursive name server
Domain Search List
Reconfigure Accept
Authentication

4 ¥ Y Y Y vy yyvwy

Length: 48

Value: B0G00000000054600000870000050018Td33afE

IAID: P000e0eQ
T1: 2160@
T2: 34568
v IA Address
Option: IA Address (5)
Length: 24

Value: fd33afed4ebBdORQRGGRQRRRRGOBRATFcdf T
IPvE address: fd33:afed:

clff:feff:4992
clff:feff:4992
89ff:febd:Bc3

Identity Association for Non-temporary Address
Option: Identity Association for Non-temporary

eb8d::7cd

Preferred lifetime: infinity
Preferred lifetime: infinity

¥ viresha apn 0160519182107 NGSxSR

© 2025 Cisco and/or its affiliates. All rights reserved.
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M Wi-Fi: en0
Message type: Reply (7)
Transaction ID: @x@be2c2 +
Server Identifier
Client Identifier

‘9.
| -

SOL_MAX_RT _
DNS recursive name server ;$

Domain Search List
Reconfigure Accept
Authentication
Identity Association for Non-temporary Address
Option: Identity Association for Non-temporary Address (3)
Length: 4@
Value: 00020000000054600000870000050018fd33afb4ebBdoRaa. ..
IAID: @poedeeoe
T1l: 21600
T2: 34560
v IA Address
Option: IA Address (5)
Length: 24
Value: fd33af@4ebB8d0R0000000000RGRRRTcdfFffffIfffffffff
IPv6 address: fd33:af@4:eb8d::7cd
Preferred lifetime: infinity -
Preferred lifetime: infinity -

o]
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. o | ~ Message type: Reply (7)
A ®m @ =[N RE @@= % Transaction ID: 0xBbe2c2

- = - » Server Identifier
162 0.822814 ;EBB::3211:3:121:::12:;:4992 » Client Identifier
163 0.823768 e80::a2f3:c1ff: feff:4992
176 0.866847 st » SOL_MAX_RT
463 1.577676 fe8@: : f65c:89FF: febd:8c3 3
1.579741 +:a213:C1Tf: feff:4992 » DNS recursive name server
475 1.639431 fe80::a2f3:c1ff: feff:4992 . .
476 1.639507 fe80: : f65c: BAFf: febd:Bc3 > Dﬂmaln_EEE rch List
» Internet Protocol Version 6, Src: fe80::a2f3:clff:feff:4t W R'ECElﬂf].ng re AECEpt
.LI 5 H ‘ :I, H g -
: E;E;vgatagram Protoco rc Port: 547 (547 Dst Port: 5 > Auth&ntlcatinh
2‘i;z:gitizgem"eg;bgfﬂ v Identity Association for Non-temporary Address
> Server Identifier Option: Identity Association for Non-temporary Address (3)
p Client Identifier
» SOL_MAX_RT Length: 4@
» DNS '
~ Domain Search Ltast o Value: 0000000PRPGA054600000870000050018Td33af@4ebBdORAA. ..
» Reconfigure Accept .
» Authentication IAID o EEEHE'EIEB
v Identity Association for Non-temporary Address "
Option: Identity Association for Non-temporary Addrni T1: 216009
Length: 4@ T2: 345680
Value: 00000000000054600000870000050018Fd33afd4eb8dl
TAID: 00000000 v IA Address
T tieen Option: IA Address (5)
T ?:tdir:ns:s IA Address (5) L'E'rlgth: 24
Length: 24 Value: fd33af@debBdo0ee0000R0000GRRATcdfffffffffffffIff
Value: fd33af@4eb8d00000AOP0ORR0A0RETcAfFffffffl
IPv6 address: fd33:af@d:eb8d::7cd IPv6 address: fd33:af@4:eb8d::7cd
Pref d lifetime: infinit : : ; i B
Preferred lifetine: infinity Preferred lifetime: infinity

Q7 s e e Preferred lifetime: infinity

afra]n
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eoe M Wi-Fi: en0
AdAm e mDRB Qe»EZF EIEIEH Qaqas=

[ |i|:“"B m '] Expressian... +

Mo. Time Source Destination Protocol  Length Info

463 1.577676 fe80::f65c:89ff: febd:8c3 ffe2::1:2 DHCPvE 156 Reguest XID: @xbe2c2 CID: @00100011e9645d9f45c89b408c3 ..
464 1.579741 feB@::a2f3:clff: feff:4992 feB@::f65c:897f: feb4:8c3 DHCPvE 215 Reply XID: @xbe2c2 CID: 900100011e9645d9745c89b488c3 IA.
475 1.639431 a2f3iclff:feff:4992 a1 TTe9:ce79 ICMPvE Neighbor Solicitation for 2801:470:1f15:289:9508:7c17:9..
476 1.639587 f65¢:897f: febd4:8c3 12a2f3:c1ff: feffi4992 Neighbor Advertisement 2001:470:1f15:289:9500:7cl17:9c09..

481 1.648449 2001:479:1115:289:9580:7c17:9c@9:ce79 2208:1450:4813:c00: :6C 63886 —+ 993 [RST] Seg=1 Win=0 Len=0

» Frame 475: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface @
» Ethernet II, Src: Tp-LinkT_ff:49:92 (a@:f3:cl:ff:49:92), Dst: IPvBmcast_ff:89:ce:79 (33:33:ff:09:ce:79)
» Internet Protocol Version 6, Src: feB8@::a2f3:clff:feff:4002, Dst: f7@2::1:7f7f09:ce79
¥ Internet Control Message Protocol vé
Type: Neighbor £

coce: 0 Type: Neighbor Solicitation (135)

Checksum: @x9@et

Reserved: 60000 COde: Q

Target Address:
v ICMPvE Option (%

o don & Checksum: ©x90e5 [correct]

inewver s Reserved: 00000000
Target Address: 2001:470:1f15:289:9500:7¢17:9¢c09:ce79
v ICMPv6 Option (Source link-layer address : a@:f3:cl:ff:49:92)
Type: Source link-layer address (1)
Length: 1 (8 bytes)

Link-layer address: Tp-LinkT_ff:49:92 (a@:f3:c1:ff:49:92)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-3340
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T e M Wi-Fi: enQ

AdAm e mDRB Qe»ZF EIEEH QQqQas

[ |i|:n.f6 HE V] Expressian.. +
Mo. Time Source Destination Protocol  Length Info
463 1.577676 fe80::f65c:89ff: febd:8c3 ffe2::1:2 DHCPvE 156 Reguest XID: @xbe2c2 CID: @00100011e9645d9f45c89b408c3 ..
464 1.579741 feB@::a2f3:clff: feff:4992 feB@::f65c:897f: feb4:8c3 DHCPvE 215 Reply XID: @xbe2c2 CID: 900100011e9645d9745c89b488c3 IA.
475 1.639431 TeB@::a2f3:clff: TefTi4992 Tre2::1:7T@9:ce79 ICMPvE 86 Neighbor Solicitation for 2001:470:1715:289:9500:7¢17:9..

1.639587 1:f65ci89ff:febd4:8c3 i1a2f3:clff:feffi4992 ICMPvE 86 Neighbor Advertisement 2001:470:1115:289:9500:7c17:9c@9..

1.64@449 2001:479:1115:289:9580:7c17:9c@9:ce79 2208:1450:4813:c00: :6C 74 63886 -+ 993 [RST] Seg=1 Win=0 Len=0

» Frame 476: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface @
» Ethernet II, Src: Apple_b#:88:c3 (f4:5c:89:b4:88:c3), Dst: Tp-LinkT_ff:49:92 (a@:f3:cl:ff:49:92)
» Internet Protocol Version 6, Src: feB80::f65c:89ff:febd:8c3, Dst: feBB::a2f3:clff:feff:4992
¥ Internet Control Message Protocol vé
Type: Neigh

Code: 0 Type: Neighbor Advertisement (136)

Checksum: @
» Flags: 0x4e (’ .
Target Addr Co e: 0
v ICMPvE Opti

wen  Checksum: @xbac8 [correct]
iy ) Flags: @x40000000
Target Address: 2001:470:1f15:289:9500:7c¢17:9¢c09:ce79
v ICMPv6 Option (Target link-layer address : f4:5¢:89:b4:08:c3)
Type: Target link-layer address (2)
Length: 1 (8 bytes)

Link-layer address: Apple_b4:08:c3 (f4:5¢:89:b4:08:c3)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-3340 CciIsco



Host State Post-Attachment

® 00 /™ ayourtch — -bash — 101x26

[AYOURTCH-M-D1HB:~ ayourtch$ ifconfig en@

| en@: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether f4:5c:89:b4:08:c3

inet6 feB8@::f65c:89ff:febd4:8c3%en® prefixlen 64 scopeid @x4

inet 192.168.1.235 netmask @xffffff@® broadcast 192.168.1.255
inete 2001:470:17f15:289:f65c:89ff: feb4:8c3 prefixlen 64 autoconf

inett 2001:470:1115:289:9500:7¢17:9c@9:ce79 prefixlen 64 autoconf temporary
inet6 fd33:af@4:eb8d::f6&5c:89ff:febd4:8c3 prefixlen 64 autoconf

ineté fd33:af@4:ebBd::644c:4383:c5b7:f1d5 prefixlen 64 autoconf temporary
inete fd33:af@d:ebBd::7cd prefixlen 64 dynamic

nd6 options=1<PERFORMNUD=>

media: autoselect

status: active

inet6 fe80::f65c:89ff:febd:8c3%end® prefixlen 64 scopeid 0x4

inet 192.168.1.235 netmask Oxffffff0® broadcast 192.168.1.255

inet6 2001:470:1f15:289:f65c:89ff:feb4:8c3 prefixlen 64 autoconf

inet6 2001:470:1f15:289:9500:7¢17:9¢c09:ce79 prefixlen 64 autoconf temporary
inet6 fd33:af@4:eb8d::f65c:89ff:feb4:8c3 prefixlen 64 autoconf

inet6 fd33:af@4:eb8d::644c:4383:c5b7:f1d5 prefixlen 64 autoconf temporary
inet6 fd33:af@4:eb8d::7cd prefixlen 64 dynamic

]
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M-, O-, A- flags: (Too) Many To Choose From? @ For Your

Reference
Host has not acquired any No RA Some OS perform DHCPv6,
addresses some do not
Host has not acquired any RA with M=0, O=1 Some OS acquire info only if
addresses A=1
Host has acquired DHCPv6 RA with M=0 Some OS release DHCPv6
addresses (M=1, A=0) addresses immediately,
some not
Host has acquired SLAAC- RA with M=1 Some OS acquire DHCPv6
only addresses (A=1, M=0) address immediately, some
not

https://tools.ietf.org/html/draft-ietf-v6ops-dhcpv6-slaac-problem

alfbal ]l
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Quiz time!

ol I 1l I h
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"IPv6 is Internet broccoli.
Good for us in the long run but no
immediate sugar rush from
deploying it now"

Shameless self promotion of my own quotes - Nicole Wajer

'
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P [EXT] Everything you always wanted to know about IPvb but were a...

63 people = Cisco's Internet Highway of IPvb

https://eurl.io/HPwW7m5J7S-
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Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

O
00

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

N
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
Events app.
Y,
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,
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Thank you C1SCO Live !
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