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Our journey today

Traditional Cloud Centric
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In the beginning
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Design Considerations
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Design Considerations

SD-WAN Topology

4 N\ a ) 4 I
Full Mesh Hub and Spoke Hybrid
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Design Considerations

Head-end Design

-

One-Arm Concentrator

>

Internet
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Design Considerations

MX Appliance Sizing

© 2025 Cisco and/or its affiliates. All rights reserved.

Firewall
Throughput

RFC2544 -
1518 Byte

Firewall
Throughput

ERIN

Maximum Site to
Site VPN Tunnel
Count

Recommended
Maximum Site to
Site VPN Tunnel

MX67

700 Mbps

700 Mbps

MXE7

50

50

Maximum Concurrent

Sessions

MX68

700 Mbps

700 Mbps

MX68

MX&7

25,000

MX75

1 Gbps

1 Gbps

MX75

75

75

MXEB

25,000

MX85

1Gbps

1Gbps

MXB85

200

100

MX75

50,000

BRKENT-2567

MX95

3 Gbps

3 Gbps

MX95

500

MXEBS

125,000

MX105

5 Gbps

5 Gbps

MX105

1,000

500

MX95

200,000

MX250

3,000

1,000

MX105

250,000

MX250

75 Gbps

7 Gbps

MX250

500,000

MX450

10 Gbps

10 Gbps

MX450

5,000

1500

MX450

1,000,000
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Traffic Forwarding

CCCCC



Traffic Forwarding

Network Address Translation

-

Default

- <xe |

i)

WAN IP address

Outbound traffic NAT to

>,

o

NAT can be disabled

\<

s

Port Forward

Vb
- 97

Inbound WAN port
forwarded to inside IP
address and port

\

/

Inbound IP address
NATed to inside IP
address

Ensure outbound traffic is
routed out same WAN
interface

k

/

-

1:Many NAT

LV
°o &p 7

Inbound IP address and
port NATed to inside IP

address and port
Outbound traffic

sourced from MX WAN

IP address

>,

J
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Hairpin routing on all ‘inbound’ port forwards/NAT with source re-write
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Traffic Forwarding

Traffic Shaping/Policing

Link Shaping

SD-WAN & traffic shaping

Uplink configuration

WAN 1 100 Mbps details

WAMN 2 100 Mbps

Cellular 50 Mbps -

Controls inbound and
outbound traffic on WAN

Ratio used for load-balancing
of traffic across interfaces

N J

-

Per Client Shaping

Global bandwidth limits

Per-client limit unlimited

Applied to all clients, for all
routed traffic

-

~

Class Shaping

Traffic shaping rules

Default Rules Disable default traffic shaping rules
Rule #1
Definition
. J | % d+
This rule will be enforced on
traffic matching any of these
BXPrassions
Bandwidth limit [Cheose a limit... v
5 Mbps
P det
Priority

DSCP tagging [& (€51 - Low Priority Data)

Add a new shaping rule

Eight user definable classes
Four CBWFQ queues
Applied to all routed traffic

Can be overridden by Group Policy on client or VLAN

© 2025 Cisco and/or its affiliates. All rights reserved.
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Traffic Forwarding

‘“Three-click’” SD-WAN

Enable Hub

O off

@ Hub (Mesh)

O Spoke

Do not participate in site-to-site VPN.

Establish VPN tunnels with all hubs and depe

Establish VPN tunnels with selected hubs.

Define ‘Hub’ Subnets

Add a local network

N

MName VPN mode

Internal Enabled

Enable Spoke

O off

Do not participate in site-to-site VPN.

O Hub (Mesh)
Establish WPN tunnels with all hubs and depe

® Spoke
Establish VPN tunnels with selected hubs.

Select Hubs

# Name IPv4 default route
1 |Hub Concentrator v| O
Add a hub

Enable ‘Spoke’ Subnets

© 2025 Cisco and/or its affiliates. All rights reserved.

-

Name

Client

Server

VPN mode Subnet Uplink

Enabled ~ &) 1011.0/24  Any

Disabled ~ @ 101100/24  Any

‘Enable’ SD-WAN

BRKENT-2567

Multi-Uplink AutoVPN ® Enabled
Create VPN tunnels

O Disabled
Do not create VPN t
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Traffic Forwarding

SD-WAN Path Selection

[ Up to six performance classes - based on latency, jitter, loss - plus predefined ‘VolP’ J
4 N v )
Internet SD-WAN VPN SD-WAN
o &7 F! h'@j
ICMP probes to ‘uplink statistics’ IP addresses UDP probes every second across each tunnel

J

\_ ‘ AN ‘

Traffic selection based on source and/or destination, NBAR or application

WAN link choice, based failure, poor performance, load-balance or ‘best for VolP’
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Securing the Edge
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Securing the Edge
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Securing the Edge

Firewall
4 N N\ N ] ]
Inbound Outbound Cellular Site-to-Site
f () )
=i= =) |
' W || 8P || SF
1 1 J 1T 1T
All traffic inbound to a All traffic ‘into’ the MX, Appended to existing All outbound VPN traffic,
WAN interface both towards WAN and outbound firewall rules Auto VPN and IPsec
‘Deny all’ default with inter-VLAN when using cellular Organisation-wide rules
auto-magic updates Last rule is in list is Last rule is in list is Last rule is in list is
‘allow any any’ ‘allow any any’ ‘allow any any’

NAT exceptions
enables manual firewall
\ rewat)

¥ ¥

[ Stateless Layer 7 Outbound Firewall )

]
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Securing the Edge

Firewall
4 N\ [ N 7 N 7 ] ]
Inbound Outbound Cellular Site-to-Site
r ] ) ( () e )
:Q: [ =) |
| 7 -
1 | J 1T 1T
All traffic inbound to a All traffic ‘into’ the MX, Appended to existing All outbound VPN traffic,
WAN interface both towards WAN and outbound firewall rules Auto VPN and IPsec
‘Deny all’ default with inter-VLAN when using cellular Organisation-wide rules

auto-magic updates Last rule is in list is Last rule is in list is

‘allow any any’ ‘allow any any’

Can be overridden by
Group Policy on client
or VLAN
2ss Layer 7 Outbound Firewall
\ %
]
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\enables manual firewallj




Securing the Edge

Threat Protection

-
Cisco AMP

% =

o>

Enabled or Disabled

Configurable exclusions
either URL or File

Note: ensure traffic analysis in enabled

N J
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IDS/IPS

X oo
- Hs)
/AN

Disabled, IDS or IPS
Rules can be disabled

Configurable exclusions
either type or IP address

J
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DNS Security
Inter
’DNS Query

I

J@/

‘8 |

Zal

Requires DNS Security
Subscription

Configurable domain
exclusions




Securing the Edge

Content Filtering

@ Block

Content categories

Threat categories

Category blocking

Block URLs by website and threat category. See the full category list.

® Adult X @& Pornography x

@& Child Abuse Content X

& Terrorism and Violent Extremism X
& lllegal Activities X & Lotteries X

& Gambling X

& spam x & Botnets X

® sSpyware and Adware X @ Phishing X
& Malware Sites X

) Open HTTP Proxy X

% Domain Generated Algorithm X

& Cryptojacking X @ Malicious Sites X

© 2025 Cisco and/or its affiliates. All rights reserved.
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URL filtering

Enter specific URLs to block or allow. You can use Category blocking to block a large number

© Block
Blocked URL list

www.example.com

v Allow

Allowed URL list
webex.com
whx2.com
Zoom.us

slack-core.com

Asterisk (*) only relevant by itself
Allow list takes precedence

]
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MX SD-WAN Benefits

ZTP

Cierot

Inter
t

[o @ 7 ]

IP Address, DNS and
internet access

in Meraki Dashboard
N\

Pre-provision configuration

/
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Programable

55 SMera

=

Python SDK
Ansible Module
Terraform Provider

4 )
Transport Independent

Interne
t

t

Ease of migration at end
of contract

Temporary cellular

BRKENT-2567

deployments for new sites

N\ J

]
cisco



Advanced Configurations
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Advanced Configurations

Border Gateway Protocol

Single AS for SD-WAN fabric

‘Receive limit’ and ‘allow transit’
options to maintain route table integrity

Configurable BGP neighbour attributes:
‘AS Path Prepend’, ‘MED’ and ‘Weight’

BGP configurable on multiple
interfaces in NAT/routed mode

Note the route priorities for MX (i.e.
BGP is least priority)

NS %

This link can be disabled by support

]
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Advanced Configurations

Site-to-Site VPN NAT

VPN NAT

10.1.1.0/24 - 10.1.3.0/24

() (W)

/4
(s) ) (55 (s) ':\Ci?:quiredSite

10.1.1 0/24- - -101 1 0124
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Site-to-Site VPN NAT

VAN
NAT

i_i
[. @ 37 ]

1:1 VPN, ‘changes’ IP
addressing for site

1:Many NAT, ‘shrinks’ subnet

to single IP address
Host map available for traffic

towards site

J

Needs to be enabled by support

cisco
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Data Centre Data Centre
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Connecting to laaS

Virtual MX deployed in
public laaS

Either Enterprise or

Advanced Security license

/

\

Flexible

Internet

Internet

___________

NAT/routed mode or
VPN concentrator

One WAN interface, and
one LAN interface

e

-

One virtual appliance for edge security and SD-WAN

Dvnamic Routing

Use BGP to provide
dynamic routing and HA

Note limits on BGP
prefixes for laaS providers

~
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Use Catalyst 8000v for BGP
route summarisation

J
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Connecting to SaaS

\
VPN Exclusion (DIA)
o @ :[- «x@ |
—————— = ,/’
\\\ ,,’
X ’/ IP destination,
! FQDN or
Application
[- P ]
LAN
J
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VPN Split Tunnel
@ m Internet
""" \
l o «Q’:: : [. 0@'3:
- = _R_\/ *
\\\ i
\\\ : Everything
S except known
N IP subnets
[- e::@]
LAN
J
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Implementing SSE
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Connecting to SSE

Single WAN

POP 1 POP 2

=)

Internet
WAN 1 WAN 2

- 8]

LAN

Multi-link WAN

POP 1 POP 2

O sse.2® )
/ ’ I’

l' (]
Internet

WAN 1 WAN 2
( A A )
Lpad—balancgd

LAN

© 2025 Cisco and/or its affiliates. All rights reserved.

Default route (0.0.0.0/0) via IPsec tunnel(s) to SSE
Option to failover to DIA on tunnel failure

BRKENT-2567
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Connecting to SSE

Tunnel ‘up’ if IPsec Phase 1 ‘up’, Phase ‘2’ up, and health

check is good (i.e. HTTP 1xx, 2xx, or 3xx response)

© 2025 Cisco and/or its affiliates. All rights reserved.

Default
Opt._

Health checks

HTTP GET

10 second

interval

Internal source
[ @ 27

IP address
LAN

BRKENT-2567
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e I
Secure Internet Access

POP 1

<‘ CSA

Interriet
WAN 1) | WAN 2

- 8]

LAN

POP 2

Multi-link WAN

© 2025 Cisco and/or its affiliates. All rights reserved.

Connecting to Cisco Secure Access

-

Secure Private Access

~

BGP over IPsec

-

BRKENT-2567

Cisco Secure Connect

Meraki Auto VPN

~

J
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Where next?




Thousand Eyes Integration

e ) 4
Assurance

Integration of Thousand Eyes Nk

with Meraki Dashboard e

Enterprise Agent installed on -
MX appliance

Proactive, synthetic testing of
applications

Client impact of application
issues reflected in Dashboard

uuuuuuuuuuuuuu

© application

© 2025 Cisco and/or its affiliates. All rights reserved.
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Security Cloud Control

Centralised Policy

Integration of Security Cloud
Control (SCC)

Push centrally defined policy
to security appliances

Cloud Control

&> Organization

4 Home

Products

s Firewall

Platform sef

W Favorites

am Security Devices
%5 Shared Objects

O Pplatform Management

>

>

Security Devices

[De\iices | Templates l [ Q

Al Meraki

@ Name ¢ Configuration Status & Connectivity %
| Q E’_’"S“st"“‘w © Synced ® Oniine

(m] Kingswood © synced ® Online

& ® 0 | £ BruceNewton v

Eynesbury
Clear selection

Device Details

Type Primary
Name inf-eyn-securityl
Serial I
Model MX75

Location

© Synced

Yeur device's configuration is Up-te-date.

Check for Changes

Device Actions
@ Update Credentials
= Workflows
@ Remove
Management
% Objects

@ Policy
@ Changelog

43 Conflict Detection

9
37.4180951010362,-122.098531723022

Check every: Tenant default (24 hours) »

J
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Cisco XDR Integration

s

~
Securing the Network

Integration of Cisco Extended

Detection and Response

Visibility of XDR incidents
directly in Dashboard

NetFlow from MX appliance
feeding SCA

© 2025 Cisco and/or its affiliates. All rights reserved.

-

Security Center

MX Summary

MX Events

®

XDR Incidents

13 incidents

] O New incidents

4 Open incidents

v 13 incidents

Priority (O Name Source & Created Assig
1000 (sMB Connection Spike: Internal on 172.31106.144 ) Cisco XDR Analytics (org-563ad88f-9f3... 13 days up
m Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Aut... Cisco XDR Automation 16 days up
@ Persistent Remote Control Connections - New External Server Cisco XDR Analytics 17 days up
@ Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Aut... Cisco XDR Automation 1 month up
Malicious email reported on dcloud[at]dcloud[.]local Cisco XDR Analytics 16 days MM
DNS Abuse on 64[.1102[.16[.1247 Cisco XDR Analytics 1 day up
@ Malware and phishing on sparrow-meraki-client Cisco XDR Analytics 15 days
Anomalous Domain Controller Activity on 52[.]1216[.125[.1128 Cisco XDR Analytics 14 days up
660 Anomalous domain activity on redc[.]Jtraceableactions[.Jcom Cisco XDR Analytics 13 days D
660 New external server d d on rodc[.]t bl i [Jcom Cisco XDR Analytics 20 days D

~

SMB Connection Spike:
Internal on 172.31.106.144

Priority @@ielsl)}) Status Open: Reported

Reported Cisco XDR Analytics (org-563adé8f-
by 9f39-4db3-b49f-88edb3a45451)
14 days ago

Assignedto  UD

Priority score breakdown © ~

Detection Asset Value at
10 0 0 o0 Risk Risk

Short description ~

Device attempted to contact an unusually large
number of SMB servers. This can be an indication of
malware or abuse.

Long description ~
Assets 1 v
Observables 0 v

Help @ RYUET ent in XDR 7
o

(/’f

%

BRKENT-2567
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights res
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http://www.ciscolive.com/on-demand
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Thank you C1SCO Live !
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