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Who am I?

Radio Broadcast Engineer

Systems Administrator

Network Administrator

Solution Architect

Solutions Engineer

Trail Runner

BRKENT-2567



© 2025 Cisco and/or its affiliates. All rights reserved.

The MX can’t do that, right?
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Our journey today
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Design Considerations
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Design Considerations
SD-WAN Topology
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Design Considerations
Head-end Design

One-Arm Concentrator NAT/Routed Mode

DC LAN

WAN

Internet

DC LAN

Internet
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Design Considerations
MX Appliance Sizing
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Traffic Forwarding
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Traffic Forwarding
Network Address Translation

Default

Outbound traffic NAT to 
WAN IP address

Port Forward

Inbound WAN port 
forwarded to inside IP 

address and port 

1:1 NAT

Inbound IP address 
NATed to inside IP 

address

Ensure outbound traffic is 
routed out same WAN 

interface

1:Many NAT

Inbound IP address and 
port NATed to inside IP 

address and port

Outbound traffic 
sourced from MX WAN 

IP address

Hairpin routing on all ‘inbound’ port forwards/NAT with source re-writeNAT can be disabled
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Traffic Forwarding
Traffic Shaping/Policing

BRKENT-2567

Link Shaping Per Client Shaping Class Shaping

Eight user definable classes

Four CBWFQ queues

Applied to all routed traffic 

Controls inbound and 
outbound traffic on WAN

Ratio used for load-balancing 
of traffic across interfaces 

Applied to all clients, for all 
routed traffic

Can be overridden by Group Policy on client or VLAN
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Traffic Forwarding
‘Three-click’ SD-WAN

Enable Hub Enable Spoke Select Hubs

Define ‘Hub’ Subnets Enable ‘Spoke’ Subnets ‘Enable’ SD-WAN
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Traffic Forwarding
SD-WAN Path Selection

Up to six performance classes – based on latency, jitter, loss – plus predefined ‘VoIP’

Internet SD-WAN

ICMP probes to ‘uplink statistics’ IP addresses

Traffic selection based on source and/or destination, NBAR or application

WAN link choice, based failure, poor performance, load-balance or ‘best for VoIP’

VPN SD-WAN

UDP probes every second across each tunnel
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Securing the Edge
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Securing the Edge

Data Centre
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Enforcement
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Securing the Edge
Firewall

Inbound

All traffic inbound to a 
WAN interface

‘Deny all’ default with 
auto-magic updates

NAT exceptions
enables manual firewall

Outbound

All traffic ‘into’ the MX, 
both towards WAN and 

inter-VLAN

Last rule is in list is 
‘allow any any’

Site-to-Site

All outbound VPN traffic, 
Auto VPN and IPsec

Organisation-wide rules

Last rule is in list is 
‘allow any any’

Cellular

Appended to existing 
outbound firewall rules 

when using cellular

Last rule is in list is 
‘allow any any’

Stateless Layer 7 Outbound Firewall

BRKENT-2567



© 2025 Cisco and/or its affiliates. All rights reserved.

Securing the Edge
Firewall

Inbound

All traffic inbound to a 
WAN interface

‘Deny all’ default with 
auto-magic updates

NAT exceptions
enables manual firewall

Outbound

All traffic ‘into’ the MX, 
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inter-VLAN

Last rule is in list is 
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All outbound VPN traffic, 
Auto VPN and IPsec

Organisation-wide rules

Last rule is in list is 
‘allow any any’

Cellular

Appended to existing 
outbound firewall rules 

when using cellular

Last rule is in list is 
‘allow any any’

Stateless Layer 7 Outbound Firewall

Can be overridden by 
Group Policy on client 

or VLAN
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Securing the Edge
Threat Protection

Cisco AMP IDS/IPS

BRKENT-2567

DNS Security

LAN

LAN

LAN

Internet

VLAN VLAN

Internet Internet Umbrella

DNS Query

Enabled or Disabled

Configurable exclusions 
either URL or File 

Disabled, IDS or IPS

Rules can be disabled

Configurable exclusions 
either type or IP address

Requires DNS Security 
Subscription

Configurable domain 
exclusions

Note: ensure traffic analysis in enabled
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Securing the Edge
Content Filtering

Asterisk (*) only relevant by itself

Allow list takes precedence

BRKENT-2567



Expanding the business



© 2025 Cisco and/or its affiliates. All rights reserved.

Branch

Branch Branch

Branch

Data
Centre

Internet

Data
Centre

BRKENT-2567



© 2025 Cisco and/or its affiliates. All rights reserved.

Data Centre

LAN

Internet

Branch

LAN

Data Centre

LAN

Branch

LAN

BRKENT-2567



© 2025 Cisco and/or its affiliates. All rights reserved.

MX SD-WAN Benefits

ZTP Programable Transport Independent

Meraki

Interne
t

IP Address, DNS and 
internet access

Pre-provision configuration 
in Meraki Dashboard

MerakiAPI

Python SDK

Ansible Module

Terraform Provider

Interne
t

MPLS

Interne
t

Cellula
r

Ease of migration at end
of contract

Temporary cellular 
deployments for new sites
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Advanced Configurations
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Advanced Configurations
Border Gateway Protocol

H H

DC LAN DC LAN

S

S S

SS

LAN

LAN

LANLAN

LAN

ASN x ASN y

ASN a e
B

G
P

e
B

G
P

eBGP

iBGP

This link can be disabled by support

Single AS for SD-WAN fabric

‘Receive limit’ and ‘allow transit’ 
options to maintain route table integrity

Configurable BGP neighbour attributes: 
‘AS Path Prepend’, ‘MED’ and ‘Weight’

BGP configurable on multiple
interfaces in NAT/routed mode

Note the route priorities for MX (i.e. 
BGP is least priority)
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Advanced Configurations
Site-to-Site VPN NAT

H H

DC LAN DC LAN

S

S S

SS

LAN

LAN

LANLAN

LAN

10.1.1.0/24 10.1.1.0/24

Acquired Site

VPN NAT
10.1.1.0/24 → 10.1.3.0/24

Site-to-Site VPN NAT

1:1 VPN, ‘changes’ IP 
addressing for site

1:Many NAT, ‘shrinks’ subnet 
to single IP address

Host map available for traffic 
towards site

NAT

Needs to be enabled by support

BRKENT-2567



Moving to the cloud
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Connecting to IaaS

vMX Flexible Dynamic Routing

IaaS

Virtual MX deployed in 
public IaaS

Either Enterprise or 
Advanced Security license

IaaS

NAT/routed mode or 
VPN concentrator

One WAN interface, and 
one LAN interface

Use BGP to provide 
dynamic routing and HA

Note limits on BGP 
prefixes for IaaS providers

IaaS

Internet Internet

B
G

P

One virtual appliance for edge security and SD-WAN
Use Catalyst 8000v for BGP 

route summarisation
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Connecting to SaaS

VPN Exclusion (DIA) VPN Split Tunnel

DC

LAN

IaaS Internet

SaaS

D
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u
lt

IP destination,
FQDN or

Application

DC

LAN

IaaS Internet

SaaS

Everything 
except known

 IP subnets
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Implementing SSE
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Connecting to SSE

SSE

SSE

LAN

Internet Internet

Single WAN

SSE

LAN

POP 2POP 1

WAN 1

Multi-link WAN

Internet

SSE

LAN

POP 2POP 1

WAN 1 WAN 2

Default route (0.0.0.0/0) via IPsec tunnel(s) to SSE
Option to failover to DIA on tunnel failure

Load-balanced
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Connecting to SSE

SSE

SSE

LAN

Internet Internet

Single WAN

SSE

LAN

POP 2POP 1

WAN 1

Multi-link WAN

Internet

SSE

LAN

POP 2POP 1

WAN 1 WAN 2

Default route (0.0.0.0/0) via IPsec tunnel(s) to SSE
Option to failover to DIA on tunnel failure

Load-balanced

Health checks

Internet

SSE

LAN

Internal source 
IP address

10 second 
interval

HTTP GET

Tunnel ‘up’ if IPsec Phase 1 ‘up’, Phase ‘2’ up, and health 
check is good (i.e. HTTP 1xx, 2xx, or 3xx response)
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Connecting to Cisco Secure Access

Internet

Secure Private Access

CSA

LAN

WAN 1

Cisco Secure Connect

Internet

Umbrella

LAN

WAN 1 WAN 2

Meraki Auto VPN

Secure Internet Access

Internet

CSA

LAN

POP 2POP 1

WAN 1 WAN 2

Multi-link WAN BGP over IPsec

e
B

G
P
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Where next?
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Thousand Eyes Integration

Assurance

Integration of Thousand Eyes 
with Meraki Dashboard

Enterprise Agent installed on 
MX appliance

Proactive, synthetic testing of 
applications

Client impact of application 
issues reflected in Dashboard
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Security Cloud Control

Centralised Policy

Integration of Security Cloud 
Control (SCC)

Push centrally defined policy 
to security appliances
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Cisco XDR Integration

Securing the Network

Integration of Cisco Extended 
Detection and Response

Visibility of XDR incidents 
directly in Dashboard

NetFlow from MX appliance 
feeding SCA
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The MX can do that.
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard.

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco 
Showcase for related 
demos

Continue your education
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