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Modern Applications and the Evolution of Centralized 
Security Policy with SASE
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WAN

Devices & Things

Campus & Branch UsersMobile Users

DC/Private Cloud

IaaS
SaaS



© 2025 Cisco and/or its affiliates. All rights reserved.

SD-WAN Architecture
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APIs

3rd Party
Automation

Manage

4GMPLS

INET

Analytics

Data Center Campus Branch CoLoCloud

Secure Edge

• Single pane of glass for Day0, Day1 
and Day2 operations

• Multitenant or single-tenant

• Centralized provisioning, 
troubleshooting and monitoring

• RBAC and APIs

• Dissimilates control plane 
information between Secure Edges

• Distributes data plane policies

• Implements control plane policies 

Management Plane

Control Plane

Orchestration Plane

• First point of authentication

• Distributes list of vSmarts/ 
vManage to all Secure Edges

• Facilitates NAT traversal

Data Plane

• Physical of virtual

• Zero Touch Provisioning

• Establishes secure fabric

• Implements data plane policies

• Exports performance statistics

Controllers

Validator
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Secure Edge
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Router (Private Links) Firewall (Public Links)

Cisco Catalyst Secure Edge 
(Private & Public Links)

Network Team Security Team
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Secure Edge
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Secure Edge 
(for Privat & Public Links)

• Explicit Deny

• Zones Based Architecture 

• No Open Ports

• DDOS Mitigation

• VPNs are isolated from each other, each 
VPN has its own forwarding table

• Reachability within VPN is automatically 
advertised by the OMP
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Fabric Security
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• Devices Onboarding 
Process

• Zero Trust

• Certificate-based 
Authentication & 
Whitelisting

• Automate Custom 
Certificate Authority (CA)

• Certificate Management 
through SD-WAN 
Manager

Onboarding & 
Authentication

• Explicit Deny

• Zones Based Architecture 

• No Open Ports

• DDOS Mitigation

• Trust Anchor Module 
(TAm)

• Secure Boot of Signed 
Images

• Runtime Defenses (RTD)

Secure Edge
Perimeter Protection

Transport Security

• IKE less IPsec (Key 
exchange using a 
controller, high scale)

• Key - Using RNG (NIST 
SP 800-90A)

• Key Rotation - 24hr 
Default

• Anti-Replay Protection

• Segmentation (VRF) - True 
VRF with separate route 
table & different topology 
each VRF

• Overlay Management 
Protocol (OMP)

Least Access Principle
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New Advanced Secure Routers 
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Cisco 8000 Series 
Secure Routers

Post Quantum Security capable 
with 3x higher throughput

Secure Networking Processor

NGFW and SASE with 
3x Threat protection

Advanced Security

AI/ML Engin 
AI Troubleshooting
ThousandEyes with Traffic Insights

AI/ML & Assurance

IOS-XE managed by dashboard

Cloud Management

Cisco Networking & Routing Subscriptions

Simplified Licensing



© 2025 Cisco and/or its affiliates. All rights reserved.

Branch

[1] Threat Protection: 100% DIA-NAT + ZBFW + IPS + URLF + AMP
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C8130-G2

1.9Gbps, 1.5Gbps, N/A

C8161-G2

C8151-G2

C8140-G2

4.7Gbps, 1.5Gbps, N/A

C8231-G2

C8235-G2

C8355-G2

C8375-E-G2

4.7Gbps, 1.5Gbps, 1Gbps

4.7Gbps, 1.5Gbps, 1Gbps

19Gbps, 5Gbps, 1Gbps

19Gbps, 5Gbps, 2.4Gbps

37Gbps, 20Gbps, 3.9Gbps

38Gbps, 20Gbps, 7Gbps

Small

Medium

Large
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Data Center and Campus
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C8455-G2

67Gbps, 31Gbps, 9.8Gbps

C8475-G2

C8550-G2

C8570-G2

91Gbps, 45Gbps, 10.9Gbps

115Gbps, 48Gbps, N/A

Campus

DC

190Gbps, 63Gbps, N/A

[1] Threat Protection: 100% DIA-NAT + ZBFW + IPS + URLF + AMP

CEF

IPsec

TP[1]

Legend
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Secure WAN Ecosystem

Secure SD-WAN tunnel

Cisco
Secure
Access

Branch

SCC

SD-WAN Manager

ISE

Talos Threat 
Intelligence

Employees

Guests

Contractors

DB Servers

Employees

IoT

Secure Router

DC

Secure Firewall

Secure 
Router with 

NGFW

Splunk / 
XDR

NGFW

BRKENS-2567

An integrated, intelligent architecture combining networking and security to deliver consistent-policy, 
threat-resilient connectivity at scale.
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Common Policy Starts with Cisco ISE
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Campus

Branch

Remote

SDWAN

SSE

Cloud

On Prem Cloud

Security Services

3rd Party Infra
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Common Policy
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Enabling context across domains

Campus

Branch

Remote

Cisco Secure 
Access

SD-WAN

On-Prem ACI

Cloud IaaS

On-prem 
non-ACI

Creates consistent access policies 
regardless of which domain IT 
chooses to enforce policy

Build context in its local domain and 
store it as standard security group 
tags (SGT)

Share context everywhere, across 
networking and security domains

Enforce consistent SGT-based 
policies, enable simple and unified 
policy experience

Context Exchange Hub

SD-LAN

Context-aware policies for on-premises app and cloud workloads for multiple enforcement points.

Policy Enforcement Points: 
Consistent Policies
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Segmentation is built into SD-WAN
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VPN 3 (Guest)

VPN 1 (IT)

VPN 2 (OT)
SD-WAN
Overlay

VPN Level Segmentation
• IT VPN
• OT VPN
• Guest VPN

Macro Segmentation 

• Segment connectivity across the SD-
WAN fabric without reliance on underlay 
transport

• Secure Edge maintain per-VPN routing 
table for complete control plane 
separation
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Micro Segmentation with ISE Integration
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Developers

Marketing

EngineeringVPN1 
(IT)

Group Level Segmentation
Example: IT VPN
• Marketing
• Engineering
• Developers

Micro Segmentation 

SD-WAN
Overlay

ISE

With Catalyst SD-WAN’s Micro-Segmentation powered by ISE, dynamically enforce zero-trust policies across the WAN 
— so users, devices, and applications are strictly segmented based on identity and risk context.
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Secure Router with Next Generation Firewall

IPS/IDPS

AMP

Sandboxing

SD-WAN Manager

URL-F

TLS 
Decryption

L3 – L7 FW

EVE*

Snort DLP*

File 
Control*

* Future capabilities with NGFW v2 Engine

Empower your network with intelligent, multi-
layered traffic control and threat defense.

Stop threats in motion with real-time intrusion 
prevention and detection.

Block, detect, and remediate advanced malware 
across your environment.

Enable secure, productive access through 
intelligent web and content filtering.

Reveal hidden risks within encrypted traffic for 
complete visibility and control.

Detect unknown threats through advanced file 
analysis in Cisco Threat Grid.

Defend against encrypted threats without 
compromising privacy or performance.

Safeguard sensitive data and prevent 
exfiltration with deep content inspection.

Enforce security and compliance by managing 
file transfers by type and policy.

With Catalyst SD-WAN Hybrid Mesh Firewall, you get a converged security fabric that spans edge to cloud — enforcing 
policy consistently, detecting threats everywhere, and scaling without complexity.

BRKENS-2567
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SD-WAN + SSE Redefining Security for Tomorrow
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Build-your-own SASE 
approach

SASE a-la-carte

Cloud Security (SSE) 
Vendors

Cisco 
Catalyst 
SD-WAN

+

Integrated SASE Unified SASE

Cisco On Cisco

Cisco on Cisco - Tailored Security 
for Your Network's Unique Needs

+
Cisco 

Catalyst 
SD-WAN

                         

      

Cisco
Secure
Access
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Context-Sharing: Macro / Micro (STG) Segmentation
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VPN 1

VPN 2
Internet/SaaS

DC 
(Primary/Secondary)

Cisco Secure Access

Catalyst SD-WAN Manager

SWG DLP CASB

Firewall w/ IPS

Standby redundancy

Region

SSE policy

Catalyst Branch

Inline tag

Catalyst SD-WAN Manager

Standby redundancy

SGTs

SWG DLP CASB

Firewall w/ IPSVPN 1

Out of Band SGT
(optional)

Inline SGTs

Catalyst Branch

Controller (optional)

DC 
(Primary/Secondary)

Inline tag

SSE 
policy

IP-SGT binding

SGT list
SGT Namespace

10 Marketing

20 Engineering

30 Developers

Extending VPN-id Segmentation to Cisco Secure Access Extending Micro Segmentation (SGT) to Secure Access



© 2025 Cisco and/or its affiliates. All rights reserved.

Management of Secure Router NGFW using SCC
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Secure Router

SD-WAN 
Manager

Secure Access & 
Multicloud Defense

Security Cloud Control 

Firewall 
Management 

Console

Meraki 
Dashboard

Security Object/Policy Configuration

• Create security objects for Secure Router NGFW 
stack

• Push security policies to different security solutions 
using single orchestrator

Monitoring

• Common logging repository via SAL (Security 
Analytics and Logging)

Troubleshooting (Future)

• Leverage SCC tools for security troubleshooting

Secure Firewall

August 2025 Release (17.18.1)

Cisco
Secure
Access

SecOps 
Dashboard

Object & Policy 
Alignment
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Management of Secure Router NGFW using SCC
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Enhanced Cisco Secure Router NGFW Rule Table
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Color coded actions
Icons for security features

Single line rule definitions
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IPS Signature Management using SCC 
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23

▪ Customize rule 
actions

▪ Customize 
Signatures

▪ Package new 
rules

▪ Inherit enterprise 
packages

▪ Group overrides

Pick the rule categories to edit Edit the action of any Rule

Add comments to track changes
Duplicate any Rule to build custom signatures
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Detailed FW Log visualization using SCC 
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Granular Visibility

• Detailed FW log visualization 
including NGFW functions

• Query table provides refined 
log retrieval 

• Leverage Analytics to store 
logs for up to 1 month

Customized Queries Data Retention
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Cisco SD-WAN and SASE: Bringing It All Together
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Remote1 (MPLS, Int, LTE)

Data Centre 1

Data Centre 2

Remote2 (MPLS, Int,)

Remote3 (Int, LTE)

SD-WAN Fabric (MPLS / 
Internet, LTE / 5G Starlink)

IT
OT

Guest

1

SGT’s

Security Service Edge

Hyperscale Cloud Providers

1

1. Connect securely over any transport

2. NGFW is built into the Secure Router

3. Extend VPN connectivity across Branch, Data 
Center, Secure Access, and Hyperscale 
environments

4. Enforce user-based policy across all domains using 
SGT

5. Centralized Management with Distributed Policy

2
3

SCC
SD-WAN 
Manager

4

4

5
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

BRKENS-2567
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKENS-2567

Contact me at: Insert preferred comms method

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you
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