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Introduction to Cloud Networking
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Infrastructure transition

B2B Sites
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Architecture Option - 1 - Direct access to the Cloud

SD-WAN Fabric
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Architecture Option 2- via Cloud interconnect
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Cisco Recommended and
Automated Cloud Networking
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Cloud Networking & Security Use cases

Cisco SD-WAN & Multicloud Defense
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Multicloud Networking Workflow

Secure Connectivity achieved in minutes....
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Let's get into details




SDWAN Integration + Design
with AWS

Site to Multicloud
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SD-WAN Native Integration using IKE IPsec/ GRE

Site 'tO - CIOUd With TGW between Transit VPC cat8kv/vMX and Transit Gateway
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Site-to-Cloud with Cloud WAN
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On-Prem to AWS- Resilient connectivity

Connectivity over Hybrid
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SDWAN Integration
with Azure

Site to Multicloud
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Azure - Site-to-Cloud
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On-Prem to Azure Resilient connectivity
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SDWAN Integration + Design
with Google Cloud

Site to Multicloud
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. Cisco SD-WAN Cloud Hub will be hosted on
Goog Ie CIOUd — Slte—to— CIOUd Google cloud , it runs BGP from service VPN to
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Cisco SD-WAN Cloud Hub will be hosted on Google

GOOQ Ie CIOUd - Site 'tO - CIOUd cloud , it will from BGP from service VPN to Google
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On-Prem to Google Resilient connectivity-1

Connectivity over Hybrid
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On-Prem to Google Resilient connectivity-2

Connectivity over Hybrid
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Multicloud connections via
Interconnect/Carrier Neutral Facilities

With Megaport & Equinix
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Site-to-Multicloud- Megaport or Equinix
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Site-to-Multicloud- Megaport or Equinix

Fully Encrypted

Enterprise site

Enterprise site
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For distributed applications

Region to Region & Cloud to
Cloud Connectivity
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Region to Region with TGW
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Region to Region with Cloud WAN
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Azure - Region to Region
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Google Cloud - Region to Region
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Google Cloud - Region to Region: NCC/Cloud WAN
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Cloud to Cloud - Over Internet

SD-WAN Fabric Between the Cloud
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Cloud to Cloud - With Megaport/Equinix
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Site to Site

For International sites / Building a
Global backbone
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Flexible backbone and connectivity to Cloud
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Site-to-Site - Cloud Agnostic
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Site-to-Site - CSP Backbone - AWS
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Site-to-Site - CSP Backbone- Google Cloud
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Site-to-Site - CSP Backbone- Azure
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Site _to _ Site With TGW TGW—TGW pgerin_g to builq Backbone. Contr_ol

policy or Multi region Fabric required for traffic
redirection
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Site-to-Site with Cloud WAN {igh performance dynamic architecture

and AWS
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SD-WAN will leverage cloud service provider’s
— i — - Qi backbone (Google NCC) to extend SD-WAN
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Azure - Site-to-Site
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OCI - Site —to — CIOUd SD-WAN Native Integration using IKE
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Multicloud Defense Workflow

Secure Connectivity achieved in minutes....
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Multicloud Defense
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Q0 Defense Gateway

Multicloud Defense Controller

Enable traffic
inspection and
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Cisco Multicloud Defense

API

pagerduty & slack servicenow

Cisco Multicloud Defense
Controller

splunk> ¥ pataboc

Cloud networking & cloud netsec “as code”
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Unified Security Policy >
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Multicloud Defense Gateways
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Security Models

=

Cisco Multicloud Defense
Controller

Combined Security Model

Distributed Security Model

=
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Branch to AWS Workload VPC Connectivity

Multicloud Defense Route Tables
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Branch to Azure Workload VNet Connectivity

Multicloud Defense Route Table
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Branch to GCP Workload VPC Connectivity

Multicloud Defense Route Table
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Branch to OCI Workload VCN Connectivity
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Security Stack Insertion in the Cloud

Multicloud Defense
Gateway

SD-WAN Fabric Between the Cloud
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BHE Microsoft
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SD-WAN and OCI
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Complete your session evaluations

Complete a minimum of
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Survey to claim a Cisco
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Continue your education

¢

Visit the Cisco Stand for
related demos
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