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Introduction to Cloud Networking
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Infrastructure transition
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Data 
center

Data 
center

Data 
center/Colo

Private WAN
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EVPN

MPLS/Ipsec
SD-WAN Fabric

Cloud enables businesses to 
scale, cut costs, and stay agile 

with market demands.

CIO

The business needs to onboard 
multiple clouds so we can shift 

the applications 

Develop an architecture to 
connect multiple clouds 

efficiently

The cloud is new to us; ensure 
all connections are secure, with 
the data center serving as the 

gateway



Cloud Connectivity Options
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Architecture Option – 1 - Direct access to the Cloud
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Architecture Option 2- via Cloud interconnect
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Cisco Recommended and 
Automated Cloud Networking 
Design
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Cloud Networking & Security Use cases
Cisco SD-WAN & Multicloud Defense 
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Site/DC/Colo 

= Cisco SD-WAN router on-
premises

= Cisco SD-WAN virtual 
router hosted at Cloud Service 
Provider POP

Google/Aw
s Azure

Site to Multicloud

Region to Region & Cloud to Cloud

Software Defined 
Fabric

Apps

Apps

= Multicloud Defense

Site/DC/Colo 

Inspection In & Between the Cloud

Enterprise 
site Enterprise site/DC 

Site to Site

Cloud Specific/Cloud 
Agnostic backbone
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Associate Cloud 
Providers account with 

SD-WAN Manager

Discover and Tag the 
VPC and vNets 

Create Cloud Gateway 
(8KV) at closest region

Mapping- Build the 
connection between 

VPC/vNet to the 
Gateway

Multicloud Networking Workflow
Secure Connectivity achieved in minutes…. 

BRKENS-2561

SD-WAN 
Manager

1

2

3
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Let's get into details 
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SDWAN Integration + Design 
with AWS

Site to Multicloud
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Site-to-Cloud with TGW
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BGP-to-OMPSD-WAN fabric to AWS Cloud
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Site-to-Cloud with Cloud WAN
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Network
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Site-to-Cloud with TGW-Brownfield
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SD-WAN fabric to AWS Cloud
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On-Prem to AWS- Resilient connectivity
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SDWAN Integration + Design 
with Azure

Site to Multicloud
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Azure - Site-to-Cloud
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Azure - Site-to-Cloud (Meraki)
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On-Prem to Azure Resilient connectivity
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SDWAN Integration + Design 
with Google Cloud

Site to Multicloud
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Google Cloud - Site-to-Cloud
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Google Cloud - Site-to-Cloud

Configuration 
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On-Prem to Google Resilient connectivity-1
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On-Prem to Google Resilient connectivity-2
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Multicloud connections via 
Interconnect/Carrier Neutral Facilities 

With Megaport & Equinix
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Site-to-Multicloud- Megaport or Equinix
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Site-to-Multicloud- Megaport or Equinix
Fully Encrypted 
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For distributed applications
Region to Region & Cloud to 
Cloud Connectivity
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Region to Region with TGW
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Region to Region with Cloud WAN 
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Azure – Region to Region
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Google Cloud – Region to Region
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Google Cloud – Region to Region: NCC/Cloud WAN
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Cloud to Cloud – Over Internet
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SD-WAN Fabric Between the Cloud
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Cloud to Cloud – With Megaport/Equinix
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Automated with Cisco SD-WAN Manager

= Cisco SD-WAN router 
hosted at Megaport or Equinix 

Simple Automated Secure 

Transit  Gateway

BGP

IP

Workload VPC

Transit VIF

= Cisco SD-WAN router on-
premises

Microsoft Edge 
Router

Express Route
Gateway

VNet

vWAN

SDCI POP with HA

Workload VPC

GCR in Transit 
VPC

Interconnect

Service VPN 1 interface

Service VPN 1 interface

Service VPN 1 interface

BGP sessionBGP session

API 

DXG
172.31.0.0/16

172.16.0.0/16

192.168.0.0/16

SD-WAN  Manager 



Site to Site
For International sites / Building a 
Global backbone 
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EMEA Hub/Branch

Virtual /Physical 
SDWAN Edge

US Hub/Branch APJC Hub/Branch

On Prem Application

SD-WAN Manager

Global Backbone

Flexible backbone and connectivity to Cloud 

BRKENS-2561
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Site-to-Site – Cloud Agnostic
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Configuration 

Enterprise site 

Enterprise site 
Enterprise site 

SDWAN Tunnels

UK Branches Australia Branches

SDWAN Tunnels
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Site-to-Site – CSP Backbone - AWS
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*
SD-WAN Manager



© 2025 Cisco and/or its affiliates. All rights reserved.

Site-to-Site – CSP Backbone- Google Cloud
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Site-to-Site – CSP Backbone- Azure
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Site-to-Site with TGW
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Site-to-Site with Cloud WAN
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Google Cloud - Site-to-Site
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Azure - Site-to-Site 
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OCI support
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Security and Compliance with 
Cloud Networking

With Cisco Multicloud Defense
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Associate Cloud 
Providers account with 

Multicloud Defense 
Controller

Create Multicloud 
Defense Gateway

Enable traffic 
inspection and 

protection

Multicloud Defense Workflow
Secure Connectivity achieved in minutes…. 

BRKENS-2561

1

2

3
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Cisco Multicloud Defense
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INGRESS 
PROTECTION

SEGMENTATION 
(EAST-WEST)

EGRESS  
SECURITY

Cisco Multicloud 
Defense Gateways 

(PAAS)

NETWORK VISIBILITY SECURITY AUTOMATIONROUTING & CONNECTIVITY

Multicloud Networking

Unified Security Policy

API

Cisco Multicloud Defense 
Controller 

MULTICLOUD 
CONNECTIVITY

Cloud networking & cloud netsec “as code”
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Multicloud Defense Gateways
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Ingress Gateway Egress Gateway

Reverse Proxy
TLS decrypt
WAF – L7 DoS
IDS / IPS
Antivirus 
Geo IP 
Malicious IP

URL filtering 
Forward proxy
TLS decrypt
FQDN filtering
FQDN-based firewall policy 
DLP
IDS / IPS
Antivirus

FQDN filtering
IPS / IDS
Antivirus
Segmentation
FQDN-based firewall policy
TLS decrypt 

Egress East/West

Flexible Single Pass Architecture, Available in AWS, Azure, GCP and OCI 

Ingress
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Security Models
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Centralized Security Model Distributed Security Model Combined Security Model



Multicloud Defense + SDWAN

Secure connections 
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Branch to AWS Workload VPC Connectivity
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Branch to Azure Workload VNet Connectivity
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SD-WAN - OCI support
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