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Traditional Enterprise Campus Network
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99.999% Availability
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Reliable Networks with Catalyst 9000

Availability = MTBF
MTBF + MTTR

= 99.999% ( 5min/yr downtime)

So, MTBF should be higher - Robust Platform

MTTR should be smaller - Redundancy

Key is to have Redundancy at every layer of the network

MTBF
MTTR



Traditional Enterprise Campus Network
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Platform + Design Redundancy

il I’ Distribution
Platform + Design Redundancy — —

Access
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Redundancy at the Platform +
Design Level

CISCO Live !




Platform Resiliency in the Access Layer
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e — Platform Redundancy
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Enterprise Campus Network

Platform + Design Level Redundancy

StackWise 80/160/320/480/1T

. Up to 8 members in stack

. Unified Control Plane

. Distributed Forwarding Architecture
. Supports SSO & NSF*

. Supported on C9200 & C9300
Family

Best Practice: Distribute Uplinks across
Active & Standby

© 2025 Cisco and/or its affiliates. All rights reserved.

C9600
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StackWise

Catalyst 9200/9300
Fixed Platform

Dual Supervisors (Chassis)

. Unified Control Plane

. Centralized Forwarding Architecture
. Supports SSO & NSF

Dual Supervisors (Chassis)
. Unified Control Plane
. Centralized Forwarding

Architecture
. Supports SSO & NSF
. Supported on C9400 & C9600
Redundant
Supervisor Best Practice: Distribute Uplinks
across
Catalyst 9400 Active & Standby

Modular Chassis

BRKENS-2095
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Enterprise Campus Network
Platform + Design Level Redundancy Recommended

Active Standby Active!><l Active

FHRP: [ ppyyumny [P Fyqu— ] Catalyst 9400/9500/9600 [ ppppummm— BTN prp— ]StackWise Virtual
HSRP/VRRP -

¢ <~

=g
> —]

e — Redundant Redundant

S
StackWise Supervisor StackWise Supervisor
Catalyst 9200/9300 Catalyst 9400 Catalyst 9200/9300 Catalyst 9400
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Enterprise Campus Network

StackWise Virtual for Distribution and Core Layers

>< StackWise Virtual

- . Unified Control Plane
_ _ Active _/ — \_ Standby 7 - Distributed Forwarding Architecture
StackWise Virtual ppppy BT L L L L @ Sttt pypa— «  Supports SSO & NSF
SVL >, . Supported on C9400, C9500 & C9600

Best Practice:
. Have Redundant Links for SVL & DAD
. Dual-Homed Connections

&

'

n,-_ e

StackWise [ S
[- Catalyst 9400

l: Redundant Supervisor

Catalyst 9200/9300
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Enterprise Campus Network

Device Failures with Stateful Switchover (SSO)

StackWise Virtual

StackWise

Catalyst 9400

Catalyst 9200/9300

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2095

/ Stateful Switchover (SSO) \

SSO Aware Applications

Forwarding Information Base

IEEE 802.1x
PAgP / LACP

...and more

SSO Compliant Applications

Routing Protocols, Netflow, etc

Prefix Next HOP

10.1.1.1 aabbcc:ddee32
10.1.1.2 adbb32:d34e43
192.168.0.0| aa25cc:ddeee8

Redundant Supervisor

]
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Enterprise Campus Network T——

SSO Aware Applications

Non-Stop Forwarding for L3

Forwarding Information Base

Multicast Information

: IEEE 802.1x
000 m——— © 0 0 EE— NSF Aware PAgP / LACP

...and more

SSO Compliant Applications

ctive AM Routing Protocols, Netflow,
StackWise Virtual ﬁ _____ e T etc

"""""" \_ /

/ Non-Stop Forwarding \

(NSF) or Graceful Restart
( Needs to be configured
explicitly )

Supported Protocols:
OSPF, BGP, EIGRP, & LDP

StackWise

Catalyst 9400

Catalyst 9200/9300 Redundant Supervisor

]
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Enterprise Campus Network

Standby Device Failures

® 00 E——— 000 NSF Aware

/Aﬁve Activ

StackWise Virtual g, o

<200

=00 D msec Only

+ Standby
Switch Impact

Catalyst 9400

Catalyst 9200/9300 Redundant Supervisor

StackWise

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2095

<500 msec

+ Standby
Switch Impact

]
cisco



Enterprise Campus Network StackWise Virtual

Unified Control Plane

StackWise Virtual for Distribution and Core Layers *  Distributed Forwarding Architecture
. Supports SSO & NSF

. Supported on C9400, C9500 &

C9600
Best Practice:
/& +  Have Redundant Links for SVL & DAD
Active DAD Standby . Dual-Homed Connections
StackWise Virtual T [ ey J

StackWise
Catalyst 9400

Catalyst 9200/9300 Redundant Supervisor

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2095
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Enterprise Campus Network

StackWise Virtual Quad SUP RPR for Core

StackW|se Virtual with Quad Sup

SVL with Dual Supervisors in each
chassis (Supported on 9600 SUP1* only)
C9600

. RPR ( Route Processor Redundancy)
within Chassis & SSO between the
chassis

. Best Practice:
. Have Redundant Links for SVL & DAD
StackWise Virtual SSESESE @ EEEEEEH T + Dual-Homed Connections

<200 msec Only
+ 6-8 min for
. g — \ ICS to become

Standby
.

Catalyst 9400
Catalyst 9200/9300 Redundant Supervisor
StackWise
]
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Enterprise Campus Network

L3 with Dual Sup for Core ~ Standalone Deployment with L3
ECMP

C9600 w/SUP1 or SUP2

» Leverage Dual Supervisors
» Traffic impact < 200msec

<200 msec
Only

StackWise Virtual [

Catalyst 9400

Catalyst 9200/9300 Redundant Supervisor
StackWise
]
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Enterprise Campus Network

Link Failures

StackWise Virtual [ ——====

© 2025 Cisco and/or its affiliates. All rights reserved.

o0 — NSF Aware

L3 )<

Catalyst 9200/9300
StackWise

Catalyst 9400
Redundant Supervisor

BRKENS-2095

NSF Capable

Note:

SVL: Max 8 Links

DAD: Max 4 Links or ePagP
(Directly connected)

]
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Enterprise Campus Design Options

L2 + L3 Design

[-—] [—
g P
[ e—] - [r— ]StackWise Virtual
Catalyst 9400/9500/9600
[ —]
[ —]
Redundant
StackWise Supervisor
Catalyst 9200/9300 Catalyst 9400

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2095

Routed Access Design - L3

gl

StackWise

Catalyst 9200/9300

\

Redundant
Supervisor

Catalyst 9400



Network Resiliency with GIR

— =

L3 Graceful Insertion and Removal (GIR)
. Gracefully Isolate and re-insert a device into

the traffic path at the distribution layer with
very negligible traffic impact

Pre-requisite:

P Requires L3 Connectivity for best

7 ! performance

Requires availability of a redundant path

. Supports common protocols: OSPF, ISIS,
BGP

i

[ Catalyst 9400

Redundant Supervisor
Catalyst 9200/9300

StackWise

]
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Enterprise Campus Design Options

Routed Access Design with GIR

StackWise

Catalyst 9200/9300

© 2025 Cisco and/or its affiliates. All rights reserved.

Redundant
Supervisor

Catalyst 9400

i

Start Maintenanc>
Graceful Insertion a

9300#start maintenance OSPF. ISIS. B@P
Template default will be ’ ’
applied.
Do you want to ’
continue?[confirm]
*Mar 25 17:43:20.162: %MMODE-6- ”

MMODE CLIENT TRANSITION START:

Maintenance Isolate start for =
router isis 1 E
*Mar 25 17:43:50.213: $MMODE-6-

MMODE_CLIENT TRANSITION COMPLETE |: E
: Maintenance Isolate complete

for router isis 1 [E
**Mar 25 17:44:20.214: $MMODE-6-

MMODE ISOLATED: System is in H
Maint;nance g StaCkWISe
Catalyst 9200/9300

BRKENS-2095

Routed Access Design with GIR

i

Redundant
Supervisor

Catalyst 9400

]
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Operational Failures via Power
Supply

CISCO Live !




Enterprise Campus Network Power Redundancy

Power Supply Failures . Combined mode supported

by default
o @PSTs Ps2 = o WPST, PS? = . Redundant mode
9600 oWBSE Pt = || T . Pss configurable with N+1
L3 % 3 Power Redundancy
W . Combined mode supported
C9500 A e [ — by default
OO BSHl PS2 m | o e e i e e e o JPSTl: PS2 = S
. I I . ) . Redundant mode
configurable with 1+1

Power Redundancy with

StackPower
- gofmblined mode supported by Power Redundancy

efault
: | S— | —

. R(_adundant mode configurable . Combined mode supported by

with N+1 Jp——— S5z L Ps+

: : I Rt | default

0 LGl L (e el ) (s ool wsH ps2 SN (psc N | pse «  Redundant mode configurable

footprint and achieve better _ StackP » with N+1 & N+N

sustainability " ps2 ackrower
. Intelligent PS activation [ — Catalyst 9400

and deactivation

Redundant Supervisor
Catalyst 9200/9300

*Supported on 9300

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2095 CIsco



Enterprise Campus Network

Power Over Ethernet High Availability

09600 o (BSili= Ps2 = o PST: PS2 =
o PSS PS4 & | | o PS4
09500 o offESl PS2 m | e e e e o IPSTl= PS2 =
5 [ ] I
» Fast power negotiation without -+ Uninterrupted PoE power during » Bypasses Cisco I0OS® control
Link Layer Discovery Protocol i control plane reboot C plane boot
(LLDP) _‘ * Restores power to Powered
 Physical layer negotiation Device (PD) within 30 seconds
< 1 second

L of power resumption

3
O = - )
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Operational Failures via
Software Upgrade

CISCO Live !



Enterprise Campus Network

Software Upgrades on Catalyst 9300

C9600 m SSO o SR P52

o WSS PS4 mm || o PS4

13 a4 \m

C9500 [ el rs2=] =====z==zzzzzz=z:==: [. ammrs2= }

| ]
® oIPSTn PS2 I-I Iii"PS'z—-' liS4
|: e _J [ PS5] pse [PS7 Ps8
StackWise [ StackPower*
[PST] Ps2
[ — ] Catalyst 9400
Redundant Supervisor
Catalyst 9200/9300

*Supported on 9300
]
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Operational Resiliency with
Extended Fast Software Upgrade

Catalyst® 9300/9300X standalone Catalyst 9300/9300X stack

9300# install add file image activate xfsu 9300# install add file image activate xfsu
commit commit

Control plane Active control plane

Data plane Data plane

CBR - R N S DV D G EEE ) | e van
A EREEEE SEEErE = il
TR AR RSORET SOn TN 1 e e v iy
<30 v - emmmmmw < 30 seconds s D :
S ﬁ-.ii dldll® of traffic impact dihihihil | =S=k=kak

Se(t:or]:;:.ls of PYPYYY PRPWR® forallportsin WP
| G — ratric . w e essmwsmws. the stack =S | -
T T S BE S e TITITIE
PP M popeey pewppww .
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Statistics o 2 =R - - - ﬂl ﬂ 5

Data ormula / Alerts Desiar & | HostDirectory Quick Connection Disconnect  Scroll Back as Window  Clear Scroll Buffer  Show Data Stream Viewer
B Y B [ e B _ _
Clear Al Gidtonitie Dl Ingress/Egress | ‘Stat View | Addto  Add 1o Take Shose = About these Buttons |3 Unix Commands = RunSample Script = Call Host from Host Directory bl
Statistics + | Traffic View Down~  Statistics~ Profiles*  New~ Existng~ Snapshot~ Actions~
Statistics | Traffic Customize  Custom Graph Snapshot
[ 5| selectViews. | (2-137TestSummaryStatistics  Traffic ltem Statistics  User Defined Statistics X |(9300_L3_Access#_
Source/Dest Value Pair » |Tx Frames [Rx Frames IFrams Delta [Loss% IPadzet Loss Duration (ms)TTk
1 | 192.168.100.9-2.0.0.9 797 797 0 0.000 0.000
2 | 192.168,100.8-2.0.0.8 797 797 ()} 0.000 0.000
3 | 192.168,100.7-2.0.0.7 797 797 0 0.000 0.000
4| 192.168,100.6-2.0.0.6 797 77 0 0.000 0.000
5| 192.168,100.5-2.0.0.5 727 7 0 0.000 0.000
6 | 192.168.100.4-2.0.0.4 7297 727 0 0.000 0.000
7 | 192.168.100,3-2.0.0.3 7297 797 0 0.000 0.000
8| 192.168.100.2-2.0.0.2 797 727 0 0.000 0.000
9 |192.168,100.21-2.0,0.21 796 796 0 0.000 0.000
10 | 192.168,100.20-2.0.0.20 796 796 0 0.000 0.000
11 | 192.168,100,19-2,0.0.19 796 796 0 0.000 0.000
12 | 192.168.100.18-2.0.0.18 796 796 0 0.000 0.000
13 | 192.168,100.17-2.0.0.17 796 796 0 0.000 0.000
14 | 192.168.100.16-2.0.0.16 796 796 0 0.000 0.000
15 | 192.168.100.15-2.0.0.15 797 7297 0 0.000 0.000
b 16 | 192.168,100.14-2.0.0.14 797 797 0 0.000 0.000
17 | 192.168.100.13-2.0.0.13 797 797 (] 0.000 0.000
18 | 192.168.100.12-2.0.0.12 797 797 0 0.000 0.000
19 | 192.168.100.11-2.0.0.11 797 797 (] 0.000, oo e o \Airn 3000,
20 | 192.168.100.10-2.0.0.10 797 797 0 0.000 000
Bl R vt waiows 20 [BI01] | an | Loss | trougrenst | otency | © | ... i 4.8 |
- = — — — & Telnet Xterm  Zmodem  ZOC2409_C93000119.log 00:00:22 89x34

alaln
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XFSU Implementation Scenarios & Support
 L2AccessNode = L3Routed AccessNode
e N _

v v Open Shortest Path First - OSPFv2 or
STP with RSTP and MSTP v v OSPFv3
Per VLAN Spanning Tree (PVST) v v 1S-1S Y Y
Static L2 Port Channels (Mode on) Y 4 BGP (IPv4 and IPv6 address families) y y
UDLD v v
Link Aggregation Control Protocol v v
(LACP)

L2 ACCESS STACKED ACCESS

>60% campus deployments across different >50% Cisco’s campus deployments are
verticals still have traditional L2 topologies stacked deployments

]
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Enterprise Campus Network

Software Upgrades on Chassis Based Platforms

C9600 —
o PS8 PS4 & | | ° PS4

o APST, PS2 =

L3

C9500 [ pp——

————————————————— .- PS2 =

| — & =
PS2 PS4
ppp—— NPSI Psz_heseL o j
]
PS6 PS8
[ —r— PS5l Psc [PS7

StackWise [ f—
PS2 =

|: fpsiy ps2 |

Catalyst 9200/9300

*Supported on 9300
© 2025 Cisco and/or its affiliates. All rights reserved.

StackPower*
Catalyst 9400
Redundant Supervisor

BRKENS-2095
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ISSU process

Dual supervisors

Catalyst® 9400 Series

* Uplinks on both Active and

: * Standby supervisors are
2 forwarding traffic

SSO <\_ Active supervisor « Convergence takes less

than 200 ms during the
switchover

ASIC

ASIC

Standby supervisor

\ Line card

alfbal ]l
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Enterprise Campus Network

C9600
----- T

——————— .- PS2 =

[

- | —

UPS5I Psc (PSZI Pss

wesH sz

StackWise StackPower*

[ WeSH P2 =

[ Catalyst 9400
WPSi Ps2

Redundant Supervisor

Catalyst 9200/9300

© 2025 Cisco and/or its affiliates. All rights reserved. *Supported on 9300 BRKENS-2095
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Stackwise Virtual ISSU

ISSU Process 2nd Syb-second

convergence

V1 -> V2

7

1st Sub-second

4 4
convergence
' Vi V1 -> V2 \’ o ’

AN N

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2095 CIsco



Software Upgrades with Catalyst 9000 Platform

9600 ISSU w/Dual Supervisors

=< -~ <200 msec
\’
ISSU w/Dual
, ISSU w/StackWise Virtual Supervisors
9500 Y lm__l <’I sec = - = <2OO msec
m: =7

V"

9300 =] E= [E=] 9400 — = =
Extended Fast Software Upgrade ISSU w/Dual Supervisors Extended Fast Software Upgrade 1SSU w/Dual SUDenisors
(xESU) (XFSU)

<5 seconds <200 msec

<5 seconds <200 msec

]
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ISSU/xFSU Release Guidelines

SM - Short Maintenance
1 6 <-> 1 7 EM- Extended Maintenance

SM<>EM - No Major release change - Not Supported Between EM releases - Supported

Supported
v Nov’19 Roadmap
POLARIS SM SM SM SM SM
16.11.1 17.1.1 17.2.1 17.4.1 17.5.1

~ 3+ Years Lifecycle with 17.X EM

Supported Not Supported
. s _ s . SM to EM or EM to SM.(16.11.X <>16.12.x)
\:\ilflhén‘lEzl\;I()Release Any to Any within the EM Release ( 16.12.X . Within SM Release - (16.11.1<>16.11.2)
. Between EM Releases but within major releases [within + 2 EM ’ el * Z 12 .Releases.
. When there is a major release change.
releases]
. For example 16.x.x to 17.x.x

* Downgrade is not supported via ISSU method

]
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Patching can also be performed using Cisco
DNAC

* Hot Patching - does not require explicit
reload after installation to get activated.
(not traffic-affecting)

» Cold Patching - requires a system reload
after installation to get activated. (traffic-
affecting). The 9200 family supports only
this.

NE\!
Bundle SMU - One single SMU file
containing and applying multiple SMU
fixes on the backend.

Independent SMU - One single SMU
file tailored to address a specific bug
or vulnerability.

C9300-Access.cisco.com (172.26.192.131) Image Update

Date: Duration: 4 minutes 20 Status: @ Successfully Activated cat9k_iogke.17.03.04.SPA bin

Mar 16, 2023 12:15 seconds cat9k_iosxe.17.03.04.CSCwab3#47 SPA.smu.bin
PM
DNAC Version: Guardian 2.3.3
) License Level : DNA Advantage
Operations Checks

> @ SMU Distribution 1 minute 51 seconds

v @ SMU Activation 2 minutes 27 seconds

SMU Activation of image: cat9k_iosxe.17.03.04.CSCwa53947.SPA.smu.bin on device: 172.26.192.131 completed

successfully

> ° Pre Activation Script Execution

> ° Activation
2 minutes 26 seconds B ——

EMR Releases with
371 SMU files
available

Self-sufficient
and reliant bug fix
solution for
PSIRT, CFD & IFD o

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2095 CIsco

Reduces time and

scope of testing Hot Patching




Software Maintenance Upgrade Customer Use Case

Service
Impacting?

& VES

SNMP Engine High CPU when NVE | cat9k_iosxe.17.06.03.CSCwb162 ‘
CEel s interface is Configured 32.SPA.smu.bin
SMU Creation

CSCWd92655 Cat9k switch hangs during bootup | cat9k_iosxe.1 _7.06.03.CSCWd926
after power-cycle 55.SPA.smu.bin
VXLAN Encapsulated Unicast

CSCwa85257 | DHCP ACK packet, after arriving at | cat9k_iosxe.17.06.03.CSCwa852
Fabric Edge is silently dropped 57.SPA.smu.bin

»

Hot Patched!
This Bundle SMU

CSCwc85207 | Umbrella SMU for critical defects cat9k_iosxe.17.06.03.CSCwc85 )
resolved two issues

on 17.6.3 207.SPA.smu.bin

CSCwb25610 - IPv6: Switch may reload due to a memory allocation error by SISF - Occurs on a scaled environment
CSCwb70411 - C9300 - Critical software exception crash - iosd core - No specific trigger

—

o]
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Customer Profiles

CISCO Live !



L2 + L3 Design with StackWise Virtual

Customer Profile 1

. StackWise Virtual with Quad SUP RPR
C9600

L3 PO

. StackWise Virtual

StackWise Virtual [

Standalone Chassis w/Dual Supervisors

. StackWise with 9200 or 9300 Platform

t% Catalyst 9400

Redundant Supervisor

Catalyst 9200/9300
StaCkW|Se alaln
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L2 + L3 Design with StackWise Virtual & ECMP

Customer Profile 2

E © 0o mm— + Standalone Chassis w/Dual Supervisors

L3ECMP ~ =
SV )

StackWise Virtual [ St @ == R

StackWise Virtual

—

StackWise with 9200 or 9300 Platform NS * Standalone Chassis w/Dual Supervisors

L% Catalyst 9400

Redundant Supervisor

Catalyst 9200/9300
StackWise _

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2095 CIsco



L3 Routed Access Design

Customer Profile 3

i

L3

L3

. StackWise with 9200 or 9300 Platform

i

e

Catalyst 9200/9300
StackWise

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKENS-2095

IA
—

+ Standalone Chassis w/Dual Supervisors

I
pp— ‘ . Standalone Chassis w/Dual

Supervisors or Fixed Platforms

. Standalone Chassis w/Dual
Supervisors

Catalyst 9400
Redundant Supervisor

]
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Catalyst 9000: Redundancy at every layer

Design Redundancy Software Redundancy
SVL + GIR » Ubgrades + Patching

9300: Graceful Insertion and 9300: Extended Fast Software
Removal (GIR) Upgrade (xFSU)
9400/9500/9600: StackWise 9400/9600: ISSU ( Standalone +
Virtual (SVL) StackWise Virtual )

9500: ISSU (StackWise Virtual)

9300/9400/9500/9600: Hot/Cold
Patching

Sub-second Traffic Impact across all layers of Redundancy

]
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco

Live T-Shirt.

2o
0®

Earn 800 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved
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Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights res

afraln
cisco


http://www.ciscolive.com/on-demand
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Thank you C1SCO Live !
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