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Cisco Webex App

9:41 ol ¥ @
QueStionS? < Catalyst 9000 Series Switching Family - ...
Use C|SCO Webex App to Chat session will talk about the component at the
. . heart of these switches which is the ASIC. It
with the speaker after the session will also cover common attributes,

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

HOW Kenny Lei

Cisco Systems, Inc. | Technical Market.

ﬂ Find this session in the Cisco Live Mobile App Categories

Technical Level

Intermediate (596)

o Click “Join the Discussion”

Tracks

Networking (220)

e Install the Webex App or go directly to the Webex space Session Type

Breakout (453)

Q Enter messages/questions in the Webex space Webex

w Join the Discussion

Notes

Webex spaces will be moderated by the speaker until 14 November 2025.

Enter your personal notes here

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKENS-1402
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Agenda Intro
Cloud management with I0S XE
Streamlined Onboarding
Cloud Configuration
Platforms
|OS XE 17.18 Cloud switching
Designing Switching Cloud Architectures
Cloud Delivered Campus Fabric
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Nico Darrow

- Maker/Hacker/Geek

- Robotics Lover

- Maker and Chronic Tinkerer

- Python Geek

- 15 year Cisco veteran

- CCIE W #38552
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Cloud management with
|OS XE



We’ve been busy on cloud enablement

|OS XE:

Cloud CLI

Support for all C92K,C93K
Support for 9500H
Streamlined Onboarding
Config on device or cloud

© 2025 Cisco and/or its affiliates. All rights reserved.

A2-C9200L-WhiteRabbit & @ oniine

C9200L-24P-4X 08:ec:f5: 62:00 Summary Ports Device Health L3 Routing Event log Location More

Ping

Opens a troubleshooting console to this dev
cormos | ocr [ o
cess

to read-ony 10S-XE commands, such as show.

Terminal

s limited ac;

19 Martin Place, Sydney Australia

Q2ZZ-3CNL-222Z

Show CLI

Reboot device

BRKENS-1402
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Introducing a secure Cloud CLI terminal, directly in
dashboard

« Switches ¢ >

ACCESS-2 ¢/ ©onine  Configuration source: Cloud

C€9300-24P b4:4c:908:0e:e0:00 Summary Ports Cloud CLI Device Health L3 Routing Event log Location Tools
?;\O Indigo Brasil=—— B CLI terminal

terminal within the Meraki dashboard v o®° =

without the need for VPN or jump host | S

'Go gle

o€

Unidas, 12901 - Torre Ogff
260 rooklin Novo - CENU. Cel
04578-910 - So Paulo - SP - BRASI|

Terminal Opens a troubleshooting console to this device, similar to an 10S-XE CLI window.

Serial number

::KTL;TNTKGNZ (Cloud 1D} Close Terminal Detach
Support for common CLI commands to  ceseTermnat J oecn

106d 15h 34m
Last deviceboot  Apr 8 16:32:43 ((

uncover netWO rk |Ssues effect[ ng Lastbootreason  View inEventlog B This terminal allows limited access to read-ony I0S-XE commands, such as show.

Configuration

network devices

Firmurare

108 XE 1715.3

WW_CORE_93@@X#show ip route bgp

e Codes: L = ¢ L, C - connected, 5 - static, R = RIP, M - mobile, B - BGP
10.103.64.12 D - EIGRP, EX — EIGRP external, O - OSPF, IA - OSPF inter area
Vaonce N1 - OSPF NSSA external type 1, M2 - OSPF NSSA external type 2

Leverage eXiSting and familiar Ski”sets arce E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT inside, No — NAT outside, Nd - NAT DIA
Public 1P

Wh||e ensuring your teams maintain 64.200.12.2 i - I5-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia = IS-IS inter are « = candidate default, U = per-user tic route

access to deta”ed deV|Ce data W|th CLI H - NHRP, G - NHRP registered, g - NHRP registration summary

0DR, P = periodic downloaded static route, 1 = LISP

application route

eplicated route, % - next hop override, p = overrides from PfR
replicated local route overrides by connected

Gateway of last resort is 10.10.254.2 to network 0.8.0.8

GA: IOS XE 17.15.4 ..

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402 CIsco



Now supporting 9200L

0 ¢ 90 161 @ 15

NEy,

C9300L C9300X C9200L

alfbal ]l
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Building on simplified cloud management with I0S XE

One unified OS for Options for migration or Cloud simplicity with
cloud and on-prem Day O cloud management advanced IOS XE features

Industry Leading Enterprise Switching Portfolio 1= Unified Cloud Platform

C9200CX C9500H C9350 Smart Switches
C9200/L C9300/L/X/LM C9610 Smart Switches*

R —— T
e SALARE BARARE ==

Cisco Meraki Dashboard

|
|

*Support for C9610 available in subsequent release

]
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Catalyst 9200

Migration and Out of Box

Catalyst 9300 ¢

Migration and Out of Box

Our Portfolio

Cloud Management for Catalyst and
Cisco C9000 Smart Switches

Cisco C9350 e

Out of Box Experience

Catalyst 9500 ©

Migration Only

*Cloud management capabilities for C9610 available in subsequent release
afraln
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Platforms




Unlocking the Portfolio

Preview: Modular Platform

support coming soon Preview: Extend secure
connectivity to rugged
outdoor networks

.l
]
I
| P
g

C9610* = - T = IE3500

IOS XE 17.15 - AVAILABLE NOW

D=0 B e

C9300L C9300 C9300X C9200L C9500 C9200/CX C9300LM C9350

Every C9200 and C9300 model,
with more on the way

el I 1l I h
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CISCO Live !




It starts with a streamlined
onboarding process

Users can quickly onboard new devices to the network,
choose their operating mode, and begin cloud
management without any additional applications.

© 2025 Cisco and/or its affiliates. All rights res

Add devices to network

© 2]

Select network Configure 10S-XE
devices

Device management and configuration source

€9200/C9300/C9500H © devices

() cloud configuration ©
Configuration is sourced from the Meraki Dashboard.

() Device configuration ©
Configuration remains local to the device.

Device configuration credentials

3

Summary

Please provide the level 15 configuration access credentials [7 so the Meraki dashboard can make

necessary configuration changes to these devices.

)

Username

[

Password

afraln
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Streamlined Onboarding

Service meraki connect: enable

WW_CORE_9300(config)# service meraki connect

Meraki Tunnel Config
Switch 1 has been successfully registered

Meraki MAC: AABBCCDDEEFF Fetch State:

Cloud ID: QXXX-XXXX-YYYY Fetch Fail:
Last Fetch(UTC):

Next Fetch(UTC):

*May 7 00:16:03.519: %MERAKI-5-SWITCH_REGISTER_SUCCESS: Switch 1 has been succesfully registered. Config Server:

*May 7 00:16:03.519: SMERAKI-5-MAC_ADDR: Meraki MAC: AABBCCDDEEFF Primary: usw.nt.meraki.com

*May 7 00:16:03.519: ISMERAKI-5-CLOUD_ID: Cloud ID: QXXX-XXXX-YYYY Secondary: use.nt.neraki.con
Client IPv6 Addr: FDBA:9B09:1F7:1:9A18:88FF: FEOO:CCOO
Network Name: .Corrin - switch

Device Registration Status:

Meraki Tunnel State

Switch Serial Migration

Num Number Cloud ID Mac Address Status Betnary:

Secondary:
Primary Last Change(UTC): 2024-05-29 23:34:02
C9300-24UX XXYYQQCCXXC QXXX-XXXX-YYYY aabb.ccdd.eeff Registered C9K-C [Monitoring] Secondary Last Change(UTC): 2024-05-29 23:34:62

Client Last Restart(UTC): 2024-05-29 23:33:56

Meraki Tunnel Interface

Status: Enable
Cloud Management App-less Onboarding Rx Packets:
Packets: 600246
) 1 1 1 Errors: ) -
Automated Reglgtratlon and Nextunnel creation S Connection State
(service meraki connect) Drg ackite (show meraki connect)

Drop Packets:

« Simply claim the Cloud ID and add to a network g e

ol I 1l I h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402 CIsco



Cloud Monitoring

Cloud Management

with a

Cloud l l
Management _
Device Cloud
Configuration Configuration
(formerly cloud monitoring) (formerly cloud
management)

afraln
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Streamlined Onboarding

Choose Your Configuration Source When Onboarding

Add devices to network

© (2 : Cloud Configuration

Select network Configure 105-XE Summary
devices

Existing configuration removed

5200/C5300 devi Reload with full cloud configurations synced to
avices IOS XE

O Cloud configuration

Device management and configuration source

Configuration is sourced from the Meraki Dashboard.

Device configuration credentials

@ Device configuration Beta ) . . . - .
Please provide the level 15 configuration access credentials [1 so the Meraki dashboard can make
Configuration remains local to the device. necessary configuration changes to these devices.

Username

I admin l

Device Configuration

| Shawl

|05 XE enable password (optional) Enter switch local credentials

== Show | Dashboard connection and telemetry I0S XE
| accept the Terms and Conditions C3 configurations provisioned by Dashboard

Cancel Back m

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402 CIsco



Maintain operational flexibility with cloud management

Configuration Source: Cloud Configuration Source: Device

UNLOCK FULL CLOUD SIMPLICITY RETAIN ADVANCED CONTROL
Configurations are performed in the cloud and Configurations are managed via traditional methods
managed using the dashboard Ul and performed local to the device

FLEXIBLE OPTIONS FOR MANAGING YOUR DEVICES FROM THE CLOUD

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402 CIsco



The full cloud experience with
management and configurations
performed in the cloud

Add devices to network

. Cloud CLI Support for read-only ‘show’ © @ 3

CommandS for advanced Select network Conffeuvr::::s—xs Summary
trou bleShOOtI ng Device management and configuration source
C9200/C9300 devices
- Leverage the intuitive user interface to Cloud configuration
bU||d Conflguratlons that are performed Configuration is sourced from the Meraki Dashboard.
directly from the Meraki cloud at scale. Device configuration  Beta

Configuration remains local to the device.

Cancel
h

Full List of Supported Models Here

afra]n
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https://documentation.meraki.com/MS/Cloud-Native_IOS_XE

Cloud scale visibility with
localized configurations and
the full IOS XE feature set

Add devices to network

. Non-destructive onboarding preserves © (2 3
configurations, which are managed and Selectnemor o e Summary
performed Iocal to the deVICe via Device management and configuration source
traditional methods. 0200/C9300 devices

Cloud configuration
° Cloud CLI Support for ShOW and Conflg Configuration is sourced from the Meraki Dashboard.
Commands in dashboard Device configuration Beta
Configuration remains local to the device.
- Configuration back up in the cloud.  cancel

Full List of Supported Models Here

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402 Clsco


https://documentation.meraki.com/MS/Cloud-Native_IOS_XE

Configuration Source

Device Config Cloud Config
config . %‘)
backup -~ f_— e
Config Source o Cor:);gtrgzgrce
of truth: = ' -
cee = 10S XE ;Q Dashboard
u : I U RPR S 10S XE CLI —

Adopt cloud-managed networking as you evolve Full cloud-managed for efficient and scalable
your IT operations to cloud cloud network operations

]
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Cloud management with 10S XE

Architecture Advancements




Resilient connectivity to the Cloud

Uplink Auto Config (UAC)

Can | reach Dashboard?

Nextunnel
Connect to Dashboard

Config Updater —
Apply and Synchronize Config, Safe config rollback

'
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402 CIsco



Resilient connectivity to the Cloud

&

Uplink Auto Config (UAC) Nextunnel

Automated discovery for dashboard connectivity
Automated failover / path discovery

Tunable for primary interface

Creates a ranked/scored interface list

« Secure tunnel to Dashboard
for configuration and telemetry

alfbal ]l
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Uplink Auto Config

Rocky and_Bullwinkle#show uac ?
active-vlan Active vlans 1n network

uplink Uplink Autoconfig Uplink 1info

show uac

« Which VLANs has UAC discovered? ' .

« Which VLAN has the best score?

 Which SVI is being used to reach Meraki
Dashboard?

alfbal ]l
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Nextunnel

show meraki connect

Rocky_and_Bullwinkle#sh meraki connect

Service meraki connect: enable
Meraki Tunnel Config

Fetch State:
Fetch Fail:

Last Fetch(UTC):
Next Fetch(UTC):
Config Server:
Primary:
Secondary:

Client IPvé6 Addr:
Network Name:

Merakli Tunnel State

Primary:

 Has the switch fetched tunnel config S

* |s the tunnel up?
* Are packets coming/going?

© 2025 Cisco and/or its affiliates. All rights reserved.

Primary Last Change(UTC):
Secondary Last Change(UTC):
Client Last Restart(UTC):

Meraki Tunnel Interface

Status:
x Packets:

X Errors:
X Drop Packets:
X Drop Packets:

Meraki Device Registration

BRKENS-1402

—-2837.merakl.co

nt.meraki
use.nt.meraki
FDOA:9B09:1F7
Eh2 - switch

Up

.com
.com
:1:2E3F:BFF:FE2B: 9F80

2025-01-23 19:
2025-01-23 19:
2025-01-22 19:-

https://catal

yst.meraki.com/nodes/register
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Resilient connectivity to the Cloud

Config Updater

 Fetch and apply config from Dashboard

« Safe configuration rollback: 30 minute
recovery mechanism for configuration
error

alfbal ]l
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Config Updater

show meraki config updater

» Can the switch fetch config?

» Can the switch upload the config?

» Does the switch need to upload config? [ EEUEIE R ELotS TR T e R e ER S
Config Updater

Current state:

Latest operation

Upload running config

Get running config: Pass
start time(UTC): 2025-01-29 22:22:15
result time(UTC): 2025-01-29 22.- .3
Running config location: /flash ra

Get presigned url: Not needed
start time(UTC): 2025-01-29 22:
result time(UTC): 2025-01-29
dashboard status code: 204

Upload config: Not started

.
. ]
ki/config_updater/monitor/upload.config

]
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Optimizations

Management Interface
Architecture Change

© 2025 Cisco and/or its affiliates. All rights reserved.

2Y,

Default Network
Module

BRKENS-1402

Command Runner

alfret
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Management Interface Architecture Change

 The management interface is now
an L3 Interface. Switches running
CS firmware required a dedicated
management IP address,
now management is handled by
any L3 interface

 All configuration for management
connectivity and L3 interfaces is
now available on the Routing &
DHCP page.

 If a switch is L2 only, DHCP will
work & but enabling L3 requires
first setting a static management IP

© 2025 Cisco and/or its affiliates. All rights reserved.

L2 Catalyst Management Behavior prior to 10S XE (<= CS17)

Container

o [ ]
AdaAAA AdAAAA AdAAAS AdAAAA .
- UYVYYY YUYVYY UYYYYY YRRy - , Catalyst Switch

L2 Catalyst Management Behavior with 10S XE

10S XE

¢ o
Adddds Adddds Adddbd dhdddd .
- UYVYYY YUYVYY UYYYYY YRRy - , Catalyst Switch

]
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Management Interface Architecture Change

Switch Summary page>

[s ] s a

&= Switching Monitor
Switches

=" Wireless
Switch Ports

Edit IP config
Change Type to Static

Redirect to Routing &
DHCP page

© 2025 Cisco and/or its affiliates. All rights reserved.

3 Mr

!
718.1.9
Upgrade Status

Open source licenses &,

LAN IPv4
190.20.20.4

Type
statically assigned

VLAN
20

Do ik loe 10

IPv4 Type *

G Static v
& - :
Visit the Routing & DHCP page

to configure your Uplink L3
Interface.

3 gl s

BRKENS-1402

]
cisco




Management Interface Architecture Change

V0LAM

IP Toggle

IPva4

V4 Uplink

Subnet

Interface IP

Default gateway

DNS server 1

ONS server 2

IPv4 Only

Choose the Both tab to configure both IPv4 and IPvG

10.20.20.0/24

10.20.20.4

10.20.20.254

208.67.222.222

208.67.220.220

IPvE Only

© 2025 Cisco and/or its affiliates. All rights reserved.

Uplink interfaces
include DNS and
Default Gateway

settings /

Easily move the uplink

to a different interface

* Define the new
gateway

 Confirm DNS

IPv4
V4 Uplink

Subnet

Interface IP

Default gateway

DNS server 1

DNS server 2

Multicast routing

10.20.101.0/24

10.20.101.254

208.67.222.222

208.67.220.220

Disabled

BRKENS-1402
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Default Network Module

Simplification of Network Module Configuration

 When a module is not installed, configuration is now
consolidated into 8 default ports which are mapped to the
appropriate interfaces when a Network Module is installed.

» Prior to this architecture, every potential network module
required unique config. A 48-port switch required
configuring 98 ports to cover each possible module. We
now have only 56 ports (48+8) which covers existing and
future modules.

Pre-Configured
Default Ports

© 2025 Cisco and/or its affiliates. All rights reserved.
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Unassigned

gaaa

Unassigned

Unassigned

aan

Unassigned

aa
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Default Network Module

STACK-MS390-RR / 4x10G / 1 details

STACK-MS390-RR / 4x10G / 2 details

AL A AN

emonuonne il — ] STACK-MS390-RR / 4x10G / 3 details

STACK-MS390-RR / 4x10G / 4 details

STACK-MS390-RR / 8x10G /1 details

The CS way:

STACK-MS390-RR / 8x10G / 2 details

° Wh|ch module |S STACK-MS390-RR / 8x10G / 3 details

installed?

STACK-MS390-RR / 8x10G / 4 details

STACK-MS390-RR / 8x10G / 5 details

* |s any module installed?

STACK-MS390-RR / 8x10G / 6 details

STACK-MS390-RR / 8x10G / 7 details

[ N _ N, B ' STACK-MS390-RR / 8x10G / 8

L 2 S BN N N N BB RN
ERIIIILY WAIILEN 4
[ &8 4 2 UN AN BRSNS

" = STACK-MS390-RR / 2x40G /1 details
d N & —~

— = STACK-MS390-RR / 2x40G / 2 details

details

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402 CIsco



Default Network Module

The I0S XE 17.15.2+ way:

Bullwinkle / DEFAULT / 1 details

Bullwinkle / DEFAULT / 2 details

Bullwinkle / DEFAULT / 3 details

Bullwinkle / DEFAULT / 4 details

Bullwinkle / DEFAULT / 5 details

Bullwinkle / DEFAULT / 6 details

Bullwinkle / DEFAULT / 7 details

Bullwinkle / DEFAULT / 8 details

© 2025 Cisco and/or its affiliates. All rights reserved.

No module installed
<

eUes ssea sees)

BLANK / EMPTY

|
\
}

e T

8x10G installed

BRKENS-1402

Mr Peabody / 8x10G / 1 details
Mr Peabody / 8x10G / 2 details
Mr Peabody / 8x10G / 3 details
Mr Peabody / 8x10G / 4 details
Mr Peabody / 8x10G / 5 details
Mr Peabody / 8x10G / 6 details
Mr Peabody / 8x10G / 7 details

Mr Peabody / 8x10G / 8 details

]
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Show CLI / Command runner

Quick access to
over 30 common
CLI outputs

* Platform monitoring

* Device tracking

» Stacking details

 Dashboard connection
status

* Etc...

© 2025 Cisco and/or its affiliates. All rights reserved.

Show CLI

Show Power Over Ethernet D

Outputs power over ethernet details

Show Power Over Ethernet Details 2

Remaining

Run

BRKENS-1402
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Firmware Upgrade Status for IOS XE

O Upgrade complete. Expand to show details
Available soon
@ Upgrade scheduled —@ Firmware download —@ Firmware install —@ Firmware verification —@ Upgrade complete

ﬂ Upgrade scheduled. Collapse to hide the details

® Upgrade scheduled
Switch upgrade to IOS XE 17.15.4 scheduled for Oct 05, 2025 10:23 ETC

Drill down into each switch to
view progression through each

Stage’ Wlth gUIdance On O E::]m:?:;ct':n“:fz(:o 20 minutes
eXpeCted tlmes’ and Success Switch will download the network firmware.

and failure states.

() Firmware install

Estimated time: up to 40 minutes

Supports CS to IOS XE and a” Switch will install the network firmware and reboot using the new firmware version.
IOS XE UDg rades (O Firmware verification

Estimated time: up to 5 minutes

Switch will verify that it has a stable connection with the Meraki cloud on the new firmware.

() Upgrade complete

See Documentation on firmware upgrades [7

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402 CIsco



Firmware Upgrade Status for |IOS XE

Upgrade status )]

A\ Upgrade retry scheduled Available soon

@ Download started

SRR Monitor each stage of firmware upgrades
O Lpomadaicomplets for all switches in a single view:

@ Install started

« Download

B Upgrade scheduled

 |nstallation

@& Upgrade complete

« Verification
@ Verification started
@ Download complete

T Supports CS or IOS XE to I0OS XE upgrades

€ Upgrade canceled

alfbal ]l
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|IOS XE 17.18

Cloud switching




Combined with advanced features powered by IOS XE

IOS XE 17.18.1 (beta) brings advanced capabilities to the cloud through the introduction of
advanced routing and high availability features. Additional cloud expansion features Bring
greater value to enterprise customers through the introduction of simplified support for

troubleshooting, monitoring, and configuration management tasks.

Cloud CLI

Access an
embedded cloud
terminal within the
Meraki dashboard.

Expanded Support

© 2025 Cisco and/or its affiliates. All rights reserved.

Support for new
hardware models and
expanded support for
cloud features.

Advanced Routing

Advanced capabilities
like BGP and VRF are
now supported in the
cloud dashboard

High Availability

Beta: IOS XE 17.18.1

In-Service Software
Upgrades, Virtual
Stacking for C9500,
and more.

lllllllla
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Cloud Managed Enterprise Switching on I0S XE 17.18

Enterprise Feature Development
- 0131 -

RPVST+
_ =
Loop-free Routed Access 5% 'é‘ﬁ %/ K\
o ——

Scalable Macro Segmentation

-;
Flexible, Open Dynamic Routing
VRF Lite _
High-Availability

Enhanced L2 Loop Prevention

Sub-second downtime
firmware upgrades

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402
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< VRF

Edit BLUE_VRF

Introducing VRF
deployment from the
cloud

Configuration details

Switch or switch Interface Name VRF * Subnet P VRF name *
stack [ BLUE_VRF ]
Doug 80 VLAN eighty BLUE_VRF 10.80.80.0/24 16.80.80.254 Description

loT

Rocky_and_Bullwinkle 80 VLAN BLUE VLAN 80 BLUE_VRF 10.80.80.0/24 10.80.80.253

Bob Bob /13 Bobs routed port BLUE_VRF 10.88.88.0/24 10.88.88.252
Routed

Route distinguisher ©

Easily create isolated routing domains
without additional hardware

Bob Bob /14 Bobs 2nd routed BLUE_VRF 10.89.89.0/24 10.89.89.252

[ 52:106 ]
Routed port

Route target ©

[ ]

Doug 0 Loop 0 BLUE_VRF 1@.252.252.252/32 10.252.252.252

OO0 0O 0O 0 0|o

Doug 20 VLAN Uplink Vlan 20 Default 10.20.20.0/24 10.20.20.2

Cancel

Strengthen security with scalable
macro-segmentation, limiting lateral
movement of threats

VRF

O VRFs without associated interfaces

0 VRFs with associated interfaces

[ Q Search ] + Add VRF

D Name Description Route distinguisher Route target Networks

Simplify network management by O oo — - - -

eliminating the need for ACLs on every O

SVI and reducing oversized route O oreenvee o - - oso®
' @]

ta bIeS RED_VRF Evil Printers and Fax Machines 52:107 - — o

BLUE_VRF loT 52:106 -_ -_ S @

© 2025 Cisco and/or its affiliates. All rights reserved. Clsco



Virtual Routing and Forwarding (VRF)

Internet

Your firewall was BORN for this!

Vancouver Location

VLAN 110

Centralized ACLs =) VLAN 220

VRF Blue

-

VRF Blue
=

VLAN 120

VLAN 230

VLAN 130
A separate lane for management traffic

VRF Green VRF Green
— (o) C]
X
: | —

Storefront Warehouse

]
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VRF Config

Organization > VRFs

VRF
O VRFs with associated interfaces O VRFs without associated interfaces
D Name Description Route distinguisher Route target Networks
() Default o — — —
[:] BLUE_VRF loT 52:106 —_ — S
[:] GREEN_VRF PCI 52:108 — — S M
() RED.VRF Evil Printers and Fax Machines 52:107 — o

* Create VRFs at an organization-level

« Assign a name, and Route Distinguisher (future use)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402

& VRF

Edit BLUE_VRF

Configuration details

VRF name *

BLUE_VRF

.

Description

loT

Route distinguisher ©

[ 52:106

Route target O

[

Cancel

]
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VRF Config

Switching > Routing & DHCP

[:] Switch or switch Interface Name VRF * Subnet
stack

(1) Doug 80 VLAN eighty BLUE_VRF 10.80.80.0/24

[:] Rocky_and_Bullwinkle 80 VLAN BLUE VLAN 80 BLUE_VRF 10.80.80.0/24

(1) Bob Bob /13 Bobs routed port BLUEVRF 10.88.88.0/24
Routed

(1) Bob Bob /14 Bobs 2nd routed BLUE_VRF 10.89.89.0/24
Routed port

(1) Doug 0 Loop 0 BLUE.VRF 10.252.252.252/32

() Doug 20 VLAN Uplink Vian 20 Default  10.20.20.0/24

* Assign interfaces to a VRF

© 2025 Cisco and/or its affiliates. All rights reserved.
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4 Routing & DHCP

Edit Interfaces

Interface editor

IPv4

Interface mode
(O vLAN  (® Routed port

Switch or switch stack

(O Loopback

[ Bob

Switch ports

{Bob,’g

Name

[ Transit Network Routed Port

VRF

[ GREEN_VRF

IP toggle

@® Pvaonly () IPv6 only

n Select “Both” in IP Toggle to configure both IPv4 and IPv6

Subnet

() Both

[ 10.52.108.0/24

Interface IP

[ 10.52108.254

]
cisco



Introducing Routed
Ports from the
cloud

Reduce convergence time while
simplifying network management

Routed peer to peer links including
east/west and north/south traffic

Minimize VLAN ID consumption while
joining separate networks

© 2025 Cisco and/or its affiliates. All rights reserved.

Routing & DHCP

SWITCH OR SWITCH STACK  IP ADDRESS

Select.

Interfaces

O switch

[ CAMPUSOI-CORE

O  CAMPUSOI-CORE

O CAMPUSOI-CORE

O  CAMPUSOI-CORE

O CAMPUSOI-CORE

[ CAMPUSOI-CORE

O CAMPUSOI-CORE

O  CAMPUSOI-CORE

O CAMPUSO1-CORE

O switch

O CAMPUSOI-CORE

Multicast routing

New port icon

VLAN Name

0 Corp-Data

subnet

13 15 17 19 21 23 1 3
AERERAN ]
14 16 18 20 22 24 2 4

172610.0/24

17216.0.254

False Server Enabled

( Update 1 Ports

Selected Switch / Port

Bob/13
Interface mode O Switch port @ Routed port
Navigate to configure routed port
Name [ Transit Network
Tags [
Port status Enabled

Link negotiation

EEE ©

Port schedule

PoE

Port isolation

[ Auto negotiate

() Enabled

[ Unscheduled

Enabled

() Enabled

J

Beta: IOS XE 17.18.1
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Routed Ports

Dashboard

Routed peer to peer links
East/West and North/South

Reduced VLAN ID consumption

STP boundaries

VLAN 110 VLAN 120 VLAN 210 VLAN 220
10.1.110.1/24 10.1.120.1/24 10.1.210.1/24 10.1.220.1/24
Storefront Warehouse

]
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Routed Port Config

Switching > Switches > Switch Summary

Update 1 Ports

Selected Switch / Port

Bob/13

Interface mode

Name

Tags

Port status

Link negotiation

EEE ©

Port schedule

PoE

Port isolation

O Switch port @ Routed port

Navigate to configure routed port

[ Transit Network

[

Enabled

[ Auto negotiate

() Enabled

[ Unscheduled

Enabled

() Enabled

© 2025 Cisco and/or its affiliates. All rights reserved.
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Switching > Routing & DHCP

4 Routing & DHCP
Edit Interfaces

Interface editor

IPv4

Interface mode
(O VLAN (@ Routed port () Loopback

Switch or switch stack

[ Bob

Switch ports

LBOD,’Q

Name

[ Transit Network Routed Port

VRF

[ GREEN_VRF

IP toggle

@ wpvaonly () Ipveonly () Both

B select “Both” in IP Toggle to configure both IPv4 and IPv6

Subnet

[ 10.52.108.0/24

Interface IP

[ 10.52.108.254

]
cisco



Routed Port Config

Switching > Routing & DHCP

Routing & DHCP
Interfaces
D Switch or switch stack Interface
() c9300-Lab 1 VLAN
() c9300-Lab1 C9300-Lab1/5 Routed
() c9300-Lab C9300-Lab1/1 Routed
() c9300-Lab1 C9300-Lab1 /3 Routed
() c9300-Lab1 111 VLAN

© 2025 Cisco and/or its affiliates. All rights reserved.

13 15 17 19 21 23 T 3
AEREAER _
14 16 18 20 22 24 2 4

Adorable new routed port icon ®

New tags for routed ports
and VLAN Interfaces(SVIs)

]
BRKENS-1402 cisco



Introducing Border
Gateway Protocol from
the cloud

BGP Routing

General BGP Filters

Multiple configuration options including full
stack dynamic routing (SD-WAN + LAN)
and simplified iBGP/eBGP routing

Active peers Advertised routes

Flexible configurations including per
switch and peer-group templates, plus
support for common policy objects

BGP Routing

AAAAAA

Support for full APl programmability and S e Gt n P tr v b o How tosove 8 rutr
open compatibility with third-party o o
vendors

J

Beta: IOS XE 17.18.1

© 2025 Cisco and/or its affiliates. All rights reservi
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BGP

Simple eBGP/iBGP
 Full stack meraki (MX + Catalyst)
* Vendor neutral peering

Large Campus Route-Reflector

* iBGP peer route-reflector
 Loopback support

* Route filtering and AS-path control
« Traffic ECMP

Spin your own

» Per-switch configuration
 Peer-group templates

«  Common policy objects

Requirements
Firmware: I0OS XE 17.18+
HW: C9500, C9300X, C9300, C9300L, C9300LM

© 2025 Cisco and/or its affiliates. All rights reserved.
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i

ROUTE REFLECTOR

e f:
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BGP Config |

SWitChing > BGP Routing General BGP Filters ﬂ

Autonomous System Numbers (ASN)
C reate a n AS N A ASNs can only be deleted once BGP routers have been removed. How to remove BGP routers.

ASN Description BGP routers

65500 1 o 0O

Rows per page | 10 ~ 1-10f 1

BGP Routing
Create a BGP Router

General BGP Filters ASN

BGP Routers ©
Switch name Model ASN @© Active peers Advertised routes E n a b I e B G P p e r SW i t C h

@ cnabe Bob C9300-24UX 65500 0 1

Rows per page | 20 ~ 1-10of1

]
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BGP Config

Route Filtering

Peering Config

Add prefix-list

Name

[ Restrict Advertised Prefixes }

-+ Add rule

Description (cptional)

Rules

Sequence # Action Prefix GE LE

{wo - } Deny vJ [10.100.0.0% | |23 ] [ g ] o
[20 & 1 Deny ~ J [101101‘0‘&'16 ] [ 24| ] [ $ J (u]

Add AS-path access-list

Number
[ 10 5 ]

Description (optional)

| )

Rules

Action Path

access-lists

[ Deny v ] [ 65100 65101 65328

Local Networks

Enable Subnet Description
a 10.255.255.255/32 BobLoop o 0O
[ @) 10.20.0.0/16 20 Network o O

BGP Peer Groups
Supports either an IPv4 or IPv6 address.

# Name Description

Neighbors Count

v oo WANGroup WAN peer group

Peer Group Settings

Remote AS 65234 Update Source  Loop0

V"o

(|

Advertise local networks
Create Peer Groups

Multihop 255 Authentication  Enabled

Weight 32768 Attach Peers
Peers

Active Peer Description

" @) 52.105.10.23 WAN SP1 o O

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKENS-1402

]
cisco



Introducing support
for StackWise Virtual
from the cloud

Simplify configuration management by
presenting two physical switches as
one logical entity

Lower the risk associated with a looped
topology while reducing operational
failure points

Maintain HA with support stateful
switch failover (SSO) by ensuring
minimal downtime during failures or
maintenance

© 2025 Cisco and/or its affiliates. All rights reserve

Create Stack

Stack name

E Hourglass Twing

—

7

| 1 Search
Name
Ash Twin

Ember Twin

Configure your StackWise Virtual pair

To successfully provision Catalyst 9500 switches as a StackWise Virtual pair, select switch
ports below to set up SVL and DAD links.

A Please ensure you have physically connected the ports selected below before proceeding

Stack name  Hourglass Twins
Members Ash Twin , Ember Twin
SVL links

Select between 2 and 8 ports on each switch to establish the SVL link. Note that any existing
switch port config will be overwritten for ports selected here.

Ash Twin Ember Twin
1X  2Xx ® v ] - [ 11X 2x ® v ]
DAD link

Select 1 port to establish the DAD link. Note that any existing switch port config will be
overwritten for the port selected here.

Ash Twin Ember Twin

E J e g

I acknowledge that by clicking 'Configure' | have physically connected the ports selected for SVL and

DAD links.

J
Beta: IOS XE 17.18.1
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StackWise Virtual Setup

Configure your StackWise Virtual pair

Create Stack
To successfully provision Catalyst 9500 switches as a StackWise Virtual pair, select switch
Stack name ports below to set up SVL and DAD links.

[[ Hourglass Twing|

A Please ensure you have physically connected the ports selected below before proceeding

Stack name Hourglass Twins

Members Ash Twin , Ember Twin

SVL links

Name Serial number Model Sel‘ect between 2 anld 8 ports on‘each switch to establish the SVL link. Note that any existing
switch port config will be overwritten for ports selected here.

. Ember Twin
Ash Twin Q27Z-6SH4-2458 C9500-24Y4C Ash Twin

1X 2 X 2 X

Ember Twin Q2Z2-A22Z-2HL3 C9500-24Y4C
DAD link

Select 1 port to establish the DAD link. Note that any existing switch port config will be

Rows per page | 30 ~ 1-20f 2 overwritten for the port selected here.

Ash Twin Ember Twin

3 ;\ k]

\ acknowledge that by clicking 'Configure’ | have physically connected the ports selected for SVL and

DAD links.

lllllllll
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402 CIsco



StackWise Virtual Config

1 3 5 7 9 1 13 15 17 19 21 23 25 27 29 31 33 35 37
NN ) ) _ y r \\\\\\ = \\\\\\ W ) &\\\ N
N\ Neoff 1t ) N N N N
AR S T R ey S RN
= = = S =
&
= L g B gy B i
2 4 5] 8 10 12 14 17 18 20 22 24 26 28 30 32 34 36 38
Port key
. Enabled/Full speed 4} Active PoE draw
= Authenticated

¥ Reduced speed

Disabled
. Disconnected
B Error (Warning)
. Error (Critical)

Documentation on switch ports (]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402

g | E

StackWise Virtual Pair Provisioning

Manitar your new StackWisa Virtual pair creation procass.

Mumber of StackWise Virtual pairs being provisioned: 5

I My SVL Stack

WL domain confiquration

Members sfol12-4-1-sw-01-pdu, 5fo12-4-1-sw-01-pdu
SVL links Fort 1, Port 2

DAD links Port 3

Provisioning progress

Cancel provisioning

T My SVL Stack 2

5L and DAD confic

Y My SVL

Stack 3
N DA,

@ My SVL Stack 4

Stackwis: ual pair read

lllllllll
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Introducing In-Service
Software Upgrades
f rom the Clou d PR— Staged upgrades

Groups Sequence

4 )

ISSU allows users to upgrade switch @i ) Schedule firmware change
StaCkS Wh'le the network ContlnueS tO . :::i::‘::m When should this firmware be installed?
fO rwa I’d paC ketS B Assurance Upgrade times may be staggered depending on the number of devices changing firmware.

{0 security & SD-WAN

o U Q© Perform the upgrade now

Il Insight
Minimize network disruptions and . senedule the uparade for

downtimes with simplified scheduling S 03/28/2025 at | 1100 - (network local time]

S—— ISSU
When enabled, this setting will apply exclusively to the eligible switches withn the StackWise Virtual pairs.
§ Attempt IS5U when available
Deploy new services and features
faster with remote execution . Back

\ J

© 2025 Cisco and/or its affiliates. All rights reserved. Clsco



Introducing Rapid
Per-VLAN STP+ from
the cloud )

VLAN configuration Management VLAN ©)

C )

RPVST+ provides faster convergence to
minimize downtime and ensure

Switches/Stacks Bridge priority

resilience in dynamic environments

+ Set the bridge priority for another switch or stack

Quality of service ©

# VLAN Protocol Source port Destination port Trust incoming DSCP

( N
STP configuration STP configuration mode

Allows efficient load balancing across @ Enable Spaning Tres

Select Spanning Tree mode for Catalyst switches:

mu Iti ple d iffe re nt VLAN S (O Enable Multiple Spanning Tree (MST)

@ Enable Rapid per-VLAN Spanning Tree (RPVST+)

. n Operating network with a mix of RPVST+ and RSTP may cause unexpected issues, please refer to
Multicast set Documentation for best practices for operating mixed STP environments.
O Disable Spanning Tree

STP bridge priority ©

Critical for maintaining Sta ble L2 Y confiay Switches/Stacks Bridge priority VLAN list Actions
topologies in dense campus deployments

Default 32768

Rocky_and_Bullwinkle 8192 1-4094 o m

-+ Set the bridge priority for another switch or stack

Beta: IOS XE 17.18.1

© 2025 Cisco and/or its affiliates. All rights Clsco



Mixed Spanning-tree Versions

RPVST+ domain

: S Aa"Y Aa"Y Aa"Y A" AatS
MST domain - - -_ - -

Rules of MST PVST+ interaction

« If the MST bridge is the root, this bridge must be the root for all VLANs
« If the PVST+ bridge is the root, this bridge must be the root for all VLANS (this includes the CST, which always runs on

VLAN 1, regardless of the native VLAN, when the CST runs PVST+)
« The simulation fails and produces an error message if the MST bridge is the root for the CST, while the PVST+ bridge is

the root for one or more other VLANSs. A failed simulation puts the boundary port in root inconsistent mode.

REF: Understanding Multiple Spanning Tree Protocol (802.1s)

]
cisco
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https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/24248-147.html#toc-hId--30170789

VLANs and PVST+ Instances VLAN profiles

Time to use VLAN Database

Cloud-managed switches start with max Edit profile

supported active VLANs Profile name
« Catalyst 9300 = 1000
« (Catalyst 9200 = 512

[ Building 12 VLANs

Iname
Catalyst switches can’t run that many bldg12
PVST+ instances Active VLANS

« Catalyst 9300 max 300 PVST instances
« Catalyst 9200 max 128 PVST instances
« Max 13000 STP Virtual ports™

[ 1,4-810,20,30,33,80,100-102,106

*STP virtual ports = trunks * active VLANSs on trunk + number of non-trunk ports.

alfbal ]l
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https://documentation.meraki.com/General_Administration/Cross-Platform_Content/VLAN_Profiles#VLAN_Database

RPVST+ Config

7\

Switching > Switch Settings
) =g

STP configurqtion STP configuration mode

@ Enable Spanning Tree

Select Spanning Tree mode for Catalyst switches:

Enable Multiple Spanning Tree (MST)

@ Enable Rapid per-VLAN Spanning Tree (RPVST+)

Set the STP mOde for the ent”"e netWO rk EJ Operating network with a mix of RPVST+ and RSTP may cause unexpected issues, please refer to

Documentation for best practices for operating mixed STP environments.

Disable Spanning Tree

Set bridge priorities per switch & VLAN  [RET e,

Switches/Stacks Bridge priority VLAN list Actions

Default 32768

Rocky_and_Bullwinkle 8192 1-4094 > ]
-+ Set the bridge priority for another switch or stack

]
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VRRP

Flexible, interoperable HA (_ *coming 17.18.2

)

Create/Edit a Layer3 SVI on
each switch

Enable "VRRP" for IPv4 or IPv6

Configure both switches with
matching Group-ID and VIP

Assign Priority to control
Active

High Availability (VRRP)
Enabled

Virtual IP

10.0.401

Priority

Custom

Custom priority

155

Group 1D

120

IPv4 and IPv6 Support

Per-Interface Control

Compatible with
OSPF/BGP/VRF
Standards-based compatibility

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKENS-1402

]
cisco



Additional cloud
features now available
on Catalyst 9000

‘ Standardize and simplify configuration management
by predefining port profiles with SmartPorts

Reduce time spent on PCAP analysis by remotely
scheduling captures with Intelligent Capture

View statistics and receive alerts for critical
system resources with Device Health support

View statistics relative to Device Uptime including
time online, last boot, and last boot reason.

Support for Digital Optical Monitoring to enable real-
time monitoring of fiber optic transceiver

© 2025 Cisco and/or its affiliates. All rights reserved.

r N
SmartPorts
Profiles  Automations
Q, Search ] [ All v 7 Results
Profile name Date created
Cameras June 01, 2023 09:06 AM
Servers August 02, 2023 12:08 PM
Printers August 09, 2023 01:08 PM
\ >

r
Intelligent Capture | foraccess

points

New capture Stored cap

Time Name Access Poil

nts

ive PCAP

n New in Dashboard: Proactive Packet capture enables automated packet capture u|

User  Status Source Client

Packet Step Reason Notes
Count

pon any wireless connection failure. Click here to enable,

File  Analyze Action
size

Jan Cisco CE Front Coffee House

Cisco Saved  Manual

er 7.0 View

24, A_2025-01- Admin e to kB report

04:55 24T16:54:31 loud Issues 2

PM

Jan Cisco CE Front Coffee House Cisco Saved  Manual Custom: 06 View

24, A_2025-01- Admin e to WiFi kB report

04:52 24T16:52:02 ougd  ssues
t PM

elect
ascument  Tompemuwre
CY® © Nomal
© ro

Beta: IOS XE 17.18.1
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Cloud CLI

CLI configuration for cloud config switches*

Supported Features

EIGRP Switches
° BFD for OSPF or EIGRP BOb & Online Configuration source: Cloud
« Advanced QoS Policies C9300-24UX 94:33:d8:b0:5f: 00 Summary  Ports CloudCLI  Device Health L3 Routing
- PTP
« MACSec

to the interactive CLI I0OS XE termilnal
ng your device configuration. Please walt...Done
1n ConfTiguration Mode

1Tlguration commands are logged as user brennan@ehframes.ca

In Dashboard or via API

Safety Features

* If NexTunnel goes down for ten minutes,
config updater will roll back to the safe
config

* Full system reset will restore safe config

* Review CLI configurations with config

archive log *Coming Q1 CY 2026, Supporting C9300/MS390 running 17.18+

ol I 1l I h
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Designing Switching Cloud
Architectures

CISCO Live !



Enterprise Campus

Campus Core
Low-latency, high-availability

4-_» v,
R StackWise Virtual

Core-Access Interconnect
L3 routed access, limited STP
RPVST+ is still common

Campus Access

e

VRF Segmented dCCesSsS Iayer VRF Blue] VRF Red ] VRF Blue] VRF Red

]

RPVST+ is common

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402



Choose Mixed Device and Cloud Config

r Health and Assurance ~N
Y .\
Real time switch - App visibility +
and port health traffic analytics
®

D
' ' Full XE feature set + Cloud CLI
Device Configuration «, | Fu u u

=
(‘&{

: : - 4—_» - _—y ey -y
Cloud Scale + Cloud CLI
Cloud Configuration Y oY B B B B

7/)‘

]
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Or Choose Full cloud config

-

Real time switch
and port health

Health and Assurance

) <D

App visibility +
traffic analytics

Cloud Configuration

/>

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cloud CLI

BRKENS-1402
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Choose Cloud Supported Core and Access Platforms

C9610 (C9500

Coming soon

C9300

CCCCC



Designing for the Multi-tier Enterprise

Loop-free routed access

Scalable macro segmentation

Flexible, open dynamic routing

Enhanced L2 loop prevention

Sub-second downtime
firmware upgrades

BRKENS-1402

© 2025 Cisco and/or its affiliates. All rights reserved.

VRF Blue

-

k3

VRF Blue

-

k3

J
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Designing with Advanced L3

Use Routed Ports to
Leverage Layer 3: Routed Interfaces VRF Lite
« Limit spanning-tree issues

« Smaller broadcast domains
<~ ED—> :::
» Faster Convergence

* Fewer VLANSs &g gﬁ I
-

Use VREF for
« Simple Macro Segmentation BGP J j
 Separate IT and OT
Use BGP for
. Highly Flexible Reachability -
« Peering with edge firewall
 Large Campus Route Reflector /
- -

]
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Designing for High Availability

Use Stackwise Virtual and ISSU

 To have sub-second downtime at the
core when performing firmware
upgrades

Use Staged Upgrades

 To roll incremental upgrades across a
campus network:
» Building by building
* Floor by floor
« Custom groupings

Use RPVST+ for

* |Interoperability with all Catalyst based
platforms

 Per-VLAN high availability

© 2025 Cisco and/or its affiliates. All rights reserved.

Core

BRKENS-1402

SVL

ISSU
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How do we maintain cloud simplicity at scale?

BBBBBBBBBBB



We have been accelerating feature development...

Platform Enablement Enterprise Feature Development

AS 65510

)
o=,
AS 65509
) R—
Routed Interfaces R-PVST
-y
R &) /\
.
= Y x— R0

Green

]
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The challenge with operating traditional networks

Many touchpoints for X « L2 adjacency * Legacy static
simple tasks _— requirements create mechanisms provide
. Subnet/VLANl complexity in large limited scaling and
management becomesa topologies .~ granularity to secure
never-ending PPN = against modern threats
spreadsheet ' ©* Routing to the edge - and meet policy
- Managing each device \s | coupled with L2 reggrements
an individual entity el ) refquwements lead: T
. Troubleshooting and - i suboptlmal desig nited visibility into
rapid changes can lead / N\ - - endpoints and policy
to configuration drift —events

[ A/ YOI
Dt d.nu

]
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What if, instead of configuring devices...

We configure the network?

BBBBBBBBBBB



Introducing Cloud Fabric

Connectivity out of fabric

/[ \ &
iddid

‘ ‘ e

BGP Control Plane

)
——

BGP Route-reflectors

VXLAN overlay between
fabric nodes

e

L3 Gateways

Distributed anycast
gateway for IP mobility

—

Common L2 south of the

I

Wired Client VLAN 120

@
°Qe LD 6 O

o
3

_Joe

— o °
]
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Cisco Cloud-Managed Campus Fabric

Multi-Network Cloud-Managed EVPN-VXLAN Fabric

Simplified management as
a single logical entity

Focused on brownfield migration

R
'\Af Flexible deployment and staging

Securing the network with
Adaptive Policy

Optimized L2 extension

Day-2 Operational Assurance

© 2025 Cisco and/or its affiliates. All rights reserved.

il

‘asco. Meraki

Network
Nook-HQ-SF v

» Network-wide

€ Fabrics &« =

San Jose campus & © Deployed [ Staged changes

Q search ashboard ® Qo

Assurance Summary Device roles VRFs Border configuration Fabric subnets Tools Events
() security & SD-WAN
Fabric devices
= switch
=  Wireless Single role deployment Border(s) Spine(s) Leaf (s) Multi role deployment Border(s)/Spine(s)  Border/Leaf(s) Spine(s})/Leaf(s) Border(s)/Spine(s)/Leaf(s)
17 Deployed / 22 total devices ©12/15 ©@3/5 ©2/2 23 deployed [ 35 total devices 2 3/5 ©10/20 ©5/5 ©5/5
8 Systems Manager
D diera Statistics
s  Sensors R )
Fabric capacity BGP peers 5 tota Ext border peers 15 total VXLAN tunnels 75 total Overlay subnets 75 total
ul insight © Good © 99% healthy © 99% healthy © 99% healthy © 99% healthy
2. Organization MAC routes Online Online Online Online
196 o3 013 @60 ©60
IP routes Offline Offline Offline Offline
4 02 02 014 014
Detail view
Topology ~ Fabricdevices ~BGPpeers  Extborderpeers  VXLANtunnels  Overlay subnets
[ Q Search ] [ Status v 12 results Border Spine Leaf
Borders (2)
- »>
+ +
«? «*
MDF Core 01 - border
Spines (4) = 5 3 =
[ -+ | - | - |
“ + « «
po b2 ‘ & | p2
MDF Dist 01 - spine MDF Dist 02 - spine
Leaves (6) - ¢ 3
- - - > - - |
- 'S S - S -
iy g g «* «* | |
MDF NetB - leaf MDF NetC - leaf MDF NetD - leaf
e
]
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EVPN-MH (Multihoming) for Fabric & Non-Fabric

Enable Active-Active redundancy for Firewall, WLC or Access layer

C Non-Fabric ) ( Fabric )
é\m P EveN

/\\ 1) WLC HA
1
?W—‘l SW-2 SW-1 @ o SW-2

== N> | Firewall HA

Active Active ( ‘*‘ &
Y Active \@/ Active
L]

Active VLAN

2X performance, high Flood free Access Extensive security

availabllity and scale L2 multipath solution for with Layer 3 segmentation

for transition path from FHRP traditional IP / non-fabric and Layer 2 extension with
to EVPN Multihoming networks EVPN fabric

'
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Fabric Deployments Options

]
ZTTTITIINA

Adaptive Policy Single-Cluster

Fabric

©
() AN
Oy
e
ATAY
(7]
o

=] Fras] [
=]

| [ EVPN Multih

n
=

oming |

l

<:>\ /o
e =4
= = =

—

[ =
[

=)

( Large Campus )
Multi-Cluster Fabric

[exem]  [sxEc]

=

-

- JElEISE
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Simplified Deployment In 5-Steps

: Create VRFs and Configure Border :
Create a Fabric Subnets Routing Preview and Stage

 Name the fabric  Create one or * Create border Review proposed

many VRFs egress interfaces changes
» Select networks

« Create fabric » Configure static or Go back and

« Assign roles subnets and dynamic routing modify or save to

assign to leaf(s) in/out of the fabric staging

Plan a change

N AN NS /

\ window

Deployed incrementally on top of a brownfield network

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402
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Deploy and Operate

» Deploy the
configurations

» QOperate your
network

« Migrate underlay
subnets into the
fabric
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Controlling deployment with configuration staging

Stage first to .
Reduce time spent .
during change windows 5

Allow more time for validating changes
Reduce the window needed
Track historical changes made

Stage and Review

« Stage the configuration in
advance

* Review with team

» Follow change control processes

Update Configuration

« Add/Remove/Modify
« fabric nodes
* Subnets
 VRFs
« Border Configurations

Comment and Deploy

« Wait until planned change window
« Add any notes/comments
* Deploy the configuration to the fabric

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402
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Efficient Scaling with Distributed Anycast Gateways (“DAG”)

IO CN
 Deploy a subnet as an anycast gateway across % %
all or a subset of leaves (B
» Suppress propagation of Broadcast, Unknown

Unicast, and Multicast for high-volume endpoint
subnets

» Fabric Subnet Types
« Routed Subnet (Single Leaf)
« DAG Routed (Distributed L3) EE) g% EE) EE)

- DAG Bridged (DAG + Bridged)

Wireless Client Wireless Client Wireless Client Wireless Client
VLAN 120 w VLAN 120 w VLAN 120 val VLAN 120

BuildinglOT BuildinglOT

]
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Distributed Wireless In Fabric % %

CERC
« L2 handoff (bridge mode) supported at launch g =
- | ¥ t®
« Support for fast roaming with AP key sharing ‘ @ ‘
and magic ARP for proactive leaf updates

« Scaling up to 1k APs at MVP per fast-roaming
domain (Meraki network)

« Adaptive Policy Supported
(micro-segmentation)

= = = = ) = = ) = = = =
s s s s s s s s s s s s

]
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Wireless Campus Gateway with Fabric

Wireless overlay with centralized point of presence

Fast roaming for 50k clients across Meraki
networks

Support 5k APs per cluster (at launch)

Adaptive Policy Supported
(micro-segmentation)

Transits over fabric

Wireless MGMT Wireless MGMT Wireless MGMT Wireless MGMT

VLAN 130 VLAN 130 VLAN 130 VLAN 130

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1402
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Building the underlay

DIY Underlay Loop-Free Connectivity Design, solid foundation

Mo Layer-2, all iallre.r:"- connectivity, no Spanning Tree
Using ron-routed undeﬁal,r ﬁesmen‘ts or ip-unumhgre.d

Mnnaﬁ&ugn‘t Sourced from Lnnphack -
i ] Meroki MGMT Dl.l'te.r:{ F‘c-r"t |

BORDER-1
Reuted .':‘_ur"iil

p.

172.16.0.0/3 S 172.16.0.4/31
! : - .
(] Merals MGMT Routed Port [ Meral maMT ~ Routed Port
[ SPIHEHA Routed F"DHJJ [ SPIHE"B P Reuted F':;rtJ
N,

172.16.0.2/31 172.16.0.6 /31

-
i | Meraki MEMT LEAFH‘T \ Rﬁutﬂd Pﬁrt
Routed Port

e

-

» A true loop-free layer3 underlay
* This is the way

]
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Automatic Underlay Provisioning

Phase1 - Underlay Reservation

Resource Base Range
Fabric ID 1 1-8
VRF-ID 1 1-32
Core VLAN 965 1-32
Underlay VLAN 900 1-16
L2 VNI 10000 1-4094
L3 VNI 20000 1-32
Fabric Loopbacks Loopback100 1
Core Vlan Loop Loopback200 1-32
Anycast RP Loop Loopback300 1-32

Route Distinguisher

Sfabric_loopback_ip::Score_vlan

Route Target

Sasn_id::Score_vlan

VXLAN Mcast Address

239.1.5fabric_idSvrf_id

239.1.1.1-239.1.8.32

Underlay Subnets

172.16.0.0/16

/24 pulled per subnet

© 2025 Cisco and/or its affiliates. All rights reserved.
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Underlay Subnet Provisioning

Phase1 - Underlay Vian Mapping 900 172.16.0.0/24  SPINE-A ->
BORDER
901 172.16.1.0/24  SPINE-A ->
LEAF
 VLAN 900-903 reserved for underlay 902 172.16.2.0/24  SPINE-B ->
« Border-Spine uses EVEN vlans (900,902) BORDER
« Spine-Leaf uses ODD vlans(901,903) 903 PR B e

More Common e_xamp'e_

Fabric 2-Spine Node Con‘F‘ugumt‘uon

Fabric EGRESS UPLINK (ACCESS or Routed Port)
TO BORDER-1 TO BORDER-2 Routed Port VLAY 10
; R 1 e ‘
v 200 vLv 202} i Bowvew/sried |
.
() Meraki MGMT (] Meraki MGMT
SPINE-A SPINE-B

— — TRUNKL 10, 100,/901] TRUNKL 10, 100,:901]

VLAY 901 | VLAN 903"

‘T-O LEK / To L.EAF Dvﬁa;"gan—r LEAF-1 SVI100 (0] J«::s;:n-r LEAF-2 |

Auto-ConFigureal Unale_rlou/ VLANs
Fabrie VXLAN Transport
(Provisioned from 172.16.0.0/16) )

|
Uno(er'|m/ VLAN 100 Uuo{erla\y VLAN 100

]
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Building a Loop-Free Fabric

Transitioning from brownfield to a loop-free Fabric design

Mo Lm"er—z Vians Prnpas&ted

Routed-Port used for upl‘m!: connac‘ntivﬁ

R-PVST+ used to Preve,n‘t |D'DPS-
Alows, for unde,l“o.llr higra‘tinh

« Making it easy to use existing network and
migrate networks over time

-,

{ [7] Meraki MEMT <PT N'E-—A

© 2025 Cisco and/or its affiliates. All rights reserved.

|

(] Meraki MGMT vLANAa0D
BORDER-1 VLAN02
TRUNK 900 THUW v
VLANADD ) L3 Routed Link | [ Merski AGAT ™ veANao2)
VvLANAD1 { SPINVE-B VLANAD3
\\
TRUNK 901\
AN TRUNK 903
[ Meroki MGMT LE}-‘F"T vLANAD
vLANaD3
 Multi-instance RPVST+ used to prevent loops
* Underlay migration automation prunes trunks
* Routed Port UAC fallback to SVI
BRKENS-1402 lélllslélt;'



Effortless Underlay Migration

Take your existing subnets and migrate
them into the fabric at your own pace

Control subnet deployment and availability
as part of the migration workflow

Post-migration pruning and optimization of
the underlay

© 2025 Cisco and/or its affiliates. All rights reserved.

Migrate underlay Migrate underlay subnets

subnets @ vos f
O Ne

terface VRF Subnet IPv4 Subnet IPvE urrent switc)
I @ BudingCiri-I0T glodal 19,186,169 ,.0/24 2001::18:39:8:1/64 DF Dist 01
() Printers_NetC global 176. ADF NetC f
() wireless-10T glen 189 MOF NetC - Leaf
() wiralass-Employe glonal 0.8/ MDF
Wired-Employes Glob: MDF N
Subnet details Subnet name VLAN name
[ BulldingCtri-10T o5t
VLANI VNIID
( 100 (
IPv4 configurat Pv6 configuration
Subnet Subnet
[10.10.100.8 [ 26 1
Gatewas! Gateway
[ 10.10.100.1 2001::18
DHCP sarver | IPVE ELIGA
8.4 biad
8.4 @ | DHCPVG server IPs

BRKENS-1402
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Migrating Underlay

Brownfield Migration Example - Pre-Migration

UPLINK (ACCESS or Reuted Port)
VLAN 10

] Meraki MGMT
VLANO

BORDER/SPINE-A

/?"
/u‘i’

o 7
Q

[l Meraki MGMT =
VEAWO LEAF- (SvI100)

Und&l’[a\l{ VLAN 100

© 2025 Cisco and/or its affiliates. All rights reserved.

“ FABRIC OVERLAY

A
(3
- g
.
°

>
(=]
o

VLAN10 LEAF-2

{ [ Meraki MGMT

Underlay VLAN 100
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Migrating Underlay

Brownfield Migration Example - Post-Migration

UPLINK (ACCESS or Routed Port)
VLAN 10

[f—‘;";;:;gm BORDER/SPINE-A

N

g N |

% o A

/" FABRIC OVERLAY -\ 'S
NS
b
8

Pruned VLAN100

; Pruned VLAN100
j" VLAN100 Subnet | % wiidl

-\
Lo

o ‘ B . . l“ N
] Meraki NGMT i () Meraki MGMT
{—vumo ___,_..Q-EAF‘T J [ VLANTO ", LEAF-2
= Y J
Fabric VLAN 100 Fabric VLAN 100
DAG (Distributed Anycast Gateway) DAG (Distributed Anycast Gateway)

]
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Alot more to come....

ns.‘thbutnon L&V@,[ F:abrnc

! BORDER /%EE;;E??\ BORDER “
Cloud Fabric Limited Availability (Dec ‘25) e | S — |
- Distribution Level Fabric ~ ? :
- Fabric begins at the Distribution/Core : :
« Multicast/Broadcast limited to Leaf | LeAF ]:w%:i LeAF |

- Scale (1k Aps, 10k clients, 4 Leafs, 384 Switches, 300 e ?FIA><) b2
Subnets) —— : 5
NON-FABRIC 1 ACCESS ACCESS J

Cloud Fabric - Phase 1 (March ‘26) EVPN-MH: Multihoming Pairing between Leaves

« EVPN-MH Multihoming

* Brownfield subnet migration
Access Level Fabric

Cloud Fabric - Phase 2 (Sept ‘26)

« Access Level Fabric \ _‘_

BORDER

on s

<
* Pure-Layer 3 underlay e i
*  Fully Flood-free Routed Access FABRIC | sPIue R SPIVE |
5 |

- Tenant Routed Multicast and MSDP L
e Multi-Cluster support for scale ; LEAF (

+ Topology-based Fabric Automation and Assurance ;
* Increased scale -> 100K clients

« Al-driven day2 operations

LEAF

ACCESS ACCESS

]
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Is cloud ready for you?

Cloud manage your Catalyst

i

Check out the Cloud CLI />

Look to the corein 17.18
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.
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Complete your surveys
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Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,
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http://www.ciscolive.com/on-demand
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