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Managing the Complete Lifecycle

Infrastructure
planning,
delivery and
installation

co and/or its affiliates. All rights reserved.

Discover,
configure
and secure
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Assure,
monitor and
troubleshoot
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'$5,600 per minute §
9 "
o

"The average cost of IT
downtime is $5,600 per
minute” — Gartner
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"Organizations that focus
on proactive problem
management can resolve
iIssues 43% faster
compared to reactive
problem solving." — IDC
(International Data
Corporation)
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What’s happening on Day 2
and what needs to change?
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Customer Challenges
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Analyze Insights
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Network Telemetry Frees the Data

Where Data Is Created Where Data Is Useful
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Key Streaming Telemetry Characteristics

Push not Pull Efficient Delivery

{ JSON} %‘-’ protobuf

vaScript Object Notatl Protocol Buffers An a I yti C S o re a d y

Tool-Chain Integration
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Nexus Dashboard

Operations Use cases and highlights

Security and
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Unified data-center network operations

Visibility, analytics, troubleshooting tools, and compliance all in one place

Z @ .

Security and

Deploy Manage LA Analyze Segmentation
Cisco Nexus® Dashboard
Physical or virtual cluster
ke
“[=]->
C ¢J
m Cisco ACI
Standalone Other NX-0OS / IOS-XE / I0S-XR
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Nexus Dashboard

Nexus Dashboard Form Factors and scale

One Node pND - Up to 50 switches
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One Node vND Data - Up to 25
switches

Three Node pND - Up to 400 switches
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Three Node vND -
Up to 50 switches

Six Node pND - Up to 750 switches
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Six Node vND - Up to 200 switches
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Nexus Dashboard - Green/Brown Field

LAN Fabric automation and/or onboarding for Al analytics

Q 6 Q Alexander v

Nexus Dashboard

@ € Fabrics
Nt 2 N :
o aved Create Fabric What is a fabric?
~
Home @ Select a category Selecta type
Now Switches in this fabric will be configured automatically based on the option you choose.
B
Manags e Select a type & Classic -
7%
Automate the provisioning of a 2 or 3-tier fabric of Cisco «*
Q Nexus (NX-OS) switches
Analyze
> - -+ -»>
& VXLAN & = & &
o
Admin Automate a VXLAN BGP EVPN fabric for Cisco Nexus (NX-
Fabric Type  Enhanced Classic LAN

0S) and/or Catalyst (I0S-XE) switches

Al/ML

Automate a Nexus (NX-0S) fabric for top performance Al/
ML networks using RoCEv2

© 1P fabric for media

Automate the creation of IP-based broadcast production
networks on Cisco Nexus (NX-OS) switches

& Routed

Automate a BGP-based CLOS fabric on Cisco Nexus (NX-

< Cancel  All changes saved
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Unified Connectivity (OOB or In-band)

Select the Streaming Telemetry
Connectivity

1
Yy
1
Yy

Connectivity always to ND Data

0O0B/ ﬁ
In-band DATA o000

Nexus Dashboard

Stream out Software Telemetry

\ 2 2
2 2

™1
™1

Support for Traffic Analytics*

—
1
Yy
1
Yy

*No support for FT and flow troubleshooting
jobs
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The power of ONE Nexus fabric experience

Iii Automation @ Troubleshooting

Q O
Management @ Al/ML (‘ﬂﬂﬂ
o 0 Analytics 2

Nexus Dashboard

Physical or virtual cluster

Common data plane - VXLAN

Common security policies - Security Groups

Common interconnect - Automated provisioning and Border Gateways (BGWSs)

Nexus 9000

NX-0OS and ACI

Nexus Dashboard delivers ONE fabric experience and consistent operations for NX-OS and ACI fabrics

]
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Introducing Cisco Nexus ONE

Solution Components

* Zero trust networking and
micro-segmentation based on
endpoint / security groups

* Advanced service chaining and
service redirection

* Administrative multi-tenancy

* Standards based inter-op with
3d party networks using open
networking protocols

° Integration with CI/CD pipelines
with DevOps ready APls

© 2025 Cisco and/or its affiliates. All rights reserved.
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Consistent and open fabric experience across platforms \

Nexus Dashboard as single point of control and operations

Common policy /
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Unified Nexus Dashboard

Toward simplification and unification

@
\

Nexus Dashboard \\
Insights \
\
\
\
®-._ "
e e S
\\ \
. . . ~
Single installation S
image (.ova or .iso) Nexus Dashboard s
Orchestrator -
’f

Nexus Dashboard

-
-
”
_—

Nexus Dashboard
Fabric Controller
LAN/SAN
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ND Telemetry Architecture
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Infra
state

09O

Policy/

Intent

Policy/
config

Infra
state

oy

1olool

oololoo

1I=1NE)

nooiol L

1olool

oliol [

loolol

oolol
110010

|

ollolo
looilol
0010 O
1ooio
loloolio
olloloo
loololo

oolol o

Software and
hardware
telemetry

1ooiol
101001
ollolo
1001010
oololioo
1ooiol

© 2025 Cisco and/or its affiliates. All rights reserved.

{ \ Virtual form-factor
o000 —

Physical form-factor

'\

Nexus Dashboard

Panduit K8s
PDU o .
Orchestrator D ',:IS fi
integration mm egration
o~

Data
enrichment

Complex
correlation

Baselines
2o Model
L% odeling

3

0

AppDynamics _VM .
integration integration
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Telemetry Data Collection

Software Telemetry

» Software Telemetry allow devices to export data only with an initial
subscription request

» Telemetry can collect any objects stored in the Data Management
Engine(DME), i.e.

* Interface and hardware statistics
* Endpoints
* Show commands output

* Routing protocols information

» Real Time telemetry allows on-demand subscription of specific
resources for a limited time

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-3924

Kafka | 01017
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GRPC 10011
10700

00001

Nexus Dashboard
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Telemetry Data Collection

Hardware Telemetry

 Hardware Telemetry exports data about

* Flow Information oo

* Flow Telemetry

 Traffic Analytics (NetflowV9)

« Packet Drops (Flow Telemetry Events) Flow Telemetry

Nexus Dashboard

*Traffic Analytics involves some CPU operations too
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Telemetry Data Collection

Fabric Snapshots and Show Tech Collection

« Every 2 hours Insights performs a full snapshot of the fabric
» Every week* show tech is collected for all switches and controllers

» Data is stored for 30+ days in historical DB

Nexus Dashboard

*2 weeks if fabric has more than 100 switches

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-3924 CIsco



Bug Scan

show tech and signature based

Nexus Dashbo:

Overview

Manage

Analyze

Admin

Search and Explore

Bookmarks

Summary

v Overall Active Bugs Severity Level Major
2 major active bugs found out of 2 bugs

Active and Susceptible Bugs per Fabric

Prod
WMajor 5 i, Warning 19
6 Affected Nodes
PreProd
WMajor 5 i, Warning 19
4 Affected Nodes
InterSiteNetwork .
W Major 27 §, Warning 52
1 Affected Nodes
Lan_Accedian - .
W'Major 27 i, Warning 52

3 Affected Nodes

Bugs
Filter
Severity Level Type v
64 Active 2
ng 142 Susceptible 204
206
Total
BugID Description f:::lmv Type Version Fabric Affected Nodes
g , ) FX3-2024
CSCwmgoos oK Modification faled for NBM flow poliey name with the o/ yyo os susceptible 10.4(3) Lan_Accedian  FX3-2025
character '’ .
View all (3 total)
CSCwmB9006 ok Modlfication failed for NEM flow policy name with (e 4 oy susceptible 10.(3) InterSiteNetwork  NOKFX3-1
character '’
o FX3-2024
cSCwmdogzg oK LDAP Public Key Auth: SSH login fails with Idap authe - o\ 0 succaptibie 10.4(3) Lan_Accedian  FX3-2025

ntication
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View all (3 total)

BRKDCN-3924

Known bugs based
on Cisco RN

Active bugs through
digital signature
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_
Cisco Nexus Dashboard

Al capabilities - What is here today!

Descriptive analysis Time series analysis \

Traffic analytics

Hardware conformance

Interface consumption
Software conformance

Energy Management analysis

Scale conformance
Optics (SFP) Failure Prediction

Micro-burst detection /

Inferential/Correlation analysis

Configuration compliance

SAN Insights

Delta analysis

Automated bug scan Root cause analysis

Global Product Search Anomaly correlation

Advisory reporting \ /

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-3924
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Features

]
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Live Ul/Feature Walkthrough
The remaining slides in this
deck are for your reference
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How to troubleshoot an

application connectivity issue




Traffic Analytics

Highlights and benefits

Traffic Analytics Metrics

5 Latency W Msjor A Congestion @ Healthy 4n  Drops ¥ Majoc
) Q

Service Category by Score Number of Service Endpoints by Category

7 | " \\22

View Service Categories v by Tx Rate v

Catagory == Web

4929615 PM
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Monitor all flows for Congestion, Latency, Drops

Traffic Categorization

Pervasive Visibility

Detect potential issues faster

Historical flow data maintained for up to 7 days
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Traffic Analytics

How it works

CLIENT1

4

192.168.100.14

CLIENT2

v

10.25.10.111

*TCP and UDP only, L3 flows only, no transit routing

© 2025 Cisco and/or its affiliates. All rights reserved.

SERVER

—

4-tuple Flow Telemetry @
Src IP | Dst IP | Protocol | Dst Port

—

—» 192.168.100.14
— 10.25.10.111
Database
10.10.10.121 : 443
SERVICE ENDPOINT —>» 172.16.46.25
—» 192.168.15.48

Storage

10.55.33.187
10.55.33.188

-
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Connectivity Analysis

On Demand Helper

So Destinat
w8 Prod / @) Alops / @ vrF1 / §10.0.0.10 I I 8 Prod / @ Alops / @ vRF1 / @) 10.0.1.100
Layer4 P
@
Protocol Port Number Port Number
TCP
lraces all possible
f r a r I i n aths I t n Analysis Options (i) ELAM [H\deJch Details ﬂ [ Re-Run Analysis ]
Creation Time End Time Run Time Site Source IP

L] -
S 0 u rc e a n d d e Stl n a t I 0 n Jan 16 2025, 10:57:04.000 PM Jan 16 2025, 10:58:40.000 PM 1 Minute 28 Seconds Prod 10.0.0.10
Destination Tenant Name Destination VRF Name Protocol

Destination IP Tenant Name VRF Name
10.0.1.100 AlOps VRF1 AlOps VRF1 TCP

Identifies if there are T

---—1, problems in the path and
where the issues are

Helps narrowing down the %\

5
2+t
++

root cause, running P 2 (2] (2
forwarding checks N %/
=) g

]
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Connectivity Analysis

Analysis Options

ELAM
A

/Supported on: ACI;NX-0S \

ELAM captures live traffic crossing
the devices

Then a report will be generated and
retrieved by ND

ELAM can provide additional
information on why the packets are
dropped

© 2025 Cisco and/or its affiliates. All rights reserved.

OAM Consistency-Checker
A A

/ Supported on: NX-OS \ [ Supported on: NX-OS \

CC is a NX-0S utility that validates
the consistency between the software
and hardware tables

OAM is a protocol that facilitates
troubleshooting in VXLAN EVPN

The main goal is to understand if the

path between two EPs is healthy Can be used to detect a mis

programming caused by a bug or an
unexpected configuration

No real traffic between EP is required.
Can be generated by the devices

]
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CICD Pipeline
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Use Case Overview

Enhancing Change Management

If new anomalies...

If new anomalies...

0\ ; ($2

Prepare Change Run Pre-Change Run Change
Validation

C

Pre-Change Analysis
feature

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-3924

Run Post-Change
Validation

Delta Analysis
feature

alfret
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Pre-Change Analysis

Enhancing Change Management

See impact of intended changes

]

Model intended configuration .

pev_test

Dashboard Delta Analysis Compliance Analysis

)

Total Anomalies

)

& Critical Anomalies S Major Anomalies Warning Anomalies

Earlier Later Earlier Later Earfier Later

General
° Deita Analysis Completed
Sunmined on May 07, 2024, 05:26:40 PM
MLG1 INSTANT May 07,2024, 05:06:25 PM May 07, 2024, 05:06:25 PM 0d Ohr Om Os
Anomaly Count
- : Ne‘
ranged New

]
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Delta Analysis

Enhancing Change Management

o
Insights o l
Health Delta Policy Delta
Snapshot Selection
Anomaly Count
O O O O O O
Total Anomalies
11:00 11:13 11:27 11:40 11:53 12107 12:20 12:33 12(47 13:00 Farer Snagshet Later Snepshet
08/29 08/29 08/29 08/29 08/29 08129 08/29 08/29 08/29 08/29 20 17~
> -~ 18 Cieared @ 2 nchangea e 15 New 0
)l L
T T T T 1
11:00 AM 11:30 AM 12:00 PM 12:30 PM 13:00 PM & Critical Anomalies & Major Anomalies Warning Anomalies
Earlier Later Earlier Later Eartier Later
6 7~ 1 5~ 13 5w

6 o 7 1 o 5 n 2 3
B efo re Afte r Cleared @ Uahangest +-+ New @ Cleared @ Unchanged ¢+ New @ Cleared @ Nachanged -+ New @

Health Delta by Resources

@D vew changed oy

Filter by atiributes

Resources Count Delta Total Earlier Health Delta Total Later Unhealthy Unhealthy Unchanged -~ =)
Earlier Later
App Profiles @ &New o 0 2 New 8 0 2 []
BDs @ 21 New ] 0 3 New Fal [] 3 ]
Contracts @ 18 New 0 0 1 New 18 [] 1 [
-
S ————————————————
]
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Enforcing Config
Compliance



Configuration Compliance

Use Case Overview

Naming Convention
I . “VRF names shall end with _vrf”

| © Configuration Rules
“VRF shall be enforced”

_INFR)
lies from Violation Violations by Rule Ty
mal 3 jons by Rule Type — -
INFR) No Violations
Compliance Rules
howing
Enforcement Status Type
- a Esdorced Contiguration
7 u Viostea 1
- -

]
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Configuration Compliance using Insights

One option for each Use Case

Snapshot-based Import-based Template-based Manual
Compares the current Compares the current Verifies that the Verifies that the
config against the config against a partial attributes of a set of attributes of a set of
selected snapshot, config, allowing or not selected objects match selected objects match
allowing or not the the addition of new the criteria specified in the criteria specified

addition of new objects objects a template manually in the Ul

ol I 1l I h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-3924 CIsco



Configuration and Segmentation Compliance

Use Case Overview

Enforcoment Status

CONFIG_BD

Segmentation
“PCIl must not talk to non PCI”
Y74
e 4555
“APP t talk to DB 1433”
must talk to on <[

Traffic Restriction
“INET must not talk to WEB on ssh”

© 2025 Cisco and/or its affiliates. All rights reserved.
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Firmware Update Analysis



Upgrading with Confidence

Typical Challenges

. Assurance that all pre-requisites have been satisfied

Time required to run all pre-checks and post-checks

. Complexity of analysis of potential issues in target release

o Lack of visibility of potential impact

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-3924




Upgrading with Confidence

Pre-Upgrade and Post-Upgrade

BH B B B B2 HH
Pre-upgrade checks Post-upgrade checks
| [

Physical interfaces -

¢ D — B -
N N

Capacity utilization -
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-3924 CIsco
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Upgrading with Confidence

Pre-Upgrade and Post-Upgrade
- Pre-Upgrade Checks

- Version and Bug Info / Validation

- Advice about potential conditions that exist

before upgrade (not just faults)

.
- Post-U rade Delta Analysis - - e

 Did I fix it? Did | break it? Did I change it? | .....

Earlier  Later Earlier  Later

rrrrrrrrrrr

]
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Open-Source Monitoring for
Cisco ACI

CISCO Live !




Overview

 Built on Proven Technologies that you might be already using
« Grafana for Visualization
* Prometheus for Monitoring
 Memgraph for Config Exploration
* Flexibility and Customization
« Comes preconfigured with several dashboards
 EPGs, VLAN Usage and Contract Explore
» Fabric and Node Capacity
» Statistics about Interfaces, Routing Protocols, Power Usage

« Extremely light weight (can run on a small VM/Laptop)

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-3924 CIsco



To find out more

Home > Dashboards » ACI » Routing Protocols

@
A

Home

Bookmarks

Starred

Dashboards

Playlists

Snapshots

Library panels

Public dashboards

Explore

Metrics

Alerting

Alert rules

Contact points

Notification policies

Silences

Active notifications

Settings

Connections

Add new connection

Data sources

Administration

General

Plugins and data
Plugins

Correlations

1]

Fabric | All -~ MNodeid = All -~ vrf All x X v Top | 100 -~

L3 Neighbours

Fabric 57 PODICS? Nodell 57 VRF 7 Peer IP 57

fab2 1 202 common:defa 192.168.12.1 ebgp

fab2 1 201 common:defa 192.168.12.1 ebgp
fab2 201 common:defa 192.168.12.2 ebgp
fab2 202 common:defa 192.168.12.2 ebgp
fab2 201 common:defa 192.168.2.19 ebgp

fab2 202 common:defa 192.168.2.20 ebgp

BGP Advertised Paths

Fabrit57 Pod §¢ Nodell 57 VRF 57 Peer IP 57 Address Famil 57 Paths 57

Type + 57 State 7

established
established
established
established
established

established

name 57

fab2

fab2

fab2

fab2

Total

1 203

1 203

299

298

BGP Accepted Paths

1200

overlay-1
overlay-1
overlay-1

overlay-1

1000
8OO
600

10.1.192.66

10.1.192.65

10.1.192.68

10.1.192.68

vpnv4-ucast
vpnv4-ucast
vpnv4-ucast

vpnv4-ucast

321

321

Leaf203
Leaf203
Spine299

Spine298

Router ID 57
192.168.11.168
192.168.11.168
192.168.11.231
192.168.11.231
192.168.2.5

192.168.2.6

Interface 57

vian21

vlan28

vian28

vlan21

vlan46

VELEY

BGP Accepted Paths

Fabrii 57 Pod 57

fab2

fab2

fab2

fab2

Total

1

1

ASN/Area 57
65112
65112
65112
65112
65111

65111

Nodell 7 VRF 57

203

203

203

201

overlay-1

overlay-1

route-injectio 192.168.12.222

overlay-1

@ Last 30 minutes ~

Up/Down Time 57

Settings

5d01:44:47 na

5d01:44:45 na

5d 01:44:34 na

5d01:44:31 na

Peer IP 7

10.1.192.66

10.1192.65

10.1.192.66

400 ,

200 7

0

16:28:53 na

16:27:18 na

Address Famil 57 Paths

vpnv4-ucast
vpnv4-ucast
ipv4-ucast

vpnv4-ucast

Exit edit

357

357

258

144

2350

~

im ~

Coonection Atten 57 Coonection Drop: 57

16:05 16:10 16:15 16:20 16:25 16:30
== fabl-101- overlay-1 == fabl-101- overlay-1 == fabl- 102 - overiay-1 == fabl- 102 - overlay-1

fab1 - 102 - overlay-1 fabl - 199 - overlay-1 fabl - 199 - overlay-1
== fabl-1989 - overlay-1 == fabl- 199 - overlay-1 == fabl - 198 - overlay-1 == fabl- 198 - overlay-1

Hsersianciaccess fabl- 199 - overlay-1 == fabl - 189 - overlay-1 == fabl - 198 - overlay-1

fabl - 198 - overlay-1

fabl - 198 - overlay-1 fabl - 101 - overlay-1 == fabl-101 - overlay-1

Users fab1 - 102 - overlay-1 fab1- 198 - overlay-1 == fabl-101- overlay-1 == fabl- 101 - overlay-1 == fabl- 102 - overlay-1 == fabl - 102 - overlay-1

fab2 - 201 - common:default == fab2 - 201 - common:default == fab2 - 201 - common:default == fab2 - 201 - common:default
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https://github.com/datacenter/aci-monitoring-stack
https://github.com/datacenter/aci-monitoring-stack
https://github.com/datacenter/aci-monitoring-stack
https://github.com/datacenter/aci-monitoring-stack
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Conclusion

* Nexus Dashboard is the most comprehensive tool for operating
Nexus 9000 fabrics. It can help with and not only:

« Assurance

« Conformance

* Monitoring with Real Time Telemetry
* Reporting

 Compliance

» Software and Change Management

* For highly customizable dashboard and basic inventory and
statistics telemetry visibility, opensource tools are available and
can combine with ND capabilities

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-3924
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved
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Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights reservi
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