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Businesses are interconnected
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Traffic congestion results in productivity loss
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Storage fabric is key to smooth operations of your digital cit
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Common architectures

Understanding and detecting
SAN congestion

Preventing and predicting
SAN congestion

Summary
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Cisco MDS Switch Hardware

B A
W Gee. 68
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MDS 9718 MDS 9710 MDS 9706
768 ports 192 ports

s 100
~ MDS 9220i

@ s/16/32/64GFC @ 4/8/16/32GFC @ 2/4/8/10/16G FC SAN Analytics ® rcrp ® rcon
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Cisco MDS Switch Hardware

NIIr
CISCO

Cisco MDS SAN directors

\
MDS 9500 (1/2/4/8/10 FC) e et J2C o modue S
: 2225 S s S =
o o 0 o

2002 2004 2006 2008 2010 2012 2014 2016

Multi-generation optics support Multi-generation FC speed support
8/16/32/64G FC optics 2/4/8/10/16/32/64G FC

Cisco MDS SAN directors: Single chassis multi-generation support
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POD Fabric
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LAN switch LAN switch LAN switch
LAN switch LAN switch LAN switch

SAN switch SAN switch SAN switch
SAN switch SAN switch SAN switch

Storage array Storage array Storage array

Server Server Server

Server
Server Server Server

end-devices end-devices end-devices

Benefits

Best at containing SAN congestion / slow drain within the rack

No effect on other racks while one rack is under maintenance

Challenges

Requires a different data center operational model

]
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MDS 9710 with
384 ports

Edge-Core Design

Benefits

Most Deployed. Tried and Tested

Challenges

Prone to congestion and slow drain

]
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= MDS 9718
MDS 9710 with
with 768 ports

Edge-Core Design

Benefits
Less operational overhead

Reduced Congestion/Slow drain

Challenges

Cable length and scaling beyond 768 devices
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S4Bl Storage
Storage-Edge

A__HO.SL-Edge, =

Large Scale .
Edge-Core Design

Benefits
Easy to Scale and Investment protection

Reduced Congestion/Slow drain

Challenges
Prone to Congestion/Slow drain

Strict operational control
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Typical LAN and SAN Designs

LAN and SAN separation Convergence at ToR switch Converged at ToR switches and host
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Understanding and Detecting
SAN Congestion
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Fiber Channel Flow Control

FLOGI
32 Rx credits

ACC(FLOGI)
64 Rx credits

64 Tx credits

Initiator

alfbal ]l
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Common causes of SAN congestion

MDS1 MDS?2



Common causes of SAN congestion

Tx B2B credit starvation

(_.

MDS1 MDS2 5~ RE,P
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Common causes of SAN congestion

Tx B2B credit starvation

(1)
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Frames are not dropped in FC fabric. Rather, they consume switch
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Common causes of SAN congestion

Tx B2B credit starvation Receive data rate on ISL port is
faster than the host port speed

(2
g 0 N g N
R RDY R
L -1 TF \ r \
w Vlctlm w 8G V|ct|m
Victim Vlctim Victlm Vlctlm
MDS1 MDS2 R—’RDP
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Frames are not dropped in FC fabric. Rather, they consume switch
buffers causing a fabric-wide congestion.




Congestion Detection

* Most problems start when a port hits 0 Tx/Rx B2B credits
* Increment Tx/Rx “B2B Transitions to Zero” counter

« Additional counters to provide further context:

TxWait Slowport-monitor Tx-datarate Timeout-drops Credit-Loss-Recovery
2.5us 1-500ms % 500ms 1s / 1.5s

]
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Preventing and Predicting SAN
Congestion

CISCO Live !




The Root Cause of SAN Congestion

The Root Cause

-1 is receiving
more than it can
ingest

...because I-1 is asking for it.

Why is I-1 receiving more than it can ingest?

V|ct|m
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MDST

MDS2 R RDY

\/|ct|m

Vlct|m

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKDCN-3641

cisco



The Solution

Cisco Dynamic Ingress Rate Limiting

DIRL

DIRL dynamically changes
I-1’s asking rate to adapt to its
traffic profile

I-1 is asking for more than it |} DIRL limits I-1’s asking rate
can ingest to reduce its receiving rate

DIRL prevents SAN Congestion due to Slow-Drain and Overutilisation.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-3641 CIsco
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Performance

The Solution - Cisco Dynamic Ingress Rate Limiting

End-device Adaptive No Side Easy Affordable Topology
Dynamically adjusts : No additional license
Independent o the traffie profile I_Ef_fects Adoption odad. Independent
No need to upgrade of the host. Rate limits congested Software-only Edge-core, edge-core-
end-devices. hosts only. upgrade NXOS edge, or collapsed core
8.5.1+. topologies.

& ®
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https://miercom.com/cisco-mds-dirl-san-congestion-software-performance-validation/

SAN Congestion Management Innovation

Frame Dropping

Mitigation

Reduce the impact
of slow drain by
dropping the
stalled frames

B [ EBOLB

e
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Virtual Lanes FPIN DIRL
Q HBA Dependent q HBA Independent
Prevention Prevention

Dynamic Ingress

Avoidance

Reduce the Ingress
Rate, requires Rate limiting,

Avoid the congestion
spreading by isolating

the slow flows independent of HBA

the support of
upgraded/new HBA

Lane 1

=P E B 3
=D OCT)) B )

8
()

Lane 3
Lane 4 N
m rate limiting rate limiting
by the HBA at ingress by switch
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Where is the problem?

Application

Not a SAN Not a
) storage
ISSue . = = - e\
ISSsue
[ J

m All-flash arrays m

Web server Database server

Compute and applications

HBA (firmware)
¥ A 7 )
FC driver HBA (firmware) com
SCSI FC driver
¥ A \'% A Spinning-
Block Storage processor disk arrays
¥ A ¥ A
- ‘_k
File system Backend connect —
¥ A ¥ A ===

Application Drive enclosure
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Cisco Nexus Dashboard SAN Analytics

Scale for always-on visibility

SAN Analytics

* 100K flows monitored per MDS 9700
+ Real-time (microsecond) visibility into any flow

using on-switch CLI
« 30-second export interval to NDFC

Nexus Dashboard for SAN

insights
Nexus Dashboard 1 million flows received from multiple switches

S0 et gries Anomaly detection
Automatic baseline, deviations, trending

End-to-end correlation

BRKDCN-3641
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NVMe and SCSI I/0 visibility using SAN Analytics

( SAN insights ) Q o

——

Is the app impacted due to
storage access issues?

Anomaly Application Storage
Detection Performance provisioning
Insights recommendation
FC NVMe/SCSI Data vy
Every transaction - Every flow - Every speed . '
Auditability Infrastructure Storage
Optimization Performance
Insights
- )
Exchange Completion Time (ECT)
. i Change Health Report Faster
Management Troubleshoaoting

SAN

Compute Storage
and
Applications
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Cisco SAN Analytics flow metrics

Write I/O operation

Exchange completion time (ECT)

Data access latency (DAL)

New to Cisco MDS 64G switches

Host response latency (HRL)
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Cisco Nexus Dashboard SAN Insights

Dashboard View

el Nexus Dashboard

& SAN Insights

\

Manage
Flow Summary (ECT) by Read Completion Time ¥

Q

Analyze

° 800

Admin

Last Hour (deviation from baseline) ®<1% 1-15% @15-30% @ >30%

Top 10 Host by Avg Read ECT ¥ forEnclosure ¥
SOSEINIT- ] — 0 0713 0.0850
CSI-INIT-67 Q0548 0605
0.0647

0.0641

— 00070

—0.0028

B-SCSI-INIT-8  Emm500, 0.084
SIINIT-1]  E— 0.0639
INIT-4  EoeTe 0.0639
FINT-17 e 00638

0 001 002 003 004 005 0.06 0.08

ms/I0 (Last 1 Hour)

® Read ECT @ Write ECT

RTP-vND1-MD Learn More
S
Fabric Switch Protocol Active SCSI Active NVMe  Last Record Time
Home All Fabrics X All Switches X @ SCsi O NVMe 28375 2838 Oct 12, 2025 at 09:50:00 GMT+11

Oy (@) | Q demouser

¢ Custom Graphing ¥ Monitor Metrics Refresh

Enclosure Summary (ECT) by Read Completion Time ¥

37

Last Hour (deviation from baseline) ®<1% 1-15% @15-30% @ >30%

Top 10 Storage

SANBlaze_d1b415
SB-TARGET-DA-02
SB-TARGET-DA-07

SANBlaze_d1bd14

SB-TARGET-
SB-TARGET-D

by Avg Read ECT ™ for Enclosure ™

— 0.0642
T 0.0639
—_— 00638
OXESH 0.0635
— 00835
O (LT — 0.0634
o 00634
e —————— 0] 3 3 5 oo6sz
T03E7 oo6az
_— 00631
0 0.0 0.02 0.03 0.04 0.05 0.06 0.07

ms/IO (Last 1 Hour)

® Read ECT @ Write ECT

@ Give feedback
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Cisco Nexus Dashboard SAN Insights

Dashboard View

Top 10 Storage by Avg Read ECT V¥ for Enclosure v
SANBlaze_d1b415 . 0.0642
SB-TARGET-DA-0 e 0.0639
SB-TARGET-DA-07 — 0.0638
SANBlaze_d1b414 —— 0.0635
SB-TARGET-DA-05 TV 0.0635
SB-TARGET-DA-09 e 0.0634
B TARGET-DA- 0] ————————————————————————— (7] | 0.0634
SB-TARGET-DA-19 — 0.0632
SB-TARGET-DA-18 e 0.0632
SB-TARGET-DA-00 00217 0.0631
0 0.01 0.02 0.03 0.04 0.05 0.06 0.07
ms/lO (Last 1 Hour)
® Read ECT @ Write ECT
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Cisco Nexus Dashboard SAN Insights

Dashboard View

Top 10 Host by Avg Read ECT ¥ forEnclosure v
SB-SCSI-INIT-1 e 0.0659
SB-SCSI-INIT-67 0.0848 5 095
SB-SCSI-INIT-14  ——— 0.0647
SB-SCSIFINIT-15  — 0.0641
SB-SCSI-INIT-7  — 0.0641
SB-SCSI-INIT-10  m—e—— 0064
SB-SCSI-INIT-8  Smmm—mersrn 0.064
SB-SCSI-INIT-1]  — 0.0639
SB-SCSI-INIT-4  Eme— 0.0639
SB-SCSIFINIT-17  m— 0.0638
0 0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08

ms/IO (Last 1 Hour)

® Read ECT @ Write ECT
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Cisco Nexus Dashboard SAN Insights

Dashboard View

© 2025 Cisco and/or its affiliates. All rights reserved.

Enclosure Summary (ECT)

by Read Completion Time Vv

Last Hour (deviation from baseline) ®<1% ®1-15%

®15-30%

® > 30%

BRKDCN-3641
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Cisco Nexus Dashboard SAN Insights
Dashboard View

Anomalies

® Major (1376)

12796 Minor (1810)

W Critical (0)

All Anomalies

]
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Nexus Dashboard for SAN Controller - Dashboard

asce. Nexus Dashboard

0 (1.38 Thousand)

Home
N7
RTP-vND1-MD
s Overview Topology
()
Home
aQ
Manage @
Q
Analyze
Event Analytics
do
Admin Alarms
. i1 (0)
(1.81 Thousand) .
Events
. (0) .
. (0) .
. (0) . o)
Switches

Switch Health

© 2025 Cisco and/or its affiliates. All rights reserved.

W Critical 0

W Major 2
Minor 0

™ Warning 0

W Healthy 0
Unknown 0

(9.61 Thousand)

@)
(0)

Switch Status

W ok2

12.8 Thousand

Total

BRKDCN-3641

Fabrics Health

rtp-mds1 Managed Continuously

Links

Switch Release Versions

B 9.4(2a) 2

Switch Models

Q @ R demouser

¥ MAJOR

m DS-C9148T-K91
W DS-C9148V-K9 1

[P Give feedback
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Nexus Dashboard for SAN Controller

Monitor ISL performance

MDS9148T-Core fc1/48---MDS9148V-Edge fc1/8

[Day l Week | Month | Year | Real time | Custnm] Time Range [ B Sep 23rd 2025, 12:00 AM - Sep 26th 2025, 11:59 PM v/ ]

Peak-Rx: 1.015406103GC

26 | x: 1.011679208G

Bfs

Peak-Tx: 118.155236M

\
. Tx: 117.530663M H SO\
Sep 23 2025 06:00 12:00 18:00 Sep 24 2025 06:00 Sep 24 2025, 15:00:00 Sep 25 2025 06:00 12:00 18:00 Sep 26 2025 06:00 12:00 18:0C

Time

WSED 23 2025 12:00 25 2025 12:00 Sep 26 2025 12:00
(]

®Rx @ Tx @ Peak-Rx @ Peak-Tx @ Speed

o
TOPISLs 2
3
Device Name Avg. Rx Avg. Tx Exceed ﬂ
~ MDS9148T-Core fc1/48---MDS9148V-Edge fc1/8 6% 4% 0%
~* MDS9148T-Core fc1/45---MDS9148V-Edge fc1/5 6% 4% 0%
~* MDS9148T-Core fc1/47---MDS9148V-Edge fc1/7 6% 4% 0%
~ MDS9148T-Core fc1/46---MDS9148V-Edge fc1/6 6% 4% 0%
Last 24 hours
]
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Nexus Dashboard for SAN Controller

Nexus Dashboard provides online congestion analysis, and displays list of devices with potential slow drain

issues

Switch Name Interface
MDS9718-A » fc1/33
MDS9718-A * fc1/34
MDS9718-A » fc1/35
MDS9718-A » fc1/36
» fc6/21
(san-
MDS9706-C port-
channel
1
5 Rows
Topology
View
+ [— 1. (o]
Hierarchical
High utilization
Normal
® Level3
Level 2
Level 1
@® Nodata

Level 3 Level 2 r Level 1 1
Speed Connect To Type TxCreditLoss RxLinkReset TxLinkReset TxTimeoutD... TxDiscard TxWtAvg10... RxB2Bto0 TxB2Bto0 TxWait{sec) TxWait %
32Gb A300_82CE Storage 0 0 0 0 0 0
32Gb A300_81CE Storage 0 0 0 0 0 0
32Gb A300_83CE Storage 0 0 0 0 0 0
32Gb A300_84CE Storage 0 0 0 0 0 L 0 )
FI6248-1-A
fe1/21
8Gb Al Switch 0 0 0 0 0 0 0 0.00 0.0000
(port-
channel1)
Page of 3 < 1-50f11 > D
[a A E
g 8 3 = >
v = E
Vv

MDS9718-A

MDS9396T-A

MDS9706-C

FI6248-1-A

FI28-B
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Nexus Dashboard for SAN Controller

Cisco UCS and VM traffic visibility using Nexus Dashboard

Host Enclosure - STG-TME-ESXI-B230-4

Viewing SCSI Metrics  Showing Data from 9/8/2021, 1:31:01 PM

Initiator Target Pairs @=1% ®1-15% $15-30% @>30%
ECT (% dev) 10PS Throughtput (MBps) ECT (msfl0) DAL (ms/10) il
Source Alias SID Destination Alias DID Fabric Read Avg. Write Avg. Read Total Write Total Read Total Write Total Read Avg. Write Avg. Read Avg Write Avg
@ B230-4-A0F 32006¢c A300-SVM_001_01 50021 Fab-A L] [ ] 136 60 3.6250 0.4011 0.1319 0.3820 0.1187 0.0368
( i | B230-4-A0F 32006¢c A3J00-SVM_001_0F 50101 Fab-A [ ] [ ] 130 58 3.3265 0.3999 0.1284 0.3873 0.1147 0.0366
( i | B230-4-A0F 32006¢c A3J00-SVM_001_10 50121 Fab-A L] L] 13 58 3.3790 0.4002 0.1357 0.4041 0.1231 0.0375
( : ] B230-4-A0F 32006¢c A300-SVM_001_06 50041 Fab-A L] L] 132 59 3.3664 0.4005 0.1319 0.3854 0.1191 0.0372
Topology
View A

Hierarchical Left-Right

o

MDS9706-C MDSQT =

Healthy

Major

STG—TME...

Minor

®

L]

-

@® Warning
@ Critical
L ]

‘

NA Fl6248-1-B MDS9710-C MDS9710-A

End-to-end visualisation Traffic trends and seasonality Inventory

VM hosted on UCS servers, service profiles, For every vNIC/vVHBA and service Server memory, CPU, serial
vHBA/VNIC names, Fl ports, etc. profile numbers, etc.

End-to-end visibility into I/O flows is also available in non-UCS environments

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-3641 CIsco



Nexus One
Converging Data Center Fabrics

Cisco Nexus Dashboard

VXLAN EVPN ACI Storage
Nexus 9000 Nexus 9000 MDS 9000

]
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Available form factors

Virtual

Iﬁ \

80 o)

.0va .QCoOW?2

Amazon Machine
Image (AMI)

AWS
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Cisco MDS Suscription License Tiers

- e

Base Feature Set

SAN Analytics

. J - J

1,3, 5 Year Subscription Licenses

MDS NX-0OS 9.4(1A) and above

]
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MDS Software Features and Licensing =

Reference Slide

Feature
MDS and Network Features Security Features

MDS Smart Zoning v N v FCIP encryption (Director switches)

MDS Congestion Isolation v v v VSAN-based access control v v
Cisco MDS Dynamic Ingress Rate Limiting (DIRL) v v v FC Security Protocol (FC-SP) authentication v N
MDS FPIN v v v IKE digital certificates v v
MDS SPAN v v v Enhanced VSAN routing inter-VSAN routing v v
MDS Fpon :_:hannel trunk v v v/ VR Network Address Translation over FC v v
MDS I|nk—d|ag_ 4 v v Zone-based traffic prioritizing v v
MDS Port Monitor v v v Zone-based FC QoS v v
MDS Port Tracking v v v/ Extended BB_Credits v v
MDS Dynamic Port VSAN Membership (DPVM) v v v Fibre Channel write acceleration N v
MDS command schedule v v v Fabric binding for Fibre Channel v v
Management Protocols Cisco TrustSec Fibre Channel Link Encryption v v
LDAP v v v Analytics and Management Tools

SSH 4 v v/ NDFC graphical management tool v v
TACACS+ v v v SAN Insights v
TELNET 4 v v/ SAN Analytics anomaly detection and alerting

SFTP v v v by policy Y
FCSP v 4 4 Real-time Flow Analytics 4
NTP v v v Host and Storage Views v
NPV/NPIV v v v 80+ SAN Analytics metrics v
NXAPI v v v SCSI and NVMe Flow Visibility v
HTTP Server v v v Integration Features

Virtual Machine Identification Server (VMIS) v v v ECT/ DAL / HRL v
Advanced traffic engineering— Quality of Service v J 4 Virtana Integration v
(Qos) VMID Integration v
FICON CUP v v v On-switch and off-switch analytics data access v
Fabric binding _ v v v SQL-like Query Access v
FCIP encryption (9220i) v v v gRPC streaming API v

* FICON functionality requires a FICON license on MDS NX-0S 8.x FICON qualified releases. On MDS NX-0OS 9.x release train, 9.4(1A)
onwards, FICON functionality is included in the MDS base switch software for FICON qualified releases, and it does not require a FICON
license.

]
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Summary

Detecting SAN

congestion
(TxWait, RxWait, Tx-datarate)

© 2025 Cisco and/or its affiliates. All rights reserved.

Proactive

10
1011
C:

Preventing SAN
congestion

(Dynamic ingress rate limiting)

BRKDCN-3641

Predicting SAN

congestion
(SAN analytics and insights)
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Further References B

Reference Slide

Whitepapers

Identifying SAN Congestion Victims with Cisco MDS RxWait Counter

https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/identifving-san-congestion-victims-with-cisco-mds-rxwait-counter.html

Slow-Drain Device Detection, Troubleshooting, and Automatic Recovery

737315.pdf

Monitoring and Alerting in SAN Fabric with Cisco MDS 9000 Series Switches and NDFC

https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/monitoring-and-alerting-in-san-fabric-with-mds9000-and-ndfc.html

Design a Reliable and Highly Available Fibre Channel SAN

https://www.cisco.com/c/dam/en/us/td/docs/dcn/whitepapers/desigan-a-reliable-and-highly-available-fibre-channel.pdf

Lab

Explore Cisco Nexus Dashboard 4.1 for MDS 9000

https://dcloud?-svyd.cisco.com/content/profile/explore-cisco-nexus-dashboard-41-for-mds9000

]
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