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Traditional 3-Tier Classic Ethernet Networks
Deployment Considerations

Option-1:
3-Tier with Agg as L2/L3 boundary

[External Networkj

"/r o

Core L:_. :__’J

i Layer-3 Routed

—

Aggregation E_

= L | Layer-2 STP
Access = = l N9k or N3k i {3Layer-2/Layer-3 boundary

* For Greenfield N9k recommended

m— !
N9k or N7k* -=--—=-ee---
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Traditional 3-Tier Classic Ethernet Networks

Deployment Considerations

Option-2:
2-Tier with Collapsed Core as L2/L3 boundary

[External Network]

/ -

iy .

Collapsed Core L__{\}l_—_o N9k or N7k*

S —

L= L
Access = = | N9k or N3k
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Layer-3 Routed

Layer-2 STP

{¥Layer-2/Layer-3 boundary
* For Greenfield N9k recommended
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Traditional 3-Tier Classic Ethernet Networks
Deployment Considerations

Option-3:
3-Tier with Service-Node as L2/L3 boundary

[External Network]

"/// N

i Layer-3 Routed

‘\ 4 y /)
Firewall ‘E'W !

2

— —. N9k or N7k*

Aggregation E

Access |: — |N9k or N3k
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Enhanced Classic LAN
Use-cases

Greenfield Deployment
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Step 1 -> Create a Fabric

el Nexus Dashboard

£ Welcome, admin

parth-denali-1
Overview Topology Journey New

a
oo All Fabrics

K Filter by attributes

Manage

Q

Analyze

do

Admin
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What's new

Refresh

Operational Status | Config-Sync Status

Layout >

R Aggregate links &

@

EVPN-RS

show logical links (i

Create fabric

« Topology
Create/Onboard Fabric What is a fabric?

. Select a category

Create new LAN fabric . . ; " —_— .
Select if you want to create a new fabric or onboard and automate configuration of an existing fabric. Learn more

© Create new LAN fabric

I Select this option to provision a new network comprising of Cisco NX-0OS, 10S-XE, 10S-XR, and/or 3rd party
devices through Nexus Dashboard.

() Onboard existing LAN fabric

I—

Select this option to preserve an existing Cisco NX-0S, I0S-XE, I0S-XR devices network's configuration and to
monitor/automate the deployment of VXLAN, IP Media and Ethernet fabrics through Nexus Dashboard.

]
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Step 1 -> Create a Fabric

Select a type

Switches in this fabric will be configured automatically based on the option you choose.

€ VXLAN
s s
Automate a VXLAN BGP EVPN fabric for Cisco & <
Nexus (NX-0S) and/o L L
i « «
switches. & &

€ Classic LAN

Automate the provisioning of a 2 or 3-tier
Traditional Classical Ethernet Network.
Fabric Type: Enhanced Classic LAN

Al/ML

Automate a Nexus (NX-0OS) fabric for top
performance Al/ML networks using RoCEv2.

External and inter-fabric
00
Y ~rannactivitv

Cancel

Fabric for Access-Aggregation-Core Classic LAN architectures
based on Cisco best practices with Nexus 3000/7000/9000.
This fabric type supports roles 'Access' and '‘Aggregation’.
Switches that serve as Core for such networks must be
deployed in ‘External and inter-fabric connectivity' fabric type.

© 2025 Cisco and/or its affiliates. All rights reserved.

Settings

These are the recommended settings for configuring the parameters and capabilities of the new fabric.

Configuration mode

Name *

[ CE-Site-1

Location*

Buenos Aires, AR

BGP ASN*

[ 65500

1-4294967295 | 1-65535[.0-65535]

License tier for fabric ©
(® Essentials () Advantage

Enabled features

Cancel

(O Premier

-
-
s

ped e
I 5 |
bz 3 b4

-
-
-

Fabric Type: Enhanced Classic LAN

= AN

s

BRKDCN-2618
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Step 1 -> Create a Fabric
Advanced Fields

Settings
These are the recommended settings for configuring the parameters and capabilities of the new fabric.

Configuration mode ()

Default Advanced - -
-« «*

Name * I I

- .
g -
[ CE-Site-1 ] "S 2’
Location* = 2 5
b o ps Advanced settings

[ Buenos Aires, AR

The following optional settings will be deployed and/or used when deploying this fabric.

VRF-Lite protocol* Fabric Type: Enhanced Classic LAN

General Parameters| Spanning Tree vPC Protocols Security Advanced

First Hop Redundancy Protocol

hsrp v HSRP or VRRP
License tier for fabric
(® Essentials () Advantage () Premier hone bnitoring

hsrp v

vIrp

vIrpv3

]
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Step 1 -> Create a Fabric
Advanced Fields

Advanced settings

The following optional settings will be deployed and/or used when deploying this fabric.

General Parameters | Spanning Tree | vPC Protocols Security Advanced Freeform Resources

Spanning Tree Root Bridge Protocol

[ rpvst+

for configuring Root Bridge:

VLAN Spanning Tree, mst:

Tree, unmanaged (default):
aged by NDFC. Note: Spanning
Bridge Configs are applicable
at Aggregation layer only

Spanning Tree VLAN Range*
[ 1-3967

Vlan range, Example: 1,3-5,7,9-11, Default is 1-
3967 (Applicable only for Aggregation devices)

MST Instance Range
[ ] MST instance range, Example: 0-3,5,7-9, Default

is O (Applicable only for Aggregation devices)

Spanning Tree Bridge Priority

lo

for the spanning tree in increments

icable only for Aggregation devices)

© 2025 Cisco and/or its affiliates. All rights reserved.

vPC Domain Id Range

[ 1-1000

] {Min:240, Max:3600)

General Parameters Spanning Tree ﬂ Protocols Security Advanced Freeform
vPC Auto Recovery Time (In Seconds)
360
vPC Delay Restore Time (In Seconds)
150
vPC Peer Link Port Channel ID
500 .
vPC IPv6 ND Synchronize

Enable IPv6 ND
synchronization between

vPC peers

vPC Domain Id range to use for new pairings

BRKDCN-2618
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Step 1 -> Create a Fabric

Advanced Fields

'rotocols Security Advanced Freeform | Resources

Network VLAN Range
[ 2300-2999

Aggregation-Core/Aggregation-Edge Connectivity

auto Vv

\. J

VRF Lite Subinterface dot1q Range
2-51

Manageability Bootstrap

Per Switch Network VLAN Range (Min:2,
Max:4094)

VRF Lite Aggregation-Core and Aggregation

Edge Router Inter-Fabric Connection Option

Per Aggregation dotlq Range for VRF Lite
Connectivity (Min:2, Max:4093)

Auto Generate VRF Lite Configuration on Aggregation and Core/Edge

Flag that controls auto
generation of VRF Lite
sub-interface and peering
configuration on
Aggregation & Core/Edge

devices. If set, auto

© 2025 Cisco and/or its affiliates. All rights reserved.
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VRF Lite IP Version*

ipvd

IPv4 VRF Subnet IP Range*

, IPv6 or both

10.33.0.0/16

] IPv4 address range to assign P2P Aggregation-

Core connections, and peering between vPC

IPv4 VRF Lite Subnet Mask Length*

Aggregation switches

[30

IPv6 VRF Subnet IP Range

[ 2001::10:33:0:0/112

IPv6 VRF Lite Subnet Mask Length*

Aggregation-

ween vPC

Aggregation switches

[ 126

VRF Lite VLAN Range

[ 2000-2299

] Used for Per VRF SVI Peering between
Aggregation pairs (Min:2, Max:4094)

]
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Step 2 -> Add Switches

Create/Onboard Fabric

All done!

The fabric CE-Site-1, has successfully been created/onboarded to Nexus Dashboard.

You can modify any o Fabrics > Actions by clicking "Edit Fabric Settings'

View fabric details [ Add switches to fabric ]

Add Switches - Fabric: CE-Site-1

Switch Addition Mechanism*
@ Discover

Seed Switch Details

Seed IP*

[ 192168.100.10-13 _"

@ Ex:"2.2.2.20" or 10.10.10.40-60" or *2.2.2.20,
22221"

Authentication / Privacy*
[ MD5 - ]

Username*
[ parth ]

Max Hops*

[ q—

[] set as individual device write credential

Discover Switches |

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2618

]
cisco



Step 2 -> Add Switches

Add Switches - Fabric: CE-Site-1 X
Seed Switch Details
Fabric Switch Authentication Protocol Username
CE-Site-1 192.168.100.10-13 md>5 parth
Password Max Hops Preserve config
0 @ Disabled
D Set as individual device write
credential
€ Back
Discovery Results
Filter by attributes
Switch Name Serial Number IP Address Model Version Status Progress {O)
access-02 91FWZONDHTB 192.168.100.11 N9K-C9300v 10.4(1) @ Manageable
access-01 9F2A579ESEO 192.168.100.10 N9K-C9300v 10.4(1) @ Manageable
aggregation-02 9RUZV3J7M9OP 192.168.100.13 N9K-C9300v 10.4(1) @ Manageable
aggregation-01 9ZSOLGRYMZM 192.168.100.12 N9K-C9300v 10.4(1) @ Manageable

© 2025 Cisco and/or its affiliates. All rights reserved.
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Step 3 -> Set Role

Welcome, admin Refresh
Overview Topology Journey New What's new
All Fabrics > CE-Site-1 Operational Status | Config-Sync Status]
Drill-down
Filter by attributes
View details
Set role
\ (— \ Configuration >
Net | VRF ll
e 0 . 1 L 0 Discovery >
Networks VRFs Virtual Machines
Maintenance > Select Role
VPC pairing
Delete switch
( ) ) Sear ole
‘-..\ - (o ”.._. [O\ Search Role
M | | ML R | \ &
access-01 access-02 aggregation-01 aggregation-02
L s / Access (current)
1 Aggregation

]
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Step 4 -> VPC Pairing

Net || VRF | | |
0 @ -
Networks VRFs Drill-down

View details
Set role
,—‘:. - Configuration >
-+ -
<+~ L .
) Discovery >
aggregation-01 aggregatio
Maintenance >
VPC pairing
Delete switch
7 * \ s *
- <+~
access-01 access-02

vPC Pairing

Select vPC Peer for access-OZJ

Filter by attributes

© 2025 Cisco and/or its affiliates. All rights reserved.

Device Recommended Reason Serial Number IP Address
itch
O  access-01 True Swiiches are connected 9F2AS79ESEO 19216810010
and have same role
(O  aggregation-01 False f’:::hes have different 9ZSOLGRYMZM 192.168.100.12
itch itf
(O  aggregation-02 False Swiiciyes have:diftarent 9RUZV3I7MIP 19216810013

roles

BRKDCN-2618
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Step 5 -> Recalculate and Deploy

Net ||
) 0

Networks

/

aggregation-01

access-01

- _{ «
R «?

1
VRFs Virtual Machines

N\

VRF ol
L—©

Ne—

aggregation-02

access-02

Operational Status | Config-Sync Status ]

Layout
Aggregate links

Show logical links O

View details

Edit settings

Add switches

Recalculate and deploy

Configuration >
Maintenance >

Delete fabric

© 2025 Cisco and/or its affiliates. All rights reserved.
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Step 5 -> Recalculate and Deploy

Deploy Configuration - CE-Site-1

Filter by attributes

Status

Switch Name IP Address Serial Number Fabric Status Pending Config Description

Resync Switch

access-01 192.168.100.1 @ out-0f-Syn 526 Lines Out-of-Sync — Resync
f——

aggregation-

01 192.168.100.12 aggregation 9ZSOLGRYMZM @ out-0f-Syn 483 Lines Out-of-Sync

Resync

access-02 192.168.100.11 access 91FWZONDHTB @ out-of-Syn 526 Lines ﬁ Resync

aggregation-
02

4 items found Rows per page m 4 [I] >

192.168.100.13 aggregation 9RUZV3J7M9P @ out-of-Syn 483 Lines Out-of-Sync Resync

Close QLA

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2618 CIsco



Step 5 -> Recalculate and Deploy

Pending Config - CE-Site-1 - aggregation-01

Pending Config Side-by-Side Comparison

cfs eth distribute
feature bgp
feature dhcp
feature hsrp
feature interface-vlan
feature lacp
feature nxapi
feature vpc
nxapi http port 80
nxapi https port 443
service dhcp
snmp-server host 172.25.74.136 traps version 2c public udp-port 2162
ip dhcp relay
route-map FABRIC-RMAP-REDIST-SUBNET permit 10

match tag 12345
router bgp 65500

router-id 10.2.0.1
configure terminal
ip dhcp relay information option
ip dhcp relay information option vpn
ipv6e dhcp relay

interface port-channel508

interface ethernetl/1

© 2025 Cisco and/or its affiliates. All rights reserved.

Pending Config Side-by-Side Comparison

vpc domain 1

ip arp synchronize

peer-gateway

peer-switch

delay restore 150

peer-keepalive destination 192.168.108.13 source 192.168.180.12
aute-recovery reload-delay 368

ipve nd synchronize

switchport

switchport mode trunk

spanning-tree port type network

description "vpc-peer-link aggregation-@l--aggregation-@2"
no shutdown

vpc peer-link

channel-group 580 force mode active
description "PO 58@ (vpc-peer-1ink) member aggregation-@1-Ethernetls/1 to aggregation-@2-Ethernetl/1"
no shutdown

interface ethernetl/S

channel-group 588 force mode active
description "PO 58@ (vpc-peer-link) member aggregation-@1-Ethernetl/5 to aggregation-@2-Ethernetl/5"

BRKDCN-2618 cisco



Step 5 -> Recalculate and Deploy
Pending Config - CE-Site-1 - aggregation-01

Pending Config Side-by-Side Comparison

interface port-channell
switchport

switchport mode trunk

mtu 9216

vpc 1

spanning-tree bpduguard disable

spanning-tree guard root
description vPC-aggregation-connected-to-vP(C-access:access-01l~access-02-vP(C1
negotiate auto

no'ﬂnﬂﬁown switlhport trunk daLLowea vian none
. switchport trunk allowed vlan none interface ethernetl/9
interface ethernetl/10 switchport

switchport : P

switchport mode trunk switchport mode trunk

mtu 9216 mtu 9216

negotiate auto negotiate auto

no shutdown no shutdown

switchport trunk allowed vlan none switchport trunk allowed vlan none

spanning-tree vlan 1-3967 priority 0

~onks siimo bowvms nal

]
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Step 5 -> Recalculate and Deploy

Pending Config - CE-Site-1- access-01

Pending Config Side-by-Side Comparison

cfs eth distribute
feature lacp
feature 1ldp
feature nxapi
feature vpc
nxapi http port 80
nxapi https port 443
snmp-server host 172.25.74.136 traps version 2c public udp-port 2162
vpc domain 2
peer-keepalive destination 192.168.100.11 source 192.168.100.10 hold-timeout 3
peer-switch
auto-recovery reload-delay 360
interface port-channel500
switchport
switchport mode trunk
description "vpc-peer-link access-01--access-02"
no shutdown
spanning-tree port type network
switchport trunk allowed vlan 1-4094
vpc peer-link
interface ethernetl/1

channel-group 500 force mode active

© 2025 Cisco and/or its affiliates. All rights reserved.

description "PO 500 (vpc-peer-link) member access-@l-Ethernetl/l to access-02-Ether

Pending Config Side-by-Side Comparison

interface port-channell

switchport

switchport mode trunk

mtu 9216

vpc 1

spanning-tree bpduguard disable
spanning-tree guard loop
description vP(C-access-connected-to-vPC-aggregation:aggregation-02~aggregation-01-vPC1l
negotiate auto

no shutdown

switchport trunk allowed vlan none

interface ethernetl/10

interface ethernetl/11

switchport

switchport mode trunk

mtu 9216

spanning-tree port type edge trunk
negotiate auto

no shutdown

switchport trunk allowed vlan none

switchport

switchport mode trunk

mtu 9216

spanning-tree port type edge trunk
negotiate auto

BRKDCN-2618
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Enhanced Classic LAN:

Day-1




Step 1 -> Create Network and VRF

Networks

Filter by attributes

C] Ne

Net VR
0

Networks VRI

Create Network

— s

Network Name*

[ MyNetwork_30000

Layer 2 Only
O = <=

VRF Name*

) —

[ MyVRF_50001

| D

VLAN ID*

© 2025 Cisco and/or its affiliates. All rights reserved.

[ 2300

] Propose VLAN

Network Template*

Network_Classic )

General Parameters Advanced

Pv4 Gateway/NetMask

<4

[ 10.188.10.1/24

r FHRP VIP

<=

nterface IPv4 addr on active*

[ 1018810.2

I Example 192022, Interface IP 33dress on the acthve/master device

nterface IPvd4 addr on standby*

[ 10.188.10.3

3 0N the Sanclybackhup device

BRKDCN-2618
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Step 2 -> Attach Network and VRF

Network Overview - MyNetwork_30000

e X

Overview | Network Attachments | VRF

Note: Access switches are not directly displayed, but are configured via aggregation switches.

Filter by attributes

Network Name VLAN ID Switch Ports Status Attachment Switch Role —Hisan—
MyNetwork_30000 aggregation-01 NA ®na Detached aggregation Edit
Preview
MyNetwork_30000 aggregation-02 NA ®na Detached aggregation
Deploy
Import
Export

Quick Attach

Quick Detach

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2618
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Step 2 -> Attach Network and VRF

aggregation-01(9ZSOLGRYMZM) -

Detach c Attach

VLAN®
| 2300

FHRP Active

O aggregation-02 (9RUZV3J7M9P)

<4

(®) aggregation-01(9ZSOLGRYMZM)

Available Interfaces for this device

Interface/Ports == Ethernetl/8

Modify Interfaces

Edit Clear All

Interface/Ports Switch Status Port Type Port Description Neighbor Info Policy Name (&)
Ethernetl/8 access-01 trunk int_trunk_host
Ethernet1/8 access-02 trunk int_trunk_host
Ethernet1/8 aggregation-01 trunk int_trunk_host
Ethernet1/8 aggregation-02 false trunk int_trunk_host

© 2025 Cisco and/or its affiliates. All rights reserved.
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Network and VRF Configs

Pending Config - CE-Site-1 - aggregation-01 J

router bgp 65500
vrf MyVRF_50001

vlan 2000 address~family ipv4 unicast

ViT context Vo0l redistribute direct route-map FABRIC-RMAP-REDIST-SUBNET
address~family ipv4 unicast .
address~family ipv6 unicast exit

exit address~family ipv6 unicast

interface V1an2000 redistribute direct route-map FABRIC-RMAP-REDIST-SUBNET
vrf member MyVRF_50001 exit
ip address 1“'33‘?:”‘?‘“ . neighbor 10.33.0.2 interface V1an2300
ipv6 address 2001::10:33:0:1/126
mtu 9216 remote~as 65500 vrf member HYVRF_SQOOI
no ip redirects address-family ipv4 unicast ip address 10.188.10.2/24
no ipvé redirects send-community both no ip redirects
fo shutdown exit no ipvb redirects

exit no shutdown

33:0:2

hsrp 1
ip 10.188.10.1
priority 120

reempt

Pending Config - CE-Site-1 - access-O1J

ljpvb6 unicast
L both

Pending Config

vlian 2300
configure terminal
interface ethernetl/8
switchport trunk allowed vlan add 2300
interface port-channell
switchport trunk allowed vlan add 2300

exit

inal
interface port-channell
switchport trunk allowed vlan add 2300

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2618 CIsco



Enhanced Classic LAN

External IP Handoff




Core or Edge Router Placement Option

[External Networkj [External Network]
[Core Routea [Core Routea
@-\ggregation] [Aggregationj
o |:} N\ N .
[ Enhanced Classic LAN j [ Enhanced Classic LAN ]
v ~ Nexus 9000 v - Cisco 8000
v - Nexus 7000 v - ASR 9000

v - NCS 5500

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2618

[External Network]

— N
y L
( A
\ \
)

[Core Routea

[Aggregation]

- 777*’” - — |
N = — \
_— — — -
/" G— G— \“
( N

[ Enhanced Classic LAN ]

- Catalyst 9000

v - Catalyst 8000
v - ASR 1000
v - CSR 1000
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Managing Core/Edge Devices

Part of ‘External Connectivity Network’ Fabric

Create Fabric, Discover Switches, Set Role, Recalculate & Deploy

Edit External-Network Settings

General Fabric Management
Name *
Type Seed Switch Details
Fabric Switch Authentication Protocol Username
| Multisite & External Connectivity External-Network 192.168.100.14 md5 parth
. Password Max Hops Preserve config
Location*® 0 @ Enabled
Set as individual device write
‘ Buenos Aires, AR credentlal
. «
BGP ASN for spines * ke
[[ 65000 Discovery Results
Filter by attributes
Switch Name Serial Number IP Address Model Version Status
core-router 94MIKF4ZBA1 192.168.100.14 N9K-C9300v 10.4(1) @ Manageable

© 2025 Cisco and/or its affiliates.

All rights reserved.
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Select Role

[Q Search Role

Border Spine

Border Gateway

Border Gateway Spine

Super Spine

Border Super Spine

Border Gateway Super Spine
Access

Aggregation

Edge Router

Core Router

]
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VRF-LITE: Aggregation to Nexus Core
Defining IFC Link on physical interface

- |FC link has been defined

- Policy should be ext_fabric_setup
o IPs auto selected from VRF-Lite Subnet IP Range

y Segmentationandsecurity Configuration Policies Anomalies Advisories Integrations History

rface Groups Links Inter-Fabric L3 Neighbors Endpoints Routes Flows VirtualInfrastructure

|[ Fabric Name == External-Network<— CE-Site-1 - } Edit Clear All
Admin
i N Poli Inf
Fabric Name ame olicy nfo State
P . Link
External-Network<— CE-Site-1 core-router~Ethernet1/2---aggregation-02~Ethernet1/4 ext_fabric_setup Present T up
. . . Link
External-Network <> CE-Site-1 core-router~Ethernet1/1---aggregation-01~Ethernet1/4 ext_fabric_setup Present T up
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2618
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VRF-LITE: Aggregation to Nexus Core

Defining VRF extensions on Aggregation

Attach VRF to Aggregation and extend through VRF-Lite

Overview |VRF Attachments | Networks

Note: Access switches are not directly displayed, but are configured via aggregation switches.

Filter by attributes

VRF Name VLANID Switch \ Status Attachment Switch Ro History
(
MyVRF_50001 2000 aggregation-01 @ PENDING Attached aggregalc £t
Preview
MyVRF_50001 2000 aggregation-02 @ PENDING Attached aggregatic
Deploy

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2618 CIsco



VRF-LITE: Aggregation to Nexus Core

Defining VRF extensions on Aggregation

aggregation-01(9ZSOLGRYMZM) - aggregation-02(9RUZV3J7M9P)

Detach .:) Attach

Extend*

[ VRF_LITE W

aggregation-01(9ZSOLGRYMZM)

CLI Freeform Config
Edit >

All configs should strictly match the ‘show run' output, including cases and new line

Any mismatches will yield unexpected diffs during deploy

VLAN
[ 2000 J

VLAN Name

[ J

SVI IPv4 Address/Netmask
[ 10.33.0.1/30 }

vPC Peer SVI IPv4 Address
[ 10.33.0.2 J

SVI IPv6 Address/Netmask
[ 2001::10:33:0:1126 J

vPC Peer SVI IPv6 Address
[ 2001::10:33:0:2 J

© 2025 Cisco and/or its affiliates. All rights reserved.

CLI Freeform Config

Edit >
All configs should strictly match the ‘show run' output, including cases and new line
Any mismatches will yield unexpected diffs during deploy

VLAN
2000

VLAN Name

SVI IPv4 Address/Netmask
10.33.0.2/30

vPC Peer SVI IPv4 Address
10.33.01

y SVIIPv6 Address/Netmask
Extension

Filter by attributes

Auto Generate Configuration for Peer

Peer VRF Name*

[ MyVRF_S50001

IPv4 Inbound Route Map

[

IPv4 Outbound Route Map

[

IPv6 Inbound Route Map

[

] Subinterface VRF name

] No route-map if blank

No route-map if blank

IPv6é Outbound Route Map

[

] If blank, use ‘EXTCON-RMAP-FILTER-VE' or
'EXTCON-RMAP-FILTER-V6-ALLOW-HOST"

(Attach-au ] (petach-an

Action Attached Source Type IF NAME Dest. Dest. Encapsul... IPv4 IP Tag Neighbor Ne
Switch Switch Interface Dotlq Prefix/Ma... IPv4 AS S
VLANID Address
Edit @ Attached g?gregam"' VRFLITE  Ethernet1/4 f:;fer Ethernetl/1 2 10.33.0.2/30 10.33.01 65
Edit @ Attached gggregatw"' VRF_LITE  Ethernet1/4 ::er Ethernetl/2 2 10.33.0.6/30 103305 65

BRKDCN-2618
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VRF-LITE: Aggregation to Nexus Core

Preview and Deploy VRF extensions on Aggregation

Pending Config - CE-Site-1 - aggregation-01

renaing Lonrig

vrf context MyVRF_50001
ip route 0.90.0.0/0 10.33.0.1
exit
router bgp 65500
vrf MyVRF_50001
neighbor 10.33.0.1
remote-as 65000
address-family ipv4 unicast
send-community both
configure terminal
interface ethernetl/4.2
encapsulation dotlq 2
mtu 9216
vrf member MyVRF_50001
ip address 10.33.0.2/30
no shutdown
configure terminal

© 2025 Cisco and/or its affiliates. All rights reserved.

[Pending Config - CE-Site-1 - ag_gregation-oz]

Pending Config

vrf context MyVRF_50001
ip route 90.0.0.0/0 10.33.0.5
exit
router bgp 65500
vrf MyVRF_50001
neighbor 10.33.0.5
remote-as 65000
address-family ipv4 unicast
send-community both
configure terminal
interface ethernetl/4.2
encapsulation dotlqg 2
mtu 9216
vrf member MyVRF_50001
ip address 10.33.0.6/30
no shutdown

BRKDCN-2618
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VRF-LITE: Aggregation to Nexus Core

Preview and Deploy VRF extensions on External Core

Pending Config - External-Network - core-router

Pending Config Side-by-Side Comparison

vrf context myvrf_50001
address-family ipv4 unicast
exit
router bgp 65000
vrf myvrf_50001
address-family ipv4 unicast
neighbor 10.33.0.2
remote-as 65500
address-family ipv4 unicast
send-community both
exit
exit
neighbor 10.33.0.6
remote-as 65500
address-family ipv4 unicast
send-community both
configure terminal
interface ethernetl/1
mtu 9216
description connected-to-aggregation-01-Ethernetl/4
no switchport
negotiate auto
no shutdown

e e e

interface ethernetl/2
mtu 9216
description connected-to-aggregation-02-Ethernetl/4
no switchport
negotiate auto
no shutdown

interface ethernetl/1.2
mtu 9216
vrf member myvrf_50001
encapsulation dotlq 2
ip address 10.33.0.1/30
no shutdown

interface ethernetl/2.2
mtu 9216
vrf member myvrf_50001

© 2025 Cisco and/or its affiliates. All rights reserved.

encapsulation dotlq 2
ip address 10.33.0.5/30
no shutdown
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Enhanced Classic LAN
Use-cases

Brownfield Deployment




Enhanced Classic LAN Brownfield

Existing Networks and VRFs are learnt on a Brownfield import

Fabric Overview - Bf-Fab actions -~ ()
Overview Switches Links Interfaces Interface Groups Policies VRFs Event Analytics History Resources Virtual Infrastructure Metrics
: -
Network Name VRF Name IPv4 Gateway/Suffix IPv6 Gateway/Prefix Network Status VLANID Interface Group
Auto_Net_VLAN301 default 192.168.31.1/24 @ DEPLOYED 301
Auto_Net_VLAN300 NA @ DEPLOYED 300
Auto_Net_VLAN2303 NA
Auto_Net_VLAN2302 myvrf_50002 192.168.1.1/24 " N . flef . . - "
-7 v / Overview Switches Links Interfaces Interface Groups Policies Networkd VRFs Epent Analytics History Resources Virtual Infrastructure Metrics
Auto_Net_VLAN2304 NA
Auto_Net_VLAN32 vrf-prod 192.168.32.1/24
| Filter by attributes
Auto_Net_VLAN34 vrf-prod 2001::192:168:34:1/120
Auto_Net_VLAN2301 NA VRF Name VRF Status
Auto_Net_VLAN2300 nonprod 1111/24 2001:1:1:1:1/112
- default @ DEPLOYED
vrf-prod @ DEPLOYED
myvrf_50002 @ DEPLOYED
nonprod @ DEPLOYED

]
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Enhanced Classic LAN
Use-cases

Migration to VXLAN EVPN




Building VXLAN BGP EVPN DC with Nexus 9000
Co-existence or Migration from ECL to VXLAN BGP EVPN Fabric

[External Networkj
7 ‘\

« -~ Core - “External Connectivity Network” Fabric type
\ ~ Core = Nexus 9k or Nexus 7k or Non-Nexus

Aggregation ‘ — = \ =HR= Border

=| |= Spine
Access = =
. . = =] |=]| [=] | Leaf
“Enhanced Classic LAN” Fabric type =) |<=) |= =

Access = Nexus 9k ]
Aggregation = Nexus 9k or Nexus 7k VXLAN BGP EVPN Fabric

BRKDCN-2618

]
cisco

© 2025 Cisco and/or its affiliates. All rights reserved.



Classic Ethernet to VXLAN Migration

Default Gateway Placement Considerations

 Prior to NX-0OS 10.2(3) FHRP and Distributed
Anycast Gateway (DAG) cannot co-exist

 FHRP and DAG run in different modes. CE/FP uses
HSRP/VRRP while VXLAN uses anycast gateway

* They cannot be active simultaneously [ FHRP ] [ VXLAN Anycast }
1

10.1.1.1 > 0000.0C9F.F001 0.1.1.1 > 2020.0000.00aa
 With HSRP the MAC is derived from the HSRP

version and the group. — — — =
IroLP Aggregation| | = FF| = = HH =] [Border
* In VXLAN EVPN the DAG virtual MAC is configured C'J> :) “Layer-2 Stretch” [><
globally, that means all VLANs have the same MAC Access | [= — — =) | spine
for the default gateway =HFR= = =
. . =
* Two options: Keep default gateway in the CE/FP _ f = = < | | Leaf
network until migration is finished or migrate Dot © g:t’emglg?r = = =
gateways to the VXLAN EVPN fabric prior to —
assic Ethernet —

S al[l]

workload migration EP2 c

« MAC alignment needs to be done in either mode

]
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Classic Ethernet to VXLAN Migration
First Hop Gateway Premigration Steps - MAC alignment

« Manually updating ARP cache isn’t feasible

* Prior to any migration HSRP VMAC needs to be

changed to the DAG MAC

* Hosts need to be updated by changing the standby

HSRP member to active to force a GARP*

*There’s a possibility that not all hosts ARP cache gets updated

**All pre-migration steps should be performed during a maintenance window

© 2025 Cisco and/or its affiliates. All rights reserved.
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HSRP VMAC configuration on Aggregation
interface vlan 20
vrf member Tenant-A
ip address 192.168.20.201/24
hsrp 10
ip 192.168.20.1
mac-address 2020.0000.00aa

HSRP VMAC configuration on Aggregation
interface vlan 20

vrf member Tenant-A

ip address 192.168.20.201/24

hsrp 10

ip 192.168.20.1

mac-address 2020.0000.00aa

priority 120

preempt

]
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Classic Ethernet to VXLAN Migration
What’s the problem before NXOS- 10.2(3)

SVI 10 (HSRP)
192.168.10.1/24
2020.0000.00aa

9 SVI 20 (HSRP)

SVI 10 (DAG) SVI 10 (DAG)
192.168.10.1/24 192.168.10.1/24

2020.0000.00aa 2020.0000.00aa

192.168.20.1/24
2020.0000.00aa 020.0000.00aa

— Layer-3 stretcn
Access
Layer-2 Stretch —
Aggregation Border
EP2- 192.168.20.10 EP1- 192.168.10.10

IP packet sent to EP2 hits SVI SMAC DMAC VLAN

10 DAG. Routed locally to EP2

SVI 20

SVI20 initiates ARP L2 VNI SMAC
request to retrieve EP2
MAC

BL VTEP floods the
request in CE domain
]
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SMAC DMAC VLAN




Classic Ethernet to VXLAN Migration
What’s the problem before NXOS- 10.2(3)

SVI 10 (HSRP) SVI 10 (DAG) SVI 10 (DAG)
192.168.10.1/24 192.168.10.1/24 192.168.10.1/24
2020.0000.00aa 2020.0000.00aa 2020.0000.00aa

SVI 20 (HSRP)
192.168.20.1/24

SVI 20 (DAG) SVI 20 (DAG)
192.168.20.1/24 | 192.168.20.1/24

2020.0000.00aa VXLAN 2020.0000.00aa

#

2020.0000.00aa

ARP Response
locally consumed ARP Entry is

Border Incompletel!

Aggregation

EP2- 192.168.20.10

SMAC DMAC VLAN SIP DIP
ARP Response

EP2 DAG MAC 20 EP2 DAGIP from EP2
L

]
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Classic Ethernet to VXLAN Migration
Default Gateway Coexistence of HSRP and Anycast Gateway - 10.2(3)

Access ____ Aggregation Border ~ Leaf

- (’/ o N Layer-3 Stretch -
lassic B

—1 [ —

% VXLAN | . —
Ethernet Layer-2 Stretch — -
interface V1an2101l1

interface vlan 10

no shutdown vrf member CORP

no ip redirects ip address 192.168.10.1/24

ip address 192.168.20.253/24 ip address 192.168.10.2 secondary use-bia*
no ipvé redirects fabric forwarding mode anycast-gateway

hsrp 1
mac-address 2020.0000.00AA interface vlan 20
ip 192.168.20.1 vrf member CORP

ip address 192.168.20.1/24
ip address 192.168.20.2 secondary use-bia*
fabric forwarding mode anycast-gateway

interface port-channell
description vPC to CE network
switchport
switchport mode trunk
switchport trunk allowed wvlan 10,20
port-type external
vpc 1

*A unique Burned In Address (BIA) address for IPv4 and IPv6 must be
configured on the SVI of each VXLAN border leaf during migration of

the VLAN. If the VXLAN border leaf is in a vPC configuration, then the
BIA address for the SVI must be different on both switches.

]
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Classic Ethernet to VXLAN Migration

SVI 10 (DAG)
192.168.10.1/24

SVI 10 (HSRP) 2020.0000. 00aa SVI 10 (DAG)
192.168.10.1/24 192.168.10.2 BIA 192.168.10.1/24
2020.0000.00aa System MAC 2020.0000.00aa

SVI 20 (HSRP) 0 (DA
192.168.20.1/24 9 68.20 4 9 68.20 .
2020.0000.00 020.0000.00as 020.0000.00aa

\ = S ooy VXLAN
| Caver-3 Stretch em M2 .— | Leaf
Access - y 9 il
N Layer-2 Stretch — P
Aggregation Border — o
Proxy-ARP function —
EP2- 192.168.20.10 EP1- 192.168.10.10
IP packet sent to EP2 hits SVI SMAC DMAC VLAN
10 DAG. Routed locally to EP2
SVI 20 EP1 DAG 10 EP1 EP2
SVI20 initiates ARP L2 VNI SMAC SIP
request to retrieve EP2
MAC Leaf VTEP MC/IR 30001 DAG MAC FFFF DAGIP EP2

BL system MAC is replacing the DAG SMAC DMAC VLAN
VMAC as Sender MAC and Secondary
IP is replacing the DAG IP as Sender IP.

]
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Classic Ethernet to VXLAN Migration

SVI 10 (DAG)
192.168.10.1/24
2020.0000.00aa

192.168.10.2 BIA

SVI 10 (HSRP) System MAC

192.168.10.1/24

SVI 10 (DAG)
192.168.10.1/24

2020.0000.00aa 2020.0000.00aa

Q, 0 020.0000.00aa U\
7 i 9 8.20 4 . 9 3.20 i

o~ ; 00az m M2 V%AN 0. \o\ 0000.00a3

Pl 0 N Ethernet  — Layer- n—
Access — = _—r — —] - VY —_ | vTEP
— — —]|T -2 EVPN updat —
Layer-2 Stretch L in\;?:ms otherl\jlr',l'E?Dse sees EP2
Aggregation Border \ that EP2 is locally Leaf | behind BL

EP2- 192.168.20.10

SMAC DMAC VLAN SIP DIP
EP2 ARP reply
EP2 BL MAC 20 EP2 BL BIA to BL BIA MAC

]
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Migration to VXLAN BGP EVPN Fabric

Using Nexus Dashboard High Level Steps

Aggregation-1

A o - . \
ccess  Classic

Ethernet

Welcome, admin

Overview Topology Dashboards

All fabrics

[ Filter by attributes

CE-VXLAN

x ~

VXLAN-Greenfield Legacy...sic-LAN

Border—xl:ggf:fl

— ’ N Leaf

—

[ vumeen (5

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2618
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Migration to VXLAN BGP EVPN Fabric [~ -

First Hop Redundancy Protocol

Using Nexus Dashboard High Level Steps

Read-only, from Fabric Settings

. D Ignore FHRP priority
Legacy—classlc—LAN Refresh View int No FHRP priority will be set for the network

Active/master Switch Priority

(120 )

Overview Inventory Connectivity Segmentation and security | Configuration policies Anomalies Advisories Integrations History

Priority is 120 if blank
VRFs Networks iority is i nk

Standby/backup Switch Priority

Filter by attributes [ 100 ]
= Priority is 100 if blank
= Network name VRF name IPv4 gateway/prefix IPv6 gateway/prefix Network status VLAN ID VLAN name
Enable Preempt
vian10 CORP 192.168.10.1/24 ®na 10 | Overthrow lower priority Active routers

Preempt delay minimum time

C ]

Delay time at least this long

Preempt delay time after reload

Lo ]
On the Classic Ethernet side- Create back-to-back

Preempt delay sync time

vPC PO between Classic Ethernet Aggregations and & )
VXLAN VTEPs alongside matching the VXLAN GW

MAC for the HSRP networks FSRPIVRRPGroup#‘ |

Note: This shows examples of sample 0-255 for HSRPv1, 0-4095 for HSRPv2, 1-255 for VRRP

configurations but for production migration the fs””“"“'°”””'°’"’”6“""’””'"°"’ = ]
workflow and exact steps MUST be followed based
on the Cisco’s config documentation and White Virtual MAC Address

paper_ [ 2020.0000.00a3| ] ]

afradn
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Migration to VXLAN BGP EVPN Fabric
Using Nexus Dashboard High Level Steps

Pending Config - Legacy-Classic-LAN - aggregation-01

Pending Config Side-by-Side Comparison

interface port-channel2®

switchport
switchport mode trunk
mtu 9216 vlan 10
vpc 20 )
description virtual port-channel to vxlan greenfield interface V1anl@
storm-control broadcast level 5.00 vrf member CORP
;;gg@i;:gtgglom““mst tevel 5.00 ip address 192.168.10.2/24 tag 12345
spanning-tree port type normal no ip redirects
spanning-tree guard root no ipVG redirects
no shutdown
switchport trunk allowed vlan 10 no shutdown
interface ethernetl/6 hsrp version 2
channel-group 20 force mode active hsr'p 1
description virtual port-channel to vxlan greenfield X
no shutdown 1p 192.168.1@.1
interface ethernetl/7 pr-i_or-ity 120
channel-group 20 force mode active
description virtual port-channel to vxlan greenfield preempt
no shutdown mac-address 2020.0000.00aa
silomn 2004 / \___

]
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Migration to VXLAN BGP EVPN Fabric

Using Nexus Dashboard High Level Steps

Overview Inventory | Connectivity | Segmentation and security Configuration policies Anomalies Advisories Integrations History

VXLAN-Greenfield

Interfaces  Interface groups  Links  Routing policies  Inter-fabric L3 neighbors  Endpoints Routes Flows  Virtual Infrastructure

=

Filter by attributes

; Admin Operati Create Interface
[j Interface Switch ' perati
status status
R uj v/
[j mgmt0 border1-vxlan T up T up Configuration N
D Vian1 border1-vxlan - Down - Down p;\:m;mstratweiy NA Interface group >
Wi
Maintenance >
ki rder1-vxlan Ui U k int_fabric_loopback_11_1
[[J Loopbacko border1-vxla T T e ° - -ioophack_I1 Bulk Actions >
() Loopback1 borderl-vxlan T up T up ok int_fabric_loopback_11_1

On the VXLAN EVPN Fabric - Create back-to-back vPC
PO between VXLAN VTEPs and Classic Ethernet
Aggregations alongside port-type external and
Distributed Anycast Gateway Secondary-BIA for the
Proxy ARP function on the VTEPs

Note: This shows examples of sample configurations
but for production migration the workflow and exact
steps MUST be followed based on the Cisco’s config
documentation and White paper.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2618

Create Interface

Type*

[ virtual Port Channel (vPC) v ]

Select a vPC pair*

| border2-vxlan---border1-vxlan v J
vPC ID*
Lo J
Policy*

int_vpc_trunk_host >
Policy Options

General Parameters Storm Control

Peer-1Port-Channel ID*

& )

Peer-1VPC port-channel number (Min:1, Max:4096)

Peer-2 Port-Channel ID*

& )

Peer-2 VPC port-channel number (Min:1, Max:4096)

Enable Config Mirroring
If enabled, Peer-1 config will be copied to Peer-2

]
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Migration to VXLAN BGP EVPN Fabric

Using Nexus Dashboard High Level Steps
Pending Config - VXLAN-Greenfield - borderi-vxlan

Pending Config Side-by-Side Comparison

interface port-channell@

switchport

switchport mode trunk

mtu 9216

vpc 10 ///"7

spanning-tree bpduguard disable

description virtual port-channel to legacy-classic-lan vian 10
storm-control broadcast level 5.00 vn-segment 1000
storm-control multicast level 5.00 configure terminal
hegotiate auto interface V1an10

spanning-tree port type normal

port-type external vrf member corp

no shutdown no lp r‘edlr‘eCtS
switchport trunk allowed vlian 10 no ipv6 redirects

interface ethernetl/2 ' ip address 192.168.10.1/24 tag 12345
channel-group 10 force mode active fabric forwarding mode anycast-gatewa
description virtual port-channel to legacy-classic-lan g y 9 Y
no shutdown no ShUtdOWh

interface ethernetl/3 ip address 192.168.10.2 secondary use-bia
channel-group 1@ force mode active i

description virtual port-channel to legacy-classic-lan
no shutdown

]
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Conclusion
Key points to remember

Investment protection for Nexus 7000
and Nexus 9000 for Classic Ethernet
Networks. Support for Brownfield and
Greenfield.

Simplified Day-0 and Day-1
configuration provision using Cisco’s
best practices including FHRP, STP,
VPC, IP routing, and more!

Extended Day-2 support using intuitive
Image management, Performance
monitoring, and VMM visualization
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Complete a minimum
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Survey to claim a Cisco
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Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.
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Continue your education
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Visit the Cisco Stand for
related demos
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Meet the Expert
meeting
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Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
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on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights res

afraln
cisco


http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you C1SCO Live !




alllllllu
CISCO



	Slide 2: Automate, Manage, and Migrate Traditional 3-Tier vPC-Based Deployment using Nexus Dashboard
	Slide 3: Cisco Webex App
	Slide 4: Agenda
	Slide 5: Introduction to Nexus Dashboard
	Slide 7: Cisco Nexus Dashboard
	Slide 9: Enhanced Classic LAN 
	Slide 14: Traditional 3-Tier Classic Ethernet Networks
	Slide 15: Traditional 3-Tier Classic Ethernet Networks
	Slide 16: Traditional 3-Tier Classic Ethernet Networks
	Slide 17: Enhanced Classic LAN  Use-cases  Greenfield Deployment
	Slide 19: Enhanced Classic LAN: Day-0
	Slide 20: Step 1 -> Create a Fabric
	Slide 21: Step 1 -> Create a Fabric
	Slide 22: Step 1 -> Create a Fabric
	Slide 23: Step 1 -> Create a Fabric
	Slide 24: Step 1 -> Create a Fabric
	Slide 25: Step 2 -> Add Switches
	Slide 28: Step 2 -> Add Switches
	Slide 29: Step 3 -> Set Role 
	Slide 30: Step 4 -> VPC Pairing
	Slide 31: Step 5 -> Recalculate and Deploy
	Slide 32: Step 5 -> Recalculate and Deploy
	Slide 33: Step 5 -> Recalculate and Deploy
	Slide 34: Step 5 -> Recalculate and Deploy
	Slide 36: Step 5 -> Recalculate and Deploy
	Slide 37: Enhanced Classic LAN: Day-1
	Slide 39: Step 1 -> Create Network and VRF
	Slide 40: Step 2 -> Attach Network and VRF
	Slide 41: Step 2 -> Attach Network and VRF
	Slide 42: Network and VRF Configs
	Slide 44: Enhanced Classic LAN External IP Handoff
	Slide 45: Core or Edge Router Placement Option
	Slide 46: Managing Core/Edge Devices
	Slide 48: VRF-LITE: Aggregation to Nexus Core
	Slide 51: VRF-LITE: Aggregation to Nexus Core
	Slide 52: VRF-LITE: Aggregation to Nexus Core
	Slide 53: VRF-LITE: Aggregation to Nexus Core
	Slide 54: VRF-LITE: Aggregation to Nexus Core
	Slide 55: Enhanced Classic LAN  Use-cases Brownfield Deployment
	Slide 57: Enhanced Classic LAN Brownfield
	Slide 58: Enhanced Classic LAN  Use-cases Migration to VXLAN EVPN
	Slide 60: Building VXLAN BGP EVPN DC with Nexus 9000
	Slide 61: Classic Ethernet to VXLAN Migration
	Slide 62: Classic Ethernet to VXLAN Migration
	Slide 63: Classic Ethernet to VXLAN Migration
	Slide 64: Classic Ethernet to VXLAN Migration
	Slide 65: Classic Ethernet to VXLAN Migration
	Slide 66: Classic Ethernet to VXLAN Migration
	Slide 67: Classic Ethernet to VXLAN Migration
	Slide 68: Migration to VXLAN BGP EVPN Fabric
	Slide 69: Migration to VXLAN BGP EVPN Fabric
	Slide 70: Migration to VXLAN BGP EVPN Fabric
	Slide 71: Migration to VXLAN BGP EVPN Fabric
	Slide 73: Migration to VXLAN BGP EVPN Fabric
	Slide 100: References
	Slide 101: Conclusion
	Slide 102: Complete Your Session Evaluations
	Slide 103: Continue your education
	Slide 104: Thank you
	Slide 105

