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Cisco Nexus Dashboard

BRKDCN-2618

In depth Management 
and control for all 

network deployments

Management

Get Centralized Visibility 
and Monitoring views

VisibilityAutomation

Accelerate provisioning 
and simplify deployments



Enhanced Classic LAN 
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Traditional 3-Tier Classic Ethernet Networks

Access

Aggregation

Core

External Network

Option-1: 
3-Tier with Agg as L2/L3 boundary 

Layer-2/Layer-3 boundary

Layer-2 STP

Layer-3 Routed

N9k or N7k*

N9k or N3k

* For Greenfield N9k recommended

Deployment Considerations

BRKDCN-2618
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Traditional 3-Tier Classic Ethernet Networks

Access

Collapsed Core

External Network

Option-2: 
2-Tier with Collapsed Core as L2/L3 boundary 

Layer-2 STP

Layer-3 Routed

N9k or N7k*

N9k or N3k

Layer-2/Layer-3 boundary

* For Greenfield N9k recommended

Deployment Considerations
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Traditional 3-Tier Classic Ethernet Networks

Access

Aggregation

Firewall

External Network

Option-3: 
3-Tier with Service-Node as L2/L3 boundary 

Layer-2 STP

Layer-3 Routed

N9k or N7k*

N9k or N3k Layer-2/Layer-3 boundary

* For Greenfield N9k recommended

Deployment Considerations
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Enhanced Classic LAN 
Use-cases 
Greenfield Deployment



Enhanced Classic LAN:
Day-0
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Step 1 -> Create a Fabric

Create a new 
Fabric

Greenfield (New) Fabric 
Option

Brownfield (Existing) 
Fabric Option

BRKDCN-2618
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Step 1 -> Create a Fabric

Select Classic 
LAN

Auto Select Name, Location, 
Routing Protocol ASN

BRKDCN-2618
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Step 1 -> Create a Fabric
Advanced Fields

Unlock All Advanced 
Options

Select IP handoff/VRF-
LITE Routing Protocol

FHRP – HSRP or 
VRRP

BRKDCN-2618
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Step 1 -> Create a Fabric
Advanced Fields

Spanning Tree 
Protocol – 

RPVST, MST

VLAN range

STP Bridge Priority

Cisco’s Best Practice VPC 
parameters

BRKDCN-2618



© 2025 Cisco and/or its affiliates. All rights reserved.

Step 1 -> Create a Fabric
Advanced Fields

Network VLAN Range

Auto Generate VRF-Lite 
Config

VRF-Lite IP Version – v4, v6 or 
both

VRF-Lite Route peering range

BRKDCN-2618
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Step 2 -> Add Switches

Switch Mgmt0 IP

Switch Discovery 
Credentials

Switch Hops 
based on CDP

BRKDCN-2618
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Step 2 -> Add Switches

Switch 
Inventory 

Management
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Step 3 -> Set Role 

BRKDCN-2618
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Step 4 -> VPC Pairing

BRKDCN-2618
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Step 5 -> Recalculate and Deploy

BRKDCN-2618
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Step 5 -> Recalculate and Deploy

Fabric 
Configuration 

status 

Pending 
Configuration 

BRKDCN-2618
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Step 5 -> Recalculate and Deploy

Aggregation 
role related 

features

VPC domain 
towards Agg02

VPC peer-link 
towards Agg02

BRKDCN-2618
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Step 5 -> Recalculate and Deploy

VPC PO towards Access01-02 
switches

Aggregation default port-
type

STP Root on 
Aggregation

BRKDCN-2618
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Step 5 -> Recalculate and Deploy

VPC domain towards 
Access02

VPC peer-link towards 
Access02

Access role 
related features

VPC PO towards Agg01-02 
switches

Access default port-type

BRKDCN-2618



Enhanced Classic LAN:
Day-1
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Step 1 -> Create Network and VRF

Create Network

CSV Option

Auto 
Generated 

Name
L2 or L3 
Network

VRF

Default Gateway SVI

FHRP Active/Backup

Auto Generated 
VLAN ID

BRKDCN-2618
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Step 2 -> Attach Network and VRF

BRKDCN-2618
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Step 2 -> Attach Network and VRF

Port 
Attachment Switches

Select FHRP 
Active per 
Network

Network Auto 
Attached to Agg

VLAN ID

Convert port to 
Access, vPC, PO, etc.

BRKDCN-2618
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Network and VRF Configs

VRF and BGP 
Configs

VLAN definition

SVI Configs with Active 
FHRP

Allow VLAN towards 
Access devices

VLAN 
definition

Allow VLAN towards 
Aggregation (uplink) and 

Compute-Host 
(downlink)

BRKDCN-2618



Enhanced Classic LAN 
External IP Handoff
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Core or Edge Router Placement Option

Enhanced Classic LAN

Aggregation

Core Router

NX-OS
- Nexus 9000
- Nexus 7000

Enhanced Classic LAN

Aggregation

Core Router

IOS-XR
- Cisco 8000
- ASR 9000
- NCS 5500

Enhanced Classic LAN

Aggregation

Core Router

IOS-XE
- Catalyst 9000
- Catalyst 8000
- ASR 1000
- CSR 1000

Managed Managed Managed

External NetworkExternal NetworkExternal Network

BRKDCN-2618
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Managing Core/Edge Devices

Part of ‘External Connectivity Network’ Fabric

Create Fabric, Discover Switches, Set Role, Recalculate & Deploy

BRKDCN-2618
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VRF-LITE: Aggregation to Nexus Core
Defining IFC Link on physical interface

• IFC link has been defined

• Policy should be ext_fabric_setup

o IPs auto selected from VRF-Lite Subnet IP Range 

BRKDCN-2618
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VRF-LITE: Aggregation to Nexus Core
Defining VRF extensions on Aggregation

Attach VRF to Aggregation and extend through VRF-Lite

BRKDCN-2618
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VRF-LITE: Aggregation to Nexus Core
Defining VRF extensions on Aggregation

Extension Type

Provide VRF name for External Core. By 
default, NDFC uses the same name as 

Agg VRF 

Attach VRF

BRKDCN-2618
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VRF-LITE: Aggregation to Nexus Core
Preview and Deploy VRF extensions on Aggregation

BRKDCN-2618
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VRF-LITE: Aggregation to Nexus Core
Preview and Deploy VRF extensions on External Core

BRKDCN-2618



Enhanced Classic LAN 
Use-cases
Brownfield Deployment
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Enhanced Classic LAN Brownfield

Existing Networks and VRFs are learnt on a Brownfield import

BRKDCN-2618



Enhanced Classic LAN 
Use-cases
Migration to VXLAN EVPN
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Building VXLAN BGP EVPN DC with Nexus 9000
Co-existence or Migration from ECL to VXLAN BGP EVPN Fabric

Access

Aggregation

External Network

Border

“Enhanced Classic LAN” Fabric type 
Access = Nexus 9k 
Aggregation = Nexus 9k or Nexus 7k

Core “External Connectivity Network” Fabric type 
Core = Nexus 9k or Nexus 7k or Non-Nexus

VXLAN BGP EVPN Fabric

Spine

Leaf

BRKDCN-2618
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Classic Ethernet to VXLAN Migration
Default Gateway Placement Considerations

BRKDCN-2618

• Prior to NX-OS 10.2(3) FHRP and Distributed 
Anycast Gateway (DAG) cannot co-exist

• FHRP and DAG run in different modes. CE/FP uses 
HSRP/VRRP while VXLAN uses anycast gateway

• They cannot be active simultaneously

• With HSRP the MAC is derived from the HSRP 
version and the group.

• In VXLAN EVPN the DAG virtual MAC is configured 
globally, that means all VLANs have the same MAC 
for the default gateway

• Two options: Keep default gateway in the CE/FP 
network until migration is finished or migrate 
gateways to the VXLAN EVPN fabric prior to 
workload migration

• MAC alignment needs to be done in either mode

EP1

EP2 EP3

VXLAN BGP EVPN Fabric

Classic Ethernet

“Layer-2 Stretch”

What is the MAC of 
Default Gateway IP?

FHRP
10.1.1.1 > 0000.0C9F.F001

VXLAN Anycast
10.1.1.1 > 2020.0000.00aa 

Aggregation

Access

Leaf

Spine

Border
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Classic Ethernet to VXLAN Migration
First Hop Gateway Premigration Steps - MAC alignment

BRKDCN-2618

• Manually updating ARP cache isn’t feasible

• Prior to any migration HSRP VMAC needs to be 
changed to the DAG MAC

• Hosts need to be updated by changing the standby 
HSRP member to active to force a GARP*

*There’s a possibility that not all hosts ARP cache gets updated
**All pre-migration steps should be performed during a maintenance window

HSRP VMAC configuration on Aggregation
interface vlan 20

  vrf member Tenant-A

  ip address 192.168.20.201/24

  hsrp 10

   ip 192.168.20.1

   mac-address 2020.0000.00aa 

HSRP VMAC configuration on Aggregation
interface vlan 20

  vrf member Tenant-A

  ip address 192.168.20.201/24

  hsrp 10

   ip 192.168.20.1

   mac-address 2020.0000.00aa 

   priority 120

   preempt
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Classic 
Ethernet VXLAN

SVI 10 (DAG)
192.168.10.1/24

2020.0000.00aa

SVI 20 (DAG)
192.168.20.1/24

2020.0000.00aa

EP1- 192.168.10.10 

SVI 10 (DAG)
192.168.10.1/24

2020.0000.00aa

SVI 20 (DAG)
192.168.20.1/24

2020.0000.00aa

SVI 10 (HSRP)
192.168.10.1/24

2020.0000.00aa

SVI 20 (HSRP)
192.168.20.1/24

2020.0000.00aa

EP2- 192.168.20.10 

Layer-3 Stretch

Layer-2 Stretch
1

SMAC DMAC VLAN SIP DIP

EP1 DAG 10 EP1 EP2

IP packet sent to EP2 hits SVI 
10 DAG. Routed locally to EP2 
SVI 20

SIP DIP L2 VNI SMAC DMA
C

SIP DIP

V1 MC/IR 30001 DAG MAC FFFF DAG IP EP2

SVI20 initiates ARP 
request to retrieve EP2 
MAC

2

SMAC DMAC VLAN

DAG FFFF 20

BL VTEP floods the 
request in CE domain

3

Classic Ethernet to VXLAN Migration
What’s the problem before NXOS- 10.2(3)

BRKDCN-2618

Leaf

BorderAggregation

Access
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Classic 
Ethernet VXLAN

SVI 10 (DAG)
192.168.10.1/24

2020.0000.00aa

SVI 20 (DAG)
192.168.20.1/24

2020.0000.00aa

SVI 10 (DAG)
192.168.10.1/24

2020.0000.00aa

SVI 20 (DAG)
192.168.20.1/24

2020.0000.00aa

SVI 10 (HSRP)
192.168.10.1/24

2020.0000.00aa

SVI 20 (HSRP)
192.168.20.1/24

2020.0000.00aa

EP2- 192.168.20.10 

Layer-3 Stretch

Layer-2 Stretch

4

SMAC DMAC VLAN SIP DIP

EP2 DAG MAC 20 EP2 DAG IP
ARP Response 
from EP2

ARP Response 
locally consumed ARP Entry is 

Incomplete!! 

Classic Ethernet to VXLAN Migration
What’s the problem before NXOS- 10.2(3)

BRKDCN-2618

Access

Aggregation Border

Leaf
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Classic 
Ethernet

VXLAN

Layer-3 Stretch

Layer-2 Stretch

interface Vlan2101

 no shutdown

 no ip redirects

 ip address 192.168.20.253/24

 no ipv6 redirects

 hsrp 1

 mac-address 2020.0000.00AA

 ip 192.168.20.1

interface vlan 10

  vrf member CORP

  ip address 192.168.10.1/24

  ip address 192.168.10.2 secondary use-bia*

  fabric forwarding mode anycast-gateway

interface vlan 20

  vrf member CORP

  ip address 192.168.20.1/24

  ip address 192.168.20.2 secondary use-bia*

  fabric forwarding mode anycast-gateway

interface port-channel1

 description vPC to CE network

 switchport

 switchport mode trunk

 switchport trunk allowed vlan 10,20

 port-type external

 vpc 1

*A unique Burned In Address (BIA) address for IPv4 and IPv6 must be 
configured on the SVI of each VXLAN border leaf during migration of 
the VLAN. If the VXLAN border leaf is in a vPC configuration, then the 
BIA address for the SVI must be different on both switches.

Classic Ethernet to VXLAN Migration
Default Gateway Coexistence of HSRP and Anycast Gateway - 10.2(3)

BRKDCN-2618

LeafBorderAggregationAccess
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Layer-3 Stretch

Classic 
Ethernet VXLAN

SVI 10 (DAG)
192.168.10.1/24

2020.0000.00aa

SVI 20 (DAG)
192.168.20.1/24

2020.0000.00aa

EP1- 192.168.10.10 

SVI 10 (DAG)
192.168.10.1/24

2020.0000.00aa

192.168.10.2 BIA

System MAC

SVI 20 (DAG)
192.168.20.1/24

2020.0000.00aa

192.168.20.2 BIA

System MAC

SVI 10 (HSRP)
192.168.10.1/24

2020.0000.00aa

SVI 20 (HSRP)
192.168.20.1/24

2020.0000.00aa

EP2- 192.168.20.10 

Layer-2 Stretch
1

IP packet sent to EP2 hits SVI 
10 DAG. Routed locally to EP2 
SVI 20

SIP DIP L2 VNI SMAC DMAC SIP DIP

Leaf VTEP MC/IR 30001 DAG MAC FFFF DAG IP EP2

SVI20 initiates ARP 
request to retrieve EP2 
MAC

2

SMAC DMAC VLAN

BL MAC FFFF 20

BL system MAC is replacing the DAG 
VMAC as Sender MAC and Secondary 
IP is replacing the DAG IP as Sender IP.

3

Classic Ethernet to VXLAN Migration

BRKDCN-2618

Proxy-ARP function

Access

Aggregation Border

Leaf

SMAC DMAC VLAN SIP DIP

EP1 DAG 10 EP1 EP2
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Classic 
Ethernet VXLAN

SVI 10 (DAG)
192.168.10.1/24

2020.0000.00aa

SVI 20 (DAG)
192.168.20.1/24

2020.0000.00aa

SVI 10 (HSRP)
192.168.10.1/24

2020.0000.00aa

SVI 20 (HSRP)
192.168.20.1/24

2020.0000.00aa

EP2- 192.168.20.10 

Layer-3 Stretch

Layer-2 Stretch

4

SMAC DMAC VLAN SIP DIP

EP2 BL MAC 20 EP2 BL BIA
EP2 ARP reply 
to BL BIA MAC

Classic Ethernet to VXLAN Migration

BRKDCN-2618

Type-2 EVPN update 
informs other VTEPs 
that EP2 is locally 

5
VTEP 
sees EP2 
behind BL

SVI 10 (DAG)
192.168.10.1/24

2020.0000.00aa

192.168.10.2 BIA

System MAC

SVI 20 (DAG)
192.168.20.1/24

2020.0000.00aa

192.168.20.2 BIA

System MAC

LeafBorderAggregation

Access
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VXLAN EVPN
Classic 

Ethernet

Migration to VXLAN BGP EVPN Fabric

BRKDCN-2618

Aggregation-1

Aggregation-2

Access

EP EP

Leaf

Border-Leaf-1

Border-Leaf-1

Core

Using Nexus Dashboard High Level Steps



© 2025 Cisco and/or its affiliates. All rights reserved.

Migration to VXLAN BGP EVPN Fabric

BRKDCN-2618

On the Classic Ethernet side- Create back-to-back 
vPC PO between Classic Ethernet Aggregations and 
VXLAN VTEPs alongside matching the VXLAN GW 
MAC for the HSRP networks

Note: This shows examples of sample 
configurations but for production migration the 
workflow and exact steps MUST be followed based 
on the Cisco’s config documentation and White 
paper.

Using Nexus Dashboard High Level Steps
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Migration to VXLAN BGP EVPN Fabric

BRKDCN-2618

Using Nexus Dashboard High Level Steps

vPC PO between 
VXLAN VTEPs and CE 

Agg

Custom MAC for HSRP 
network to match with VXLAN 

GW MAC
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Migration to VXLAN BGP EVPN Fabric

BRKDCN-2618

Create vPC PO 
between VXLAN 

VTEPs and CE Agg

On the VXLAN EVPN Fabric - Create back-to-back vPC 
PO between VXLAN VTEPs and Classic Ethernet 
Aggregations alongside port-type external and 
Distributed Anycast Gateway Secondary-BIA for the 
Proxy ARP function on the VTEPs

Note: This shows examples of sample configurations 
but for production migration the workflow and exact 
steps MUST be followed based on the Cisco’s config 
documentation and White paper.

Using Nexus Dashboard High Level Steps
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Migration to VXLAN BGP EVPN Fabric

BRKDCN-2618

vPC PO between 
VXLAN VTEPs and CE 

Agg

VXLAN Anycast GW w/ 
secondary BIA for the 

migration

Using Nexus Dashboard High Level Steps
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Conclusion

Investment protection for Nexus 7000 
and Nexus 9000 for Classic Ethernet 
Networks. Support for Brownfield and 
Greenfield. 

Simplified Day-0 and Day-1 
configuration provision using Cisco’s 
best practices including FHRP, STP, 
VPC, IP routing, and more!

Extended Day-2 support using intuitive 
Image management, Performance 
monitoring, and VMM visualization 

Key points to remember
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard.

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
mobile app.

Complete a minimum 
of4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete Your Session Evaluations

BRKDCN-2618
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

BRKDCN-2618

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you
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