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with the speaker after the session will also cover common attributes,

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

HOW Kenny Lei

Cisco Systems, Inc. | Technical Market.

ﬂ Find this session in the Cisco Live Mobile App Categories

Technical Level

Intermediate (596)

o Click “Join the Discussion”

Tracks

Networking (220)

e Install the Webex App or go directly to the Webex space Session Type

Breakout (453)

Q Enter messages/questions in the Webex space Webex

w Join the Discussion

Notes

Webex spaces will be moderated by the speaker until 14 November 2025.

Enter your personal notes here

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKCOM - 2540
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Agenda Server Management
A Unified Operating Model
Day Two Operations
What’s next?
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Server Management 101... An
old problem
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Server Management

Increasing complexity and scope of responsibility

Storage
SME

Network
SME
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Need to deploy traditional applications faster and support new Al
workloads?

Operate infrastructure in multiple locations across data centers and
edge environments?

Face increasing difficulty identifying and responding to security risks in a
more complex, distributed environment?

Need to meet regulations, mandates, or environmental, social, or
governance (ESG) requirements for energy use?

Reduce or prevent downtime?

Face staffing shortages that impede your ability to keep up?
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Server Management

New Deployments

We’'re

Storage
SME

Network
SME
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deploying
new servers

RACK AND CABLE
CUSTOMISE BOOT & BIOS
OS TYPE & VERSION
INSTALL & CONFIGURE
PATCH

ETC ETC...

LOCAL STORAGE REQUIREMENTS
STORAGE TYPE & NETWORK REQUIREMENTS

ZONING/IQN
NETWORK PERFORMANCE
ETC ETC...

CAPACITY ASSESSMENT

RACK & CABLE

PORT REQUIREMENTS

PORT CONFIGURATIONS

VLAN REQUIREMENTS
PERFORMANCE REQUIREMENTS
SECURITY & SEGMENTATION
ETC ETC...

BRKCOM-2540

Conventional approach

Massive complexity and time to scale compute

Duplication of work

Non-Automated, error prone

Labour intensive

No centralised control
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IT operations. Simplified.

Cisco Intersight®

/—.

) \
[
Control
your
global infrastructure
from one place,
24x7x365 (_\‘
A
° o ’\j °
See Automate

your global data center and
edge environments
in one dashboard

deployments, configuration,
workflows, and Day-0 to
Day-N tasks
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View in one place

See

- Your global UCS Infrastructure

- Servers, virtual machines, storage, and networking

- Real-time physical and virtual device status, UCS
domain connectivity issues, security advisories,
field notices, and hardware compatibility status

. Selected historical data (up to two years)

The customizable dashboard uses widgets for a single view
of the health and inventory status of managed devices.

“[Cisco] Intersight® allowed us to quickly find a problem
that would have taken us months to troubleshoot
without the visibility that Intersight provides.”

Director of IT and Communications, regional medical center

“With Cisco Intersight, | can now see information that | did not
have before. It is one of the first places that we go to when we
have performance issues or if a tech upgrade is requested.”

Director of IT, state governmental agency

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2540 CIsco




Manage infrastructure throughout its lifecycle

Control

Configure, deploy, monitor, manage, and
support your physical and virtual
infrastructure throughout its lifecycle from
one place—anytime, anywhere

Day 0
Deploy/install

[ ]

Maintain/ Configure
troubleshoot Control Cisco UCS®, converged,
and hyperconverged infrastructure

throughout its lifecycle

Day 2
Monitor and alert

business.”

Director of IT and Communications, regional medical center

“[Cisco] Intersight® has reduced the weight of routine deployment and monitoring tasks so we can focus on the work that helps our

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKCOM-2540

]
cisco




Prevent, resolve, analyze

Prevent
Control
* Advanced alarm management
* Topology views
» Security advisories and field notices
« Hardware Compatibility List (HCL) baselining and
notifications
Infrastructure issues with custom insights Resolve
and automated support » Connected support (Cisco® Technical Assistance
.- Reduce troubleshooting by 45-60 minutes* Center [TAC])
. Close Return Material Authorization (RMA) + Proactive RMAs
cases up to two days faster* Analyze
*Reported by Cisco Intersight® customers * Real-time and historical data

* OQOut-of-the box dashboards
» Customizable dashboards / widget library
* Metrics Tab / Metrics Explorer

“You know you are being proactive when an engineer replaces a hard drive that was displaying anomalies before it fails and causes
problems downstream.”

Distinguished Engineer, global technology conglomerate

]
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Unified Operating Model

Cisco Computing system

State-less to State-full compute in minutes

* Reduces management costs with standardisation

* Eliminates human error and missed steps

» Faster time to deploy and scale

» Enhanced security enforcement with centralized authorisations
» Prevents local configuration changes and tampering

O

Network
SME

3

STEP 2

Server
SME

Storage

STEP 1
SME

( N

Server Policy

Service Profiles
created from templates

Subject matter experts
(SMEs) define policies

Network Policy
Virtualization Policy

Server Name
UuID, MAC, WWN
Boot Information
LAN, SAN Config
Firmware Policy

Application Profiles

Security Enforcement

J

| N
Ve /7 V N\
STEP 3 ® ® ® ® ®
Scale Server 1 Server 2 Server 3 Server4 | - Server N
compute
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CISCO INTERSIGHT

SERVICE PROFILES

HBA NIC Network
policies policies policies
-/ _J

L
& & & & &

VNIC and vHBA CDP and LLDP MAC and WWxN  Ethernet adapter = MTU and QoS
configuration configuration pool mapping configuration configuration
- \ / 4

NUTANIX wnwar
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. . .

CISCO UCS
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“But this is just UCSM... tell me
what’s new?!"”

Every UCS customer, 2025

aaaaaaaaaaa
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SaaS Delivery

New Features and Enhancements

https://intersight.com/help/saas/whats_new/2025

‘ Expanded Platform and OS Support

‘ HCI Integration with Nutanix

] = - i =
Tk —4— : -
R By N VD s | i

Advanced Server and Chassis Management

Automation and Orchestration Updates

‘ Networking Enhancements

‘ Security and Access Improvements

‘ Virtual Appliance Upgrades

© 2025 Cisco and/or its affiliates. All rights reserved.
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SaaS Delivery

Connect

© 2025 Cisco an

ed Support

~13,000

Datapoints per
second collected
by Intersight

481,979

Tech support files
automatically
generated by
Intersight

361,484

Hours or 41.26
years of time saved
by customers

d/or its affiliates. All rights res






Day Two Operations

Hardware & Software Compatibility

| need you to
check and
action:
Compliance
Patching

| need to
check and

action:
Hardware
Compatibility
Lists
OS Updates &
Security
Updates

IT Manager

Server
SME

HCL Compliance creates risk:
Instability

Unsupported platforms
Regulatory

© 2025 Cisco and/or its affiliates. All rights reserved.

- Check Server

- Compare to
matrix

- Point-in-time

Manual

- Different
hardware

- Different OS
versions

Complex

BRKCOM-2540

CI1SCO UCS Hardware and Software Compatibility

Search By :

Server Type : X-Series

Server Model : Cisco UCS X210c M8

Processor Version Intel Xeon 6

Operating System : VMware

Servers

.ting System Version :

ESXi 9.0

ESXi 8.0 U3
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Day Two Operations

Intersight HCL Solution

X
c — SERVER HARDWARE
Manually searching and :_'_|'_’| COMPLIANCE
collating info about ‘
OS/firmware/driver and server
compatibility e SERVER SOFTWARE
COMPLIANCE
« Check and display hardware \Qﬁ ADAPTER
compliance status for UCS 9 COMPLIANCE
Get alerts related to potential
hardware incompatibility issues
specific to your environment p TAKEAWAYS N
Get ahead of potential issues _ o
with customized, preventive Customized notifications Avoid running into known Get compliance checks
actions about hardware based on your devices issues, minimize downtime with driver
compatibility and contract status and keep the system recommendations
No manual and error prone running the latest
o J

]
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Day Two Operations

vSphere Life Cycle Management Integration

Cisco provides a vCenter plug-in called Hardware
Support Manager (HSM)

Automate UCS server firmware updates via vLCM
in Intersight

No additional setup/plugin required

Select “Firmware and Driver Addon” bundle
directly from vLCM (auto-populated)

Run Pre-Check & Remediate Hosts
Supported on SaaS & Appliance

Supported with Standalone & IMM servers

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2540

Intersight Assist * Hostname/IP Address *

> ve-prod.parlab.ciscolabs.com

Port
443

Username * Password

administrator@ve-prod.local

() Secure ©

Enable Datastore Browsing ©

Enable Guest Metrics ©

@) tnableHsM ©

Enabling HSM will give escalated privileges to the vCenter target to perform firmware operations on UCS servers claimed
in Cisco Intersight.

Select Firmware and Drivers Addon

Select the hardware support manager

uuuuuuuuuuuuu

4.2(1f) 7.0.0,7.01,702,703

41(3)
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Day Two Operations

Faults, CVE’s, EoL and Field Notices

| need you to check and
action:
Support.

CVE & Field Notice exposure.

End of Life.

We have 30 servers
across 3 generations,
bought across 10
years... I'll get back to
you in a few weeks

Server
SME

© 2025 Cisco and/or its affiliates. All rights reserved.

Fleet Management is a challenge

New CVEs at all device levels (Firmware, Switches, CIMC)

» Require multiple tracking points, mailer subscriptions
etc

 End of Life data is complicated
« Components, Servers

» Field Notices
« As Above

» Faults are listed per domain controller - multiple
touchpoints/integrations with upstream tools.

* Noise

BRKCOM-2540 Cisco



Day Two Operations

Support Contract Status

— ‘::Ills‘tl:lc;' Intersight :-g Infrastructure Service v

@ Overview Servers

Speeds up support calls knowing
L AlServers Bt that the hardware is covered under

< Operate ~

Servers Q, Add Filter u
a valid support contract.
Chassis
Health Power HCL Status
Fabric Interconnects
(,) Off 55 ) Incomplete 60 N
Warning 2
Networking 220 } 4 Healthy 218 @ on 165 © validated 28
HyperFiex Clusters Launch CCW-R from Intersight and
N Health C
Storage ame eatt ontract Status extend or renew support
O esxi-aci-14.dcv.svpod @ Healthy © Not Covered
Virtualization
O esxi-aci-11.dcv.svpod @ Healthy © Not Covered
Kubernetes
() esxi-aci-10.dcv.svpod © Healthy © Not Covered
Integrated Systems . . ; .
U RTP-UCS-WS-Pod-01-1-3 © Healthy © Active
© Configure A~ () RTP-HX-Cluster-01-4 @ Healthy © Active AII = = = =
Oow organizations to verify their
Profiles ¢ RTP-UCS-WS-Pod-01-1-2 @ Healthy © Active . g y
upcoming budget cycle
¢ RTP-UCS-WS-Pod-01-1-4 @ Healthy © Active
Templates
¢ RTP-UCS-WS-Pod-01-1-5 © Healthy © Active
Policies
U RTP-UCS-WS-Pod-01-1-1 @ Healthy © Active
Pools
O rtp-exblaze-compute-1 @ Healthy © Active
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Day Two Operations

Faults, CVE’s, EoL and Field Notices

Spend hours scouting
thousands of advisories and
miss the one that's critical

Get custom advisories that

apply to your infrastructure, RECOGNIZE RECOMMEND REMEDIATE

and a list of all the devices
potentially affected

Immediate visibility into p TAKEAWAYS N
potential security

vulnergblllltles and Customer asset specific Continuously identify and Improve security
remediation steps advisories mitigate risks posture
Notifications of significant,

non-security related issues \ /

]
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= vl Intersight g System -

Advisories

Security Advisories Field Notices End of Life Advisories Acknowledged

©® Advisories for affected devices only are listed here. For a complete list of advisories and more information, see Help Center

% All Security Adviso... & +

G, Add Filter 4 items found 10 v per page 1 of1
Description Severity CVEs Affected Devices Last Update g
Intel 2022.1 IPU - BIOS Advisory ® © High CVE-2021-0154,CVE-2021-0153,C 36 = Sep 22,2022 7:00 PM
Cisco FXOS and NX-OS Software Cisco Discovery Pr... *® Medium CVE-2022-20625 2 &2 Mar 1, 2022 11:35 AM
Cisco FXOS and NX-0OS Software Cisco Discovery Pro... © High CVE-2022-20824 2 52 Aug 24, 2022 11:00 AM
Intel 2022.2 IPU - BIOS Advisory ° © High CVE-2021-33060 2 B2 Aug 8, 2022 7:00 PM

1 of1

]
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Intersight Automation

@ Use our built-in task library

Automate SSH
and REST API
endpoints

Repeating the same manual
tasks on multiple devices is
time consuming and error-
prone, results in inconsistent
application of policies and
configuration drift, and locks
staff into low-value tasks

N 2

Integrate your
existing

automation tools
Combine with
Terraform

Infrastructure as Code

» Create and execute automated
tasks and complex workflows
with a drag-and-drop

Design your own workflows. TAKEAWAYS N
Incorporate automation from Red Deploy and
;I::r,:fr:)srurgl,ec,)rl—l :tshtsggls using _ configure Reduce risk with Simplify cross- Accelerate delivery
an APl and SDKs. infrastructure | standardisation domain of apps and
fast and orchestration infrastructure
consistently

alal,

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2540 CIsco




Intersight AP

el Intersight API

cisco

API = Description
Q, List of /aaa/AuditRecords

aaa/AuditRecord

I nte rS|g ht PO rta I GET List of aaafAuditRecords

Parameters  Response Mode

$count { boolean }

SIS Ainstance of aaa/AuditRecord
The $count query option allows clients to
adapter/ExtEthinterface

RESTful OpenAPI Tools and SDK

%’{; ‘) u @ python
0 ©
v

Cisco and 3 Party
Infrastructure

Open Connector Framework

New Connectors

(BU / Cust. / 3 party)

]
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Simplified onboarding &
Zero-Touch provisioning

Automated lifecycle
management

Global visualization

© 2025 Cisco and/or its affiliates. All rights reserved.

Intersight fleet management

Intersight

Dashboards
Operate
Configure
Profiles
Templates

Policies

Workloads
Blueprints
Analyze
Automate

Service Catalog

System

Settings

Workloads

X Al @ My American

[o} Global/US/EastCoast X Blueprint = ESXi Server, Ubuntu Server X

Instances (30)

rt by Name

NYC Store 012
mance
RetailStore | < Retail Store NY

® JFK Airport, T4 | Blueprint ESXI Server,

NYC Store 013
Status © 2|85

Retail Store | < Retail Store NY

© JFK Airport, T1 | Blueprint ESXi Server,

NYC Store 015

NJ Store A1
S Conforma |85

£ Retail Store | < Retail Store NJ

© Newark Airport
NJ Store A2
(=1
> Retall Store NJ Philadelphta

BRKCOM-2540

* C © K Ques@ad ® 1K

Table View

sults Resetall

Yonkers

Bronx

Brooklyn

Staten Istand

Conformance

Health
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Deployment Blueprints

tses’ Zero Touch

Manual setup
and configuration Miami AlPod GEEED ©

) to Al-ready in minutes for self-managed, on-premises infrastructure, including netw

Model Code

Status: Deployed

Applications

GPUs

Container
orchestration k

Storage

Compute

Network

From weeks...

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2540

Q search ® @ Qo | Q o

View Deployment

shift, Nvidia GPU licen: and drivers, Nexus Dashboar: tegration and more!

Nvidia GPU & Licensing © Success
PU dr licensing serv

...t0 minute:
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Integrate, extend, and orchestrate

Unified operating model

e‘ Kﬁg gg‘:&utomation
Platform
Intersight API
Seamless integration with Standardize deployments
popular tools like Ansible and configuration
and Terraform management

N
E!

HashiCorp

Terraform

- a CISCO company

Consistent and repeatable
operations across
environments

Third-party integration automation

© HITACHI ,
Storage plugins: ServiceNow integration . servicenow. M NetApp
automate management for automated incident : € puresToRAGES

and orchestration management

0 Standardization 0 Consistency 0 Reliability

T

alraln
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Powered by Al, for Al

GPU Support Al Assistant

%k Intersight ©  Quaas @ Q &y Intersight P C @ @ Quesar ® [ i

= AlAssistant

RTP09-6536-1-21 [ Actons - |

9 Al Assistant

- Create Workload

RTP09-65:
Platform Selection

Details Events

Alarms

il

2560018

Contract Coverage

Al outside Al inside

ol I 1l I h
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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Continue your education

~ R
¢y S e 52
(] 0000 L6
—T— MMM
Visit the Cisco Stand for Book your one-on-one Attend the interactive Visit the On-Demand
related demos Meet the Expert education with Capture Library for more
meeting the Flag, and Walk-in sessions at
Labs www.CiscolLive.com/
on-demand
\ Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
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mailto:grscarle@cisco.com
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