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Catalyst 9000 Series Switching Family - …

Cisco Webex App

Session ID: BRKCOM-2116

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until 14 November 2025.
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Intersight Overview/Recap



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Cisco Intersight
IT operations, simplified.
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Cisco Intersight® 

Automate
deployments, 
configuration, 

workflows, and day-0 to 
day-N tasks

Control 
your global 

infrastructure from 
one place, 24x7x365

See
your global on-premises 
and edge environments

in one dashboard
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View in one place 

BRKCOM-2116

7

“[Cisco] Intersight® allowed us to quickly find a 
problem that would have taken us months to 
troubleshoot without the visibility that Intersight 
provides.” 

Director of IT and Communications, regional medical center 

“With Cisco Intersight, I can now see information that 
I did not have before. It is one of the first places that 
we go to when we have performance issues or if a 
tech upgrade is requested.” 

Director of IT, state governmental agency 

• Your global Cisco and third-party infrastructure

• Servers, virtual machines, storage, and networking

• Real-time physical and virtual device status, UCS 
domain connectivity issues, security advisories, field 
notices, and hardware compatibility status

• Selected historical data (up to two years)

The customizable dashboard uses widgets for a single view 
of the health and inventory status of managed devices.
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“[Cisco] Intersight® has reduced the weight of routine deployment and 
monitoring tasks so we can focus on the work that helps our business.” 

Director of IT and Communications, regional medical center 

Configure, deploy, monitor, manage, and 
support your physical and virtual infrastructure 
throughout its lifecycle from one place—anytime, 
anywhere

Manage infrastructure throughout its lifecycle 

BRKCOM-2116
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Day 1 
Configure 

Day 0 
Deploy/install

Day 2 
Monitor and alert

Day N 
Maintain/

troubleshoot 

Control Cisco UCS®, 
converged, and 

hyperconverged infrastru
cture throughout its 

lifecycle
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Infrastructure issues with custom insights 
and automated support 

“You know you are being proactive when an engineer replaces a hard 
drive  that was displaying anomalies before it fails and causes problems 
downstream.” 

Distinguished Engineer, global technology conglomerate 

• Reduce troubleshooting by 45-60 minutes*
• Close RMA cases up to two days faster*

*Reported by Cisco Intersight® customers

Prevent, resolve, and analyse

BRKCOM-2116
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Resolve

Prevent

Analyze

Topology views
Security advisories and field 
notices
HCL baselining and 
notifications

Connected support (Cisco® 
TAC)
Proactive RMAs

Real-time and historical data
Out-of-the box dashboards
Customizable dashboards / widget 
library
Metrics Tab / Metrics Explorer
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Intersight Monitoring
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Aggregate and visualize metrics 
collected for Fabric Interconnects and 
Servers

Monitor devices, optimize 
performance, identify bottlenecks  
and address any potential issues

BRKCOM-2033 – Intersight Monitoring and Metrics: Bringing 
Enhanced Visibility to Infrastructure
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Comprehensive infrastructure support

BRKCOM-2116

Cisco converged 
infrastructure with 

UCS X-Series 

See converged infrastructure 
inventory and incorporate 

into orchestrated workflows

Cisco Compute 
Hyperconverged with 

Nutanix 

See and control your entire 
hyperconverged 

infrastructure fleet in one 
place—spanning clusters 

globally

AI-ready infrastructure

Cisco AI Pods: Deploy, 
monitor, and support AI 

inferencing solutions on-
premises and at the edge

For data-intensive use 
cases like model training 

and deep learning: NVIDIA 
HGX and MGX servers

Cisco UCS 

Configure, deploy, operate, 
and maintain C-Series and 
X-Series rack and blade 

servers, anytime and 
anywhere

Intersight provides the most comprehensive set of 
infrastructure management capabilities for any UCS 
server form factor and most generations in one place. 

Other vendors either provide less 
functionality, cannot cover their full server 
suite, or require you to use multiple tools.
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Ecosystem integration 

BRKCOM-2116

• Monitor your Cisco UCS infrastructure from Splunk

• Quickly diagnose and act on potential issues

• Leverage Splunk’s analytics capabilities to identify 
potential issues in Intersight-managed UCS 
infrastructure

• Unify data from compute and other platforms in 
Splunk to gain a comprehensive understanding of IT 
operations

• Strengthen security posture by integrating Intersight’s 
infrastructure insights with Splunk Enterprise’s 
advanced threat detection and compliance monitoring

Splunk Add-on 

Service Graph Connector for Cisco Intersight®

Ingest data from Cisco Intersight-connected 
devices into ServiceNow to resolve issues faster

Cisco Intersight: Incident Management 
Integration

Automated Incident Generation: Raises 
incidents in ServiceNow for alarms and 
advisories from Cisco Intersight

ServiceNow plugins 

• See storage capacity, controllers, 
configuration, snapshots, and replication 

• Automate storage management and 
orchestration 

• Use storage task library to create and execute 
workflows 

Storage plugins 

*Feature set varies by hypervisor

Virtualization*

• See virtual machine inventory and supporting 
infrastructure across on-premises/edge environments 

• Standardize management of virtual infrastructure

• Efficiently provision and simplify management of daily 
operations
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API/SDKs 
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Easily integrate 
existing 
tools into Intersight 

Get the best of 
Intersight and your 
current tools 

Maximize your 
investments 

Cisco Intersight® API 

Prepackaged API 
clients 

Easy way to start 
programming 
against Intersight 

Full access to the 
API 

SDKs Current SDKs 
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Deployment options 
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Intersight.com 

Connected

Private (air-gapped) 

Virtual appliance 

Cisco-hosted SaaS 

C ISCO INTERS IGHT®
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Intersight Benefits
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Accelerate operations Control energy use

Improve productivity

Increase uptime

Bolster security

Strengthen compliance

C ISCO 
INTERS IGHT®  

IT operations. Simplified.



© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2116

Ecosystem and Integrations
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Ecosystem integration 
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• Monitor your Cisco UCS infrastructure from Splunk

• Quickly diagnose and act on potential issues

• Leverage Splunk’s analytics capabilities to identify 
potential issues in Intersight-managed UCS 
infrastructure

• Unify data from compute and other platforms in 
Splunk to gain a comprehensive understanding of IT 
operations

• Strengthen security posture by integrating Intersight’s 
infrastructure insights with Splunk Enterprise’s 
advanced threat detection and compliance monitoring

Splunk Add-on 

Service Graph Connector for Cisco Intersight®

Ingest data from Cisco Intersight-connected 
devices into ServiceNow to resolve issues faster

Cisco Intersight: Incident Management 
Integration

Automated Incident Generation: Raises 
incidents in ServiceNow for alarms and 
advisories from Cisco Intersight

ServiceNow plugins 

• See storage capacity, controllers, 
configuration, snapshots, and replication 

• Automate storage management and 
orchestration 

• Use storage task library to create and execute 
workflows 

Storage plugins 

*Feature set varies by hypervisor

• See virtual machine inventory and supporting 
infrastructure across on-premises/edge environments 

• Standardize management of virtual infrastructure

• Efficiently provision and simplify management of daily 
operations

Virtualization
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Service Graph Connector for Cisco Intersight

ServiceNow

• Cloud-based platform for IT management 
workflows

Service Graph Connectors 

• Import third-party data into ServiceNow CMDB

• Ensures data quality, timeliness, and 
consistency

• Works out-of-the-box and complies with 
ServiceNow Common Service Data Model

• Synchronize inventory data between Cisco 
Intersight and ServiceNow

UCS 
C/B/X-Series

HyperFlex

Storage, 
Network 

Virtualization

C I S C O  I N T E R S I G H T  
I N F R A S T R U C T U R E  

S E R V I C E

Inventory

>

BRKCOM-2116
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Service Graph Connector: Features

• Populate CMDB using Service graph

• Assets, Event, Change Management

• Supports for all Intersight claimed 
devices including 3rd party Servers, 
Storage, Nexus, MDS Switches

• Intersight License Tier: Advantage 

Certified and listed on ServiceNow store

BRKCOM-2116
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Service Graph Connector: Key benefits

Enhanced Visibility Actionable Insights Faster Time to Resolution

Automatic view of Data Center 
Infrastructure inventory and 

relationships.

Insight into servers, storage, 
network devices, and virtual 

machines.

Understanding dependencies 
between workloads and 

infrastructure.

Quick response and effective 
incident management.

Proactive prediction and 
prevention of service outages.

Faster incident resolution and 
improved service availability.

BRKCOM-2116

20



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Service Graph Connector Overview

Uses the Intersight API

• API access can be Read-Only

• Additional RBAC within 
ServiceNow

App Features

• Device Inventory and Sync

• Relationships between 
Configuration Items 
(FIs/Chassis/Servers/Virtualizati
on)

• Reconciliation Engine (avoids 
duplicate CIs)

BRKCOM-2116
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Intersight Incident Management Integration

BRKCOM-2116
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Splunk Addon for 
Cisco Intersight
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• Monitor your Cisco UCS infrastructure 
from Splunk

• Quickly diagnose and act on potential 
issues

• Leverage Splunk’s analytics capabilities to 
identify potential issues in Intersight-
managed UCS infrastructure

• Unify data from compute and other 
platforms in Splunk to gain a 
comprehensive understanding of IT 
operations

• Strengthen security posture by integrating 
Intersight’s infrastructure insights with 
Splunk Enterprise’s advanced threat 
detection and compliance monitoring
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Splunk Addon for 
Cisco Intersight

• Enhanced Infrastructure Visibility: Combine Cisco Intersight's 
real-time infrastructure monitoring with Splunk Enterprise's log 
analytics and AI-driven insights.

• Proactive Issue Detection: Leverage Splunk's analytics 
capabilities to identify potential issues in Cisco Intersight-
managed UCS infrastructure, enabling proactive remediation.

• Optimized IT Operations: Unify data from Compute and other 
platforms to gain a comprehensive understanding of IT 
operations, driving informed decision-making and improved 
mean time to resolution (MTTR).

• Security and Compliance: Strengthen security posture by 
integrating Cisco Intersight's infrastructure insights with Splunk 
Enterprise's advanced threat detection and compliance 
monitoring.

Splunk ADD-ON for 
Cisco Intersight
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APIs and Automation
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The API is behind everything

BRKCOM-2116
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API

GUI

Ansible

Terraform
Golang SDK

Python SDK
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Intersight API - REST

{REST:API}

GET POST PUT DELETE

JSON

BRKCOM-2116
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Intersight API – Managed Objects

MO
MO

MO
MO

MO

MO
MO

MO
MO

MO

MO
MO

MO
MO

MO

ClassId: ntp.Policy
Moid: 61e9f9696275722d31e74cfd
ObjectType: ntp.Policy
Organization:
  ClassId: mo.MoRef
  Moid: 5deed7fc6972652d33bc48d0
  ObjectType: organization.Organization
  link: https://...2652d33bc48d0

Name: NTPTest
Description: Example NTP Policy
Enabled: true
NtpServers:
- ntp.esl.cisco.com
Timezone: Australia/Sydney

…

(Simplified Example)

BRKCOM-2116
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Intersight API - Authentication
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Intersight API - Authentication

BRKCOM-2116
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Intersight API - Authentication

Will be used to tell 
Intersight API 

which API key you 
are using 

Secret (Private) 
Key used to sign 

API requests

BRKCOM-2116
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Intersight API – OpenAPI Specification

https://intersight.com/apidocs/downloads/ 

Intersight
OpenAPI Specification

OpenAPI Generator
Golang SDK

Python SDK

Powershell Module

BRKCOM-2116
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https://intersight.com/apidocs/downloads/
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Intersight API Documentation Browser

BRKCOM-2116
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Postman

https://www.postman.com https://github.com/CiscoDevNet/intersight-postman 

BRKCOM-2116
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https://www.postman.com/
https://github.com/CiscoDevNet/intersight-postman
https://github.com/CiscoDevNet/intersight-postman
https://github.com/CiscoDevNet/intersight-postman
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Postman

BRKCOM-2116
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isctl is a kubectl-inspired CLI for Intersight

Generated automatically from the Intersight 
OpenAPI v3 spec

Written in Go and distributed as MacOS, Linux 
and Windows binaries (no dependencies)

Human, JSON or YAML output

JSONPath and custom-column support for data 
extraction and transformation

37
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Getting Started - Installation

Using the scoop.sh package manager:

Using the Homebrew package manager:

Windows

MacOS

scoop install https://github.com/cgascoig/isctl/raw/devel/isctl.json

brew install cgascoig/isctl/isctl 

https://github.com/cgascoig/isctl Linux / manual install:

User Guide: https://isctl.netlify.app/ 

BRKCOM-2116
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https://scoop.sh/
https://brew.sh/
https://github.com/cgascoig/isctl
https://isctl.netlify.app/
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Getting Started – Initial Configuration

❯ isctl configure
keyID is currently ''
Enter new keyID or press Enter to keep existing: 
61970b917564612d333d4d41/61970b917564612d333d4d46/626f24e57564612d335c906d
key filename is currently ''
Enter new key file name or press Enter to keep existing: ~/dev/api-keys/intersight-cgascoig-clus-demo.pem
Intersight API server is currently 'intersight.com'
Enter new Intersight API server or press Enter to keep existing:
INFO[0053] Writing config file             

BRKCOM-2116
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isctl – First Request

❯ isctl get ntp policy
-------------  -----------------------------  ----------------------------  ------------  ----------------------  ---------------------
    Name              Moid    AuthenticatedNtpServers    Enabled        NtpServers        Timezone

-------------  -----------------------------  ----------------------------  ------------  ----------------------  ---------------------
  NTPTest    626f1ad36275722d30486f94                     True    ntp.esl.cisco.com    Australia/Sydney

  NtpTest1    626f4f476275722d304c406b                     True     1.1.1.1, 2.2.2.2      Pacific/Niue
  NtpTest2    626f4f4f6275722d304c40df                     True     1.1.1.1, 2.2.2.2      Pacific/Niue
  NtpTest3    626f4f556275722d304c4148                     True     1.1.1.1, 2.2.2.2      Pacific/Niue
  NtpTest4    626f4f5c6275722d304c41c3                     True     1.1.1.1, 2.2.2.2      Pacific/Niue
  NtpTest5    626f4f636275722d304c421e                     True     1.1.1.1, 2.2.2.2      Pacific/Niue

-------------  -----------------------------  ----------------------------  ------------  ----------------------  ---------------------

BRKCOM-2116
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Use case examples

Find all the Trusted Platform Modules in blade and rack servers and their activation status

❯ isctl get equipment tpm  --expand 'ComputeBoard($expand=ComputeRackUnit,ComputeBlade)’ -o custom-
columns=TPMSerial:.Serial,BladeSerial:.ComputeBoard.ComputeBlade.Serial,RackSerial:.ComputeBoard.ComputeRackUnit.Serial,Activati
onStatus:.ActivationStatus,AdminState:.AdminState
----------------  ----------------  ----------------  ---------------------  ---------------
   TPMSerial    BladeSerial     RackSerial    ActivationStatus    AdminState
----------------  ----------------  ----------------  ---------------------  ---------------

      NA       <none>    FCH2035V0CP         unknown      unknown
  FCH1807J9V6    FCH18097X4Z       <none>         unknown      unknown
  FCH1803JEVA    FCH18097X4Z       <none>        activated      enabled
  FCH2041774F    FCH2046736C       <none>        activated      enabled
  FCH20337FE5    FCH210977GZ       <none>        activated      enabled
----------------  ----------------  ----------------  ---------------------  ---------------

BRKCOM-2116
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Use case – inventory

❯ isctl inventory compute -o xlsx=out.xlsx
INFO[0000] Collecting compute inventory
INFO[0000] Collecting compute.PhysicalSummary inventory
INFO[0000] Auto pagination requesting batch, skip=0, top=1000
INFO[0001] Auto pagination requesting batch, skip=1000, top=1000
INFO[0001] Auto pagination finished: no more results
INFO[0001] Collecting processor.Unit inventory
INFO[0001] Auto pagination requesting batch, skip=0, top=1000
INFO[0002] Auto pagination requesting batch, skip=1000, top=1000
INFO[0003] Auto pagination finished: no more results
INFO[0003] Collecting memory.Unit inventory
INFO[0003] Auto pagination requesting batch, skip=0, top=1000
INFO[0005] Auto pagination requesting batch, skip=1000, top=1000
INFO[0007] Auto pagination requesting batch, skip=2000, top=1000
INFO[0008] Auto pagination finished: no more results
INFO[0008] Collecting storage.Controller inventory

...

INFO[0017] Auto pagination requesting batch, skip=0, top=1000
INFO[0018] Auto pagination requesting batch, skip=1000, top=1000
INFO[0019] Auto pagination finished: no more results
INFO[0019] Collecting equipment.Transceiver inventory
INFO[0019] Auto pagination requesting batch, skip=0, top=1000
INFO[0020] Auto pagination requesting batch, skip=1000, top=1000
INFO[0021] Auto pagination finished: no more results
INFO[0021] Output written to xlsx file /tmp/out.xlsx

BRKCOM-2116
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Use case – inventory

.
BRKCOM-2116
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Intersight Autodoc

BRKCOM-2116
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https://github.com/poweroftim/intersight-autodoc 

https://github.com/poweroftim/intersight-autodoc
https://github.com/poweroftim/intersight-autodoc
https://github.com/poweroftim/intersight-autodoc
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Infrastructure as Code and 
Automation
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Think About the Operating Model

Source of 
truth

Service 
Request

Makes 
Changes

Operator

Service Request Model GitOps Model

Automation added here ☺ 

BRKCOM-2116
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Think About the Operating Model
Service Request Model

Service 
Request

Makes 
Changes

Operator

Service 
Request

Ansible

Intersight 
Orchestrator

...

Operator

Makes 
Changes

Service 
Request

Ansible

Intersight 
Orchestrator

...

Makes 
Changes

BRKCOM-2116
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Think About the Operating Model
GitOps Model

BRKCOM-2116

Source of 
truth

Compute
UCS-X | CI | HCI

Network
ACI | VXLAN EVPN | NEXUS

BMaaS VMaaS CaaS

Nexus

Dashboard

IntersightIntersight  i nf rast ructure services

Sync
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What is Ansible?

• Open-source Configuration Management 
Tool

• Commercial offerings from RedHat

• Declarative (when possible) and 
idempotent

• Can manage a wide range of systems: 

VMs, network devices, cloud instances, etc.

• Agentless

• Python server-side dependencies

• Stateless – Need “undo” run book

BRKCOM-2116
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What is Terraform?

• Open-source Infrastructure Provisioning Tool

• Commercial offerings from HashiCorp

• Declarative and idempotent

• Immutable infrastructure concept

• Can manage a wide range of systems: 

VMs, network devices, cloud instances, etc.

• Agentless, single binary file

• Zero server-side dependencies

• Stateful – can reverse/destroy changes

BRKCOM-2116
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Cisco Intersight: Automate

BRKCOM-2116
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Extensive 
library of 

ready-to-use 
tasks and 
workflows 

Simple drag-and-drop 
workflow authoring 

Create 
custom 
automation 
and 
integration 
tasks 

Create automated workflows to…  

• Accelerate delivery of apps and infrastructure 

• Reduce risk with standardization 

• Simplify cross-domain orchestration 

Automate anything, anywhere
Orchestrate infrastructure and workloads, across on-prem and 
public clouds

Easy-to-use, low-code orchestration
Create and execute complex workflows with a GUI-based designer

Boost IT operations
Benefit from a library of curated tasks and workflows

“With consistent and repeatable workflows offered by Cisco Intersight, 
IT teams can save time and decrease operational costs.” - ESG 
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Cross-domain orchestration with Intersight

Extensive library of 
ready-to-use tasks and 

workflows 

Create custom 
automation 

and integration tasks 

Simple drag-and-drop 
workflow authoring 
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Key Takeaways
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Key Takeaways

API Ecosystem and Integration Automation
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

Contact me at: alicrawf@cisco.com Email/Webex

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
mailto:cgascoig@cisco.com
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