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What is a Webex Organisation?

An organisation is a
logical management
construct for a customer
in the Webex platform
which allows them to
manage their Webex
collaboration services for
a set of users & devices

© 2025 Cisco and/or its affiliates. All rights reserved.
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Control Hub: Window into the World

Cloud-based microservices

00 webex

by CISCO

webex Control Hub

-
A\
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e No Throttling ¢ -3:’1—

+ Persist Logs

Troubleshooting Control Hub Errors
Collecting a Browser Trace

1. Right-click > Inspect R O nspectr

Import HAR File
Save All As HAR
Copy All As HAR

Collecting a browser trace

Developer Tools — Webex Control Hub — https://admin.webex.com/manage-users/users

(>] console [ Debugger T Network > L
+ Q O Disable Cache

{} style Editor

D‘j LR
No Throttling = ;}
Images Media WS Other

2. Select Network HTML €SS JS XHR Fonts

Method Domain Duration

identity.webex.com 141 ms

Firefox 3. Load page

OPTIONS s 50 ms

GET lice c-4408-albc-3b6e606fbedd  json 92 ms

OPTIONS license-a 359 ms

bed36d95-b53c-4408-albc-3b6e606fbed9 plain

DevTools - admin.webex.com/manage-usersfusers

Right-click > Inspect —

Y Filter Invert

Console Sources Network Performance Memory Application Security

Disable cache Nothrotting ~» % | &L &

Preserve log

Hide data URLs Hide extension URLS

Select Network

All Fetch/XHR || Doc || CSS || JS || Font | | Img || Media | | Manifest || WS || Wasm || Other Blocked response cookies Blocked requests

3rd-party requests

Big request rows Group by frame

Check Preserve Log

Overview Screenshots

Name 214 Met...a | Status Domain

Load page

Many tools such as or

{i¥ Userstfilter=(userType%20eq%...
{;} bed36d95-b53c-4408-albe-3b...
{i¥ Userstfilter=(userType%20eq%...
{;} bed36d95-b53c-4408-albe-3b...

fidentity/scim/8ad51c16-13ad-43e8-a390-...
fidentity/scim/8ad51c16-13ad-43e8-a390-...
fidentity/scim/8ad51c16-13ad-43e8-a390-...
Jlicensefapifvi/organization/8ad51c16-13a...

GET ...
GET ...
GET ...
GET ...

200
200

identity.webex.com
identity.webex.com
identity.webex.com
license-a.wbx2.com

allow you to read the HAR file more easily.

features include text search, filter by HT TP status code, and message color coding



https://proxyman.io/
https://toolbox.googleapps.com/apps/har_analyzer/
https://help.webex.com/en-us/article/WBX9000028670/Generate-a-HAR-File-in-Your-Browser

Web debugging Tips & Tricks

@ Chrome: Continue debugging on popups
* Launching into a Customer organisation in Partner Hub will open a new tab

« By default, the cross-launch isn’t captured by a browser trace

* To adjust this, from a browser trace:
* Click the gearicon &

. . Global
* Navigate to the Global section
° CheCk the bOX fOI’ AUtO'Open & Auto-open DevTools for popups
DeVTOOIS for popups & Search as you type

@ Firefox requires add-on support to deliver the same capability

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531



HTTP Request Types

RFC 2616

P18 1S8 Requests the origin server delete the resource identified by

GET Retrieve whatever information is identified by the Request-URI

OPTIONS A request for information about the communication options available on

the request/response chain

HoL3BN Creates a new resource or appends data an existing resource
Updates an existing resource or creates one if it is not present

HNLH N Used to make a partial update on a resource

Most used Request Types in Control Hub
Does not represent the full list!

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531




Common HTTP Responses

Code

Definition

Example

1xx - Info Response

2XX - Success

3xX - Redirection

4xx - Client error

5xx - Server error

The request was received and
understood

Action was received, understood, and
accepted

Client requires additional action to
complete request

Error that is likely caused by the client
that is making the request

Error that is caused by the server
performing the request

BRKCOL-3531

100 Continue

200 OK
201 Created

302 Found
307 Temporary Redirect

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error
503 Service Unavailable
504 Gateway Timeout




ommon HTTP Responses

https://status.webex.com

Code Definition

Example

1xx - Info Response

The request was received and
understood

PUB0012318

Webex Control Hub Webex Control Hub: Users are unable

to login to Webex Control Hub

May 16, 2024, 12:26 UTC All Regions Commercial

< |, and

Resolved - Services remain healthy and stable and the issue is now resolved.

We appreciate your patience while we addressed this service incident.
May 186, 2024, 15:08 UTC

Monitoring - Engineering has completed remediation activities and services are now restored.

We will continue to monitor to ensure service stability.
May 16, 2024, 14:53 UTC

client
-

Identified - Engineering continues 1o work tirelessly to restore the Webex Control Hub services. In addition to the previously called out impact, a small percentage of users may experience failures

100 Continue

200 OK
201 Created

302 Found
307 Temporary Redirect

400 Bad Request

and latency with space management functions. This may include deleting, renaming, and creating new spaces. Additionally, newly invited participants to those spaces may also experience failures

when trying to join those spaces.

We are actively working to restore services and apologize for the inconvenience this may cause.

May 18, 2024, 14:02 UTC

Identified - Upon further investigation engineering identified additional impact to Webex Calling Wholesale provisioning and Webex for BroadWorks sign in/provisioning. All hands are on deck
currently working on mitigation tactics to restore services.

We appreciate your patience while we work to restore services and apologize for the inconvenience this may cause.

May 18, 2024, 13:05 UTC

Investigating - Engineering is investigating an issue impacting users ability to login to Webex Control Hub. Administrators attempting to login to Webex Control Hub would experience failure with

efror 'Sign in failure. An error has occurred.'

We are working towards restoring services and apologize for the inconvenience this may cause.
May 186, 2024, 12:26 UTC

BRKCOL-3531

401 Unautharized

403 Forbiddén

404 Not Found

429 Too Mahy Requests

500 Internal Server Error
503 Service Unavailable
504 Gateway Timeout



https://status.webex.com/
https://status.webex.com/

How Web Debugging shows up in Control Hub

90 webex 00 webex

webeXx Control Hub webex Identity

OPTIONS :
/identity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/bcfe8f37-5020-4820-9f66-

3d944ca9e9f3?includeGroupDetails=true&includeVirtualGroup=false HTTP/2 I

Host: identity.webex.com I

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) GAccept: */* |

Accept-Language: en-US,en;g=0.5 |

SO I

i

|

|

N|

Access-Control-Request-Method: GET §
Access-Control-Request-Headers: access-control-expose-headers,authorization,trackingid
Referer: https://admin.webex.com/

Origin: https://admin.webex.com

HTTP OPTIONS Access-Control-Request-Method
. : : This indicates the HTTP method that
Th|§ ISLIEE 15 UEEE ) ClRElie will be used in the actual request. It
which HTTP methods (e.qg., GET, also allows the server to determine
POST, PUT, DELETE) are supported

if it will permit the specified method

by the server or a specific resource from Control Hub.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco



How Web Debugging shows up in Control Hub

00 webex

00 webex

by CISCO by CISCO

webex denty
OPTIONS |

/identity/scim/8ad51¢c16-13ad-43e8-a390-2f653ff28e99/v1/Users/bcfe8f37-5020-4820-9f66-
3d944ca9e9f3?includeGroupDetails=true&includeVirtualGroup=false HTTP/2

Host: identity.webex.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) GAccept: */*
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Access-Control-Request-Method: GET

Access-Control-Request-Headers: access-control-expose-headers,authorization,trackingid
Referer: https://admin.webex.com/

Origin: https://admin.webex.com

HTTP/2 200

trackingid: ROUTERGW_e5c5e27b-3fa6-4e€39-9¢c7b-2080cbe92695

datacenter: prod-achm

access-control-allow-origin: https://admin.webex.com

strict-transport-security: max-age=31536000

access-control-allow-methods: TRACE, HEAD, PUT, GET, PATCH, CONNECT, DELETE, POST, OPTIONS
access-control-allow-headers: Access-Control-Expose-Headers, Authorization, Trackingid
content-length: 0

date: Wed, 24 Apr 2024 13:18:42 GMT

GET /identity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/bcfedf37-5020-4820-9f66-
3d944ca9e9f3?includeGroupDetails=true&includeVirtualGroup=false HTTP/2

Host: identity.webex.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0
Accept: application/json, text/plain, */*

Authorization: Bearer <TOKEN>

TrackinglD: ATLAS_4b03d344-b897-43a6-931e-758da6f5bb44_3

I HTTP/2 200
| trackingid: ATLAS_4b03d344-b897-43a6-931e-758da6f5bb44_3
I {"schemas":["urn:scim:schemas:core:1.0","urn:scim:schemas:extension:cisco:commonidentity:1.0"],"userName":"dmalfoy@thestoj.com","emails":[{"primary":tru 'é'.'s'f-_';'

e,"type":"work","value":"dmalfoy@thestoj.com"}],"name":{"givenName":"Draco","familyName":"Malfoy"}}




How Web Debugging shows up in Control Hub

00 webex

by €1SCO

webeXx Control Hub

Reset Password

Actions ~

e

Reactivate User

[ ]

Delete User

BATCH Response header

/identity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/c5f551f5-f116-4ca4-9a67-c3f64c7bd25d HTTP/2
Host: identity.webex.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0

Accept: application/json, text/plain, */*

Authorization: Bearer <token>

TrackinglD: ATLAS_52ad16f8-6960-4954-be4f-ab4682bbafca_24

Content-Type: application/json
{ Content-Length: 109

Request body

fn

N

{"schemas":["urn:scim:schemas:core:1.0","urn:scim:schemas:extension:cisco:commonidentity:1.0"],"active":true}

00 webex

by CISCO

HTTP/2 200

trackingid: ATLAS_52ad16f8-6960-4954-be4f-ab4682bbafca_24

datacenter: prod-achm

location: https://identity.webex.com/identity/scim/8ad51c16-13ad-43e8-a390-
2f653ff28e99/v1/Users/c5f551f5-f116-4cad-9a67-c3f64c7bd25d
content-type: application/json;charset=UTF-8

date: Wed, 24 Apr 2024 18:15:15 GMT

{"schemas":["urn:scim:schemas:core:1.0","urn:scim:schemas:extension:cisco:commonidentity:1.0"],"userName":"freeuser@thestoj.com","emails":[{"primary":t

rue,"type":"work","value":"freeuser@thestoj.com"}],"name":{"givenName":"Paul","familyName":"Stojanovski"},"entitlements":[ "spark -test-account","basic-
meeting","basic-message","cloudmeetings”,"screen-share","spark","squared-call-initiation","webex-
squared"],"cisSyncSource":"SCIM","userStatus":"active","id":"c5f551f5-f116-4ca4-9a67-c3f64c7bd25d","meta":{"created":"2023-12-
22T13:51:08.3382","lastModified":"2024-04-24T18:15:15.043Z","lastLoginTime":"2024-03-
12T20:11:57.726Z","version":"W/\"14987552451\"","location":"https://identity.webex.com/identity/scim/8ad51c16-13ad-43e8-a390-

2f653ff28€99/v1/Users/c5f551f5-f116-4ca4-9a67-c3f64c7bd25d","organizationID":"8ad51¢c16-13ad-43e8-a390-2f653ff28€99","userClaimTime":"2023-
12-22T13:51:07.8752"},"displayName":"Paul Stojanovski”, " active":true, accountStatus":["active"],"licenselD":["WXSFREE_c1f9f2e 1-bdae-41bd-b405-

2634a46b930e_ciscolivecx-converged.webex.com"sipAddresses":[{"type":"cloud-

calling","value":"freeuser@ciscolive.calls.webex.com","primary":true}],"trainSiteNames":["ciscolivecx-
n.n nn

"o "user","sensitive":false} 200 OK

converged.webex.com","userType

webex |dentity

Response
header

Respon
body

Se

]
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How Web Debugging shows up in Control Hub

00 webex

. Response header

& Reset Password

. S Reactivate User

1 Delete User

PATCH
/identity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/c5f551f5-f116-4ca4-9a67-c3f64c7bd25d HTTP/2
Host: identity.webex.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0

Accept: application/json, text/plain, */*

Authorization: Bearer <token>

TrackingID: ATLAS_52ad16f8-6960-4954-be4f-ab4682bbafca_24

Content-Type: application/json

{ Content-Length: 109 Request body

{"schemas":["urn:scim:schemas:core:1.0","urn:scim:schemas:extension:cisco:commonidentity:1.0"], "active":true}

A 4

| webex Identity |

ebex ldentity

Webex ldentity - Active state

Determines if the user is Active or Inactive in Control Hub.

PATCH (RFC 5789 - Patch Method for HTTP)
 Used when making an update to an existing resource
* No values are being completely replaced or removed

BRKCOL-3531
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How Web Debugging shows up in Control Hub

00 webex

by CISCO

B Request header

& Add users ‘v

POST
/license/api/v1/organization/8ad51¢c16-13ad-43e8-a390-2f653ff28e99/users/onboard HTTP/2
Host: license-a.wbx2.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0

Accept: application/json, text/plain, */*
Authorization: Bearer <token>
Access-Control-Expose-Headers: TrackingID
Content-Type: application/json

Content-Length: 535 Request body

00 webex

by CISCO

webex License Service

[{"email":"demo_user@thestoj.com","licenses":[id":"EE_a8e7d08d-5966-46¢c7-alc2-

»e4173b0e0f78_ciscolivecx.webex.com","idOperation":"ADD","properties":{}}],"extendedSiteAccounts":[],"onboardMethod":"MANUAL","name":{"gi

venName":"Demo","familyName":"User"},"displayName":"Demo User","entitlements":[]}]

Response header

Response body

[{"email":"demo_user@thestoj.com","uuid":"a9605af8-169b-485e-8f6¢c-4a5caef07a21","status":201}]

200 OK

BRKCOL-3531

HTTP/2 200

vary: origin,accept-encoding
access-control-allow-origin: https://admin.webex.com
access-control-allow-credentials: true
access-control-expose-headers: Trackingld, Link, Retry-After
timing-allow-origin: https://admin.webex.com
Xx-content-type-options: nosniff

trackingid: ATLAS_acc3db0d-0181-4a6d-914c-90678e88018b_44
content-encoding: gzip

content-type: application/json

date: Tue, 21 May 2024 17:05:56 GMT

]
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How Web Debugging shows up in Control Hub

00 webex oo weI?celszg

P —
T Request header |
Current /license/api/v1/organization/8ad51¢c16-13ad-43e8-a390-2f653ff28e99/users/onboard HTTP/2 I
H

nct: licanca-a whv?2 com

Manage u:

License Service
« Controls which licenses are applied to a Webex user
 Proxies request and sends details to Webex |Identity
 Webex Identity creates a Universal Unique ldentifier for the user

HTTP POST method

Used when creating or appending data to an existing resource
« User is created in the Licensing Service and Webex Identity

« id":"EE_a8e7d08d-5966-46¢c7-a1c2-e4173b0e0f78_ciscolivecx.webex.com is
added to the license block

date: Tue, 21 May 2024 17:05:56 GMT

[{"email":"demo_user@thestoj.com","uuid":"a9605af8-169b-485e-8f6¢c-4a5caef07a21","status":201}]

200 OK il




Control Hub - Network Issues

Yes, blame it on the network! - Status 0 indicates a network failure

occurred when making an HTTP
Request to Control Hub

Referrer: Control Hub notification toaster-links
Browser URL: https://admin.webex.com/settings
Contrgl Hub Build: 20240423-46f592f s « Common causes is network connection
View Org ID: 8ad51c16-13ad-43e8-a390-2f653ff28e99 . . B

Logged-in User ID: bcfe8f37-5020-4820-9f66-3d944ca9e9f3 failure (ex: loss of Wi-Fi), proxy

Logged-in User Org ID: 8ad51¢c16-13ad-43e8-a390-2f653ff28e99 blocking traffic, outbound routing
Logged-in User Clock UTC: Tue, 30 Apr 2024 18:11:11 GMT
Customer Type: Enterprise Troubleshoot must begin by

debugging common network failures

Status: 0

Status Text: Unknown Error
URL: https://atlas-a.wbx2.com/admin/api/v1/organizations/8ad51¢c16-13ad-

43e8-a390-2f653ff28e997?selfSubscribe=false K Failed to set sideboarding status. A .
Tracking ID: ATLAS_84b4062e-48a9-4084-85cf-4b3c09618817_140 network failure has occurred.
Error: { J TrackinglD:
"isTrusted": true ATLAS_84bA062e-48a9-4084-85c¢f
} -4b3c09618817.140 Show Less

Check for Open Incidents

Message: Failed to set sideboarding status. A network failure has occurred.
TrackinglD: ATLAS_84b4062e-48a9-4084-85cf-4b3c09618817_140 —I Copy Debug Info

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531



Troubleshooting Users

1. Add user failures
2. Email delivery failures
O™ 3. Truths about inactive users - hidden

CISCO Live !



Unable to Add User

« By far the largest “add user
error” issue observed in
TAC

* Nearly half of all TAC user

management cases are due
to this condition

Error is triggered when the

AND your organisation

Also, visible when managing user through CSV

Error Type

Error

Error Message

| The domain of user does not match any of your verified or claimed domains. |
Hence, you cannot claim this user into your organization. For steps on verifying
domains and claiming this user, please review the help article: <a
href="https://help.webex.com/article/nceb8tm" target="_blank">Claim users to
Your Organization (Convert users)</a>.

Errors (1)

User creation error

& The domain of user pstojano@rtp.ciscotac.net does not match any of your verified or claimed domains. Hence,
you cannot claim this user into your organization. For steps on verifying domains and claiming this user, please
review the help article: Claim users to Your Organization (Convert users). TrackinglD: ATLAS_ad0439e9-238e-4231-

bf60-61b00db7ccbd_6

In Webex ldentity

have the

© 2025 Cisco and/or its affiliates. All rights reserved.
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Understanding the add user logic

Webex
Admin
Action: Add user

Check Webex Identity for existing user

pleasesaveme@thestoj.com w
webex
. by CISCO

webeXx Control Hub

user1@rtpcloudcollabtac.net
user2@rtpcloudcollabtac.net

d;;b . . user3@rtpcloudcollabtac.net

User Found
Domain not verified

User creation error

lﬂ\
\
N

\ Verified Domain:
] rtpcloudcollabtac.net

L/

® The domain of user pleasesaveme@thestoj.com does not match any of your verified or claimed domains.

Hence, you cannot claim this user into your organization. For steps on verifying domains and claiming this user,
please review the help article: Claim users to Your Organization (Convert users). TrackingID:
ATLAS_4dc84f8e-6beb-4af7-9561-cd3c3b401bf9_38

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531
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Enterprise Org

00 webex

by CISCO

Webex.com Org

00 webex

by CISCO

Webex Free Org

pleasesaveme@thestoj.com

]
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Add User Remediation

Reset Password

« Domain must first be verified

Move User

 Two options:
1. Selectable list

Deactivate User

\l/ & Add users

FAN

Delete User

Claim Users 2. CSV bUIk edlt _ Retract User Claim

« Option available to retract claim
Manage user py CSV oO— o

Select potential claims Claim users

) Step 1: Select how to claim users
Enable Directory Connector

Claim users that signed up for Webex on their own into your organization. To bulk edit, download the potential claims list as a CSV file.
For more information, see how to claim and convert potential users (2

T T 1 /N Note that all claims are irreversible. When you claim a user, you'll send them an activation email.
Send invitatiohs Y Y
(-]
=
== Selectable list CSV bulk edit

For less than 101 potential claims, select For bulk potential claims, download the

directly from the list. CSV file. Edit and upload the file.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531



Add User Remediation

® O

Select potential claims Claim users

Step 2: Claim users from the list

Allow your delayed claimed users to transfer their old messages and chat history to your organization.

Delayed claimed users will have up to 14 days to complete their content migration.

v What's immediate and delayed claim?
Potential Claims (3)

1 potential claim selected | Select all 3 potential clai...

E] First / Last name Email address

Please SaveMe pleasesaveme@thestoj.com
D User Two usertwo@thestoj.com

[ ] UserOne userone@thestoj.com

& Viewall | X Cancel

Eligible for ()
Immediate Claim
Immediate Claim

Immediate Claim

Previous Claim users

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531
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Immediate User Claim Process Flow ) New user created in Enterprise

org
Enterprise admin Step 2: Claim users from the list userName: pleasesaveme@thestoj.com
claims Free user id: 071467f9-51ab-474e-a09c-d627e899079b
o User creates a Free account T R created: 2024-05-01T14:42:34.7187
username: pleasesaveme@thestoj.com ; From Control Hub organizationID: 8ad51¢16-13ad-43e8-2390-
id: 6e6bebae-64b1-42d8-83f2-3032e601875 « Add Users > Claim users 2f653ff28e99
created: 2021-10-11T15:27:32.8852 This process kicks off two events described in 3a & 3b accountStatus: active
orgld: a2846766-4793-4366-afe1-303099abecc2
orgName: Webex Free Org Users
2 Users © Licenses & Contacts

I I I I Users  External users  External administrators
® : : ® : . ® -
‘ Q,  Please X | or = Filter or | AllLoc:

First / Last name + Email Status

8 Please SaveMe pleasesaveme@thestoj.com ® Active

1 1 1 1 1 1
. 1 1 . 1 1 1 1 .

@Free user email remapped oo . Email changed to personal
New email: T o 61) Free user logs in with personal address
pleasesaveme@thestoj.com.convert-user.local EZm G SNl CO it s procaed. 2) All message history preserved
Old email: pleasesaveme@thestoj_com Free user attempts to Iogin Change email address and keep original account

Delete your original account i i

id: 6e6bebae-64b1-42d8-83f2-3032ee601875 Free user must act and choose: username: personal_email@gmail.com
orgld: a2846766-4793-4366-afe1-303099abecc2 address created: 2021-10-11T15:27:32.885Z

orgld: a2846766-4793-4366-afe1 -303099abecc?
orgName: Webex Free Org

orgName: Webex Free Org 2) Delete free account

accountStatus: pending



User does not receive invitation email

 Webex org may have Automatic

Personalized email Branding logo

settings

Send all outgoing Webex
emails with a custom logo,

links, and more. Help site link

activations emails disabled

* Organization Settings > Personalized email settings

 Email landed in user’s junk/spam folder

« Email could not be delivered to the
recipient

Action: Add user
bouncy@thestoj.com

v

Webex
Admin
LIST

bouncy@thestoj.com

© 2025 Cisco and/or its affiliates. All rights reserved.

00 webex

by C1SCO

webex control Hub P

¥ suPPRESSION

Language

Automatic activation emails

»

»

In addition to the pre-existing Webex logo, choose to apply your custom logo (set
in the Branding — Advanced customization setting) to all outgoing emails.

Show the custom logo ©

Share the link to your custom help site via the Customize support information
setting.

Show the custom help site link @

Specify the language for all received emails. You can also override this at the
location or user level. If you select a non-English language, the emails will render
in both the selected language and US English.

s ~
English - American English v
\

Without activation emails, new users can't set up their accounts. We recommend
turning on to send activation emails automatically, but you can also send emails
manually from the Users section.

- Send automatic activation emails

550: 550 5.1.1 ...@... Recipient address rejected: {hash} address: host mail-
outgoing.relay-pe.svc.cluster.local[a.b.c.d] said: 550 5.7.1 ...@... Recipient

address rejected: The email you tried to reach does not exist (in reply to
RCPT TO command)

BRKCOL-3531
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Identifying email delivery failures

Summary  Profile General Meetings Calling Messaging Hybrid Services Devices  Vidcast

Control Hub displays Last Email

Control Hub offers

User details Name bouncy@thestoj.com HK
Status N e ability to clear_user
Punereesticon from bounce list. You
Management -> Users -> Select User _ (tore v must remediate the
Preferred Email ® | English - American English ~ | Using default settings - -
underlying issue
. . . Name Labels Status: Not enrolled | Organization Setting: On ® before re_sendin
Browser inspection provides debug g
g ra n U Ia rity Info Date created 5/29/25
Last edited 5/29/25
Last email status (& Error | BOUNCE_RULE (Remove from bouncelistjl ©
Source @ SCIM
R [o Elements Console  Sources Network  Performance Memory Application Privacy and security Lighthouse  Recorder
@ Q—l T L - - . - -
v RifLiy https:,’lhelp-desk-a.wbxz.cc:-m ’apl,-’v'l,’urgan|zatlun5fﬂad51c1ﬁ -13ad-43e8-a390- EfEEEffEBEQQJmalll’suppresﬁmns . hsm | Other
Url —~——TTcoucrs—Tuyono—TTovew —_— i
iy https://license-a.wbx2.com/license/api/vi/organization/8ad51c16-13ad-43e8-a390- 2T653TT28899]userslIIcenses,’b...‘ (.
1> https:/[face-recognition-a.wbx2.com/face-recognition/a ]v2,’users/b‘|5Zad30—5f72—4394—b64d—d22f369d7‘|65 7 '{.inks: [

{i» https://help-desk-a.wbx2.com/apifv1/organizations/8ad51c16-13ad-43e8-a390-2f653ff28e99/mail/suppressions?...

> https://help-desk-a.wbx2.com/api/v1forganizations/8ad51c16-13ad-43e8-a390-2f653ff28e99/mail/events?cluster...
[ https://identity.webex.com/organization/scim/v1/Orgs/8ad51c16-13ad-43e8-a390-2f653ff28e99

w https://admin.webex.com/favicon.ico

v results: [{recipient:“bouncy@thestoj.com”, type: "NON_TRANSACTIONAL", source: "BOUNCE_RULE",..}]

+ @: {recipient:

“bouncy@thestoj.com” , type: "NON_TRANSACTIONAL", source: "BOUNCE_RULE",..}

created: ''2025-05-29T15:07:31.0002"

description:

"550@: 550-5.1.1 The email account that you tried to reach does not exist. Please try\r\n550-5.

non_transactional: true I
o raoter ,

>

> https:/fiden

omesioed ' D5@: 550-5.1.1 The email account that you trled to reach does not exist.

> https:/[admimoatc=service=a-WoX Z.CONMap V JCUSTONETS/0au0 TC TO- TSdU-4SE0-a5YU-ZT00SITZOETIJUNS

I L e



Common email delivery failures

Reference RFC 2821 (SMTP) and RFC 3463 (Enhanced Mail System Status Codes)

Error Error Description Remediation/Cause
Code

550 5.1.1 * Invalid Recipient Create a mailbox for the user

* Mailbox is out of service
» The email account that you tried to reach does not exist

554 5.4.4 « [internal] Domain Does Not Exist MX record needs to be created
554 5.7.1 « [internal] recipient address was suppressed due to Webex domain or IP is blocked
customer policy
: Email server policy blocking the traffic
s Webex Apps and devices
URL Descniption - d ins / URL
using these aomains S 0.0 -
P User has explicitly blocked emails
* sparkpostmail1.com e-mail service for newsletters, Al
* sparkpostmail.com registration info, announcements :

Note: Actual messages may vary depending on what has been configured on the mail server

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco


https://www.ietf.org/rfc/rfc2821.txt
https://datatracker.ietf.org/doc/html/rfc3463

Reasons why a user iIs inactive

Source

Retention

Control Hub Administratively deactivated 30 days

Control Hub Claimed into organization and does not match a Directory 30 days
synchronization LDAP filter (Directory Connector)

Entra ID Originally synced and no longer included in the Directory 30 days
synchronization filter

Directory Administratively deactivated in Active Directory Indefinite

Connector Applies to other SCIM integration (Okta/Azure) deactivate actions as well

Directory Originally synced and no longer included in the Directory 7 days

Connector synchronization filter

© 2025 Cisco and/or its affiliates. All rights rese

rved. BRKCOL-3531
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Customizing User Inactive Duration

Retention

Source Reason

Control Hub Administratively deactivated 30 days

Control Hub Claimed into organization and does not match a Directory 30 days
synchronization LDAP filter (Directory Connector)

Entra ID Originally synced and no longer included in the Directory 30 days
synchronization filter

Management > Organization Settings

Manage inactive user Delete inactive user

a

After a user is deactivated manually or through directory
synchronization, the user will be deleted from Control Hub after

50 dos by . T faure nyworks whn rectry Non-Directory Connector provisioned users
synchronization is turned off. .
can now be retained for up to 90 days

Delete inactive user after

( o

(x) Enter a number between 30 days to 90 days.




Teams Integration:

Problem Reporting and Tools




Inspect MS Teams via Browser

Recommended browser for ”Inspect” - Microsoft Edge

(&l Cisco Call

© 2025 Cisco and/or its affiliates. All rights reserved.

Set up your phone system

You're about to sign in with hhoover@ I . f this

one you use for Cisco Calling, choose a different account.

Use a different account

By continuing, you authorize Cisco Call to access your MS Teams and Ci
To learn more about Cisco Calling, click here
webex by cisco

BRKCOL-3531

&
@

&
=
o

fas!
oy

AN
as%
(3
@

.
X

ol

Back

Refresh

Save as

Print

Send tab to your devices

Create QR Code for this page

Read aloud

Translate to English
Open in sidebar

Add page to Collections
Share

Screenshot

View page source

View frame source

Inspect

Alt+Left arrow

Ctri+R

Ctri+S

Ctri+P

Ctrl+Shift+U

Ctrl+Shift+S

Ctrl+U

lllllllll
cisco



@ 1m} vy Cisco Call | Microsoft Teams X -+

& O | O https//teams.microsoft.com/v2/

Cisco Call

Set up your phone system

about to sign in with hhoover— If this account isn't the
one you use for Cisco Calling, choose a different account.

Use a different account

ntinuing, you authorize Cisco Call to access your MS Teams and Cisco Calling data.

To learn more about Cisco Calling, click here

webex by cisco

© 2025 Cisco and/or its affiliates. All rights reserved.

Inspect MS Teams via Browser

Recommended browser for ”Inspect” - Microsoft Edge

N B 0 @ weome <>

@ (/_J = Q Preserve log
= Filter

All Fetch/XHR | Doc | CSS | JS

I 20 ms

Console Issues

BRKCOL-3531

X
“w
© e DX

Disablé : 5 2 553

More filters w

Font | Img | Media | Manifest || Socket | Wasm | Other

40 ms 60 ms 80 ms 100 ms

No network activity recorded

Record network log to display network activity
by using the “Start recording” button or by
hitting Ctrl + E

Start recording

]
cisco



Inspect MS Teams via Browser

Recommended browser for ”Inspect” - Microsoft Edge

© 2025 Cisco and/or its affiliates. All rights reserved.

7~ Network <7*

Disable cache

B

Dock location 1_" =R
Activity Bar location ..} ) LJ

&) Themes

=) Keyboard shortcuts

Device Emulation

Toggle Quick View panel

> Run command

Search

] Open file

{23 Settings

BRKCOL-3531

>

]
cisco



Inspect MS Teams via Browser

Recommended browser for ”Inspect” - Microsoft Edge

Settings

Reveal DOM node on hover
Show detailed inspect tooltip
Show rulers on hover
Show CSS documentation tooltip
Ignore list

D
Network

Preserve log

Record network log

Network request blocking

Disable cache while DevTools is open

Allow to generate HAR with sensitive data (2)
Color-code resource types

Group network log by frame

Force ad blocking on this site

]
BRKCOL-3531 cisco

© 2025 Cisco and/or its affiliates. All rights reserved.



Inspect MS Teams via Browser

Recommended browser for ”Inspect” - Microsoft Edge

=

DNetwok P & O + - @ X

o~ -

Disable cache No throttling vy 75 N L

Export HAR (sanitized)...

nt  Img Media . —
Export HAR (with sensitive data)...

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531

alfret
cisco



Inspect MS Teams via Browser

Recommended browser for ”Inspect” - Microsoft Edge

~ P
o 0 M | - O —+

I kc_/ top w O = Default levels w 8 22

language en » Module {..}

A P ji18next::backendConnector: loading namespace maln.]s:356
translation for language en-us failed Error: Cannot find module './en-
us/translation.json’

at main.js:581:22198

il8next: languageChanged en-us

il8next: initialized
{debug: ; LnitImmediate: ; Ds!
LLbackLng: Array(1l), ..}

il8next: languageChanged en-us

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531




Inspect MS Teams via Browser

Recommended browser for ”Inspect” - Microsoft Edge

X o2 0 R

2 topw O Default levels w @ 22

language en » Modu
& P ji18next::backendConnector: loading namespace main.js:556
translation for language en-us failed Error: Cannot find module './en-
us/translation.json’
at main.js:501:22198

i18next: languageChanged en-us poad ool

i18next: initialized Hide messages from main.js

{debug: , initImmediate:

LLbackLng: Array(1), ..} Clear console

118next: languageChanged en-us

P ———— . ~ Clear console history
P ii8next: init: iil8next is already initi:
should call init just once!

_ R Copy console
118next: initialized

{debug: true, initImmediate: : A Eacer
LLbackLng: Array(1), ..} -

2025-05-22118:08:42,5207 MS Teams context

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531




Fiddler Classic

File -> Import Sessions

© 2025 Cisco and/or its affiliates. All rights reserved.

© Progress Telerik Fiddler Classic
File Edit Rules Tools View Help
Capture Traffic F12 v G

MNew Viewer
Load Archive...

Recent Archives b3

. A =

Import Sessions...

ot JESSI10NS

Exit

BRKCOL-3531

]
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Collect Webex logs

Help -> Health Checker

© 2025 Cisco and/or its affiliates. All rights reserved.

hhoover@

Availability

Active
Status
Edit profile

Settings

Herbert Hoover

+19809810061

Ask the Webex Community

Sign Out
Exit Webex

Report an issue

Export Calling Environment Data
| Health Checker |

Webex Help
About

BRKCOL-3531

lllllllll
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Collect Webex logs

Diagnostics

v

Softphone connected

Database status: Healthy See more details in [ Diagnostics

ol I 1l I h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco




Collect Webex logs

Export all data

Diagnostics - (| W

Diagnostics

General %, Calling

Configuration
g Webex Account hhoover@ _
Statistics Virtual environment No

FIPS Mode Off
Performance

Export all data

ol I 1l I h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco



Collect Webex logs

Help -> Health Checker

Export all data

Jo you want to export all diagnostics data?

Save problem report files €%

ol I 1l I h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco



Collect Webex logs

Help -> Health Checker

Name Type

&8 0c08452c-cabd-415d-a9ff-ealflabaa35d_FB Compressed (zipped) Folder
DAT File

¥ WebexDiagnosticinfo-02-06-2025 20-34-24 Brave HTML Document

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco



Translator X

Available for download for free at https://translatorx.org

[ ] [ ] Cisco Collaboration Trace Translator
Filters Enabled New Filter Filters... Clear Filters O Filters Configured Call List... Search Clear
Timestamp NodefInterface  Remote Device  Direction Protocol Message Name TCP Handle/From Tag Call Ref /1D

Drag and Drop a File or Folder

or Paste text from the Clipboard to begin

Lines Processed: 0 Exclude SCCP and MGCP Keepalives
Msgs Processed: 0 Exclude SIP REGISTER Exclude SIP OPTIONS
Msgs Displayed: 0 Exclude SIP SUBSCRIBE [ NOTIFY [ PUBLISH

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco



Microsoft Teams - Dev Tools

Teams Admin -> Teams -> Teams update policies -> Policy
Name -> Shows teams preview features

Update policy

Show Teams preview features
Users can opt in
Use new leams client

[‘l..l ey TEI dams o rll}'.

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco



Microsoft Teams - Dev Tools

Microsoft Teams app -> Settings -> About Teams -> Early Access

Early access

84 Public preview

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco



Microsoft Teams - Dev Tools

Right Click - Microsoft Teams app in Windows System tray -> Open Dev Tools

W Herbert Hoover | ciscoliveus
G Available »

Open Dev Tools

Collect Support Files

Quit Teams

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco



Microsoft Teams - Log Collection (Old Way)

In the Call window enter “*SAVE#” and press Enter

(&l Cisco Call

My number: +19809810061

Dialpad Speed dial

Downloads

B webex_calling_integration.log

Open file

SEee more

Audio Video

ol I 1l I h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco



Microsoft Teams - Log Collection (New Way)

Dev Tools -> Inspect Cisco Call | MS Teams -> Console -> Right Click -> Save as...

teams.

QO
= Qa top w

@ Welcome

- MICT

(f> Elements

B T Filter

2 Network <7 Performance {f:’} Memory a Application -+

il8next::backendConnector: loaded namespace WebexSpeedDials for language en B Module

il8next::backendConnector: loaded namespace WebexSearchContacts for language en P Module

il8next::backendConnector: loaded namespace WebexVoicemail for language en » Module

il8next::translator: missingkey

2825-85-83T21:
2825-85-83T21:

2825-95-83721
2825-85-83T21

2025-95-83T21:
2825-85-83T21:

2825-85-83T21

2825-85-83T21:
€) 2025-85-83721:27:34.280Z [debug] Registered Ms Teams theme change to: dark
2025-05-83T21:27:34.288Z [info] clientType: desktop

27:34,254Z [info]
27:34.2567 [info]
:27:34.25627 [infe]
127:34.2762 [info]
27:34,277Z [info]
27:34.279Z [info]
127:34.2882 [info]
27:34,288Z [info]

en-us translation callvoicemail callveoicemail
useEffect triggered: showSuccess=false, showOnlyPSBanngerOnclickofsignIn=false
Integration settings data mot found in local storage.
No E911 data found in storage.

Bot service user mapping function invoked

Mo error code found in the payload. Exiting function.
Default tabs selected on page load without deep linking
Default tabs selected on page load without deep linking

Deep linking failed: . o
Hide messages from main.js

) 2025-05-03721:27:34.281Z [info] clientType: desktop Clear console

©) 2025-85-83721:27:34.2817 [info] GraphClient.setAuthorizationHeader(): set Authori

b25jZSI6ImU..." .

2025-05-837T21:27:34.2827 [info] Start to get https://graph.microsoft.com/vl.o/me/c MEMISETdwelytte] =N al (o148

2025-05-83T21:27:34.2822 [info] Start to get https://graph.microsoft.com/vl.8/me/e
© i18next::translator: missingkey en-us translation callvoicemail callvoicemail
2825-985-83T21:27:34.380Z [info] End to get https://graph.microsoft.com/vl.8/me/ext

2825-85-83T21

2825-85-83T21:
2825-85-83T21

2825-85-83T21

2825-85-83721:
2825-85-83T21:
2825-95-83T21;
webex-calling:

webex-calling:

WEBEX_CALLING

webex-calling:

with level: 4

Console  Issues

© 2025 Cisco and/or its affiliates. All rights reserved.

127:34.3917 [info]
27:34.414Z [info]
27:34.593Z [info]
27:34.594Z [info]
27:36.084Z [info]
27:36.633Z [info]
27:36.930Z [info]
Sat, @3 May 2825

Sat, @3 May 2825
backend

Sat, @3 May 2825

-+

Copy console

Bot service user mapping URL: https://wxc-msteams

End to get https://graph.microsoft.com/vl.8/me/ex Save as...

getting the Business number User details
Getting the Business number

Authentication#tdeviceRegister() :: successfully registered.
Authentication#mercuryConnect() :: successfully registered

Bot service user mapping status code response: 289

21:27:37 GMT: : file:logger.ts - method:setlogger - message:lLogger initialized for module: CallSettings with level: 4

21:27:37 GMT: [INFO]: file:CallSettings - method:initializeBackendConnector - message:Initializing Connector for

21:27:37 GMT: : file:logger.ts - method:setlLogger - message:lLogger initialized for module: WxCallBackendConnector

BRKCOL-3531

- @

main.js:556

main.
main.

main.

main.

main

main.

main

main.
main.
main.
main.
main.
main.
main.
main.
main.
main.
main.

main.

main

main.
main.
main.
main.
main.

main.

main

main.

main.

js:
js:
js:

js:

.js:

js:

Ljs:

Js:
js:
Js:
js:
js:
js:
js:
js:
js:
Jjs:
js:

js:

Ljs:

js:
Js:
Js:
js:
Jjs:

js:

.js:

js:

Se1
sal
581
sel
581
581
sal
581
581
581
581
L
581
556
sal
581
L
Se1
Se1
sal
581
sel
523
523

523

&

Default levels w @ 1 [53

Y

]
cisco



Microsoft Teams - Network Logs

Dev Tools -> Inspect Cisco Call | MS Teams -> Network

L_p.l U @ Welcome

(f}* Elements

QC onsole m Sources

@ @' —:E OL Preserve log () Disable cache Mo throttling W

= Filter

[J Big request rows

Overview

U Include pending requests in HAR file

l 1,000 ms

msteams-calling webex.com

catalog?orgld=78c503 1¢c-ea...

main.js
main.css
15474.js
47740.js
33412s
¥ CISCO_EXTENSION_FIRST

i¥ catalog?orgld=T8c5031c-ea...

24227 js
61216.js

© 2025 Cisco and/or its affiliates. All rights reserved.

2,000 rms 3,000 ms

X Headers Preview Response

¥ General

Request URL:
Request Method:
Status Code:

Referrer Policy:

¥ Response Headers

Accept-Ranges:
Age:
Content-Length:
Content-Type:
Date:

BRKCOL-3531

<Y performance ﬁ!}

O Invert More filters w All

[ Group by fra

[ Screenshots

4,000 ms 5,000 ms

Initiator  Timing

https://msteams-calling.webex.com/
GET

@ 200 OK (from service worker)

strict-origin-when-cross-origin

bytes

102

788

text/html

Thu, 17 Apr 2025 19:19:42 GMT

]
cisco






MS Teams Webex Calling Integration Architecture

CCCCCC

MSTC | Jabber

— 7 7 TllIntegration
Janus :

CCCCCCCCCCCCCCCC



MS Teams Webex Calling DI Integration Architecture

1 |ntegrati0n Presence

l : o
Janus | Integration '
I
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Cisco Call Login

Initial login window

Question - Is the user’s MS
Teams email the same as their
Webex user email?

If yes - Choose “Continue”

If no - Choose “Use a different
account”

© 2025 Cisco and/or its affiliates. All rights reserved.

(i

c:.. Cisco Call [f] Present now ss»

Set up your phone system

You're about to sign in withis account isn't the
one you use for Cisco Calling, choose a different account.

|
[ Continue

i

Use a different account

By continuing, you authorize Cisco Call to access your MS Teams and Cisco Calling data.

To learn more about Ci alling, click here

webex by cisco

lllllllll
BRKCOL-3531 cisco



Cisco Call Login

Initial login window

Idbroker authorises Webex users

Notice that this is another
browser window

What do you think this will do to
our session inspection?

© 2025 Cisco and/or its affiliates. All rights reserved.

(&l Cisco Call

(& https://idbroker.webex.com/idb/saml|2/jsp/doSSO.jsp?prompt

BRKCOL-3531

Welcome to Webex

Email address

=select_account...

lllllllll
cisco



Cisco Call Login Log Analysis - Authentication

From MS Teams Console Logs

Webex Authentication:
« <Date> [info] Authentication#initWebex()

« <Date> [info] AuthenticationHinitWebex() :: Webex Ready
« <Date> [info] First login detected. Calling postUsermapping method.

- <Date> [info] AuthenticationHdeviceRegister() :: successfully registered.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531



Initial Login Log Analysis - Authorisation (NOT TOKEN)

From Fiddler Classic

L JLEN S \U peav -1 Vh VI ) STy e Tmoe——n— f ruu.l\:q.n.nn.:l I:I wlw:l H LN LSS = W = LN e =y F -]
| Headers | Textview | SyntaxView | WebForms | HexView | Auth | Cookes | Raw | JSON | xML
Request Headers [Raw] [Header Definitions]

POST /jabber-ntegration/api/v1/webex/token HTTP/2.0

accept: applicationfjson, textfplain, */*

accept-encoding: gzip, deflate, br, zstd

acceptdanguage: en-U5, en;g=0.9

user-agent: Mozillafs.0 (Windows NT 10.0: Wing4: x64) Apple\Webkit/537.36 (KHTML, like Gedko) Chrome/136.0.0.0 Safarif/537.36 Eda/136

Ceebd7f0250fb07f4a789316363333d5b74d 2ba 2cb09a 1d00e659d 3368b47b 5f4

. .
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco



Initial Login Log Analysis - Speed Dials from GRAPH

From Fiddler Classic

Cisco Call cCall Activity

| Headers TextView SyntaxView WebForms HexView

My number: +19809810061

GET /v1.0/me/extensions/CISCO_EXTENSION_FIRSTIHTTP/2.0 Dialpad ( Speed dial

Chent
GW

George W.

Woark

JS0ON
@odata.context=https://graph.microsoft.com /v 1.0/Smetadata fusers( df8 769a3-6b 34-4503-bf 14-5afoeef b 1 1F) fextensions /Sentity

mrdaks Furne = 2rmirrnenft aramkl orenTuvnsEsbeneinr

cisco_value=["{\"id\":\1_f0324d51-5482-4 1ce-8ffa-7165ccfe 7386\, | displayMame\": | George ,Washington\', | callType\":\ ' handset\", \ phoneType\’

=llall)_EATENSILN_FlRa

ol I 1l I h
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Initial Login Log Analysis - U2C Request and Response

From Fiddler Classic

R annact Hasdare

[Haw 1l [Headar Deﬁniﬁunsl

GET /u2c/api/v1/imited/catalog ?orgld=78¢50]

Jaformat=hostmapHTTP/2.0

host=ai-assistant.webex.com
- id=urn:IDENTITY:P0A 1:ai-assistant

E] atias-a.wb

X

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531
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Initial Login Log Analysis - WDM Validation

From Fiddler Classic

||-i=ad:rs | Text'lﬂe:'u | SyntaxView |
Reauest Headers

POST /wdm/api/v1/devices HTTP/2.0

L I

= JSON
- allowSelfSignedCertificate =False
- blockExternalCommunications =False
DotFieshareControl=NONE

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco



Initial Login Log Analysis - Calling Behavior

From MS Teams Console Logs

Webex Calling (NATIVE_WEBEX_TEAMS_CALLING):
« <Date> [info] Calling Behaviour is WEBEX_CALLING
« <Date> [info] Is Webex calling backend?: true

UCM Calling (NATIVE_SIP_CALL_TO_UCM):
« <Date> [info] Calling Behaviour is UCM_Calling
« <Date> [info] Is Webex calling backend?: false

CCCCC



Initial Login Log Analysis - WDM Validation, cont’d
From Fiddler Classic

[Feaders | Textview | Syntaxview |

Request Headers

POST /wdm./api/v1/devices HTTF/2.0

Chent

- systemName =WEBEX_JS_SDK
systemVersion=1.0.0




[Headers | Textview | Syntaxview

Initial Login Log Analysis - Hydra Response  foozmes

|

From Fiddler Classic

- type=work_extension
e yalue=15031

- yalue=+198098 1006 1
status=achve
Zone=AmericaMew_York

e ]
]
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Placing Calls




Placing Calls

Dialing via the Dialpad

Dialpad Speed dial

& O

Audio Video

ol I 1l I h
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Placing Calls

Dialing via the Dialpad

Cross-Launch via
I protocol handler

alfbal ]l
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Placing Calls Log Analysis

From MS Teams Console Logs

Placing an audio call:
- <Date> [info] Making audio call to address 15017

« Launched external handler for
‘webextel://150177?jws=eyJ0eX..._pouw&isAudio=true’.

« <Date> [info] MSFTDialogPopup() :: call not happend through MSFT
Dialog popup

CCCCC



Placing Calls Log Analysis

From MS Teams Console Logs

Placing a video call:
- <Date> [info] Making video call to address 15017

 Launched external handler for
'webextel://15017?jws=eyJ0eX..._pouw&isAudio=false’.

« <Date> [info] MSFTDialogPopup() :: call not happend through MSFT
Dialog popup

CCCCC



Placing Calls

Testing cross-launch via ’Run” -> webextel:<number to dial>

=/ Run b4

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you,

webextel:15017] w

‘ OK Cancel Browse...

]
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Placing Calls

Testing cross-launch via ’Run” -> webextel:<number to dial>

Andrew Johnson

© 2025 Cisco and/or its affiliates. All rights reserved.

Calling...

£

W

Andrew Johnson

extension: 1501/

BRKCOL-3531
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Placing Calls

Windows Registry - Verify URL Associations

‘ Reqistry Editor

File Edit View Favorites Help

Computer\HKEY_USERS\5-1-5-21-3243452617-1187553611-507099768-1001\5Software\Cisco Systems, Inc.\Webex Teams\Capabilities\URLAssociations

~ Ml Computer

» . HKEY_CLASSES_ROOT
» _ HKEY_CURRENT_USER
» _ HKEY_LOCAL_MACHINE
v HKEY_USERS

» | .DEFAULT

» L0 5-1-5-18

> 00 5-1-5-19

» 0 58-1-5-20

v . 5-1-5-21-3243452617-1

» . AppEvents

© 2025 Cisco and/or its affiliates. All rights reserved.

Name Type

ab|(Default) REG_SZ
ab|eiscospark REG_SZ
ablelicktocall REG_SZ
ablsip REG_SZ
abite| REG_SZ
ablwebex REG_SZ

alb webexediscovery REG_SZ

BRKCOL-3531

Data

(value not set)
CiscoWebexTeamsProtocol
CiscoWebexTeamsProtocol
CiscoWebexTeamsProtocol
CiscoWebexTeamsPratocol
CiscoWebexTeamsProtocol
CiscoWebexTeamsProtocol

CiscoWebexTeamsProtocol

]
cisco



Placing Calls

Collecting logs for Webex Calling analysis

Filters Enabled New Filter Filters... Clear Filters 0 Filters Configured Call List... Search b483ffa944d44c28907e5957 Clear

Timestamp Node/Interface Remote Device Direction v Protocol Message Name TCP Handle/From Tag Call Ref / ID

06/02/2025 17:54:58.649

INVITE

cbfOefaa2c6bb4320271681d11b71791

b483ffa944d44c28907e5957f11eab3a

06/02/2025 17:54:58.773 192 In SIP 100 Trying cbfOefaa2c6bb4320271681d11b71791 b483ffa944d44c28907e5957f11eab3a
06/02/2025 17:54:59.133 192 144. In SIP 401 Unauthorized cbfOefaa2c6bb4320271681d11b71791 b483ffa944d44c28907e5957f11ea63a
06/02/2025 17:54:59.135 192 144. Out SIP ACK cbfOefaa2c6bb4320271681d11b71791 b483ffa944d44c28907e5957f11ea63a
06/02/2025 17:54:59.139 192 144. Out SIP INVITE cbfOefaa2c6bb4320271681d11b71791 b483ffa944d44c28907e5957f11ea63a
06/02/2025 17:54:59.216 192 144. In SIP 100 Trying cbf0efaa2c6bb4320271681d11b71791 b483ffa944d44c28907e5957f11eab3a
06/02/2025 17:54:59.650 192 144. In SIP 180 Ringing cbfO0efaa2c6bb4320271681d11b71791 b483ffa944d44c28907e5957f11eab3a
06/02/2025 17:55:02.043 192 144. In SIP 200 OK cbfOefaa2c6bb4320271681d11b71791 b483ffa944d44c28907e5957f11eab3a
06/02/2025 17:55:02.045 192 144. Out SIP ACK cbfO0efaa2c6bb4320271681d11b71791 b483ffa944d44c28907e5957f11eab3a
06/02/2025 17:55:09.492 192 144. Out SIP BYE cbhfOefaa2c6bb4320271681d11b71791 b483ffa944d44c28907e5957f11eab3a
06/02/2025 17:55:09.537 192\, J 144.°\, J In SIP 200 OK cbfOefaa2c6bb4320271681d11b71791 b483ffa944d44c28907e5957f11eab3a

INVITE sip:15017€98027369.usl0.bcld.webex.com SIP/2.0
:63306 ;branch=z9hG4bK080£f5c0£6b2243ca;alias;rport

Via: SIP/2.0/TLS 192.
Max-Forwards: 70

To: sip:15017€98027369.usl0.bcld.webex.com

From: sip:jdphfurpgi GzYOhvj2fDv9@98027369.usl0.bcld.webex.com;tag=cbflefaa2c6bb4320271681d11b71791

Call-ID: b483ffa%944d44c28907e5957flleab3a

Contact: <sip:jdphfurpqi_GzYOhijvaB@192.::S933;transport=tls>
accept: application/sdp

accept-contact: *

allow-events: hold, talk, mute, unmute

p-preferred-identity: sip:jdphfurpqi GzY0hvj2fDv9@98027369.usl0.bcld.webex.com
recv-info: x-broadworks-client-session-info

Content-Type: application/sdp

Session-Expires: 3600;refresher=uac

Allow: INVITE, BYE, ACK, PRACK, CANCEL, OPTIONS, NOTIFY, INFO, UPDATE
Content-Length: 1307

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco



Placing Calls

Collecting logs for Communications Manager analysis

Filters Enabled New Filter Filters... Clear Filters 0 Filters Configured Call List...
Timestamp Node/Interface Remote Device Direction Protocol
06/03/2025 16:39:03.828 14 Out SIP

06/03/2025 16:39:03.879
06/03/2025 16:39:05.876

In SIP

06/03/2025 16:39:06.015

06/03/2025 16:39:06.552 14 14 In SIP
06/03/2025 16:39:08.730 14 14 In SIP
06/03/2025 16:39:08.743 14 14 Out SIP
06/03/2025 16:39:08.785 14 14 Out SIP
06/03/2025 16:39:08.786 14 14 Out SIP
06/03/2025 16:39:08.819 14 14 In SIP
06/03/2025 16:39:28.967 14 14 Out SIP
06/03/2025 16:39:28.973 14 14 Out SIP
06/03/2025 16:39:28.979 14 14 In SIP
06/03/2025 16:39:28.994 14\ ) 14\ ) In SIP

INVITE sip:1001@CUCMSub.CiscolLiveUS.net;user=phone SIP/2.0
Vvia: SIP/2.0/TCP 14. 49911 ;branch=z9hG4bK00006b59

Message Namg

NOTIFY
200 OK

100 Trying
180 Ringing
200 OK

ACK

REFER

REFER

202 Accepted

NOTIFY
BYE

200 OK
200 OK

From: "Warren G. Harding" <sip:1029@CUCMSub.CiscoLiveUS.net>;tag=b347d7962d2807fb00002£95-00004b18
To: <sip:1001@CUCMSub.CiscoLiveUS.net>
Call-ID: b347d796-2d280004-00004915-00001dsbe1a______ )

Session-ID: 00004ee500105000a000b347d7962d28; remote=00000000000000000000000000000000
Date: Tue, 03 Jun 2025 16:39:05 GMT

Search

TCP Handle/From Tag

b347d7962d2807fc00004e7b-0...
b347d7962d2807fc00004e7b-0...
b347d7962d2807fb00002f95-0...
b347d7962d2807fb00002f35-0...
b347d7962d2807fb00002f95-0...
b347d7962d2807fb00002f35-0...
b347d7962d2807fb00002f95-0...
b347d7962d2807fd00004f58-0...
b347d7962d2807fd00004f58-0...
b347d7962d2807fd00004f58-0...
b347d7962d2807ff00005999-0...
b347d7962d2807fb00002f35-0...
b347d7962d2807ff00005999-0...
b347d7962d2807fb00002f35-0...

Clear

Call Ref [ ID

0000775d-00007db2@14.48.68.2...
0000775d-00007db2@14.48.68.2...
b347d796-2d280004-00004915-...
b347d796-2d280004-00004915-...
b347d796-2d280004-00004915-...
b347d796-2d280004-00004915-...
b347d796-2d280004-00004915-...
b347d796-2d280002-0000289a-...
b347d796-2d280002-0000289a-...
b347d796-2d280002-0000289a-...
00003169-0000039h@14.48.68.2...
b347d796-2d280004-00004915-...
00003169-0000039b@14.48.68.2...
b347d796-2d280004-00004915-...

User-Agent: Cisco-CSF
56—35aa—7409-959396301498614:49911;transport=tcp u.sip!devicename.ccm.cisco.com="CSFWHARDING" video;bfcp;x-cisco-client=desktop;x-cisco-

Expires: 180
ition/sdp

Allow: ACK,BYE,CANCEL,INVITE,NOTIFY,OPTIONS,REFER,REGISTER,UPDATE,SUBSCRIBE, INFO

Remote-Party-ID: "Warren G. Harding" <sip:1029@CUCMSub.CiscoLiveUS.net>;party=calling;id-type=subscriber;privacy=off;screen=yes
Supported: replaces, join,sdp-anat,norefersub,resource-priority,extended-refer,X-cisco-callinfo,X-cisco-serviceuri,X-cisco-escapecodes,¥-cisco-service-control,X-cisco-srtp-
fallback,X-cisco-monrec,X-cisco-config,X-cisco-sis-7.0.0,X-cisco-sessionpersist,X-cisco-xsi-8.5.1

Allow-Events: kpml,dialog

Recv-Info: conference

Recv-Info: x-cisco-conference

Content-Length: 2285

Content-Type: application/sdp
Content-Disposition: sessionj;handling=optional

© 2025 Cisco aﬁd/or its affiliates. All rights reserved.
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Call History




Call History

Application view

(&l Cisco Call

My number: +19809810061

Dialpad Speed dial Recent calls Voicemail

Search name or dial a number

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531

Andrew Johnson
15017

Andrew Johnson
15017

Andrew Johnson
15017

Andrew Johnson
15017

Andrew Johnson
15017

@S Call settings

Today
10:00 AM

Today
9:49 AM

Today
8:34 AM

Today
B:32 AM

Yesterday
10:16 AM




Call History Log Analysis - Webex Calling

From MS Teams Console Logs

getCallHistoryData process:

« <Date>: [LOG]: file:CallHistory - method:getCallHistoryData - message:Janus
API URL https://janus-r.wbx2.com/janus/api/v1

« <Date>: [INFO]: file:CallHistory - method:getCallHistoryData - message:Call
history from date : 2025-05-15T15:00:10.343Z

« <Date>: [INFO]: file:CallHistory - method:getCallHistoryData - message:Call
history sort type : DESC

« <Date>[INFO]: file:CallHistory - method:getCallHistoryData - message:Call
history sortby type : endTime

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-3531 CIsco
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Call History Log Analysis - Webex Calling

From Network Trace in Fiddler

0 Progress Telerik Fiddler Classic

File Edit

Rules

Tools

View Help

88 WinConfig () 42 Replay X~ P Go ‘ Stream |:ﬁ Decode | Keep: All sessions = (3 Any Process 34 Find [&] Save =) @ & Browse ~ &Clear Cache T TedWizard  [# Tearoff

¥ Resuit
Elsos 101
i 805 204
i 806 200
{#lao7 200
i go8 200
(=809 200
i 310 204
811 200
i 812 200
{813 200
{his14 200
i @15 200
i 816 200
i 817 204
1318 200
i 819 200
{fie20 200
i 321 200
A8 42
i 823 200
i 824 204
@825 200
i@ 204
=827 200
i g28 202
i@ 204
As3 404
i 831 204
[B832 200
@833 200
5834 200
G835 200
iEs3s 200
iF837 200
iEg838 200
iHhe3s 200
=]

Protocol

HTTP

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

Haost

mercury-connecton-partition...
prod-aore-general.svc.webe. ..
prod-aore-general.svc.webe. ..
wdm-r.wbx2.com
wdm-r.wbx2.com
browser.events.data.micros. ..
prod-aore-general.svc.webe. ..
hydra+.whx2.com
hydra-.wbx2.com
janus—+.wbx2.com
hydra-.wbx2.com
hydra+.whx2.com
janus+.wbx2.com
prod-aore-general.svc.webe, ..
hydra-+.whx2.com
hydra+.whx2.com
api-us.bdd.webex.com
api-us.bdd.webex.com
hydra+.whx2.com
hydra-.wbx2.com
prod-aore-general svc.webe., ..
browser.events.data.micros...
prod-aore-general.sve.webe. ..
teams events.data.microsoft. ..
appsuggestions. teams.micro. ..
appsuggestions, teams.micro...
appsugoestions. teams.micro. ..
appsuggestions, teams.micro. ..
login.microsoftonline.com
browser.events.data.micros. ..
statics. teams. cdn.office.net
statics, teams. cdn.office.net
statics, teams. cdn.office.net
statics, teams. cdn. office.net
statics, teams. cdn.office.net
statics, teams. cdn.office.net

© 2025 Cisco and/or its affiliates. All rights reserved.

URL

wss: [ fmercury-connai
[metrics/apifv 1/dientr
/metricsfapifv 1fdientr
fwdmfapifv 1/devices/
fovdm/apifv1fdevices/
fOneCollector/1.0/?cc
fmetrics/apifv 1/dientr
/v 1fpecple/me
fv1fpeople me
fianus/apifi 1fhistory,
fv1forganizations?cal
Jv1forganizations2call
fianus/apifv1fhistory,
fmetrics/apifv1/dientr
Iv1fpeople/Y 221 292c
fv1fpeople/YAzY292c
Jfcom.broadsoft. xsi-ac
Jcom broadsoft. xsi-ac
fvlfpeoplefy AzY29z2c
fvlfpeoplefyAzY29zc
metrics/apifv1/dientr
JOneCollector/1.0/?cc
[metrics (apifv 1/dientr
fOneCollector/1.0/7cc
famer fodatafv1fapps
famer fodata/v1/apps
Jfamer fapifv1/apps /05
famer fapi/v1/apps/0S
JeeetcBaf-fE49-4f50-
JOneCollector [1.0/?cc
[teams-modular-packi
[teams-modular-pack:
[teams-modular-pack:
[teams-modular-pack
[teams-modular-pack:
[teams-modular-pack:

- O X
5 FiddlerScript . El Log [ Filters = Timeline
Get Started (%) statistics ik Inspectors 4 AutoResponder # Composer Fiddler Orchestra Beta

Headers | TextView | SyntaxView | WebForms | HexView | Auth | Cookies | Raw | JSON | xML

Request Headers [Raw] [Header Definitions]
GET Janus/api/v1/history/userSessions ¥rom=2025-05-15T 15:00:10.343Z &limit = 1008include New Session Typestruedsort=DESC HTTF/2.0

Client
accept: =f* |
accept-encoding: gzip, deflate, br, zstd
acceptJdanguage: en-Us,en;q=0.9
user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537. 36 (KHTML, ke Gecko) Chrome/136.0.0.0 Safari/537.36 Edg/136
Miccellansous

Transformer | Headers | TextView | SyntaxView | ImageView HexView WebView Auth

[son |

Caching | Cookies | Raw |

=0

‘ETest=False
i~ joinedDurationSeconds=0

| i~ callbackAddress=15017
I: other
| i callbackAddress=15017
callerIdDisposition =valid
id=d3296390-d b 7-4cf7-bf4b-4a96770 19806
isPrivate =False
name=Andrew Johnson
i phoneNumber = 15017
i~ partidpantCount=2

BRKCOL-3531
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Call History Log Analysis - Webex Calling

From Network Trace in Fiddler

|Headers | TextView | Syntaxview & WebForms | HexView | Auth | Cookies | Raw | JSON | XML |
Request Headers [Raw ] [Header Definitionzg]
GET /janus/api/v 1 Jhistory /userSessiond ¥rom=2025-05-15T 15:00:10.34344limit = 1 0§&include New Seasion Types trudisort=DESC HTTP/2.0

Janus API

User Call
History

Sort by
Description

From Include new
Timeframe events

alfbal ]l
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Call History Log Analysis - Webex Calling

From Network Trace in Fiddler

[3soN | xmL

Call Direction

3-0
correlationlds
direction=INCOMING
e Type of call event
durationSeconds=0
durationSecs=0 ‘@ ”
endTime=2025-05-22T12:33:17.272Z Has the event been “seen by the user
id=e8413e9b-153490-4600-3208-78ea22ab0f70
isDeleted =False Recent calls Voicemail
iIsSPMR =False
isRead=True Andrew Johnson Today
isTest=False 15017 10:00 AM
joinedDurationSeconds=0 Ca ” baCk add ress Andrew Johnson Today
=1 links 15017 9:49 AM
callbackAddress=15017 Andrew Johnson Today
-~ other e 15017 8:34 AM
callba ress=15017
Ca”er Name Andrew Johnson

callerIdDisposition =valid
id=d3296390-d 1b7-4cf7-bf4b-4396 22915806
isPrivate =False Andrew Johnson Yesterday
name=Andrew Johnson 15017 10:16 AM
phoneNumber=15017
partidpantCount=2
— - self

15017

ol I 1l I h
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Centralised Call History Requirements for UCM clients

On-Prem Communications Manager Cisco Call MS Teams users

Webex app version 44.11 or later

Unified Communications Manager 14 SU4 or later or 15 SU2 or later

CCUC MUST be enabled for the UCM cluster

”Centralized Call History” feature MUST be enabled

To verify, browse to:

Webex Control Hub -> Services -> Connected UC -> Inventory ->
CUCM Cluster Details -> Service Management

alfbal ]l
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Centralised Call History - UCM Calling

Webex logs - current_log or last_run_current_log

<Date> <Debug> [860:0x1014][]JUcmCallHistoryModeDetector.cpp:44
UcmCallHistoryModeDetector::onConfigReady::iskEccCallingEnabled: 1, featureFlags-
>isUcmUnifiedCallHistoryEnabled: 1, isUnifiedCallHistoryEnabled: 1, isSrstMode: 0

isUcmUnifiedCallHistoryEnabled:
Value O = Feature toggle not enabled
Value 1 = Feature toggle enabled (should be enabled for all orgs)

isUnifiedCallHistoryEnabled:
Value 0 = Centralised Call History not enabled in CCUC
Value 1 = Centralised Call History is enabled in CCUC

alfbal ]l
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Centralised Call History Requirements for UCM clients

On-Prem Communications Manager Cisco Call MS Teams users

CCUC specific logs to collect from CUCM Publisher CLI:
 Websocket-Broker - file get activelog websocket-broker/*
« Telemetry - file get activelog telemetry/*

« CMCC - file get activelog cmcc/sdl/*

CUCM specific logs to collect from RTMT:

« CallManager SDL from all call processing nodes

See supplemental information included with the session PDF for line-by-line analysis

alfbal ]l
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Conclusion




Agenda
g Introduction

Web Debugging Basics

User Troubleshooting

Integration: Problem Reporting and Tools
Integration Login

Placing Calls

Call History

Closing



Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.
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Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,
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Thank you C1SCO Live !
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