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Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until 14 November 2025.

1

2

3

4

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKCOL-3531



© 2025 Cisco and/or its affiliates. All rights reserved.

Agenda
01 Introduction

04 Integration: Problem Reporting and Tools

05 Integration Login

06 Placing Calls

07 Call History

08 Closing

02 Web Debugging Basics

03 User Troubleshooting

BRKCOL-3531



Introduction



© 2025 Cisco and/or its affiliates. All rights reserved.

Webex Identity

What is a Webex Organisation?
Webex Organisation

Subscription

Webex site

Settings DomainsAn organisation is a 
logical management 
construct for a customer 
in the Webex platform 
which allows them to 
manage their Webex 
collaboration services for 
a set of users & devices 

Order

Webex site Webex Calling

Order

Reporting

Licenses

Workspaces

Devices
Groups/

Locations

Users

Integrations

Security & Compliance

Troubleshooting

Subscription
Order Order Order

admin.webex.com

Webex Contact 
Center
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Control Hub: Window into the World

Identity Licensing Settings

Devices

Audit

MetricsMeetings Calling WxCC

Analytics Notifications

Calendaring

Cloud-based microservices



Web debugging basics
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Troubleshooting Control Hub Errors

1. Right-click > Inspect

2. Select Network

3. Load page

1. Right-click > Inspect

2. Select Network

3. Check Preserve Log

4. Load page

Firefox

Chrome

Many tools such as Proxyman or Google’s HAR Analyzer allow you to read the HAR file more easily.

features include text search, filter by HTTP status code, and message color coding

Collecting a Browser Trace

Collecting a browser trace

BRKCOL-3531
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Web debugging Tips & Tricks
Chrome: Continue debugging on popups

• Launching into a Customer organisation in Partner Hub will open a new tab

• By default, the cross-launch isn’t captured by a browser trace

• To adjust this, from a browser trace: 
• Click the gear icon
• Navigate to the Global section
• Check the box for Auto-open 

DevTools for popups

Firefox requires add-on support to deliver the same capability 

BRKCOL-3531
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HTTP Request Types
RFC 2616

Most used Request Types in Control Hub

Does not represent the full list!

DELETE 

GET

OPTIONS

POST

PUT

PATCH

A request for information about the communication options available on 
the request/response chain

Creates a new resource or appends data an existing resource 

Updates an existing resource or creates one if it is not present

Used to make a partial update on a resource 

Requests the origin server delete the resource identified by Request-U

Retrieve whatever information is identified by the Request-URI

BRKCOL-3531
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Common HTTP Responses

Code Definition Example
1xx – Info Response The request was received and 

understood
100 Continue

2xx - Success Action was received, understood, and 
accepted

200 OK
201 Created

3xx - Redirection Client requires additional action to 
complete request

302 Found
307 Temporary Redirect

4xx – Client error Error that is likely caused by the client 
that is making the request

400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
429 Too Many Requests

5xx – Server error Error that is caused by the server 
performing the request

500 Internal Server Error
503 Service Unavailable 
504 Gateway Timeout

BRKCOL-3531
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Common HTTP Responses

Code Definition Example
1xx – Info Response The request was received and 

understood
100 Continue

2xx - Success Action was received, understood, and 
accepted

200 OK
201 Created

3xx - Redirection Client requires additional action to 
complete request

302 Found
307 Temporary Redirect

4xx – Client error Error that is likely caused by the client 
that is making the request

400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
429 Too Many Requests

5xx – Server error Error that is caused by the server 
performing the request

500 Internal Server Error
503 Service Unavailable 
504 Gateway Timeout

https://status.webex.com
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How Web Debugging shows up in Control Hub

OPTIONS 
/identity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/bcfe8f37-5020-4820-9f66-
3d944ca9e9f3?includeGroupDetails=true&includeVirtualGroup=false HTTP/2
Host: identity.webex.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) GAccept: */*
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate, br
Access-Control-Request-Method: GET
Access-Control-Request-Headers: access-control-expose-headers,authorization,trackingid
Referer: https://admin.webex.com/
Origin: https://admin.webex.com

Access-Control-Request-Method

This indicates the HTTP method that 
will be used in the actual request. It 
also allows the server to determine 
if it will permit the specified method 
from Control Hub.

HTTP OPTIONS

This method is used to determine 
which HTTP methods (e.g., GET, 
POST, PUT, DELETE) are supported 
by the server or a specific resource

BRKCOL-3531
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How Web Debugging shows up in Control Hub

OPTIONS 
/identity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/bcfe8f37-5020-4820-9f66-
3d944ca9e9f3?includeGroupDetails=true&includeVirtualGroup=false HTTP/2
Host: identity.webex.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) GAccept: */*
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate, br
Access-Control-Request-Method: GET
Access-Control-Request-Headers: access-control-expose-headers,authorization,trackingid
Referer: https://admin.webex.com/
Origin: https://admin.webex.com

HTTP/2 200 
trackingid: ROUTERGW_e5c5e27b-3fa6-4e39-9c7b-2080cbe92695

datacenter: prod-achm
access-control-allow-origin: https://admin.webex.com

strict-transport-security: max-age=31536000
access-control-allow-methods: TRACE, HEAD, PUT, GET, PATCH, CONNECT, DELETE, POST, OPTIONS

access-control-allow-headers: Access-Control-Expose-Headers, Authorization, Trackingid
content-length: 0

date: Wed, 24 Apr 2024 13:18:42 GMT

GET /identity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/bcfe8f37-5020-4820-9f66-
3d944ca9e9f3?includeGroupDetails=true&includeVirtualGroup=false HTTP/2
Host: identity.webex.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0
Accept: application/json, text/plain, */*
Authorization: Bearer <TOKEN>
TrackingID: ATLAS_4b03d344-b897-43a6-931e-758da6f5bb44_3

{"schemas":["urn:scim:schemas:core:1.0","urn:scim:schemas:extension:cisco:commonidentity:1.0"],"userName":"dmalfoy@thestoj.com","emails":[{"primary":tru
e,"type":"work","value":"dmalfoy@thestoj.com"}],"name":{"givenName":"Draco","familyName":"Malfoy"}}

HTTP/2 200 
trackingid: ATLAS_4b03d344-b897-43a6-931e-758da6f5bb44_3
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How Web Debugging shows up in Control Hub

PATCH 
/identity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/c5f551f5-f116-4ca4-9a67-c3f64c7bd25d HTTP/2
Host: identity.webex.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0
Accept: application/json, text/plain, */*
Authorization: Bearer <token>
TrackingID: ATLAS_52ad16f8-6960-4954-be4f-ab4682bbafca_24
Content-Type: application/json
Content-Length: 109

HTTP/2 200 
trackingid: ATLAS_52ad16f8-6960-4954-be4f-ab4682bbafca_24

datacenter: prod-achm
location: https://identity.webex.com/identity/scim/8ad51c16-13ad-43e8-a390-

2f653ff28e99/v1/Users/c5f551f5-f116-4ca4-9a67-c3f64c7bd25d
content-type: application/json;charset=UTF-8

date: Wed, 24 Apr 2024 18:15:15 GMT

{"schemas":["urn:scim:schemas:core:1.0","urn:scim:schemas:extension:cisco:commonidentity:1.0"],"userName":"freeuser@thestoj.com","emails":[{"primary":t
rue,"type":"work","value":"freeuser@thestoj.com"}],"name":{"givenName":"Paul","familyName":"Stojanovski"},"entitlements":["spark-test-account","basic-
meeting","basic-message","cloudmeetings","screen-share","spark","squared-call-initiation","webex-
squared"],"cisSyncSource":"SCIM","userStatus":"active","id":"c5f551f5-f116-4ca4-9a67-c3f64c7bd25d","meta":{"created":"2023-12-
22T13:51:08.338Z","lastModified":"2024-04-24T18:15:15.043Z","lastLoginTime":"2024-03-
12T20:11:57.726Z","version":"W/\"14987552451\"","location":"https://identity.webex.com/identity/scim/8ad51c16-13ad-43e8-a390-
2f653ff28e99/v1/Users/c5f551f5-f116-4ca4-9a67-c3f64c7bd25d","organizationID":"8ad51c16-13ad-43e8-a390-2f653ff28e99","userClaimTime":"2023-

12-22T13:51:07.875Z"},"displayName":"Paul Stojanovski","active":true,"accountStatus":["active"],"licenseID":["WXSFREE_c1f9f2e1-b4ae-41bd-b405-

2634a46b930e_ciscolivecx-converged.webex.com"sipAddresses":[{"type":"cloud-
calling","value":"freeuser@ciscolive.calls.webex.com","primary":true}],"trainSiteNames":["ciscolivecx-
converged.webex.com","userType":"user","sensitive":false}

Response 
body

Response 
header

Response header

Request body

200 OK 

{"schemas":["urn:scim:schemas:core:1.0","urn:scim:schemas:extension:cisco:commonidentity:1.0"],"active":true}
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How Web Debugging shows up in Control Hub

PATCH 
/identity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/c5f551f5-f116-4ca4-9a67-c3f64c7bd25d HTTP/2
Host: identity.webex.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0
Accept: application/json, text/plain, */*
Authorization: Bearer <token>
TrackingID: ATLAS_52ad16f8-6960-4954-be4f-ab4682bbafca_24
Content-Type: application/json
Content-Length: 109

{"schemas":["urn:scim:schemas:core:1.0","urn:scim:schemas:extension:cisco:commonidentity:1.0"],"active":true}

HTTP/2 200 
trackingid: ATLAS_52ad16f8-6960-4954-be4f-ab4682bbafca_24

datacenter: prod-achm
location: https://identity.webex.com/identity/scim/8ad51c16-13ad-43e8-a390-

2f653ff28e99/v1/Users/c5f551f5-f116-4ca4-9a67-c3f64c7bd25d
content-type: application/json;charset=UTF-8

date: Wed, 24 Apr 2024 18:15:15 GMT

Response header

Request body

Webex Identity – Active state
       Determines if the user is Active or Inactive in Control Hub. 

PATCH (RFC 5789 – Patch Method for HTTP)

• Used when making an update to an existing resource

• No values are being completely replaced or removed

BRKCOL-3531
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How Web Debugging shows up in Control Hub

POST 

/license/api/v1/organization/8ad51c16-13ad-43e8-a390-2f653ff28e99/users/onboard HTTP/2
Host: license-a.wbx2.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0
Accept: application/json, text/plain, */*
Authorization: Bearer <token>
Access-Control-Expose-Headers: TrackingID
Content-Type: application/json
Content-Length: 535

[{"email":"demo_user@thestoj.com","licenses":[id":"EE_a8e7d08d-5966-46c7-a1c2-
e4173b0e0f78_ciscolivecx.webex.com","idOperation":"ADD","properties":{}}],"extendedSiteAccounts":[],"onboardMethod":"MANUAL","name":{"gi
venName":"Demo","familyName":"User"},"displayName":"Demo User","entitlements":[]}]

HTTP/2 200 
vary: origin,accept-encoding

access-control-allow-origin: https://admin.webex.com
access-control-allow-credentials: true

access-control-expose-headers: TrackingId, Link, Retry-After
timing-allow-origin: https://admin.webex.com

x-content-type-options: nosniff
trackingid: ATLAS_acc3db0d-0181-4a6d-914c-90678e88018b_44

content-encoding: gzip
content-type: application/json

date: Tue, 21 May 2024 17:05:56 GMT

Response body

Response header

Request header

Request body

[{"email":"demo_user@thestoj.com","uuid":"a9605af8-169b-485e-8f6c-4a5caef07a21","status":201}]

200 OK 

License Service

BRKCOL-3531
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How Web Debugging shows up in Control Hub

POST 

/license/api/v1/organization/8ad51c16-13ad-43e8-a390-2f653ff28e99/users/onboard HTTP/2
Host: license-a.wbx2.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0
Accept: application/json, text/plain, */*
Authorization: Bearer <token>
Access-Control-Expose-Headers: TrackingID
Content-Type: application/json
Content-Length: 535

[{"email":"demo_user@thestoj.com","licenses":[id":"EE_a8e7d08d-5966-46c7-a1c2-
e4173b0e0f78_ciscolivecx.webex.com","idOperation":"ADD","properties":{}}],"extendedSiteAccounts":[],"onboardMethod":"MANUAL","name":{"gi
venName":"Demo","familyName":"User"},"displayName":"Demo User","entitlements":[]}]

HTTP/2 200 
vary: origin,accept-encoding

access-control-allow-origin: https://admin.webex.com
access-control-allow-credentials: true

access-control-expose-headers: TrackingId, Link, Retry-After
timing-allow-origin: https://admin.webex.com

x-content-type-options: nosniff
trackingid: ATLAS_acc3db0d-0181-4a6d-914c-90678e88018b_44

content-encoding: gzip
content-type: application/json

date: Tue, 21 May 2024 17:05:56 GMT

Response body

Response header

Request header

Request body

[{"email":"demo_user@thestoj.com","uuid":"a9605af8-169b-485e-8f6c-4a5caef07a21","status":201}]

200 OK 

Current

Future

License Service

Response body

Response header

License Service
• Controls which licenses are applied to a Webex user
• Proxies request and sends details to Webex Identity
• Webex Identity creates a Universal Unique Identifier for the user

HTTP POST method 
Used when creating or appending data to an existing resource 

• User is created in the Licensing Service and Webex Identity

• id":"EE_a8e7d08d-5966-46c7-a1c2-e4173b0e0f78_ciscolivecx.webex.com is 
added to the license block

BRKCOL-3531
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Control Hub - Network Issues

Referrer: Control Hub notification toaster-links
Browser URL: https://admin.webex.com/settings
Control Hub Build: 20240423-46f592f
View Org ID: 8ad51c16-13ad-43e8-a390-2f653ff28e99
Logged-in User ID: bcfe8f37-5020-4820-9f66-3d944ca9e9f3
Logged-in User Org ID: 8ad51c16-13ad-43e8-a390-2f653ff28e99
Logged-in User Clock UTC: Tue, 30 Apr 2024 18:11:11 GMT
Customer Type: Enterprise

Status: 0
Status Text: Unknown Error
URL: https://atlas-a.wbx2.com/admin/api/v1/organizations/8ad51c16-13ad-
43e8-a390-2f653ff28e99?selfSubscribe=false
Tracking ID: ATLAS_84b4062e-48a9-4084-85cf-4b3c09618817_140
Error: {
  "isTrusted": true
}

Message: Failed to set sideboarding status. A network failure has occurred. 
TrackingID: ATLAS_84b4062e-48a9-4084-85cf-4b3c09618817_140

• Status 0 indicates a network failure 
occurred when making an HTTP 
Request to Control Hub

• Common causes is network connection 
failure (ex: loss of Wi-Fi), proxy 
blocking traffic, outbound routing

Yes, blame it on the network!

Troubleshoot must begin by 
debugging common network failures

BRKCOL-3531



Troubleshooting Users 

1. Add user failures
2. Email delivery failures
3. Truths about inactive users - hidden 
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Unable to Add User

• By far the largest “add user 
error” issue observed in 
TAC

• Nearly half of all TAC user 
management cases are due 
to this condition

Error is triggered when the user exists in Webex Identity outside of your 
organisation AND your organisation does not have the email domain verified

Also, visible when managing user through CSV

BRKCOL-3531
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Understanding the add user logic

Webex
Admin

user1@rtpcloudcollabtac.net
user2@rtpcloudcollabtac.net
user3@rtpcloudcollabtac.net

Verified Domain:
rtpcloudcollabtac.net

Action: Add user

pleasesaveme@thestoj.com

Enterprise Org

Webex.com Org

Webex Free Org

pleasesaveme@thestoj.com

Check Webex Identity for existing user

User Found
Domain not verified

BRKCOL-3531
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Add User Remediation

• Domain must first be verified

• Two options: 

1. Selectable list

2. CSV bulk edit

• Option available to retract claim

BRKCOL-3531
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Add User Remediation

Please SaveMe

User Two

User One

pleasesaveme@thestoj.com

usertwo@thestoj.com

userone@thestoj.com

BRKCOL-3531
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Immediate User Claim Process Flow

From Control Hub

• Add Users > Claim users

This process kicks off two events described in 3a & 3b

Free user email remapped

New email: 
pleasesaveme@thestoj.com.convert-user.local

Old email: pleasesaveme@thestoj.com

id: 6e6be6ae-64b1-42d8-83f2-3032ee601875

created: 2021-10-11T15:27:32.885Z

orgId: a2846766-4793-4366-afe1-303099abecc2

orgName: Webex Free Org

accountStatus: pending

1

2

3b

7

MM DD YY

User creates a Free account

username: pleasesaveme@thestoj.com

id: 6e6be6ae-64b1-42d8-83f2-3032ee601875

created: 2021-10-11T15:27:32.885Z

orgId: a2846766-4793-4366-afe1-303099abecc2

orgName: Webex Free Org

New user created in Enterprise 
org
userName: pleasesaveme@thestoj.com

id: 071467f9-51ab-474e-a09c-d627e899079b

created: 2024-05-01T14:42:34.718Z

organizationID: 8ad51c16-13ad-43e8-a390-
2f653ff28e99

accountStatus: active

Free user attempts to login

Free user must act and choose:

1) Change email to a personal 
address

2) Delete free account

Email changed to personal

1) Free user logs in with personal address

2) All message history preserved

username: personal_email@gmail.com

id: 6e6be6ae-64b1-42d8-83f2-3032ee601875

created: 2021-10-11T15:27:32.885Z

orgId: a2846766-4793-4366-afe1-303099abecc2

orgName: Webex Free Org

3a

3b

3a

5

Enterprise admin 
claims Free user

4
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User does not receive invitation email

• Webex org may have Automatic 
activations emails disabled
• Organization Settings > Personalized email settings

• Email landed in user’s junk/spam folder

• Email could not be delivered to the 
recipient

SUPPRESSION 
LIST

Action: Add user
bouncy@thestoj.com

DNS

Activation email bouncy@thestoj.com

550: 550 5.1.1 ...@... Recipient address rejected: {hash} address: host mail-
outgoing.relay-pe.svc.cluster.local[a.b.c.d] said: 550 5.7.1 ...@... Recipient 
address rejected: The email you tried to reach does not exist (in reply to 
RCPT TO command)

bouncy@thestoj.com

Webex
Admin

BRKCOL-3531
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Identifying email delivery failures

Control Hub displays Last Email 
Status 

Management -> Users -> Select User

Control Hub offers 
ability to clear user 
from bounce list. You 
must remediate the 
underlying issue 
before re-sendingBrowser inspection provides debug 

granularity

“bouncy@thestoj.com”

“bouncy@thestoj.com”
“bouncy@thestoj.com”
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Common email delivery failures

Error 
Code

Error Description Remediation/Cause

550 5.1.1 • Invalid Recipient
• Mailbox is out of service
• The email account that you tried to reach does not exist

Create a mailbox for the user

554 5.4.4 • [internal] Domain Does Not Exist MX record needs to be created

554 5.7.1 • [internal] recipient address was suppressed due to 
customer policy

Webex domain or IP is blocked 

Email server policy blocking the traffic 

User has explicitly blocked emails

Note: Actual messages may vary depending on what has been configured on the mail server

Reference RFC 2821 (SMTP) and RFC 3463 (Enhanced Mail System Status Codes)

BRKCOL-3531
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Reasons why a user is inactive

Source
Retention 

Period

Reason RetentionSource

Control Hub Administratively deactivated 30 days

Control Hub Claimed into organization and does not match a Directory 
synchronization LDAP filter (Directory Connector)

30 days

Entra ID Originally synced and no longer included in the Directory 
synchronization filter

30 days

Directory 
Connector

Administratively deactivated in Active Directory
Applies to other SCIM integration (Okta/Azure) deactivate actions as well

Indefinite

Directory 
Connector

Originally synced and no longer included in the Directory 
synchronization filter

7 days

BRKCOL-3531
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Customizing User Inactive Duration

Source
Retention 

Period

Reason RetentionSource

Control Hub Administratively deactivated 30 days

Control Hub Claimed into organization and does not match a Directory 
synchronization LDAP filter (Directory Connector)

30 days

Entra ID Originally synced and no longer included in the Directory 
synchronization filter

30 days

Non-Directory Connector provisioned users 
can now be retained for up to 90 days 

Management > Organization Settings



Teams Integration: 
Problem Reporting and Tools
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Inspect MS Teams via Browser
Recommended browser for ”Inspect” – Microsoft Edge

BRKCOL-3531
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Inspect MS Teams via Browser
Recommended browser for ”Inspect” – Microsoft Edge
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Inspect MS Teams via Browser
Recommended browser for ”Inspect” – Microsoft Edge
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Inspect MS Teams via Browser
Recommended browser for ”Inspect” – Microsoft Edge

BRKCOL-3531



© 2025 Cisco and/or its affiliates. All rights reserved.

Inspect MS Teams via Browser
Recommended browser for ”Inspect” – Microsoft Edge
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Inspect MS Teams via Browser
Recommended browser for ”Inspect” – Microsoft Edge
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Inspect MS Teams via Browser
Recommended browser for ”Inspect” – Microsoft Edge

BRKCOL-3531
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Fiddler Classic
File -> Import Sessions

BRKCOL-3531
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Collect Webex logs
Help -> Health Checker

BRKCOL-3531
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Collect Webex logs
Diagnostics

BRKCOL-3531
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Collect Webex logs
Export all data

BRKCOL-3531
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Collect Webex logs
Help -> Health Checker

BRKCOL-3531
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Collect Webex logs
Help -> Health Checker
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Translator X
Available for download for free at https://translatorx.org
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Microsoft Teams – Dev Tools

Teams Admin -> Teams -> Teams update policies -> Policy 
Name -> Shows teams preview features
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Microsoft Teams – Dev Tools
Microsoft Teams app -> Settings -> About Teams -> Early Access
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Microsoft Teams – Dev Tools
Right Click - Microsoft Teams app in Windows System tray -> Open Dev Tools
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Microsoft Teams – Log Collection (Old Way)
In the Call window enter “*SAVE#” and press Enter
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Microsoft Teams – Log Collection (New Way)
Dev Tools -> Inspect Cisco Call | MS Teams -> Console -> Right Click -> Save as…
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Microsoft Teams – Network Logs
Dev Tools -> Inspect Cisco Call | MS Teams -> Network
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MS Teams Webex Calling Integration Architecture

MSTC Jabber 
Integration Presence 

Integration

U2C

Janus

Hydra

WDM
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MS Teams Webex Calling DI Integration Architecture

MSTC Jabber 
Integration Presence 

Integration

U2C

Janus

CCUC

WDM
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Cisco Call Login
Initial login window

Question – Is the user’s MS 
Teams email the same as their 

Webex user email?

If yes – Choose “Continue”

If no – Choose “Use a different 
account”
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Cisco Call Login
Initial login window

Idbroker authorises Webex users

Notice that this is another 
browser window

What do you think this will do to 
our session inspection?
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Cisco Call Login Log Analysis - Authentication
From MS Teams Console Logs

Webex Authentication:

• <Date> [info] Authentication#initWebex()

• <Date> [info] Authentication#initWebex() :: Webex Ready

• <Date> [info] First login detected. Calling postUsermapping method.

• <Date> [info] Authentication#deviceRegister() :: successfully registered.
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Initial Login Log Analysis – Authorisation (NOT TOKEN)
From Fiddler Classic
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Initial Login Log Analysis – Speed Dials from GRAPH
From Fiddler Classic
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Initial Login Log Analysis – U2C Request and Response
From Fiddler Classic
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Initial Login Log Analysis – WDM Validation
From Fiddler Classic
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Initial Login Log Analysis – Calling Behavior
From MS Teams Console Logs

Webex Calling (NATIVE_WEBEX_TEAMS_CALLING):

• <Date> [info] Calling Behaviour is WEBEX_CALLING

• <Date> [info] Is Webex calling backend?: true

UCM Calling (NATIVE_SIP_CALL_TO_UCM):

• <Date> [info] Calling Behaviour is UCM_Calling

• <Date> [info] Is Webex calling backend?: false
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Initial Login Log Analysis – WDM Validation, cont’d
From Fiddler Classic

BRKCOL-3531



© 2025 Cisco and/or its affiliates. All rights reserved.

Initial Login Log Analysis – Hydra Response
From Fiddler Classic
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Placing Calls
Dialing via the Dialpad
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Placing Calls
Dialing via the Dialpad

Cross-Launch via 
protocol handler
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Placing Calls Log Analysis
From MS Teams Console Logs

Placing an audio call:

• <Date> [info] Making audio call to address 15017

• Launched external handler for 
'webextel://15017?jws=eyJ0eX…_pouw&isAudio=true’.

• <Date> [info] MSFTDialogPopup() :: call not happend through MSFT 
Dialog popup

BRKCOL-3531



© 2025 Cisco and/or its affiliates. All rights reserved.

Placing Calls Log Analysis
From MS Teams Console Logs

Placing a video call:

• <Date> [info] Making video call to address 15017

• Launched external handler for 
'webextel://15017?jws=eyJ0eX…_pouw&isAudio=false’.

• <Date> [info] MSFTDialogPopup() :: call not happend through MSFT 
Dialog popup
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Placing Calls
Testing cross-launch via ”Run” -> webextel:<number to dial>
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Placing Calls
Testing cross-launch via ”Run” -> webextel:<number to dial>

BRKCOL-3531



© 2025 Cisco and/or its affiliates. All rights reserved.

Placing Calls
Windows Registry – Verify URL Associations
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Placing Calls
Collecting logs for Webex Calling analysis
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Placing Calls
Collecting logs for Communications Manager analysis
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Call History
Application view
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Call History Log Analysis – Webex Calling
From MS Teams Console Logs

getCallHistoryData process:

• <Date>: [LOG]: file:CallHistory - method:getCallHistoryData - message:Janus 
API URL https://janus-r.wbx2.com/janus/api/v1

• <Date>: [INFO]: file:CallHistory - method:getCallHistoryData - message:Call 
history from date : 2025-05-15T15:00:10.343Z

• <Date>: [INFO]: file:CallHistory - method:getCallHistoryData - message:Call 
history sort type : DESC

• <Date>[INFO]: file:CallHistory - method:getCallHistoryData - message:Call 
history sortby type : endTime
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Call History Log Analysis – Webex Calling
From Network Trace in Fiddler
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Call History Log Analysis – Webex Calling
From Network Trace in Fiddler

Janus API

User Call 
History

From 
Timeframe

List 
limit

Include new 
events

Sort by 
Description
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Call History Log Analysis – Webex Calling
From Network Trace in Fiddler

Call Direction

Type of call event

Has the event been “seen” by the user

Call back address

Caller Name
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Centralised Call History Requirements for UCM clients
On-Prem Communications Manager Cisco Call MS Teams users

To verify, browse to:

Webex Control Hub -> Services -> Connected UC -> Inventory ->                      
CUCM Cluster Details -> Service Management 

• Webex app version 44.11 or later

• Unified Communications Manager 14 SU4 or later or 15 SU2 or later 

• CCUC MUST be enabled for the UCM cluster

• ”Centralized Call History” feature MUST be enabled
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Centralised Call History – UCM Calling
Webex logs – current_log or last_run_current_log

<Date> <Debug> [860:0x1014][]UcmCallHistoryModeDetector.cpp:44 
UcmCallHistoryModeDetector::onConfigReady::isEccCallingEnabled: 1, featureFlags-
>isUcmUnifiedCallHistoryEnabled: 1, isUnifiedCallHistoryEnabled: 1, isSrstMode: 0

isUcmUnifiedCallHistoryEnabled:

Value 0 = Feature toggle not enabled

Value 1 = Feature toggle enabled (should be enabled for all orgs) 

isUnifiedCallHistoryEnabled:

Value 0 = Centralised Call History not enabled in CCUC

Value 1 = Centralised Call History is enabled in CCUC
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Centralised Call History Requirements for UCM clients
On-Prem Communications Manager Cisco Call MS Teams users

See supplemental information included with the session PDF for line-by-line analysis

CCUC specific logs to collect from CUCM Publisher CLI:

• Websocket-Broker – file get activelog websocket-broker/*

• Telemetry – file get activelog telemetry/*

• CMCC – file get activelog cmcc/sdl/*

CUCM specific logs to collect from RTMT:

• CallManager SDL from all call processing nodes
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Agenda
01 Introduction

04 Integration: Problem Reporting and Tools

05 Integration Login

06 Placing Calls

07 Call History

08 Closing

02 Web Debugging Basics

03 User Troubleshooting
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education
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