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Introduction




Cisco Webex App

9:41 ol ¥ @
QueStionS? < Catalyst 9000 Series Switching Family - ...
Use C|SCO Webex App to Chat session will talk about the component at the
. . heart of these switches which is the ASIC. It
with the speaker after the session will also cover common attributes,

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

HOW Kenny Lei

Cisco Systems, Inc. | Technical Market.

ﬂ Find this session in the Cisco Live Mobile App Categories

Technical Level

Intermediate (596)

o Click “Join the Discussion”

Tracks

Networking (220)

e Install the Webex App or go directly to the Webex space Session Type

Breakout (453)

Q Enter messages/questions in the Webex space Webex

w Join the Discussion

Notes

Webex spaces will be moderated by the speaker until 14 November 2025.

Enter your personal notes here

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKCOL-2523
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Agenda Calling Interoperability with
Microsoft Teams

Cisco Video Interoperability
with Microsoft Teams (VIMT)

Direct Guest Join (WebRTC)

Cisco Video Interoperability
with Microsoft Teams
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Cisco and Microsoft

have come together

to deliver a _better user
experience

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Phones with Microsoft SIP
Gateway

Direct Routing for Microsoft Teams Phone

Cisco Calling for Microsoft Teams

Cisco as a certified Microsoft
Cloud Video Interop (CVI) partner

Join Microsoft Teams meetings with Cisco devices
via modern web technologies (WebRTC)

Microsoft Teams Rooms (MTR) on RoomOS
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Calling Interoperability with

Microsoft Teams




Using Cisco Phones and
Peripherals with Microsoft

Teams




Microsoft Teams certified peripherals

Desk Camera 4K

Up to 4K UHD
intelligent USB
webcam. Supports
Windows Hello

Headset 320 series

8]

Affordable dual or
mono headset with
USC-A, USB-C, or RJ-
9 connections and in-
line Microsoft Teams
button

Headset 720 series

Everyday dual or mono
Bluetooth® wireless headset
with Voice Activated
Microphones and on-ear
Microsoft Teams button

Bang & Olufsen Cisco 950

Headphones equipped
for business
communications, excels
in immersive sound, and
designed with elegance.

.. Certified for

B Microsoft Teams

.. Certified for
B2 Microsoft Teams

.. Certified for
B2 Microsoft Teams

.. Certified for
B2 Microsoft Teams
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Microsoft Certification Explained T,

H® Microsoft Teams

Cisco Headsets & Webcams
Certified for Microsoft Teams

"2 B

Selected model headsets and
webcams are certified for Teams

Cisco Headsets & Webcams

SRR B
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]
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All headsets and webcams are tested with
Microsoft Teams by Cisco

«  Microsoft and Webex headset still work . Tested and certified for Microsoft
for most functions on the other platform Teams by Microsoft

-  Webex buttons can’t invoke Microsoft - Device meets additional design
Teams app and Teams button can’t requirements

invoke the Webex app
<Non-certified peripherals are part of a broader portfolio and can generally be>

used in most cases, since they are compatible with Microsoft Teams

BRKCOL-2523
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Cisco Phones and the

Microsoft SIP Gateway




Microsoft SIP Gateway

Concept

Microsoft SIP Gateway allows
registration of SIP Phones in
Microsoft Teams Phone.

PSTN

MSFT Teams Phone

Cisco MPP phones are listed as ,'," A
compatible with Microsoft SIP _ / \
. . Microsoft AN
Gateway, although this solution SIP Gateway T3
is not certified by Cisco. 7 \
\
sl /C'
J
Cisco MPP Phone Microsoft Teams

user/phone

]
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Supported Cisco phone models on SIP Gateway

Vendor Maodel Minimum Approved Remarks Links
firmware version firmware version

Cisco Devices running enterprise Cisco firmware
firmware must be converted to conversion guide o

MicrOSOft Iisted mOdels: !‘:ELPLTIE;IT,;I:\T::E,]rie;::\,jhe
« Cisco ATA 191/192 series (MPP)

6821' 1M.1.1MPP 12-0-3MPP
° C- 6800 = ( Id M PP I ) 6&41' M1IMPP 12-0-3MPP
ISCO SerIeS SO aS On y 6851 1M.1.1MPP 12-0-3MPP
° C . 7 800 . (M P P) 6861 1M1IMPP 12-0-3MPP
ISCO Serles 6871 1M.1.1MPP 12-0-3MPP
° C Ll 8800 Ll M P P 781! MIAMPP 12-0-3MPP
ISCO SerIeS ( ) 7821 1M.1.1MPP 12-0-3MPP
. . 7841' T1LIMPP 12-0-3MPP
« Cisco 9800 series (PhoneOS)
a1’ 1M1IMPP 12-0-3MPP
a841' 1M.1.1MPP 12-0-3MPP
8845 1M1IMPP 12-0-3MPP
a&51' 1M.1.1MPP 12-0-3MPP
asel! 1M1IMPP 12-0-3MPP
8BRS M1IMPR 12-0-3MPP
8875! Phone0Ss 3.31 PhoneOs 3.3.1
gg41’ PhoneD5 3.31 PhoneOs 3.3.1
ags1! Phone0Ss 3.31 PhoneOs 3.3.1
aga1! PhoneD5 3.31 PhoneOs 3.3.1
ag71! Phone0Ss 3.31 PhoneOs 3.3.1
ATA191-MPP*  11.22MPP 1-2-2MPPO10T-
(k)
https://learn.microsoft.com/en-us/microsoftteams/devices/sip-gateway-plan ATAIOZ-MPP® - 11.2.2M1PP Ly v

]
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PhoneOS 3.3
Microsoft Teams SIP Gateway Support

Provisioned as a SIP phone and
registered to Microsoft Teams SIP
Gateway

 Make and Receive Calls
 Hold/Resume/Transfer

* Voicemail and Call Forwarding

« Join Teams Meetings via PSTN Dialing

alfbal ]l
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SIP Gateway: Limitations

* No Presence on Call Queues
* No softkey templates

 No survivability (SBA)

* No shared-lines

e Need DTMF tones for some
features (e.g. DND)

* Not showing all contacts
(only personal contacts +12134363... Contacts +12134363... Contacts
created on the phone) Qgearch * Directortes

Favorites
* Incomplete device info on
Teams Admin Center

ol I 1l I h
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Direct Routing for Microsoft

Teams Phone




Microsoft Direct Routing with CUBE

Concept

With Microsoft Direct
Routing, you can

O
configure on-premises

PSTN connectivity with
Microsoft Teams client.

PSTN

MSFT Teams Phone

CUBE is a certified SBC
for Microsoft Direct
Routing

CUBE

A
I
I
I
I
I
I
1

Microsoft Teams
user

alfbal ]l
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CUBE for Direct Routing to the PSTN

CUBE certification supports:

Calls between Teams Phone System and PSTN SIP
trunks

Media Bypass
High Availability
E911 Calling with Intrado and Bandwidth
Interworking with Cisco Telephony Adapters
CUBE version tested:
14.4 (I0OS-XE 17.6.1a or later)
Requires CUBE trunk licenses

Documentation:

Use the Direct Routing PSTN application note

Additional, application-specific configuration notes to Interopsranily-poralidrect roingwit-Cube ol
simplify your deployment

]
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Microsoft Direct Routing with CUCM via CUBE

Tested Network Topology

CUBE can also be connected to an PSTN
internal phone system such as Cisco
Unified Communications Manager.

s

MSFT Teams Phone

Supported topologies:

« Co-resident CUBE for Direct (d) ‘ (b)

Routing

- Dedicated CUBE instance for Direct A
|

|

|

Routing and an additional gateway CUBE

for connection to the PSTN

This is not the Cisco preferred solution -
for Calling _Interoperablllty d_u_e to Gisco IP Phones/ Mucrozzfetrleams
complexity and cost, but it is Softphone

documented and supported

https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/interoperability-portal/direct-routing-
for-communications-manager-via-cube.pdf

]
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Microsoft Direct Routing with CUCM via CUBE

Supported Call Paths

— Calls between Cisco Phones/Softphone
and the PSTN

== Calls between MSFT Teams users and the
PSTN via CUBE (Direct Routing)

- (Calls between MSFT Teams users and
the PSTN via CUCM and CUBE (Direct
Routing)

- (Calls between Cisco Phones and MSFT

Microsoft Teams

Teams users (limitations apply) o oo/ users

]
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Microsoft Direct Routing with CUCM via CUBE

Limitations highlights

» Direct routing for Microsoft Teams Phone
does not support video codecs, therefore
only audio calls can be established .
between Cisco UCM and Microsoft Teams * ]
Phone clients using this solution. y ISET Teams Phone

PSTN

 Lines cannot be shared between Cisco
UCM and Microsoft Teams Phone clients.

« Call completion (callback, automatic ] @
callback) is not possible when calling a =EEE N @
Microsoft Teams Phone number from _ Microsoft Teams

. Cisco IP Phones/ users
Cisco UCM. Softphone

https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/interoperability-portal/direct-
routing-for-communications-manager-via-cube.pdf

]
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Microsoft Direct Routing with Webex Calling via CUBE

Customers can use CUBE to allow
communication between Microsoft PSTN
Teams Phone users and Webex
Calling users.

 Use the documentation created
for CUCM to deploy this solution

 PSTN Access through Webex
Calling is not allowed (Microsoft
Teams Phone should have its

Microsoft Teams

own PSTN access) Cisco MPP users
Phones

alfbal ]l
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Cisco Call for Microsoft
Teams



Cisco Call for Microsoft Teams

&
Q Y Cisco Call

>

Activity
Chat My number: 408-555-0100
00
[(u}} )
feams | Q. Search name or dial a number
. _
Calendar Dialpad  Speed dial
L3
Cisco Cal 1 2 3
ABC DEF
GHI JKL MNO
Apps
QPRS TUV WXYZ
* 0 #

&

Audio

© 2025 Cisco and/or its affiliates. All rights reserved.

Video

&% Do not forward calls ( & Call settings;}l

Recents  Voicemail () Recordings © EM

7 Open Customer Assist
L2 Mark Baker

Mobile: +1206 345 6789 (2 Open Attendant console

Sofia Gomez 8 Calling dock [ o]

NEO work: +1 490 900 3232

L2 Mark Baker £ Sign out

Mobile: +1 206 345 6789 - e e

5/12 + 12:00 PM
Recording 2m 3s 9:30 AM &

& Shortsummary = Al-generated * d GP

Mark mentioned the marketing team is in the final stages of preparing for the upcoming product launch. They have
coordinated efforts across various channels, including social media, email campaigns, and digital advertising, to
maximize reach and engagement. 9)

Flexible Deployment: Supports UCM,

Dedicated Instance, and Webex Calling multi-
tenant. (no dial plan routing reconfiguration
required)

Single-App Experience: Full Cisco Calling
inside Microsoft Teams. (No experience
compromise)

Al-powered: Transcriptions, call summaries,
HD Voice, Al Codec.

Power Calling Tools: Multi-call window,
Attendant Console, Customer Assist.

No additional license costs for regular calling

\ features

This is the recommended solution in which Cisco is investing the most to

achieve interoperability between Cisco Calling platforms and Microsoft Teams

BRKCOL-2523
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Cisco Call for Microsoft Teams

Call History
5 <> Qsearn ~ - o % Call Forwarding
Call Tab TR s cucoces status
H;: i 7 ™ — H 1
My Number _Chr—OMynumhenz.oa-sss-moo & Donot forward calls ( @ Call settings | - VOICemaII
= . A
. (B |Q Search name or dial a number | Hogenis  Voicemail © Eom o I I
Speed dlals - Dialpad Speed dial stand [2 Open Customer Assist ® E91 1 Indlcator
| @ . 5 3 *+1323122 0990 (7 Open Attendant console Customer ASSiSt
VaikBaar 2  Caling dock & | — and Attendant
4 5 6 512612-555-0100 | © Sign out ) Console access
GHI JKL MNO ueue: PreSales ~ ——— -
ApP ‘ Sofia e
7 8 9 N +1490 800
Contact T +12 612-555-0100 Calling dock
Search d
L Queue: PreSales toggle
Entra ID Q, n
Contacts
Audio Video
Outlook 365
Contacts UCM - Pre-Reaq:
Call Queues / UCM 12.5 SU7 / UCM 14 SU3 / UCM 15 SU2

Hunt Groups visibility C€UC-12.5/14 SU3
On-premises: Webex Cloud-Connected UC (CCUC)
]
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Video demo
(June 2025)

http://cs.co/ciscocallmsteamsdemo-june25
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What’s available on Cisco Call for MSFT Teams

N

2
Click to Call from

MSFT Teams
Audio/video calls

©

Make a call by keying
in the number in the
dial pad

g
Available on Desktop
and mobile

&

Search contacts
from Outlook/Entra

© 2025 Cisco and/or its affiliates. All rights reserved.

Make 1:1 calls from
MSFT Teams Chat
and Channels

N

Use your existing Calling
infrastructure

a3

See Call History

@E

Bidirectional
Presence status sync

2
Enable Calling Dock

&

Hide Webex windows
B
Simplified login

9

Call Forwarding status

N

VDI support

é’B

8/

Multi-line visibility
for CUCM

1= Chiew)

Listen to voicemails
and see transcriptions

BRKCOL-2523

[ (New )

Attendant Console and
Customer Assist access

(2) (Newt)

Simplified Call Settings

Q

Single App experience
) (Newt)

Phone Disconnection
banner

4R (Newt )

E911 warning

) Glow

Activity/Notifications bot .



Bidirectional Presence Sync

The following presence status

. . ) Chat = O Anika Duke Chat Files Organization 2 more
will be synchronized between = o @ a0t o
Webex and Microsoft Teams: [ } :

. nika Duke 7
\ l fou: Hi, how are you oment? 2
e_ Shane Long 20/04 Q Colt Potts Got a sec?
@ You:hi )
Apps Sign out

e Anika Duke on a call
Wednesday

L Onacal > @lInacall o Gmveratinn e | B o T .
@ DND > Q DND — oy @ ColtPotis Hi how are you '

@ Presenting > @ Presenting

@ In a meeting > @ In acall @

B — 00
@ Inacall -> & On acall

@ DND > @ DND |
@ Presenting > & Presenting o N —

IO

& B

When in a MSFT Teams meeting, MSFT
sets the status as In a call ol

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco



Webex Calling dock

The Webex Calling Queue Sinloac
dock (formerly multi management .
: : Sign in/out from T R
call wmdow)_ is a user - ouoe/Hunt 0 Ao B oo s—%
enabled setting to. Groups \ :
maximize calls for Search to call ———e(Q Search to dia i P
muItipIe lines and \?Veat:ch on v Austen Jones (+1 408-653-5437) 01®1
ebex

manage Ca”S Incoming call B X
effectivel Multiple lines +1 669-783-7700

y See all the lines ° Forwarded by SalesWestCoast2 ° °

available for the
~ Clarrisa Smith (+ -123- 01 =
It is part of the Webex  userwiththeir e o
A d it k ith associated calls Isabelle Brennan “ 0
|||OphanC I||'W0r S Wi and notifications - ;;:fg tes ey
all the Lalling Watchlist 3 . _
platforms._lt Can act @s  gq the call presence 8 ¥ #E > X
a companion app for status of monitored _|—0., Watchlist (13) &
Microsoft Teams users (Webex Calling
. and Webex hosted '@. Darren Owens m‘; Umar Patel 2

] by Service Provider
Only available on only) @ Kevinwoo &, et smith
Windows machines Device Control

Optimized for ﬁ hMarys Smith ﬂ hMattew Ralar e
today P —
) multi-tasking Connect to a device

with small
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523

footprint

Call Settings
Direct access to
Call Settings

Link to Recent Calls

and Voicemails

See notifications and open
Recent Calls and
Voicemails in MSFT
Teams

Multiple call handling
Take, decline or resume
calls while in another call

© Disconnected

&

Retry connection

Phone
disconnection
prompt

See when your
phone
services get
disconnected
and retry
connection

]
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Webex Calling dock - UCM

Direct access to

The Webex Calllng Sign in/out from 00 (I Auston sones & 0n Call Settings

. . Hunt Groups
Dock is available on |
CUCM and Webex Search to dial

Search on
Ca|||ng Dedicated Webex v Austen Jones (+1 408 653 5437) See notifications and open
Instance with the incoring cal Recent Calls and
Voicemails in MSFT
. +1 037 581 8373
fOIIOWI ng featu res #  Hunt group: SalesGlobal Teams
Forwarded by +1 408 123 4567
See all the lines > Sarah Smith (+1 371 458 8910 O1@&@1
available for the arah smith (+ . Take, decline or resume
user with their & Connect Privacy (® calls while in another call
associated calls

and notifications w

© Disconnected

Optimized for

multi-tasking " e phone
0 ‘ \

with s.maII QO) services get

footprint disconnected

and retry
connection

See when your

Retry connection

ol I 1l I h
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App rename New

App customization for name and logo is also

Webex Calling for Microsoft Teams possible

is now Cisco Call for Microsoft S—
Teams

| App details

Short name ()

Llamar

Short description (0

Harness the powerful, enterprise-grade C...

Privacy policy URL ()

Q ¢ Cisco Call

ACTIVIty https://www.cisco.com/c/en/us/about/leg...
Website URL ()

https://www.cisco.com/c/en/us/solutions/...

My number: 408-555-0100

Chat
https://www.cisco.com/c/en/us/products/...

000 Full description ()

COJ Dialpad Speed dial With Cisco Call for Microsoft Teams, users [}

b -grad|
Teams ing oo drocly i 0
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Simplified login experience

A single login to the integration is leveraged if Microsoft Teams and Webex
are SSO enabled or if the login session is valid.

_ O Search _ _ £ Search _ _ — —

0 @ ciscocal Q@ ciscocal 0 ¢ cscocan
® ® O] My number: 408-555-0100 & Do not forward calls = & Call settings
S
[ X ]
‘& ¢ /X @ E Dialpad = Speed dial Recentcalls  Voicemail
® ) ® & Q Search name or dial a number MadseTorres L Toswy
¢ +12 612-555-0100 09:00 AM
o
(1.4 L5 Darren Owens . Today
L 12 03 | Jeviitens® € omoss sw30mm
ABC DEF
signing in... ° +1206-555-0100 b ¥ somus . °
Set up your phone system 4 5 6
You're about 10 sign in with SampleEmail@abCompany.com. If this account lsn't the cHl KL MNO @ Voo P Today
poe one you use for Cisco Calling, continue with a different account, aes Mo didind pee A
7 8 9 Auster . Today
oPRS TV WXz o +1406-555-0100 e 0748 AM
Matthew Baker Yesterday
« 0 # @ e nson et
N Kevin Woo . 9/28/23
0 +1789-555-0100 € a2 10:55 AM

Note: Webex App will pop up for user to login

Note: token expires every 90 days i,
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Mobile experience

Cisco Call app is available from the
Microsoft Teams apps on mobile.

To access Call History, Voicemails
and Contacts, Webex App must be
open.

Presence sync is supported on
mobile.

© 2025 Cisco and/or its affiliates. All rights reserved.
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18:35a v T E
@ cisco call
Dial a number
1 2 3
ABC DEF
4 5 6
GHI JKL MNO
7 8 9
PQRS TUV WXYZ
* 0 H
& h @
Open Webex

See your call history, voicemails and contacts
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Mobile experience from chat

2:32R al T -

< ME Matthew Baker » n %

© Available

Call a user from 1:1
chats using the
integration

June 8, 11:58 AM

© [Typeamessage @ © O
A
® ? v !
Media Attach Format Priority
[New ] [New)
® © G =
Loop Location Schedule Tasks
<’ &
=/
Cisco Call Stream Updates Praise

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523

Webex Calling

CHOOSE A NUMBER

Work
+1301-296-9527

Mobile
+1208 300 5010

Mail
MatthewBaker@gmail.com

8

Mute

Matthew Baker

+1301-296

I

Speaker

Keypad

]
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Call Recordings

A new tab for Call

Recordings
(Q3CY25) and
summaries (Q4CY25)

© 2025 Cisco and/or its affiliates. All rights reserved.

[T
Q

Activity

200
[(w)]

Teams

Calendar

‘.m

Cisco Call

Apps

¢’ Cisco Call

My number: 408-555-0100

Q_ search

[0\ Search name or dial a number

Dialpad Speed dial

1 2 3
ABC DEF

4 5 6
GHI JKL MNO

7 8 9
QPRS TUuv WXYZ

* 0 H#

& G

Audio Video

(Q3-cCY25

& Do not forward calls ( ¢ Call settings

Recents Voicemail () Recordings

@ L2 Mark Baker Today
Mobile: +1 206 345 6789 09:00 AM
Sofia Gomez Today

© Work: +1 490 900 3232 07:35 AM

L2 Mark Baker
Mobile: +1206 345 6789 @ @ @
5/12 - 12:00 PM
Recording 2m 3s XY 7:26 AM

B Short summary = Al-generated * 9 P

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Phasellus eu sem non arcu feugiat convallis eget et ex.
Quisque sed dignissim orci. Integer id augue in metus sodales volutpat sit amet id magna. Duis dui ante, hendrerit
id pellentesque in, porta eu risus.
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Line selection
and Call Queue

Callas: L1 +1408-578-9875 v/ '

Select the line to call from

& Available 20:52 }

Queue management

Log in/out from Queues

© 2025 Cisco and/or its affiliates. All rights reserved.
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Q

Activity

000
0)

Teams

Calendar

<

Cisco Call

Apps

¢’ Cisco Call

<

Callas: L1 +1408-578-9875 v

>

Q_ Search

[Q Search name or dial a number

Dialpad  Speed dial

1 2
ABC

4 5
GHI JKL
7 8
QPRS TUV
* 0

&

Audio

Ch

DEF

MNO

WXYZ

#

Video

Recents

L14 Austen Jones
Work: +1 323 122 0990

L2 Mark Baker
Mobile: +1 206 345 6789

L1 Sofia Gomez
Work: +1 490 900 3232

Voicemail @) Recordings

(Q3-cCY25 )

& Don'tforward % Available 20:52 & @

Today
09:00 AM

Today
08:32 AM

Today
07:10 AM

4
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Call Summaries

Showing Call
Summaries provided
by Al inside the Call
History

© 2025 Cisco and/or its affiliates. All rights reserved.

[T
Q

Activity
Chat
200

o

Teams

Calendar

t‘m

Cisco Call

see

Apps

¢’ Cisco Call

My number: 408-555-0100

Q_ search

[Q Search name or dial a number

Dailpad  Speed dial

1 2 <

ABC DEF
4 5 6
GHI JKL MNO
7 8 9
QPRS TUv WXYZ
* 0 #
' +

(Qa-cv2s)

& Do not forward calls ( %5 Call settings

Recents Voicemail Recordings

L14  Austen Jones - Today _,
e Work: +1 323122 0990 el 1 1 09:00 AM ©

L2 Mark Baker n Today

Mobile: +1 206 345 6789 Lt L) 09:00 AM

f L2 Sofia Gomez (3)
o Work: +1 490 900 3232 @ @ @
) Verified caller
Today - 1/2/24
Outgoing 1m 3s 530 AM &

= AlSummary & GP

The conversation covered retirement planning asp@cts like contribution limits for 401(k)s and IRAs, investment
options, and the importance of a diversified portfolio. They discussed strategies to maximize tax advantages,
including tax-deferred growth and Roth accounts. The significance of optimizing employer-sponsored plans and
company match programs was highlighted, along with exploring various tax-advantaged accounts. Gratitude was
expressed for Austen's guidance, and an agreement was made to stay in touch for ongoing support and future
discussions.

Call summary ] [ Transcript ] [ 1 Recording J
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Integration and Storage

i$s

MSFT User
MSFT Teams ) Teams Entra ID Outlook [ number
| +__ MSFT Graph ]
Contact search Store/Read
and resolution Speed dials
[T > Q_ Search
User search in the O] @ cicodar
. . ) v
directory is = )
. T | @ search name or dial a nfmber | Recents  Voicemail h
pe rfo rm ed aga I nSt La; *Dhﬂ Speed dial <¢¢—— Austen Jones
MSFT CIOUd (Entra "T ! AEC D:EF t':azrgsB;fse ;789
4 5 6 + -555-
ID, OUtIOOk) GHI JKL MNO Q?’z”‘iﬁ’:ssjegwo
Sofia Gomez
7 8 9 +1490 900 3232

Speed dials are
stored in the user
profile in MSFT cloud

© 2025 Cisco and/or its affiliates. All rights reserved.

w

][[ Voicemail ] [ Call History ] [ Presence\k Webex

QPRS TUV WXYZ

J

Call History
Voicemail
Presence

= (=] X

&% Do not forward calls ( ¢ Call settings\ ) - I

4

A

© EM

(2 Open Customer Assist

(2 Open Attendant console

88 Calling dock .

© Sign out

VORIZ MY

Today
07:10 AM

BRKCOL-2523

My number is retrieved from
the user’s Directory Card
(Webex Control Hub)

Voicemail, Call History and
Presence are retrieved from
Webex (via CCUC for CUCM)

Call History is based on Call
Summaries
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Dialpad and Speed Dials

o0 e i < Q ev e i <
[ NON W7 <
[;9 ¢’ Cisco Call @ ¢ Cisco Call i
Activity Activity
g My number: +13109283171 j'f My number: +13109283171 Act:iviw ¢’ Cisco Call
4
Calendar i Calendar i H
Dialpad Speed dial Rec Dialpad Speed dial My number: +13109283171
@ @ Chat
Cisco Call [ alice % J ° Cisco Call [ tony b x I
. . <
directory contacts o outlook contacts CalemiEy Dialpad Speed dial +
o«
@ Alice Parson @ @ @ Tony Brown @ @ L5

Apps gRES Cisco Call T
Work: +13109283220 Mobile: +13152701462 e ° @ \

Mobile: 3220 Mail: torown@vdemo-collab.c... Travis P. Alice P. Anne W.
Mail: aparson@OUROFFICE365.C... Work Work Email
Apps Anne Wilson

Directory contacts Outlook contacts Speed Dials
» Contacts from Entra ID directory » Contacts saved in Outlook » Contacts created locally in the integration
» Choose from different fields to call » Choose from different fields to call * Direct dial to a specific number or email

]
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Contact resolution

L1 Peter Green: 131990 00:11 - O ¢

Calling as Line 1: Work line +13152701437

Peter Green
Extension: 131990

= (H(EH@®WO@

Ongoing calls
* Calls happening in the Webex App

» Contact resolution follows the
Calling Platform logic (looking at
Webex Cloud DB and local contacts)

© 2025 Cisco and/or its affiliates. All rights reserved.

Directory Sync between Entra ID and Webex Cl becomes
crucial to show the same contact information everywhere

L1 Work line : +13152701437 O X

o Incoming call
E‘ Peter Green: 131990
> Extension: 131990
© Verified caller

Decline

Incoming Calls
« Calls happening in the Webex App

» Contact resolution follows the
Calling Platform logic (looking at
Webex Cloud DB and local contacts)

BRKCOL-2523

& Do not forward calls %S Call settings

Recent calls Voicemail

Peter Green » Today
131990 *J 24s 7:36 PM

Call History

* Contacts retrieved from Call Summaries
(CDRs -Call Detail Records).

* For Webex Calling, Call Summaries are
coming from Webex CI.

]
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Supported Cisco Calling Platforms

Cloud-Connected UC
|

Y

Emergency Unity
Unified CM Responder  IM&P Connection

Expressway
- —\
LS O =1

%

Webex Calling Multitenant Cisco Unified Webex Calling Dedicated

(preferred) Communication Manager Instance
(CUCM)

+

Webex Cloud Connected
UC (CCUC)

Note: Webex for BroadWorks is also supported, but not covered in this presentation

]
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Why do we need CCUC with CUCM?

Cisco Call for Microsoft Teams is a
Cloud solution, and some services
are taken from the Cloud.

We need a connector: Webex Cloud
Connected UC

If CCUC is not enabled, a user can
still make calls through the
integration, but Call History,
Voicemail and Presence won’t be

synced.

© 2025 Cisco an

d/or its affiliates. All rights reserv

ed.

Webex MSFT Teams

Call Hlstory V0|cema|I

Presence

CIoud—Connected uc

CUCM CuC

CCUC is required to push Call
History, Presence and
Voicemail from CUCM and
CUC to the Webex Cloud

alfret
BRKCOL-2523 cisco




Cisco Call for Microsoft Teams Architecture
For CUCM

Unity Connection
(with CCUC)

1. User launches MSFT Teams —
: . N P
2. Webex App registers to Unified CM * w < —
3. User signs in and authorizes Cisco Call
Integration. Integration downloads and MSFT Teams Webex \ (with GCUC)

displays Speed Dials, etc -)?e

4. If Unified CM is CCUC enabled, Call «=5-
History will be retrieved and displayed
on Integration tab, and Presence will be
synced

5. If Unity Connection is CCUC enabled,
Voicemail will be retrieved and
displayed on the Integration tab

6. Users makes a call via the integration.
webextel:// protocol handler x-launches
Webex App call window or uses the | webextel://+140812345677]
Calling Dock to make the call. ws=xxxx?isVideo=true

Expressway-E Expressway-C

Customer
premises

]
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Presence Sync Architecture

Making calls through the Calling integration

Alice calls Bob using the
integration - Alice’s Webex
presence is set to “On a call”

Webex presence service pushes
Webex Calling “On a call” update to MSFT Teams
T1 presence service for Alice

MSFT Teams

Presence service ebex Presence service

Alice’s MSFT Teams presence is

In a call updated to “In a call”

Alice Bob

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco



Presence Sync Architecture

Joining a Microsoft Teams meeting

Alice and John join a Microsoft
Teams meeting - Alice’s MSFT o
presence is set to “In a call” *

$
MSFT Teams
Presence service

In a call

In a call w

MSFT Teams Webex Presence Service

MSFT presence service pushes
“In a call” update to Webex
presence service for Alice

a a

On a call
Alice’s Webex presence is

updated to “On a call”.

%

John Alice e

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco




Mute Webex Call when on a Watch a demo
Teams meetinglca" Call Notifications

6% General
. <J» Audio Direct calls
When On a Teams Meetlng Or Ca”, Ca” ) You can choose whether to receive notifications when you receive a call
" g . - Settlngs on (0 Video from another person.
call Notifications will follow the Call Webex App Sharing content
- © Always mute
Settings from the Webex App. 2 Nt
Ve Automatically decline incoming calls

Example:
« Alice is in a Microsoft Teams

Meeting
« Austen calls Alice using the

. . . M f ST o)

integration (Webex Calling/CUCM) Thcrosott No visual | audio

. - . - notification

- If Alice set the Call Notifications to Meeting 2,

mute notifications when on a \ i

meeting or call, Alice won’t see/hear o @ v

the call | N '
» Alice will see a missed call from Recent Call

ecen alls Recent calls Voicemail
Austen later tab from the . -
Integration \% t11 40%5—56;5—81”0%5 Missed call 02:32 Par\:

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523
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Deploying Cisco Call for Microsoft Teams

Enable Cisco Call for
Microsoft Teams

* Enable Integration on
Teams Admin Center

» Assign policies
* Grant permissions

* Pre-install Cisco Call
for users

\_

>~ Enable Presence Sync|

Configure Webex
Organization

« Assign Calling
licenses

00 webex

by CISCO
—

Deploy Webex App

 Push Webex App to
devices

« Hide Webex windows

*  Optimize Webex App
for Microsoft Teams

* Directory Sync
 Enable SSO

J

-

&, Users

e F
Enable user features

« Enable Calling Dock

* Enable Call
Queues/Hunt Groups

>- Enable multi-line

© 2025 Cisco and/or its affiliates. All rights reserved.
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Enabling integration on Teams Admin Center

ing

Cisco Call B2 Microsoft
" 145726, Jom

Cisco | Version 26 — ]
& Supported an Permissions requested

w & Available to Review for your organization
B % . Everyone o Webex Calling and Contact Center
‘‘‘‘‘‘‘‘‘‘‘‘‘ ey
omiz
| B This app would like to:
d your users agree to the Privacy pelicy and Terms of u; \/ Maintain access to data you have given It access to

(S
12 About W Setting: Pl d pricing
Q

Required permissions

Review the required permissions for this app and grant admin consent for your
sions, a

n act on a user's behalf when they're signe

Admin allows Cisco Call app.

Admin can grant Microsoft
permissions

© 2025 Cisco and/or its affiliates. All rights reserved.

Customer admin can pre-install
Cisco Call App or allow users to
install it themselves

Cisco Call App can be deployed
to all or groups of users with MS
Teams App Setup policy

Configure Cisco Call for MS Teams

BRKCOL-2523

0 @ cscocal &
X )
LA | \
- ~N e
U &)
Set up your phone system

You're about 1o sign in with SampleEmaii@abCompany.com. f this account isn't the

one you use for Cisco Caling, continue with a different account

End users can log in to the
integration for the first time.
Webex permissions will be auto-
accepted in the back end.

Admin can also accept Microsoft
permissions at this step if they
have not been granted from
Teams Admin Center

]
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https://help.webex.com/en-us/article/n0l9q2z/Configure-Microsoft-Teams-for-Webex-Calling

Authorization Scope

Microsoft Graph API Scope

The Calling integration will ask for the following MSFT Teams permissions during authorization
https://learn.microsoft.com/en-us/graph/permissions-reference

B® Microsoft

Permission Purpose Delegated?

cholland@example.com
issi . Allows the Integration Tab to generate a new access token without askin
e o quasted offline_access g ) 9 g Yes
Webox Cating and Gontact Genter the user to re—authorize often
< Cisco
T app would lke to Allows the Integration Tab to read the user's basic information such as the
~/ Maintain access to data you have given it access to User- Read . YeS
« Sk inand rad use profe email address
™ Rod sy’ WA rotee User.ReadWrite Allows the integration Tab to store speed dials in user profiles Yes
i e Allows the Integration Tab to search for users in the active directory to
~~ Read the members of channels User. Read.A" g y YeS
~~ Read names and members of user chat threads make Ca”S
Hyou sccot. e 2wl ot coens 5 hoecie ruros 1 Allows the Integration Tab to search for the user‘s outlook contacts to
;\I":J::rtshi:gzn;:“r‘g;\imﬁun. No one else will be prompted to CO nta Cts . Rea d Yes
Accepting these pes 5 aansmatyo_uellowtmr.applouse make CaIIS
T —— Presence.Read.All Allows the integration Service to subscribe for presence status changes Yes
o Presence.ReadWrite. Al Allows the Integration Service to subscribe for presence status change Yes (June
Most permissions ' ' notifications 2025)
have delegated All the Int tion M Extension t d b fach I
s . ows the Integration Message Extension to read members of a channel so
access, which ChannelMember.Read.All g g - Yes
. . that the user can search for a specific channel member to call
require action from
: Allows the integration Message Extension to read members of a group chat
the user. Chat.ReadBasic 9 g ” group Yes
so that the user can search for a specific member to call

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523


https://learn.microsoft.com/en-us/graph/permissions-reference
https://learn.microsoft.com/en-us/graph/permissions-reference
https://learn.microsoft.com/en-us/graph/permissions-reference
https://learn.microsoft.com/en-us/graph/permissions-reference
https://learn.microsoft.com/en-us/graph/permissions-reference
https://learn.microsoft.com/en-us/entra/identity-platform/permissions-consent-overview
https://learn.microsoft.com/en-us/entra/identity-platform/permissions-consent-overview

evoking Microsoft Graph permissions

Revoking Microsoft
Graph permissions is
possible from Microsoft

Entra Admin Center

This is NOT a
recommended action
as the associated
features will stop
working for the entire
organization

© 2025 Cisco and/or its affiliates. All rights reserved.

Home > Cisco Systems Inc > Enterprise applications | All applications > Webex Calling and Contact Center

.2 Webex Calling and Contact Center | Permissions

" Enterprise Application

& Overview

Deployment Plan

A Diagnose and solve problems

Manage
I' Properties

&2 Owners

4 Roles and administrators

&% Users and groups
3 Single sign-on
2

& Provisioning

C  Self-service

Custom security attributes

Security

& Conditional Access
5. Permissions

@ Token encryption
Activity

3 Ssign-in logs

@4 Usage & insights
B Audit logs

M Provisioning logs

7= Access reviews

Troubleshooting + Support

~ Review permissions

Permissions

Below is the list of permissions that have been granted for your organization. As an administrator, you can grant permissions to this app on behalf of all users (delegated permissions). You can also

A7 Got feedback?

grant permissions directly to this app (app permissions).

Learn more (2

You can review, revoke, and restore permissions.

Learn more (3

Grant admin consent for Cisco Systems Inc

Admin consent User consent

£ Search permissions

APl name

Microsoft Graph (9)
Microsoft Graph
Microsoft Graph
Microsoft Graph
Microsoft Graph
Microsoft Graph
Microsoft Graph
Microsoft Graph
Microsoft Graph

Microsoft Graph

BRKCOL-2523

Claim value

Presence.ReadWrite All

offline_access

User.Read

User.ReadWrite

User.Read.All

Contacts Read

Presence.Read All

ChannelMemberRead All

Chat.ReadBasic

Permission

Read and write presence information fo...

Maintain access to data you have given ...

Sign in and read user profile
Read and write access to user profile
Read all users’ full profiles

Read user contacts

Read presence information of all users i...

Read the members of channels

Type

Application
Delegated
Delegated
Delegated
Delegated
Delegated
Delegated

Delegated

Revoke permission

Granted through  Granted by

Admin consent An administrator
Admin consent Revoke permission
Admin consent n administrator
Admin conse An administrator
Admin An administrator
An administrator

An administrator

An administrator

]
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https://entra.microsoft.com/#view/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/~/AppAppsPreview?Microsoft_AAD_IAM_legacyAADRedirect=true
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/~/AppAppsPreview?Microsoft_AAD_IAM_legacyAADRedirect=true

Microsoft Presence permissions changes Q3 - CY25

Presence permissions on Delegation: What’s changing?
Microsoft Graph API Application vs User level
Presence.Read.All Application permissions don’t need Permission Presence.ReadWrite.All
. Allows the integration Service to the user to approve the application ::\f:er:angmg from App level to User
subscribe for presence status User level permission (delegated) '
changes requires action from the user: This means users can decide if they
Presence.ReadWrite.All « User must login to the integration will share their presence by logging

in to the integration

* Allows the Integration Service to
subscribe for presence status
change notifications

Permission Delegation BEFORE | Delegation from
June 2025

Presence.Read.All User level User level

Presence.ReadWrite.All App level User level

]
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Presence Sync configuration

Admin tasks End user tasks
Enable Presence Sync on Control Hub Sign in to the integration at least
. - once after enabling presence
icrosoft Teams integration Set this organisation’s Webex Calling experience when
e sync - user accepts delegated
e permissions

Set Microsoft Teams as the default app for multi-call

() Presence sync

L Sign in to the integration once
every 90 days of inactivity =
""" length of the token

Accept Microsoft related permissions™®

 Read Presence information of all users in your
organization
 Read and write Presence information for all users

*These Microsoft permissions are accepted when enabling the integration on MSFT Teams.
They won’t need to be accepted again after enabling Presence Sync on Control Hub

]
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Calling dock configuration

Admin

Admin can enable Calling Dock on
Control Hub per users, groups or
organization

Calling
Numbers Virtual Lines Call Routing Managed Gateways Features PSTN Service Settings Client Settings
Additional features

Q Move calls to meetings ©

O Display call recording indicator for automatic recording ®

c Display calling dock ©®

© For multi-line users only @

) For all users

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523

End user

Users can decide whether to show it or

not from the Webex App Calling Settings

Settings
& General

< Audio

@ Video

® Sharing content

Q Notifications

& Appearance *
® Accessibility

® Keyboard shortcuts
® Privacy

# phone Service

Meetings

Calling

Calling dock

Block List

Devices

Calling dock

Calling dock gives you quick access to Webex Calling features, like the multi
call window, voicemail, call history, settings, and more, all at your fingertips.

@ Tum on Calling dock
@ Use Ctrl+Shift+X to toggle Calling dock on or off

Window settings

@ Keep Calling dock in front

Incoming calls

Choose where your incoming call notifications to be prioritized.
Incoming calls will always appear in your Calling dock.

© Bring Calling dock to front for incoming calls

@ Use default call notification

Save

o
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Hide Webex windows

Configure setting to hide Webex App in Webex Control Hub

This setting on Webex
CO ntrOI H u b ena bleS: Microsoft Teams integration Set this organization's Webex Calling experience when integrated

with Microsoft Teams.

Presence sync
® H |d I ng We beX Ap p fro m Sync presence status between Microsoft Teams and Webex. Learn More

ta S k ba r Set the organization default. To make exceptions, go to user settings or
calling templates.

¢ We beX Ap p ru n n I ng I n Optimize Webex app for Microsoft Teams experience
the ba C kg ro u n d Enable to get simplified call settings, ability to mute Webex calls and set to MS teams as default app for calling dock

(D Hide Webex windows

Webex will continue to run but its windows will be closed by default. Users can still
access Webex from the system tray on Windows or the Menu Bar on Mac.

a )
Hide Webex windows

Webex will continue to run but its windows will be closed by default. Users can still
access Webex from the system tray on Windows or the Menu Bar on Mac.

- J

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco




Optimize Webex App for Microsoft Teams experience

This setting on Webex Control
Hub enables:

Microsoft Teams integration Set this organization’s Webex Calling experience when integrated
with Microsoft Teams.

 Webex branding removal bresence syne

« Linking Calling Dock to
Microsoft Teams (shortcut to T
Call History, Voicemail and
simplified settings)

« Ability to mute Webex calls
when on Teams meetings*

(} Optimize Webex app for Microsoft Teams experience

Enable to get simplified call settings, ability to mute Webex calls and set to MS teams as default app for calling dock

@) Hide Webex windows

Webex will continue to run but its windows will be closed by default. Users can still
access Webex from the system tray on Windows or the Menu Bar on Mac.

Optimize Webex app for Microsoft Teams experience

Enable to get simplified call settings, ability to mute Webex calls and set to MS teams as default app for calling dock.

*Requires user to enable “mute incoming calls” option on Call Settings ol

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco



Directory sync

Syncing users from Entra ID to Webex Common Identity service

Directory sync allows to have the same contact

information on the dial pad and on the
ongoing/incoming calls

© 2025 Cisco and/or its affiliates. All rights reserved.

Enable SSO

BRKCOL-2523

g A " Webex |
Entra ID Common
9 y Sync users from Entra ID . ldentity
to Webex Control Hub
&

alfret
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Directory sync best practices

Entra ID and Webex Common Identity sync & SSO

1) Set up Directory 3) If no default sync, customize  4) If no default sync, choose
Synchronization with Microsoft  the attributes to map between which users to bring from Entra
Entra ID (formerly Azure AD) Entra ID and Webex CI. ID to Webex ClI (individual
Wizard App on Webex Control users or Entra ID groups)

Microsoft Azure AD integration
Hub.

Attributes Users Groups More Microsoft Azure AD integration

Attributes

Microso! ft Azure Active Integrate Azure AD to provision users and groups. Azure AD integration requires permission from your I . Attributes Users Groups More
Directory Wizard App ft 36 Learn more about Azure AD setup == Learn more about attribute mapping.
Select users
userPrincipalName s userName ‘ Q Select user ‘ rl Select all users
displayName v displayName
Full name + First name Last name
[s] N 4 g N
Adam McKenzie Adam McKenzie
lllllllll ' familyN.
Monica Cheng Monica Cheng

2) Select Default Sync for

a default attribute T
mapping and user sync. .
Otherwise, customize ) ormmontpe s ociomne
those values (3 and 4) V) sty v v

Microsoft Azure AD integration

5) Enable
Single

. Options
Slg n - On [ ] Sync user avatars

] Sync group objects

Attributes Users Groups More

[ B Activate single sign-on ]

Identify and sync room objects

Synchronize Azure Active Directory users into Control Hub ..

BRKCOL-2523 cisco
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https://help.webex.com/en-us/article/6ta3gz/Synchronize-Azure-Active-Directory-users-into-Control-Hub

Single Sign on across Microsoft and Webex

As users need to sign in to Microsoft Teams, to the integration and to the
Webex App, SSO enablement is recommended

P
° T =~ Identity -
Provider

MSFT Teams

— -

BY Microsoft
Sign in

Set up your phone system

You're about 1o sign in with SampleEmail@abCompany.com. If this account isn't the
» for Cisco Calling, continue with a different acco

webex v cisco

. Integration sign in to Webex App Sign In
MSFT Tea MmsS S'gn In . (Webex Calling or UCM)
MICFOSOft and WebeX + sign in to CUCM for on-prem deployments

]
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User tasks

Using Cisco Call for Microsoft Teams

Q¢ ciscocall - B

- 2
OB
:
B E}/C% w
‘ ’
()4

Set up your phone system

® You're about to sign in with SampleEmail@abCompany.com. If this account isn't th ( signin
one you use for Cisco Calling, continue with a different account
{__ coninue e

Use a different account

First time or every 90 days of inactivity

» Sign in to the Calling integration
» Sign in to the Webex App
« Connect to phone services

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523

»

9

<

s @
g

I}

o)
26

i@

¢’ Cisco Call

My number: +13109283171

Dialpad Speed dial

L1 Peter Green: 131990 " 00:11 - [m] X

Calling as Line 1: Work line +13152701437

Peter Green
Extension: 131990

HEEDOO

[ alice X ]

directory contacts

@ Alice Parson @ @

Work: +13109283220
& Do not forward calls Q¢ Call settings
Mobile: 3220
Mail: aparson@OUROFFICE365.C...
Recent calls Voicemail

J Peter Green Today

3 24s

131990 7:36 PM

Daily

Search for users
Make calls
View Call history, voicemails...

]
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Comparison matrixes
and FAQ



Cisco Call for Microsoft Teams

The added value vs Teams-to-Teams Calling

Cisco Call for Microsoft Teams MSFT Teams-to-Teams Calling

Call internal users (VolP)

Call external users (VolP)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523



Cisco Call for Microsoft Teams

The added value vs Teams-to-Teams Calling
Cisco Call for Microsoft Teams

Call internal users (VolP)

Call external users (VolP)

Call to/from PSTN
Survivability
IP Phones
Multi line
Queues/Hunt Groups
Watchlist (Webex Calling)
Mid call controls
Intelligent Call Routing
Smart Audio

Al codec

© 2025 Cisco and/or its affiliates. All rights reserved.

A}

MSFT Teams-to-Teams Calling

A}

X X X | X|X|S

X

Limited

X

X

LS N S N S N SR O N G A

X

BRKCOL-2523
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Cisco Call for Microsoft

. Webex Calling Webex Calling . e Webex for
Teams - Feature matrix
v v v v

Call user from dialpad

Call user from chat v v v v
fS::H?SS Call user from Call History v v « CCUC required v

Call user from Voicemail v v +« CCUC required X Roadmap
v X X v
v v  CoUG reqired v
X . . X
. .  COUC equred .

Call History

See multiline in Call History X Roadmap v « CCUC required X

v v +« CCUC required X Roadmap
Yol > > « COUC required X
v X X X
p— v X X X
other apps Access to Customer Assist v * X X X
Multi-line v v v v g
Call Queues/Hunt Groups management « Call Queues « Hunt Groups « Hunt Groups v
Calling Dock Watchlist v X X v
Pair to a desk phone v v v v
Pair to video device v v v v

Notifications badge and Activity tab/bot v ./ « CCUC required v Al

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco
*Requires separated license



All integrations Comparison Matrix

Microsoft SIP

Gateway

Calling platform MS Teams Phone

Cisco licensing None

Teams + Calling or

VIl ge X el ill (s i [slel Teams + E5 (if Teams
not included)

Customers who
W o RER IR o] [Viife]a8 want/have MS Teams
intended for? Phone and Cisco

phones

Associated costs to
Challenges convert Cisco Phones
to MPP

© 2025 Cisco and/or its affiliates. All rights reserved.

]
cisco



All integrations Comparison Matrix

Microsoft SIP

Gateway

Calling platform MS Teams Phone

MS Direct
Routing with
CUBE

MS Teams Phone

Interworking between
UCM/Webex Calling
and MS Teams Phone

Cisco UCM/Webex Calling
+ MS Teams Phone

Cisco Call for MS
Teams

Webex Calling, CUCM

Cisco licensing None

CUBE

Calling licenses + CUBE

Calling licenses

Teams + Calling or

VIl ge X el ill (s i [slel Teams + E5 (if Teams
not included)

Teams + Calling or
Teams + E5 (if Teams
not included)

Teams + Calling
or Teams + E5 (if Teams
not included)

Min E1 or Teams
licensing

Customers who
W o RER IR o] [Viife]a8 want/have MS Teams
intended for? Phone and Cisco

phones

Customers who
want/have MS Teams
Phone and need an
SBC for PSTN access

Customers who want/have
both Cisco UCM/Webex
Calling and MS Teams
Phone

Customers who
want/have Cisco Calling
while using MS Teams
for messaging

Associated costs to
convert Cisco Phones
to MPP

Challenges

No access to Cisco
Calling platform
advantages

Limitations apply, more
complex deployment and
higher cost

User will have two apps
installed, although they
will only see MS Teams

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco Video Interoperability

with Microsoft Teams




Giving our customers additional flexibility and choice

atfrer]n,
cisco Bm Microsoft

Cisco Rooms experience Teams experience

Same device, powered by Cisco RoomOS

WO &% (i wHs O
Full Featured Enhanced Guest Full Featured Enhanced

]
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Choose your experience

Available with RoomOS 11 through:
-Initial setup for new devices
-Factory reset for devices in use

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco RoomOS
Full RoomOS experience supporting a

Platform

variety of meeting and collaboration apps.

BRKCOL-2523
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Cisco video devices and the

Cisco Rooms experience




Giving our customers additional flexibility and choice
/ I \

cisco Bm Microsoft
Cisco Rooms experience Teams experience

NS /

Same device, powered by Cisco RoomOS

L WsHs O

Full Featured Enhanced Guest Full Featured Enhanced

]
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Melbourne Board Pro >

U311:30 am - 12:30 pm

In progress - 05:35

Teams Workshop

Organizer: Michael Isatchenko
™5 11:35am - 12:35 pm

In progress - 00:35

Zoom Class

Organizer: Michael Isatchenko
& 11:40 am - 12:40 pm

= 1 more ongoing meeting

© 2025 Cisco and/or its affiliates. All rights reserved.

Open Platform Strategy

Calendar

Google Meet

Whiteboard

Microsoft Teams

BRKCOL-2523

Miracast®

11:40 AM

In progress -
Webex U

izer: Michael Isatchenko
/11:30 am - 12:30 pm

In progress - 05:35
Teams Workshop
Organizer: Michael Isatchenko

a

3 11:35am - 12:35 pm

In progress - 00:35

Zoom Class

Organizer: Michael Isatchenko
™ 11:40 am - 12:40 pm

afraln
cisco



VIMT Architecture




Video Integration for Microsoft Teams (VIMT) Gateway

w Webex . !
by CISCO
(9 hicrosoft /
Calendar Service ll Llosen
for OBTP

[ Connector

w S o A

Graph and 3

Communication

Gateway Service Services SDK

J

] Office 365
/ Customer’s Org Maintained by Cisco Customer’s Tenant

- Webex Video Integration for Microsoft Teams (VIMT) is a service provided by the Webex Cloud
and does not require on-premises components nor software uparades on video devices

- Webex video infrastructure and Microsoft SDK are hosted in Azure and maintained by Cisco on
behalf of customers

Avgilable to On-prem Registered, Cloud Registered/Aware Webex Rooms, and 3™ party SIP
endpoints

© 2025 Cisco and/or its affiliates. All rights reserved.
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Video Integration for Microsoft Teams Gateway -
Signaling Path

00 webex

by CISCO

l rAcrosoft
Azure

Graph and
Communication
Services SDK I Office 365

Customer’s Org Maintained by Cisco Customer’s Tenant

On-prem video devices must be able to call the Webex domain for VIMT over SIP
-==Webex signaling - Interworking to H.323 can be provided by local on-prem infra (i.e. VCS/Expressway)
» = = Microsoft signaling Example: Endpoint<->CUCM<->Expressway-C<->Expressway-E<-internet->Webex Cloud

]
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Video Integration for Microsoft Teams Gateway -
Media Path

ll Agt,:re

Ly Comecor |

1 video stream per screen J Graph and T

+ 1 content stream Communication
Services SDK

1) Office 365

Maintained by Cisco Customer’s Tenant

: Multiple media streams
1 video stream per screen : :

per video device

Media of Webex cloud registered video devices flows directly to the Azure DC maintained by Cisco

———  Single stream media - Media of on-premises-registered video devices flows to the Azure cloud maintained by Cisco via the
_ local SIP infrastructure:
____ Microsoft Teams Example: Endpoint<->Expressway-C<->Expressway-E<-Internet->Cisco-maintained Azure Tenant

Multistream media No Video Mesh support Al

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco



Video Integration with
Microsoft Teams (VIMT)

-CVI Gateway




Example Teams Invite Generated by Microsoft

Microsoft Teams need help?

. MSFT Teams
Join Link for App & . ] Join Inf
Web App *| Join the meeting now] oin Into

=
Meeting ID: 123 456 789 012}

Meeting ID & : _
Passcode KPasscode. 1223456 | |
IVR Video Address —l : :
CVI specific
Conference ID [ MSET Teams

CVl info

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco



Microsoft Teams Live Events retirement

Teams Live Events retiring September
30, 2024 [~ i —— | Teams Live Events will be

Updated: Teams Live Events no longer retiring replaced by Teams Town halls.
September 30, 2024 Microsoft CVI doesn’t support

E PIeaSe 90 hel'e tO‘ sez Article « 06/17/2024 + 1 contributor ¢y Feedback

E Please go here to search for your product's lifecycle. I QW n h _a I I S Vet u

Teams Live Events will re r
UPDATE: Teams Live Events will no longer be deprecated on September 30, 2024, as previously announced. While we still

Article = 01/22/2024 + 1 co

commercial CUSTOMETS, & recommend that customers upgrade to Teams town hall when ready to take advantage of new features and experiences |,

Live Events users can now schedule events beyond September 2024. For more information, please read our recent blog

or join any events on Tez

until December31r2024p05t[?r d ThiS iS On MicrOSOft Roadmap for

The original article stated:

to download the recordi _ o ‘ o ,
Teams Live Events will retire on September 30, 2024. After this date it will no longer be supported for commercial

Be‘tween now a nd Septe customers, and access will be discontinued. Customers will not be able to schedule, start, or join any events on
. . R Teams Live Events after this date. Existing recordings will be available to access until December 31, 2024. If customers
change in their existing ¢

want to retain any recordings from prior events, they will need to download the recordings and upload them to a

different location before December 31, 2024. Between now and September 2024, customers can continue to use
We recommend current Teams Live Events with no change in their existing experience.

ava ||ab|e now for— use. Ar We recommend current users begin using Town halls, which is replacing Teams Live Events and is available now for 5
use. Any users who will need access to their previous Teams Live Events recordings are encouraged to download

dare encou raged to dowr  their recording files before Teams Live Events' retirement date.

H H For more information about using Teams Town halls, see Plan for Teams Town halls.
For more information ab > !

https://learn.microsoft.com/en-us/lifecycle/announcements/teams-live-events-retiring-09-30-2024

]
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VIMT - Join Teams Town Hall or Webinar as presenter

Feature

Lobby

Attendee mic and camera

End-to-end encryption

Watermarks

Theme

Registration

Breakout rooms

Content sharing and
interaction

Interactive participants

View-only participants

Maximum total participants

Meetings

Premium
Premium

Premium

1,000 (Enterprise plans)
300 (Business plans)
900 (View-only mode)

10,0002 (Enterprise plans
only)

10,9002 (Enterprise plans
only)

© 2025 Cisco and/or its affiliates. All rights reserved.

Webinars Town halls

Premium

-

Q&A only
- Teams Premium town halls allow chat for attendees and

reactions.

1,000 Town halls: 10,000
Teams Premium town halls: 50,000

1,000 Town halls: 10,000
Teams Premium town halls: 50,000

BRKCOL-2523

Town Hall for Teams is replacing live events.
Devices joining Town Hall events as a presenter
including sharing content, same features as live
events today.

Devices have to be trusted, registered to same
Webex Org as VIMT or if SIP have SAN
statement in TLS certificate.

Device on joining is in limited lobby with no
audio or video till admitted by host/producer via
Teams client.

You can’t join Town Hall via VIMT as a
participant.

VIMT support for Webinars also planned, date
TBD

]
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VIMT

Latest Updates




Webex VIMT (CVI) Features - Overview

Supported video devices

Cisco video devices

(Cloud; On-prem; Edge/Hybrid)

SIP standards based
(H.323 via on-prem interworking)

Features available to any device

|:> Family of layouts for video devices + Admin default layout setting

—

Up to 1080p for main video

Unique features for Cisco Devices (*)
OBTP Join (One Button To Push)
Multi-screen support
Integrated Participants List
Active Layout Control (via Navigator)
Server/Local Mute status sync
Webex Assistant

Layout control via DTMF (2 or 8)

2-way content sharing

Server-side Mute/Unmute via DTMF (*6)
On Screen Notifications

Configurable lobby management policy
(guest access / lobby bypass)

Presenter with Microsoft Town Hall

Prioritize video participants (#5)

Speaker highlighting, and watermarking support
Cross-tenant join any external Teams meeting
Spotlight support

PowerPoint Live! Support

© 2025 Cisco and/or its affiliates. All rights reserved.

Frames

Unidirectional Whiteboarding from Cisco Board and DeskPro
Wireless Sharing (Webex, Miracast, Airplay)

Call Troubleshooting in Control Hub and ThousandEyes
RoomOS MS Teams button

(*) Some features require cloud registration or Webex Edge for Devices.
Local in-call device features are supported for any deployment model
(i.e. best overview, speaker track, noise canceling, etc)

]
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Joining Microsoft Teams meetings

Dual screen devices Single Screen Devices

Large Gallery

Prominent

« Maximum number of participants seen is up to 9 except for Large Gallery
» Hide non-video participants #5 on any device

With content being shared any of the 6
single screen layouts can be selected
]
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VIMT - Set Default Layout per Tenant in Control Hub

Default Options Default video layout for 1- | Overlay v |
screen video devices \
Defgun video layout for dual [ Prominent Ny ]
devices
Grid (default)

Focus

Prominent

Administrators can now set the default layout for both single-screen and dual-screen Cisco devices when joining
Microsoft Teams meetings.

The default layout will not include Large Gallery view, as this layout is not always available — it requires a minimum
number of participants to be activated by Microsoft Teams.

For new VIMT customers, grid view will be the standard default.
Existing customers will retain their current layout settings unless manually changed.

]
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Microsoft Teams button to join CVI (including Cross-Tenant Join)
and WebRTC Meetings

« A combined button is now available : e
to choose between the VIMT (CVI) T
and WebRTC join experiences.

« Available for both Cisco CVI (VIMT)
and Pexip CVI, in addition to WebRTC

- Users can select how to join a Teams
meeting directly from the device Ul R

* Cross-Tenant Join is also supported
through this selection interface

Microsoft Teams

]
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CVI (and Cross-tenant Join) vs WebRTC

Summary of joining solutions

——

Company A Company B Solution us Notes
(Company B’s
Compa ny Company’s B devices will use the CVI details
Has CVI Has CVI CVI included in the incoming Teams invite

Cross-tenant
Join feature

]
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Cross Tenant Join (aka SIP Guest Join)

The Cross-Tenant Join feature is now available on RoomOS as of September 2024, and on version
11.21 for on-prem/SIP devices.

Feature description:

VIMT customers can forward meeting invites from other tenants/companies to their Cisco device room calendars.
This enables OBTP (One Button To Push) to join the meeting using the VIMT user experience, instead of using
Direct Guest Join (WebRTC).

RoomOS Teams button is also available for ad-hoc Cross Tenant Join or users can join via Video ID for VIMT.

Devices must be trusted (i.e., cloud-registered, Edge-registered, or SIP with TLS certificate containing
SAN=verified domain defined in Control Hub).

Cross-Tenant Join only works with Teams meetings hosted in Azure Worldwide Commercial
(Not supported for US Gov GCC Moderate or High tenants)

If a Teams Administrator or meeting organizer disables anonymous access (Anonymous users can join a
meeting = Off) to their meetings, Cross-Tenant Join will fail, as guest access is restricted.

Customers can still use Cross-Tenant Join for their own VIMT-enabled meetings, but lobby bypass is not
available and guest restrictions still apply.
1. For this reason, we recommend using VIMT Video ID when joining your own meetings.

Cross-Tenant Join is supported only on RoomOS 11.20 or higher devices

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523
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Cross-Tenant Join for SIP Devices

A new RoomOS version 11.20.2.3 (October 2024) introduces support for Cross-Tenant Join for on-premises SIP-registered devices,
including those connected via Edge with JoinProtocol=SIP.

Requirements
To enable Cross-Tenant Join:
« SIP devices must be trusted by VIMT
* This means having a TLS certificate with a SAN matching a verified domain in Control Hub
I. Enabling Cross-Tenant Join without meeting this requirement will result in failed calls.

* Default Behavior
To avoid breaking WebRTC Direct Guest Join (DGJ) on untrusted VIMT customer devices:
» Cross-Tenant Join is disabled by default for SIP RoomOS devices
« It must be enabled per device using: xConfiguration MicrosoftTeams Cvi CrossTenant: Enabled.
Default = Auto
« Auto=Enabled for Cloud registered devices.
« Auto=Disabled for on-premises registered devices.

SIP RoomOS devices also need to set VIMT per customer TenantKey (left side of @m.webex.com):
« xConfiguration Userinterface MeetingJoin CVITenants:<example>

To check configuration use
« xStatus MicrosoftTeams Cvi CrossTenant:

Note: Older SX, MX, DX devices running CE version 9.15x, as End-of-Life, will not support these xAPIs
(Cross-tenant join SIP on those systems can only be enabled manually or via macro)

]
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https://m.webex.com/

\y
%
&O)

VIMT - PowerPoint Live Content to Video Devices >,

Microsoft Teams allows users to share PowerPoint
content in multiple ways.

= Previously, PowerPoint Live would only trigger a
[ "a = e . .
'r LB € -g notification on Cisco devices.

d i a8, ’ 1"
o) | Darren Owens by R So aii Pritc hard Uma Patel | ¥ evin Wo IsabelIeB nan
- —

With this new feature, PowerPoint Live snapshots
Product Roadmap are now sent directly to video devices.

A Code Limitations apply, such as: no animations, no

Plasi Sl — embedded videos, and occasional delays of a few
seconds when changing slides.

The presenter can switch to traditional application or

screen sharing as a workaround.

This applies to PowerPoint only — other Office apps
(e.g., Excel Live) are not supported.

This is a VIMT cloud-based feature, not a RoomOS
feature.

]
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Teams button update for joining Teams meetings

For VIMT customers, a new join flow replaces the dual-tab interface with a simpler experience

iy Join Microsoft Teams 'y Join Microsoft Teams

Microsoft Teams need help?

You can find your Tenant key and Video ID You can find your Meeting ID and passcode

Join the meeting now

in your email invite. in your email invite,

Meeting ID: 123 456 789 012

Tenant key Passcode: TZ23456 Meeting ID

e.g example@m.webex.com e.g 123 456 789 101

3

Video ID Passcode

Microsoft Teams e.g 1234567890

MS Teams Verify if Video ID is available
RoomOS

in meeting invite
button

Prompt for Video ID Cross-tenant join for
(Tenant key field can be pre-populated for internal B2B meetings
meetings)

Non-VIMT customers can limit the experience to WebRTC Direct Guest Join only (right-side tab)

ol I 1l I h
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MS Teams RoomOS button - Best practices
Regular CVI vs Cross-Tenant Join (CTJ)

* While all Microsoft Teams meetings include a Meeting ID and passcode, only
some contain CVI dialing coordinates, depending on whether the host’s
company has a CVI gateway.

« Some companies provide specific instructions to internal users on how to join
Teams meetings.

* With the introduction of CTJ, users might be tempted to rely solely on
Meeting ID and Passcode, ignoring available CVI details — this approach is
not recommended.

« “Regular CVI” is generally preferred over CTJ for both internal and external
meetings, due to key advantages:

1. Lobby bypass is unavailable with CTJ, requiring the use of a Microsoft Teams client
2. CTJrequires typing long, case-sensitive, alphanumeric passcodes
3. Meeting policies may restrict who can present during the call

ol I 1l I h
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Feature Differences with Cross-Tenant Join

Feature VIMT / CVI Join Cross-Tenant Join (CTJ)
Meeting origin Created by user ip Teams tenant enabled Any Teams meeting hoss.ted in Microsoft
with VIMT Commercial
Join method Video ID Meeting ID
Passcode X Not required Required (case-sensitive)
Lobby bypass Available X Not available
Who can dial in Anyone (employees and guests) Only trusted devices

(Webex registered, Edge or SIP w/ TLS cert)
Join role Attendee or Presenter Guest / Attendee only
Live Events Supported X Not supported

]
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Device Troubleshooting for VIMT

By device name

Search by device name
only. Search by meeting ID
not available for Microsoft
Teams meetings

M Stats

Stats per device, real
time or historic

(5 Availability

Tshoot is available for
Cloud registered devices
or for Webex Edge for
Devicies with Optimized
Webex Meetings
experience (NO SIP)

© 2025 Cisco and/or its affiliates. All rights reserved.

webex Control Hub

() Overview

MONITORING

’ Organisation Heaith
odl Analytics
“~ Troubleshooting

[2 Reports

MANAGEMENT

& Users
@ Workspaces
£ Devices

82 Apps

7 Account

{& Organisation settings

SERVICES

C Migrations

[y oviGiabs

Meeting & Calling

Participant Details

1
>

) Audio Quality

h Video Quality »

Latency(ms)

Packet Loss(%)

Jitter(ms)

400

200

a%
2%
0%

400
200

2k
Media Bitrate(kbps)

08:57 08:58

Einar Hagen Home Office -> Microsoft VIMT

08:59

£ Einar Hagen Home Office c

09:00

All

09:01 09:02

WAverage EMaximum

Sending M Receiving

v

09:03

0‘? 03 AM

End to end

Export Record | v

Equipment and Networks

Client:
Platform:

Connection:
Media Node:
Local IP:

Public IP:

Audio Transport:
Video Transport:
Share Transport:
Audio codec:

Video Codec:

Share Codec:
Microphone:
Speaker:

Camera:

Chart Legend

Indicators

Webex Room ce9.15.7.4
bdf8fale2ea 2021-08-09

Linux ce9.15.7.4 bdf8fale2ea
2021-08-09

wifi

London, England
10.1.1.157
89.20.249.185
ubp

uop

uDP

Opus (Sending)
Opus (Receiving)

H.264 BP (Sending)
H.264 BP (Receiving)

Not Available
Not Available
Not Available

Not Available

Signal Quality

BRKCOL-2523
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ThousandEyes data available in Control Hub

Meetings & Calls Samuel Poh = Microsoft VIMT 8 Samuel Poh

Click on the dotted line to

view network path

Participant Details - Samuel Poh

10:02 10:07 10:13 10:19 10:25 10:30

¢» Audio Quality v

8 Network Path ® — — — — — — — —

Network Path

( Private Network | ) Starhub Intern... ‘ 1 StarHub Inter... ] Microsoft Cor... 12 Unknown N...

Name IP Address Prefix Latency (Link delay) Network Location
ae61-0.ier02.sin31.nt... 104.44.56.253 104.40.0.0/13 21 ms(+18ms) Microsoft Corporation... Singapore, Sing...

ae29-0.icr02.sg2.ntw... 104.44.55.135 104.40.0.0/13 3 ms(+0ms) Microsoft Corporation... Singapore, Sing...

Cross launch into ThousandEyes Dashboard to visualize

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523
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End to End
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VIMT Feature Roadmap

Microsoft Teams Cloud Video Interop (CVI)

( Available now! ) ( Roadmap - 3 months ) ( Backlog - 6+ months )

(with a Pro license) (Single Webex org with multiple MS365 Teams Tenants)

- Hybrid Calendar service OBTP for
Spotlight ) Webex for Gov FeEdRAMP Moderate
(Teams 3ent sets spotlighted speaker) Pexip CVI FedRAMP pexgov.com .
& self hosted custom domains Improved VIMT reporting on CH

OBTP for CISCO 9800 IP Phones

' ' Teams/MTR like layout option
PPT Live! Content Cisco 9800 IP Phones license y P

_ _ Directory Avatar
Admin setting of default layout

Town Hall support for CVI

Microsoft Teams renaming the field

You can stay up to date visiting the VIMT changelog available at “Tenant Key” to “Video Address’

https://help.webex.com/en-us/article/n5m305x/Webex-Video-
Integration-for-Microsoft-Teams

]
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https://pexgov.com/

Microsoft Teams invites & RoomOS Teams Button %

“Tenant Key” to be renamed ”Video Address” ,

Example from Teams invite

Join on a video conferencing device

Tenant key:jcvidemo@m.webex.com
Video ID: 116 835 695 1

More info

For organizers: Meeting_options

¥y Join Microsoft Teams

You can find your Tenant key and Video 1D
in your email invite,

e.g example@m.webex.com

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523

Microsoft Teams is renaming the field
“Tenant Key” to “Video Address” in
meeting invites, in response to
customer requests.

The rollout of this change started in May
and will take a few months to reach all
clients.

The RoomOS Microsoft Teams button
will be updated accordingly to reflect
the new terminology.

This is strictly a label change — no
functionality is impacted.

lllllllla
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Cisco video devices and the
Microsoft Teams experience

CISCO Live !



Giving our customers additional flexibility and choice
atfrer]n, f \

cisco o Microsoft
Cisco Rooms experience Teams experience

- /

Same device, powered by Cisco RoomOS
W O ([« WS O
Full featured Enhanced(1.2) Guest Full featured® Enhanced®

"Microsoft Teams join via VIMT for enhanced. WebRTC join if no VIMT 3Requires Control Hub registration. WebRTC join with only Microsoft registration

2Zoom join via SIP Al
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco




Cisco Devices Certified for Microsoft Teams Rooms

Secure RoomOS environment

RoomOS is the OS running on Cisco Collaboration devices.

» Purpose built for real-time collaboration and security

Microsoft Teams Rooms on Android is not visible to the network layer
» Android is containerized on top of RoomOS

* Network traffic is handled by RoomOS
 Single IP Stack to network (RoomQOS)
 Single MAC address per device (RoomOS)
+ Single wireless configuration (RoomOS)

RoomOS updates include updates to the secure Android container

» Updating of Android is not a customer commitment as this is taken care of
through the RoomOS updates

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523

T s

Android container

\_

N

J

RoomOS 11 A
| NAT

TCP/IP Media
| Stack (UDP)

!"XV

/

!

Enterprise Network
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Cisco devices for Microsoft Teams Rooms

Video Bars and Kits

B
e FIEEL

FREC——— PSS R FO—___So—

e i

Room Bar Room Bar Pro Room Kit EQ Room Kit Pro
Integrated video bar Bringing together the best of Powerful room kit with the Quad  Advanced room kit with the Quad
appliance designed for both worlds with easy-to-deploy, Camera, Al-powered Codec EQ, Camera, the powerful Codec Pro,
simple, flexible and cost- Al-powered meetings scaled to and smart room peripherals for = and smart peripheral options for
effective video- the medium workspace medium to large workspaces very large workspaces and
enablement of small specialist AV environments
workspaces
I Certified for I Certified for B Certified for I Certified for
HE Microsoft Teams HE Microsoft Teams HE Microsoft Teams HE Microsoft Teams

]
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Cisco devices for Microsoft Teams Rooms

Integrated Systems

Desk Pro
All-in-one video

conferencing and digital
whiteboarding for jump
rooms and huddle
spaces

.. Certified for
H2 Microsoft Teams

© 2025 Cisco and/or its affiliates. All rights reserved.

P

Board Pro

All-in-one video conferencing and digital
whiteboarding for small to medium
workspaces and ideation spaces

[ [ ] Certified for

H2 Microsoft Teams

BRKCOL-2523

Room Kit EQX

Dual-screen system supporting immersive
audiovisual experiences like Front Row. Bring your
own screens (65”-75”), premium frame design and
multiple mounting options. Spatial sound and noise
removal. Ideal for premium workspaces

.. Certified for
H® Microsoft Teams

]
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Cisco devices for Microsoft Teams

Microsoft Teams Panel

Microsoft Teams Panels are a scheduling
device that integrates with Microsoft
Teams, providing real-time information on
meeting room availability and allowing
users to book rooms directly from the
device. It enhances productivity and
streamlines meeting room management
within an organization.

.. Certified for
H2 Microsoft Teams

© 2025 Cisco and/or its affiliates. All rights reserved.
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Town Hall
900 AM- 10:00 AM

Aaron Buxton

Conference Room
1132

/ New Hire Megfmg

Availabje
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Cisco devices for Microsoft Teams

Microsoft Teams Panel - Single registration (Teams Admin Center only)

Available

MTR-Springwise
(12)

 LED Status

« Wall Navigator color ring will change
based on the following:

« Green - workspace is not
reserved/booked.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Sprint meeting

MTR-Springwise
(12)

MTR-Springwise
(12)

LED Status

Wall Navigator color ring will change based on
the following:

Purple - workspace is reserved/booked. May
or may not be occupied. LED will turn purple
approx. 10 mins before booking is due to start.

]
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Cisco devices for Microsoft Teams

Microsoft Teams Panel - Dual registered (Control Hub and Teams)

Available Sprint meeting Sprint meeting

MTR-Springwise MTR-Springwise MTR-Springwise
12) 12) (12)

MTR-Springwise
(12)

« LED Status « LED Status « LED Status
« Wall Navigator color ring will « Wall Navigator color ring will « Wall Navigator color ring will
change based on the change based on the change based on the following:
following: following: ) _
* Purple - workspace is occupied.
» Green - workspace is * Yellow - workspace is May or may not be
available and unoccupied. reserved/booked and reserved/booked (check MTP
unoccupied. display to confirm).

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco



Control Hub registration

(%)
Device inventory,
management,

and monitoring in
Control Hub

?

Workspace
environmental and
occupancy metrics

© 2025 Cisco and/or its affiliates. All rights reserved.

{

Access to the full
value of Control Hub
alongside Microsoft
Teams Admin Center

Macros*, Ul
extensions* and
Cloud API access

webex control

() Overview

£\ Alerts centre

MONITORING
mll Analytics

- Troubleshooting

Hub

Devices

P Devices B Templates

Q, Status= Online X

Filter by (v Online (26) ) Expired (0) Offline (0) Issues (0)

Select one or more devices for bulk actions.

B Reports

O Tyee
MANAGEMENT

[] Rooms & Desks
8, users

[] Rooms & Desks
Za Groups
Q Locations [[] Rooms & Desks
&8 Workspaces

[] Rooms & Desks
3 Devices
99 Apps [] Rooms & Desks

[] Rooms & Desks
& Organisation settings

[] Rooms & Desks
SERVICES [] Rooms & Desks
(& Updates & Migrations

[] Rooms & Desks

(O Messaging

BRKCOL-2523

3 XOD devices

Product

Bl cisco webex Dxso
Cisco Codec Pro

B Cisco Board Pro 55
- Cisco Desk

wwmws Cisco Room Bar Pro
=== Cisco Room Kit EQ
Cisco Codec Pro

- Cisco Desk Pro

Il Gisco Board Pro 75

2¢ Settings

- Cisco Board Pro 55

Overview  History

=R

® Online

® Online

® Online

® Online

@ Online

® Online

® Online

® Online

o Online * Rooms & Desks Idle Device platform: G

Details

Wired 10.60

Network connectivity IP adidress

5C:31:92 ‘Wzs2¢

MAC address Serial number

Software

" Add device

Microsoft Teams Rooms Beta

Platform Channel

RoomOS Latest (ce11.9.0.22 cf9f3ba34d8 2023-09-

08) RoomOS 11.9.019 73447a3242
version

Release

1449/1.0.96.2023062301

Teams app

MTR-Meeting Room (4)

Q Singapore Demo

TME Oslo Bar Pro

TME Oslo Kit EQ

sl @ TME Oslo Loopback
2

Tobias Brodtkorh

UK TME Lab

-]
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Control Hub provisioning

Provisioning a Cisco Collaboration device to Control Hub is an optional but highly recommended step when deploying
the Microsoft Teams Rooms experience.

There are many benefits that the ‘dual registration’ brings. These include

Native Webex meeting join from scheduled calendar invite

Remote Access support

OBTP join into Zoom calls via Zoom CRC Interop*

Workspace analytics in Control Hub - environmental and occupancy

Synchronous Configuration management

Additional software update options (Advanced Software Control and Beta software channel options)
Cloud API access

Bulk configuration and Template configuration

Workspace and 16-digit activation code are created in the same way that you would for a fully Control Hub registered
device.

Room registration license is required for device registration to both Control Hub and Teams Admin Center.

For customers who do not have a Flex agreement, A-DEVICE-PACKAGE offer available to support device registration.

*Please note this requires Hybrid Calendar to be configured

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco



Management Capabilities

Microsoft Teams Admin Center and Webex Control Hub

MTR on Android MTR on Android
(no Control Hub registration) (with Control Hub registration)
Device Inventory Limited
Device Configuration Limited
Software Upgrade Limited

Device Alerts

&

Meeting Metrics & Analytics

Teams Admin Center only

Teams Admin Center and Control Hub

Macros

Partial*

Partial*

Ul Extensions

Yes - Available in Control Panel only

Yes - Available in Control Panel only

API Integrations

Device Metrics & Analytics

Room Metrics & Analytics

Native Webex Meetings

OBTP Join to Zoom via CRC Interop

Remote Access in Control Hub

Environmental Metrics

QXX QQQ

© 2025 Cisco and/or its affiliates. All rights reserved.
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* Full set of Macros supported in RoomOS only mode.
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Management Capabilities

Caveats with Microsoft Teams Admin Center only registration

MTR on Android

(no Control Hub registration)

Device Inventory Limited No peripherals view. Only Codec and Touch-controller
Device Configuration Limited Limited to the Android settings. It requires an MTR Pro license
Software Upgrade Limited Microsoft provides less frequent updates. No RoomOS Beta availability

Device Alerts

&

Not available

Meeting Metrics & Analytics

Teams Admin Center only

Meeting metrics for MS Teams calls only

Macros

Partial*

Full set of Macros supported in RoomOS only mode

Ul Extensions

Yes - Available in Control Panel only

RoomOS mode allows Ul Extensions on home screen

API Integrations

Without CH access cloud xAPI’s are not available and local device access is required

Device Metrics & Analytics

Without CH access cloud xAPI’s are not available and local device access is required

Room Metrics & Analytics

Without CH access cloud xAPI’s are not available and local device access is required

Native Webex Meetings

WebRTC only

OBTP Join to Zoom via CRC Interop

WebRTC only

Remote Access in Control Hub

Not available

Environmental Metrics

Q¥ XQ QA

Without CH access cloud xAPI’s are not available and local device access is required

© 2025 Cisco and/or its affiliates. All rights reserved.
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© 2025 Cisco and/or its affiliates. All rights reserved.

Macros

Supported today

* Not every xAPI is supported when running Microsoft Teams Rooms.

 https://roomos.cisco.com

MTR filter available to show xAPI’s that are applicable when supporting Microsoft

Teams Rooms.

' Cisco RoomOS

for Collaboration Devices

Search xAPI 11.24.1 January 2025 &4  Any product ~ Command Config Status Event Any role

|

XAPI

Reference ~ . .
Building Blocks
(Top Level)
AirPlay The xAPI is the API language of RoomOS, and it lets you create awesome integrations
for Cisco video devices.
Apps

afraln
cisco


https://roomos.cisco.com/
https://roomos.cisco.com/

RoomOS xAPI Availability

When reviewing roomos.cisco.com API’s, only those xAPI’s that have Microsoft Teams
Rooms (MTR): Yes status will be visible when MTR filter is applied.

('éisco RoomOS

for Collaboratien Devices

Reference
(Top Level)
AirPlay
Apps
Audio
BYOD
Bluetooth
Bookings
Call
CallHistary
CallLog
CallTransfer
Camera

Cameras

Ba

Guides Examples  Wallpapers

Any product - Command Config  Stalus  Event MIR [y role v Anybackend v

Bluetooth Allowed

Bluetooth Enabled

Bluetooth Streaming Album

Bluetooth Streaming Artist

Bluetooth Streaming Duration

Bluetooth Str g Next
Bluetooth Streaming Pause
Bluetooth Streaming Play

Bluetooth Streaming PlaybackPosition

Bluetooth Streaming Previous

Suppert

© 2025 Cisco and/or its affiliates. All rights reserved.
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Ul Extensions

» Allows for the end user to be
able to invoke and action (for
example, close the shades or
turn on the light)

« Ul Extensions are limited to
being visible within the
Control Panel of the device.

« Control Panel is visible by
swiping in from the right had
side of the main screen on
the Desk Pro and Board Pro
and swiping in from the right-
hand side of the Room
Navigator paired with the
Room Bar/Room Bar
Pro/Room Kit EQ/Room Kit
EQX/Room Kit Pro/Board Pro.

© 2025 Cisco and/or its affiliates. All rights reserved.

MONDAY, OCTOBER 27

12:47 PM

Conf Room MELBOURNE/30D60 - Heidelberg

Early Access (R3.6)

this room

& Add this room to a meeting with your personal device

BRKCOL-2523

; -ﬂ‘

=
[élf
Facilitator

@

Meet now

Whiteboard

Teams Worksh( ..

Meetings

® @

Extensions
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02 Provisioning
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Provisioning

Fundamentals

Cisco video devices that support the Microsoft Teams experience have the capability to be registered in both Microsoft
Teams Admin Center and Webex Control Hub.

Before a Cisco video device can be registered, the appropriate account for the Cisco video device needs to be

provisioned in:

« Microsoft 365 admin center (required)

« Webex Control Hub (optional but highly recommended) to provide support for:

Remote Access

Group and Speaker support

Advanced software options

Device alerts and device management

Bulk device configuration and template provisioning
Workspace Analytics

Native Webex meeting join

Zoom OBTP CRC cross-launch (requires Hybrid Calendar)

© 2025 Cisco and/or its affiliates. All rights reserved.
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Control Hub




Creating device activation code

Cisco MTR device setup wizard will first ask for a Control Hub registration token

If you do not have Control Hub or you will not be using Control Hub there is an option where you can skip the

registration token request

Gpan Space

( 1
Add workspace
VErkuBAcsS repraesnt & phyaical SOROHIn your cngarisation. They May 6o 0 o of IuCls devicas That WOrK ORI
e

L o G )

Add workspace

Cisco Desk Phone

f 3
@ Add workspace O
Which sarvices are needed in thi

in this Workspace?

( Add workspace \z

9077-7925-5830-8587

\ oo (D )

Add a workspace in Control
Hub. Provide required detail
(Next)

© 2025 Cisco and/or its affiliates. All rights reserved.

Select Cisco Collaboration
device (Next)

Leave ‘Call on Webex’ as
the default. If Device hosted
meetings are to be enabled,
please select radio button
and select the required
Webex URL (Next)

BRKCOL-2523

Take the registration code and
enter it into the device at the
Register to Control Hub screen
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Converting a device APl Usage

It is also possible to convert a device that is already registered to Control Hub via a single xAPI command. The command
will only be visible if the Cisco Video device can support Microsoft Teams Rooms.

Using the command wiill

* Maintain device registration in Control Hub

» Maintain existing analytics settings

» Maintain existing workspace

» Control Hub will update to reflect that the device is now configured for Microsoft Teams Rooms
* And the command is...

xCommand MicrosoftTeams Install Name: MicrosoftTeamsRooms

Important to note:

If your target device in Control Hub is a Room Kit Pro paired with a Touch 10, the xCommand above will still function,
but only the Codec Pro will successfully convert to a Microsoft Teams Room. Since the Touch 10 doesn’t support
Microsoft Teams Rooms, it won’t transition and must be swapped out for a Room Navigator to complete the setup.
Additionally, if you've factory reset the Room Kit Pro and are navigating through the start-up wizard, the option for
Microsoft Teams Rooms won’t appear on the experience required decision screen.

\. J

]
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Microsoft Admin




Account Provisioning

Microsoft 365 admin center

Cisco video devices that are to be registered to Microsoft Teams and operate as a Microsoft Teams Rooms device will
need a resource account created in Microsoft 365 admin center.

Microsoft 365 resource accounts consist of a mailbox and a Teams account that are dedicated to a specific resource, in
this case, the specific resource will be the Cisco video device.

Microsoft 365 admin center L Ssearch

1

Home > Rooms & equipment

Home

Rooms & equipment .
Users ~ wip MTR-Meeting Room (4)
Room
Active users —+ Add resource () Refresh 7 Edit resource mailbox details [i] Delete resource mailbox W

Contacts

x B

Guest users

Name Email Type
Delated iiers Contact information
MTR-Meeting Room (4) mtrmeetingroom@tmedemo.com Room fiaraa Email
& Teams & groups v
MTR-Meeting Room (4) mtrmeetingroom@tmedemo.com
fa Roles v
%8 Resources A Capacity Location

I Rooms & equipment

) Phone number
Sites

]
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Resource Account — account creation

Microsoft 365 admin center

Your starting point in most instances will be Microsoft 365 admin center.

* Signin to admin.microsoft.com with you admin credentials

* Resources in the left panel and then Rooms & equipment.

* Select Add resource to create a new account and provide the relevant details.

i Microsoft 365 admin center

-
Add resource

Create a mailbox for things like a conference room, company car, or equipment that
everyone needs to use, so that those resources are reservable.

Learn more about resource types

Resource type

=

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523
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Resource Account - mailbox settings

Microsoft Exchange

By default, when resource accounts are created with the following settings:

« Allow repeat meetings

« Automatically decline meetings outside of the following limits:
«  Booking window (days): 180
«  Maximum duration (hours): 24
+ Automatically accept meeting requests
You can edit these settings via the Edit booking options link when you are creating the resource account.
Best practice for the resource account that a Microsoft Teams Room is to use is to set the password to never expire.

+ If password used has an expiry timer set, once timer expires, the Microsoft Teams Room will automatically sign out of its resource
account and will not be usable until it is signed back in.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco



Resource Account - mailbox properties

Microsoft PowerShell

As mentioned in the previous slide, there are some default settings that are configured. You should also be aware that in
general, there are a set of default properties that apply to resource mailboxes when they are configured. You can improve
your Microsoft Teams Rooms experience by customizing how the resource mailbox responds and how it processes the
meeting request. Exchange Online PowerShell is used to modify the following properties:

 AutomateProcessing: - allows the resource mailbox to receive and process the meeting request without the need for
human intervention (for example proxy controlled). Default setting is AutoAccept.

 AddOrganizerToSubject:- The meeting organizer is not added to the subject line of the meeting request. Default
setting is $true. If set to $false, organizer is not added to subject line.

 DeleteComments:- Decides whether text in the message body of the meeting request is retained or deleted. If you

require externally generated Teams Meetings requests and/or you need to support meetings request that are for a
Webex or Zoom meeting, you need to set the parameter to $false. By default, this is set to $true.

]
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Resource Account - mailbox properties

Microsoft PowerShell

 DeleteSubject: - Decides whether the subject of the meeting request is kept. By default this is set to
$true. If you want the subject of the meeting to be shown, this value needs to be set to $false

* ProcessExternalMeetingMessages: - Specifies whether to process meeting requests that originate
outside of the Exchange organization. By default, this defaults to $false. This would mean that:

* Meeting requests generated for a Microsoft Teams Meeting or a Webex meeting or a Zoom meeting that are originating from a
user's mailbox within the Exchange organization would be processed and accepted. For example, if | sent the request from my
Outlook app by generating a meeting request and including the resource account in to the ‘To’ line.

* Meeting requests generated for a Microsoft Teams Meeting or a Webex meeting or a Zoom meeting that do not originate from within
your Exchange organization would not be processed and accepted. For example, if | sent a meeting request for a Webex meeting
and | invited the resource account directly from the Webex site meeting creation page. The request would not be accepted as the
invite would not have been generated from within your Exchange organization.

* Changing the parameter to $true would mean that meeting requests originating outside of your Exchange organization would be
processed and accepted.

]
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Resource Account - mailbox properties

Microsoft PowerShell

 RemovePrivateProperty: - Specifies that if the Private flag has been set by the meeting organizer in the original
meeting request, that this remains as specified. Default value is $true. If the private meeting flag needs to be
preserved (so the meeting stays private), then the value needs to be changed to $false.

The below is a working example

* Set-CalendarProcessing -Identity “<resourcename>” -AutomateProcessing AutoAccept -AddOrganizerToSubject $false
-DeleteComments $false -DeleteSubject $false -RemovePrivateProperty $false -ProcessExternalMeetingMessages $true

 Good to also add in

* -AddAdditionalResponse $true -AdditionalResponse “This is a Microsoft Teams Meeting room powered by a Cisco Video device!”

]
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Resource Account - meeting room license

Microsoft 365 admin center

Once the resource has been created, a Microsoft Teams Room Basic or Pro license will need to be assigned. Please note
that if the Cisco Video device is to use an MTR Basic license and Microsoft Teams Panel is required, a Shared Device
License will also need to be added (not shown here).

r
i Microsoft 365 admin center £ search
MTR-Meeting Room (4)
= eeting Roo
Q ( ign-in 2, Delet
A e . 3 " - Reset password ® Block sign-in  *~, Delete user
Active users MTR-Meeting Room (4)
1 Active users
2, Resetpassword () Block sign-in ., Delete user
Contacts A, Addauser £ Multi-factor authentication () Refresh 2, Delete user © Reset pas
Guest users . . .
Account Devices Licenses and apps Mail OneDrive
Delated [ oisplayneme i A neDri
A Teams & groups 2 .
[ Margarita Tribble
fa Rok N Select location *
[0  MTR-The Hub
B Resources ~
~
O isemosen United States
Rooms & equipment
Sites MTR-Meeting Room (4) Q
) Marketplace [ MTR-RKP (4) Licenses (1)
& Biling - [0 MTR-Room Bar (4)

oUCpdcI D Microsoft Business Center
9946 of 10000 licenses available

Bills & payments
D Microsoft Power Automate Free

9985 of 10000 licenses available

Billing accounts
Payment methods

\:‘ Microsoft Teams Rooms Basic

Billing notifications

21 of 25 licenses available

@ Support v

@ Settings v Microsoft Teams Rooms Pro
3 of 4 licenses available

P sewp Apps (12) v

¥ Reports v

D Health v

Admin centers

]
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AOSP Device Management

A& Action required &

« AOSP Device Management has replaced Android
Device Administrator

* Moving to AOSP-DM firmware is not optional

» Grace period of dual running is coming to an end!

Final reminder: Migration to AOSP Device
Management for Cisco Devices running
Microsoft Teams Rooms

Dear Webex Customer,
Webex is sending this notification to site administrator contacts at https:/{full_webex_url}.

We are writing to inform you about an important update regarding Cisco Devices running
Microsoft Teams Rooms with Cisco as the software upgrade provider.

Key Updates:

« Starting May 30, 2025, all organizations will automatically become eligible for software
upgrades to AOSP Device Management. This change eliminates the previously
communicated need for site administrators to register their organization as "ready for
migration.”

« After this change, devices not pinned to a specific software release will automatically
upgrade to AOSP Device Management software.

Important Reminder: The oldest software release that does not include AOSP Device

. . X Management (RoomOS December 2024) will expire on June 25, 2025. After this date, all
° E I I m t P f I d t b t d I t remaining Cisco Devices running Microsoft Teams Rooms will be automatically upgraded to
n ro e n ro I e n ee S O e C rea e I n n u n e software with AOSP Device Management. To ensure a smooth transition, we strongly
recommend that you:
° O H C H C H H 11 1. Review and complete any applicable preparation steps detailed
ptional Compliance and Configuration policies i o s MASE
2. Configure your devices to receive upgrades from the "Microsoft approved" channel in
Webex Control Hub.
* Enrollment Profile is not needed if MTR Basic licenses are N
be N g used Teams Android devices are moving to AOSP device « May 30, 2025: All organizations eligible for software upgrades to AOSP Device
management Management.
« June 25, 2025: Forced upgrade to AOSP Device Management for any remaining
How to get ready? devices.
Review these essential resources for managing this change within your organization 3 . w
We appreciate your attention to this important update.
* View Message center post (2 X p
Thank you for your continued business,
* View migration guide to AOSP Device Management for admins [ Webex Global Communications
* View Microsoft Tech Community blog for Migration & FAQs (2
* [Video] Step-By-Step AOSP migration video guide (1
* Intune blog for Device Administrator deprecation (2
You are receiving this message because your email is listed as an administrator in Webex
I confirm that | understand this change and have reviewed all prerequisites Control Hub or Site Administration. If you would like to unsubscribe click here
(O outlined in the above guides to prevent any sign-outs or other impacts on my
devices.
Cisco Confidential
Got it )
\ /
©  Teams android devices will be moving to AOSP Device Management, a new management solution from Intune. Starting on 15 May 2025, All android devices will start getting auto updated to AOSP DM firmware. Admins will not be able to pause this auto-update.
If your tenant lacks a valid Intune enrollment profile, devices will sign out during migration, as they undergo AOSP DM migration. Please refer to the migration guide and ensure you have completed the prerequisites for AOSP DM migration BEFORE the auto updates begin

© 2025 Cisco and/or its affiliates. All rights reserved.
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Microsoft Intune

Android (AOSP) corporate-owned user-associated devices

Steps to enroll Cisco Video devices with Microsoft Teams Rooms:

Set up AOSP management enrollment profile.

* Mandatory if using Intune

* This is an optional step

Deploy AOSP Management capable device firmware.

* This can be delivered either via Control Hub or Teams Admin Centre.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523

Set up AOSP Management Configuration and Compliance Policies.
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Microsoft Intune

Step 1 - Set up AOSP management enrollment profile

1. Sign in to Intune Management console.

Select Create profile.
Add details (as seen here)

Next

N o O~ W DN

Review and Create

© 2025 Cisco and/or its affiliates. All rights reserved.

Select Devices>Enrollment>Android

BRKCOL-2523

Under Enrollment Profiles, select Corporate Owned, user associated.

Create profile

o Basics

MName * (O

Description

\b—d

Token expiration date (D
Wi-Fi *

For Microsoft Teams devices

=

\_

—

é Home » Devices | Enrollment » Corporate-owned, user-associated devices »

AOSP - Teams Devices -~

This AOSP Management enrollment profile is to allow Teams Android Devices to
enroll in Intune

[ Mm/DD/YYVY =],
L Configure Not configured .:Z'
Enabled Disabled )

]
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Microsoft Intune %, 20,
Step 2 -Set up AOSP Management Configuration and Compliance Policies Q’)o *»
(Y

* It is important to understand that setting up AOSP Management Configuration and Compliance Policies is
an optional step.

« Teams Android devices that are enrolled in AOSP Device Management support:
 Intune Configuration policies
* Intune Compliance policies
* Neither of these are required for the device to function properly.

 However, it is likely that they will be implemented within an organization as they can bring additional
features and functionality.

]
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Microsoft Intune

Step 2 -Set up AOSP Management Configuration and Compliance Policies

« AOSP Management Configuration Policy

« Currently only one supported configuration policy available

» Device restriction profile for setting block screen capture restriction

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKCOL-2523

Scope tags Edit

Default

Configuration settings Edit

~ General

Block screen capture Yes

Filter mode

]
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Microsoft Intune %, 20,
S, %
Step 2 -Set up AOSP Management Configuration Policies ’)OQ

1. Sign into Intune Management console (https://intune.microsoft.com/)

Devices>Configuration

Create>New Policy

For Platform, select Android (AOSP)

Under Profile, select Device Restrictions and then select Create
Give the policy a useful name and description, then select Next

Under General, set Block screen capture to Yes and then select Next

© N O O k& DN

Assign this profile to all devices or an Entra ID group of devices, select Next and then Create.

]
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https://intune.microsoft.com/

Microsoft Intune

Step 2 -Set up AOSP Management Configuration Policies

« AOSP Management Compliance Policy

» Limited set of compliance policies for Teams
Android devices with AOSP DM exist

« Device health: Rooted devices (block)

* Device properties: Minimum and Maximum OS
versions

» System security: Require encryption of data storage
in device

© 2025 Cisco and/or its affiliates. All rights reserved.

/Dashboard > Devices | Compliance > AOSP DM Compliance Policy >

Android (AOSP) compliance policy

Android (AOSP)

o Compliance settings

{ Device Health

Tooted devices © t Not configured
~  Device Properties
Operating System Version
Minimum OS version © [ 1 W I
Maximum OS version (0 ‘ Not configured |
Minimum security patch level @ [ Not configured I

~ System Security

Require a password to unlock the device. If not configured, the use of passwords is optional, and left up to the
user to configure.

Learn more

Not configured :,

. . 4
Require a password to unlock mobile N Yes
devices ©

Required password type ©

Maximum minutes of inactivity before
password is required

Encryption

BRKCOL-2523

» - ™~

a N
Require encryption of data storage on [ Yes Not configured
| device. ©

-

il
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Microsoft Intune

Step 2 -Set up AOSP Management Compliance Policies

Sign into Intune Management console (https://intune.microsoft.com/)

Devices>Compliance then Create policy.
Under Platform>Android (AOSP), then select Create.

* Provide a name and description for the policy

» Select Next

Enable the desired compliance settings from the supported list on the previous slide

Select Next, then select Next

Assign the profile to all devices or an Entra ID group of devices

Select Next then select Create.

]
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Microsoft Intune - post June 25" 2025

Control Hub delivered software Teams Admin Center delivered
software

AOSP DM enabled software has been AOSP DM enabled software has been

available since February 2025 available since February 2025.

Will be available in all Control Hub instances.
Software Channels:

« Stable

* Preview

« Verification

e Trial

« Beta (if part of Beta program
 Microsoft Approved

]
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Cisco Devices Certified for Microsoft Teams

Cisco Video devices are being moved to Android 13.

This will be applicable to all Cisco Video devices that are running Android 11 or Android 12. The purpose of the migration
is to extend the certification lifespan of the Cisco Video devices supporting Microsoft Teams Rooms and Microsoft Teams
Panels.

This move will occur with the release of RoomOS June 2025.

« Migration will be automatic - no activation steps are required from the admin and there will be no visible changes to the
end user experiences.

» Please note that once a device has been moved to Android 13, it will no longer be possible to downgrade applications
due to security patching and the design specifications of Android 13.

* |t will also not be possible to roll back the RoomOS build once the Android container has been updated to Android 13. If there is a
requirement to downgrade to an earlier version of RoomOS/Android combination, a full factory reset will be required.

]
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Security considerations

Microsoft Teams Rooms on Android

* Resource Accounts:
* Do not enforce password expiration

« Do not enforce multi-factor authentication through another device (push notification, text, phone call etc), instead leverage known
location and/or device compliance as the second factor to secure accounts.

e Conditional Access:

* Resource accounts should be excluded from user CA policies and have unique policies created to ensure the resource accounts are
locked down appropriately

» Consider device filters to apply your CA policies.

» Point to note, if CA policies are in place to grant access based on manufacturer and device type, you will need to specify Cisco as the
manufacturer and the model identifier would be one of the following (depending on the device being installed):

* Desk Pro, Board Pro 55, Board Pro 75, Board Pro 55 G2, Board Pro 75 G2, Room Bar, Room Bar Pro, Room Kit EQ, Room
Kit EQX, Room Kit Pro, Room Navigator.

]
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Licensing

Microsoft Teams Room Basic VS Pro

MTR Basic MTR Pro

Provides core meeting experience If more than 25-devices are needed, Pro licenses

Up to 25 single screen systems in the organization. &'c Needed for the additional systems.

Includes: I?ro licenses include all the features of MTR Basic
licenses but also add:
* Scheduling « Support for dual screen systems

* Joining meetin i '
g meetings - Large gallery view, Front Row view

« Content sharin :
J « Split gallery across two screens

» Collaborative whiteboarding « Support for joining meetings across Teams

clouds (i.e. worldwide/GCC)

[Just because an MTR Pro license supports a feature, it does not automatically mean it is supported with MTR on Android!]

]
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License Requirements

Dual registration of a Teams Panel

Microsoft:

« If the Microsoft Teams Rooms system that this is being used with is MTR Pro licensed, then no additional Microsoft
license is needed.

* If the Microsoft Teams Rooms system that this is being used with is MTR Basic licensed, then a Shared Device license
will need to be added to the resource account for the Teams Panel to register.

Cisco

» The Navigator running Team Panel will be registered in a workspace in Control Hub where there is an existing device.
However, it will not be paired at RoomOS level with the device. The Navigator will be considered standalone and will

consume its own device license.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco



License Requirements

Microsoft only registration of Teams Panel

Microsoft:

« If the Microsoft Teams Rooms system that this is being used with is MTR Pro licensed, then no additional Microsoft
license is needed.

* If the Microsoft Teams Rooms system that this is being used with is MTR Basic licensed, then a Shared Device license
will need to be added to the resource account for the Teams Panel to register.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2523 CIsco



06 User experience

CISCO Live !



Meeting experiences

§ | Teams Workshop

Webex Update

- —

) Add this room 10 & meeting with your personal device

Zoom Class

—

) Add s room 10 8 meeting with yous pesonaldevice

© 2025 Cisco and/or its affiliates. All rights reserved.

One Button to Join experiences for
* Microsoft Teams
 Webex

e ZOOM

For Webex and Zoom join buttons to show, 3rd party meeting

support needs to be enabled

Third party meetings

BRKCOL-2523
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RoomOS 26

Camera and Audio Settings

Access to RoomOS 26 Al features:

« Camera intelligence

« Audio intelligence

« Background replacement (Cisco Desk Pro only)
When in a:

* Microsoft Teams meeting

* Webex meeting

« Zoom meeting

« BYOD meeting (USB Passthrough)

© 2025 Cisco and/or its affiliates. All rights reserved.

EI'.

Facilitator

o™

Meet now

%

Share

&4

Whiteboard

BRKCOL-2523

Available

Available

-

Meetings

Extensions

Cr

‘\
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Camera intelligence

Cisco Desk Pro:

 Best View r Camera mode A

Cisco Board Pro, Board Pro G2, Room Bar, Room Bar Pro, —
Room Kit EQ, Room Kit EQX and Room Kit Pro:
» Group BEE T o
« Group and Speaker (EQ w/quad camera, EQX and Kit Pro

w/Quad camera only) ?@P@ @
* Frames

« Speaker

ﬁ ))» Speaker
=0

All of the above
* Meeting Zone
* Manual mode
* PTZ controls

« Camera presets

]
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Camera intelligence from Room Navigator

 Room Navigator support:

* Cisco Room Bar, Room Bar Pro
* Cisco Room Kit EQ/EQX, Room Kit Pro
» Cisco Board Pro/Board Pro G2

Camera options

Selfview Camera control

« Camera modes available:

« Group (best view) =
« Group and Speaker (EQ w/quad camera, EQX /| < M )] u\)») Hga [

and Kit Pro w/Quad camera only) Group — S—

Shows everyone Shows the active speaker Shows everyone equal size
* Frames
« Speaker
» Presenter (on supported systems)

« Cross View (EQ and Codec Pro based
systems only)

« Camera presets

ol I 1l I h
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Cinematic Meeting Experiences

Cross-view multicamera Classroom Mode Extended speaker & Al
cinematic meetings virtual lens

\ B AT
Meeting Zones for open Speaker and Group Frames and people focus
spaces and glass walls camera intelligence

]
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Dynamic Camera Mode

» Leveraging the full suite of tools in our camera intelligence
toolbox, Auto Camera Mode uses our agentic Al director

» Decide on the best camera view - regardless of which meeting ,
platform you are using. “ W/

¢

* No need for changing camera settings again. -

» All processing is done with the device camera and Al
Director can therefore be sent to any call or meeting

* Microsoft Teams
» Webex

e ZOOm

Layal

Green Room Green Room

]
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Cinematic Views Support matrix

Camera modes

Microsoft Teams Microsoft Teams
RoomOS Only Rooms with Control Rooms without Control
Hub registration Hub registration
Best View/Group Yes' Yes' Yes'
Frames Yes' Yes' Yes'
PeopleFocus Yes':2 Yes':2 No
MeetingZone Yes' Yes' Yes'
Group and Speaker Yes' Yes' ® No
Cross-View Yes Yes Yes
Extended Speaker Yes Yes Yes

" Not supported with PTZ. 2 Only when in a native Webex meeting

]
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Cinematic Views Support matrix

Room Types

RoomOS Only

Microsoft Teams
Rooms with Control
Hub registration

Microsoft Teams
Rooms without Control
Hub registration

Presenter Track

Classroom Mode

Briefing Mode

Presenter and Audience

®¥®

X ®

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKCOL-2523

]
cisco



Cinematic Views device support matrix & MTR

Camera Modes

Room Bar/ Room Kit EQ/ . Board Pro/
Desk Pro Room Bar Pro Room Kit EQX Room Kit Pro Board Pro G2
Best View or
Send - yes Send - yes Send - yes(V Send - yes(" Send - yes
Group
- - (1) - (1) - (1) - (1
Frames Send - no Send - yes Send - yes Send - yes Send - yes

Receive - yes

Receive - yes

Receive - yes

Receive - yes

Receive - yes

PeopleFocus

Receive - yes
when in a native
Webex meeting

Receive - yes
when in a native
Webex meeting

Receive - yes when
in a native Webex
meeting

Receive - yes
when in a native
Webex meeting

Receive - yes
when in a native
Webex meeting

MeetingZone Yes Yes Yes Yes Yes
Send - no (Bar) Send - no (BP)
Group and Send - no Send - yes (Bar Send - yes(1.2) Send - yes(1.2) Send - yes
Speaker Receive - yes Pro) Receive - yes Receive - yes (BPG2)
Receive - yes Receive - yes
Cross-View Send - no Send - no Send - yes(1:34.5) Send - yes(1:3:4.5) Send - no
Extended Send - no Send - no Send - yes(1:345) Send - yes(1:3:45 Send - no
Speaker

(Requires Quad camera as main camera

(@Multi-stream when in a native Webex meeting, composite view in Teams meeting

© 2025 Cisco and/or its affiliates. All rights reserved.

(®Requires Cisco PTZ4K as additional camera(s)

@Cannot combine Cross-View and Extended Speaker on the same system

BRKCOL-2523

G)Requires at least 3 Table Microphone Pro’s or a minimum of 1 Ceiling

Microphone Pro
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Content sharing

« Make content sharing simple with a wide
range of wired and wireless options:

« USB-C
- HDMI

* Miracast®
(not supported on non-Radio versions)

» Airplay

* Microsoft Teams Cast

* Please note that the Cisco Room Kit Pro
does not support USB-C sharing options

© 2025 Cisco and/or its affiliates. All rights reserved.
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Content sharing

Meetings

Extengions

© 2025 Cisco and/or its affiliates. All rights reserved.

Selecting ‘Share source’ from the

side pull menu will allow for the

different presentations sources

to be displayed either locally on

into the active Microsoft Teams
meeting.

DNDAY, OCTOBER 27

Cable

PC (USB-C)

Connecte

PC (HDMI)

Wireless

" Webex Share

() Miracast®

bur personal device

BRKCOL-2523
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Example Teams Invite Generated by Microsoft

Microsoft Teams Need help?

{JA(/) érg) I:&nk for App & o Join the meeting now ] MSFT Teams
PP ( Join Info
Meeting ID: 123 456 789 012 J
Meeting ID & "
Passcode  Passcode: TZ23456 | |

Mainly intended for Business-to-Business meetings
Used when neither company has a CVI (Cloud Video Interop) gateway

alfbal ]l
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WebRTC “Architecture” Overview

The Microsoft Teams Web App supports a single-screen layout
Available only with Web Engine-enabled devices (devices must be cloud registered or enabled with Edge for Devices)

e Microsoft
Teams

by CI1SCO

[ﬁPS traffic ]

——————— Calendar interactions
—— Media & Signaling

Microsoft Web App
Single Screen layout

]
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https://cisco.sharepoint.com/sites/CTGTME/Shared%20Documents/SJC21%20TME%20demos/SJC21-3-Egypt%20Device%20Information.xlsx?web=1
https://cisco.sharepoint.com/sites/CTGTME/Shared%20Documents/SJC21%20TME%20demos/SJC21-3-Egypt%20Device%20Information.xlsx?web=1

WebRTC In-Meeting Signaling and Media

----- Microsoft signaling
Microsoft media

© 2025 Cisco and/or its affiliates. All rights reserved.

.
e
=

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

IJ Office 365

.

——————— Customer’s tenant
——— WebRTC streams ]

WebRTC traffic for both cloud registered and cloud aware video devices
direct flow from the customer’s premises to the Microsoft Teams’ bridge
does not traverse through Expressway

Ports 80, 443, 3478-3481

BRKCOL-2523
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Conclusion




Cisco and Microsoft

have come together

to deliver a _better user
experience

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Phones with Microsoft SIP
Gateway

Direct Routing for Microsoft Teams Phone

Cisco Calling for Microsoft Teams

Cisco as a certified Microsoft
Cloud Video Interop (CVI) partner

Join Microsoft Teams meetings with Cisco devices
via modern web technologies (WebRTC)

Microsoft Teams Rooms (MTR) on RoomOS

)
2)
©
@)
5)
O
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights reservi
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Thank you C1SCO Live !




alllllllu
CISCO



	Introduction
	Slide 2: Integrating Collaboration with your Microsoft environment
	Slide 3: Introduction
	Slide 4: Cisco Webex App
	Slide 5: Agenda
	Slide 6

	Calling Interop with MS Teams
	Slide 7: Calling Interoperability with Microsoft Teams
	Slide 8: Using Cisco Phones and Peripherals with Microsoft Teams
	Slide 9: Microsoft Teams certified peripherals
	Slide 10: Microsoft Certification Explained 
	Slide 11: Cisco Phones and the Microsoft SIP Gateway
	Slide 12: Microsoft SIP Gateway
	Slide 13: Supported Cisco phone models on SIP Gateway
	Slide 14: PhoneOS 3.3 Microsoft Teams SIP Gateway Support
	Slide 15: SIP Gateway: Limitations
	Slide 16: Direct Routing for Microsoft Teams Phone
	Slide 17: Microsoft Direct Routing with CUBE
	Slide 18: CUBE for Direct Routing to the PSTN
	Slide 19: Microsoft Direct Routing with CUCM via CUBE
	Slide 20: Microsoft Direct Routing with CUCM via CUBE
	Slide 21: Microsoft Direct Routing with CUCM via CUBE
	Slide 22:  Microsoft Direct Routing with Webex Calling via CUBE
	Slide 23: Cisco Call for Microsoft Teams
	Slide 24: Cisco Call for Microsoft Teams
	Slide 25: Cisco Call for Microsoft Teams
	Slide 26: Demo
	Slide 27
	Slide 28: What’s available on Cisco Call for MSFT Teams
	Slide 29: Bidirectional Presence Sync
	Slide 30: Webex Calling dock
	Slide 31: Webex Calling dock - UCM
	Slide 32: App rename
	Slide 33: Simplified login experience
	Slide 34: Mobile experience
	Slide 35: Mobile experience from chat
	Slide 36: Call Recordings
	Slide 37: Line selection and Call Queue
	Slide 38: Call Summaries
	Slide 39: Solution Architecture
	Slide 40: Integration and Storage
	Slide 41: Dialpad and Speed Dials
	Slide 42: Contact resolution
	Slide 43: Supported Cisco Calling Platforms
	Slide 44: Why do we need CCUC with CUCM?
	Slide 45: Cisco Call for Microsoft Teams Architecture
	Slide 46: Presence Sync architecture
	Slide 47: Presence Sync Architecture
	Slide 48: Presence Sync Architecture
	Slide 49: Mute Webex Call when on a Teams meeting/call
	Slide 50: Solution deployment
	Slide 51: Deploying Cisco Call for Microsoft Teams
	Slide 52: Enabling integration on Teams Admin Center
	Slide 53: Authorization Scope
	Slide 54: Revoking Microsoft Graph permissions
	Slide 55: Microsoft Presence permissions changes
	Slide 56: Presence Sync configuration
	Slide 57: Calling dock configuration
	Slide 58: Hide Webex windows
	Slide 59: Optimize Webex App for Microsoft Teams experience
	Slide 60: Directory sync
	Slide 61: Directory sync best practices
	Slide 62: Single Sign on across Microsoft and Webex
	Slide 63: User tasks
	Slide 64: Comparison matrixes  and FAQ
	Slide 65: Cisco Call for Microsoft Teams
	Slide 66: Cisco Call for Microsoft Teams
	Slide 67: Cisco Call for Microsoft Teams – Feature matrix
	Slide 68: All integrations Comparison Matrix
	Slide 69: All integrations Comparison Matrix

	Video Interop with MS Teams
	Slide 70: Cisco Video Interoperability with Microsoft Teams
	Slide 71: Giving our customers additional flexibility and choice
	Slide 72: Choose your experience
	Slide 73: Cisco video devices and the Cisco Rooms experience
	Slide 74: Giving our customers additional flexibility and choice
	Slide 75: Open Platform Strategy
	Slide 76: VIMT Architecture
	Slide 77: Video Integration for Microsoft Teams (VIMT) Gateway 
	Slide 78: Video Integration for Microsoft Teams Gateway –  Signaling Path
	Slide 79: Video Integration for Microsoft Teams Gateway - Media Path
	Slide 80: Video Integration with Microsoft Teams (VIMT)  -CVI Gateway
	Slide 81: Example Teams Invite Generated by Microsoft 
	Slide 82: Microsoft Teams Live Events retirement
	Slide 83: VIMT – Join Teams Town Hall or Webinar as presenter
	Slide 84: VIMT  Latest Updates
	Slide 85: Webex VIMT (CVI) Features - Overview  
	Slide 86: Joining Microsoft Teams meetings
	Slide 87: VIMT – Set Default Layout per Tenant in Control Hub
	Slide 88: Microsoft Teams button to join CVI (including Cross-Tenant Join) and WebRTC Meetings
	Slide 89: CVI (and Cross-tenant Join) vs WebRTC
	Slide 90: Cross Tenant Join (aka SIP Guest Join)
	Slide 91: Cross-Tenant Join for SIP Devices
	Slide 92: VIMT – PowerPoint Live Content to Video Devices
	Slide 93: Teams button update for joining Teams meetings For VIMT customers, a new join flow replaces the dual-tab interface with a simpler experience
	Slide 94: MS Teams RoomOS button - Best practices Regular CVI vs Cross-Tenant Join (CTJ)
	Slide 95: Feature Differences with Cross-Tenant Join
	Slide 96: Device Troubleshooting for VIMT 
	Slide 97: ThousandEyes data available in Control Hub
	Slide 98: VIMT Roadmap
	Slide 99: VIMT Feature Roadmap
	Slide 100: Microsoft Teams invites & RoomOS Teams Button  “Tenant Key” to be renamed ”Video Address”

	Microsoft Teams Rooms
	Slide 101: Cisco video devices and the Microsoft Teams experience
	Slide 102: Giving our customers additional flexibility and choice
	Slide 103: Cisco Devices Certified for Microsoft Teams Rooms
	Slide 104: Cisco devices for Microsoft Teams Rooms
	Slide 105: Cisco devices for Microsoft Teams Rooms
	Slide 106: Cisco devices for Microsoft Teams
	Slide 107: Cisco devices for Microsoft Teams
	Slide 108: Cisco devices for Microsoft Teams
	Slide 109: Control Hub registration
	Slide 110: Control Hub provisioning
	Slide 111: Management Capabilities
	Slide 112: Management Capabilities
	Slide 113: Macros
	Slide 114: RoomOS xAPI Availability
	Slide 115: UI Extensions
	Slide 116: 02 Provisioning
	Slide 117: Provisioning  
	Slide 118: Control Hub
	Slide 119: Creating device activation code
	Slide 120: Converting a device API Usage
	Slide 121: Microsoft Admin
	Slide 122: Account Provisioning
	Slide 123: Resource Account – account creation
	Slide 124: Resource Account – mailbox settings
	Slide 125: Resource Account – mailbox properties
	Slide 126: Resource Account – mailbox properties
	Slide 127: Resource Account – mailbox properties
	Slide 128: Resource Account – meeting room license
	Slide 129: 03 Enrollment
	Slide 130: AOSP Device Management
	Slide 131: AOSP Device Management
	Slide 132: Microsoft Intune
	Slide 133: Microsoft Intune 
	Slide 134: Microsoft Intune 
	Slide 135: Microsoft Intune 
	Slide 136: Microsoft Intune 
	Slide 137: Microsoft Intune 
	Slide 138: Microsoft Intune 
	Slide 139: Microsoft Intune – post June 25th 2025 
	Slide 140: 04 Security
	Slide 141: Cisco Devices Certified for Microsoft Teams
	Slide 142: Security considerations
	Slide 143: 05 Licensing
	Slide 144: Licensing
	Slide 145: License Requirements
	Slide 146: License Requirements
	Slide 147: 06 User experience
	Slide 148: Meeting experiences
	Slide 149: RoomOS 26
	Slide 150: Camera intelligence
	Slide 151: Camera intelligence from Room Navigator
	Slide 152: Cinematic experiences
	Slide 153: Cinematic Meeting Experiences
	Slide 154: Dynamic Camera Mode
	Slide 155: Cinematic Views Support matrix
	Slide 156: Cinematic Views Support matrix
	Slide 157: Cinematic Views device support matrix & MTR
	Slide 158: Content sharing
	Slide 159: Content sharing

	Direct Guest Join (WebRTC)
	Slide 160: Direct Guest Join (WebRTC)
	Slide 161: Example Teams Invite Generated by Microsoft
	Slide 162: Architecture
	Slide 163: WebRTC “Architecture” Overview
	Slide 164: WebRTC In-Meeting Signaling and Media
	Slide 165: Conclusion
	Slide 166
	Slide 167: Complete your session evaluations
	Slide 168: Continue your education
	Slide 169: Thank you
	Slide 170: Cisco


