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Who am 1?

Nikhil Ghodki @ Heyrim
Al Researcher Technical Leader at Cisco, Al/MLOPs

Happy to connect with you on LinkedIn
https://www.linkedin.com/in/nikghodki/

© 2025 Cisco and/or its affiliates. All rights reserved.

Skillsets: MLOPs, Cybersecurity, Al Research, Infrastructure

Personal: 10+ years of Security industry experience, wore hats

for various roles, Double Masters (M.S. in Instrumentation, M.S. in
Information Technology and Management)

What | do : Architect Infrastructure for Al platform at Cisco,

Design and implement MLOPs Pipeline, build Al based tools for
increasing team productivity, Al Research for Canvas , Building
agents, research on agents, LoRA finetuning, etc
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What will you take from this
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Cisco Al Assistant

Al Assistant

Insight

Troubleshooting

How can | help today?

Choose a suggestion or use the text field to ask a question. | have limitations and won't
always get it right, but your feedback will help me improve.

Automation

Setup & Maintenance
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RAG (Retrieval Augmented generation)
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RAG (Retrieval Augmented Generation)
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High Level Block Diagram

CiIsco m

ThousandEyes

Cisco Cloud Control Orchestrator < :

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights Clsco



I

1 E!
4©

/o

Documentation Search

Contextual querying assistance to get answers for
common questions from the public documentation

Monitoring Assistant

Visibility & monitoring of operational data including
the current & historical state

Troubleshooting

Evaluating information from different sources
(events, configuration, statuses, counters, KBs)
to suggest the best course of action

Insights

Configuration & software version insights &
compliance, security vulnerabilities, end of
life affecting network hardware & software

Configuration Assistance

Automate feature configuration by assisting users
interactively and providing real-time assistance

© 2025 Cisco and/or its affiliates. All rights reserved.
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Best Practices/CVP/CVD

Recommendations for implementing, configuring,
testing capabilities in the network

Case Management

Embedded assistant for TAC/support cases
(Status of existing cases, open a case etc.)

Network Migration
Assess migration readiness, suggest new
hardware/software, config/policy

Impact Analysis

Provide analysis of locations, devices, users and
apps that could be impacted by planned network changes

Sustainability
Provide assessment of sustainable operations with
insights for energy consumption
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Rank the following Al features
based on their importance to

you:
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Understanding

Agents
processes data
using LLMs

© 2025 Cisco and/or its affiliates. All rights resel

How Agentic Al works

-

'(\\i

Goal Setting

|dentifies
objectives and
plans strategies

oo,

a8

Execution

Automates and
executes
commands

Learning

Learns from input
data as well as
other sources

provided like from

MCP servers
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LLM Agent

Large Language Models
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Al Assistant unification through an agentic platform-based

approach

3

All Al Assistants
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All Prompts
(with Unified Identity for

cross-product auth & identity)

Al Assistant Platform

Unified Orchestrator

4 N\
Planning Agent

A

Response

A 4

Crafts plan to select best
Al skill(s) to answer prompt

v

Review & Refine
Using human-in-the-loop (HITL)

y

Agentic Tools P

______________ b

Cisco Al Skills Registry

(Contains context of all Al Skills
across all Cisco Al Assistants)

_____________________________

A

t Invokes Al Skill(s) from plan
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Today’s IT environments are more complex, noisy, and fragmented than ever

4 N

Cross-Product Troubleshooting is
Complex

Individual products don’t scale to triage

Cross-Team Collaboration
Has High Overhead

across domains effectively.

Effort is required across siloed teams and
tools, which is time consuming.

-

~

Cross-Team Handoffs Lack
Full Context

C O
BIm

\_

Root cause analysis is a challenge

handoffs.

because of insufficiently detailed

alaln
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Introducing Al
anvas

» Single canvas for cross domain

troubleshooting

» Generative Ul with reasoning

built-in

« Keeps NetOps, SecOps, IT and

execs on the same page

© 2025 Cisco and/or its affiliates. All rights reserved.

Al Assistant Shared Workspace

Al Canvas | Network health summary

MX84 Performance Metrics (Last 24 hrs)
Meraki
Now checking Splunk alerts...

2.8% Packet loss

O D F C

9 Al Assistant 11:05 am
14:00 18:00 22:00 02:00 06:00

Error logs confirm MX device issues. Packet
Time (Hours)

capture needed to verify, but you don't have

permissions. Critical point

Error Logs Frequency  Splunk

Network Path Visualization: San Jose to Financial Cloud

Thousand Eyes

® ()

Internet Cloud
Router Edge

14:00 18

Time (Hours) San Jose
Branch
Normal (0-50)

Normal connection Problem connection Packet loss point

BRKCLD-2081

Error Logs Frequency Splunk

Time (Hou

B Warning (51-150)

Financial
App

Users

Invite collaborators

Everyone you invite will have edit

Will@acme.com

+ Rio Cuzco Flores  + Melissa Gibson

+ Francesco Raieli  + Elisabeth Langley-Jones
Who has &
Only you

5 Regenerate Al summary

Ticket #INC-2025032801: San Jose financial
app slowness. MX84 showing 2.8% packet loss
during transaction peaks. Possible correlation
with new SFP in port 1 (installed 3/25). Admin

| permissions needed for further troubleshooting.

Cancel
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Agentic Ops Across IT and SecOps

Al Assistant

1) j Catalyst
Center

location, etc.

Cisco Meraki

Al Canvas

location, etc.

*SD—WAN

WAN Details

© 2025 Cisco and/or its affiliates. All rights reserved.

Topology, client details,

Topology, client details,

Campus and Branch

" webex

Voice and video experience

ThousandEyes®

WAN, Internet, App Insights

identity Intelligence

User trust level, identity
checks & reasons

BRKCLD-2081

Data Center

Nexus
Dashboard

Data center network
management.

Hyperfabric

Data center network
management.

Intersight

Unified management,

automation, security.

Security and Observability

splunk>

Cisco and third-party insights

ISE

Authentication Insights

£ag]
“Secure Access

Private & SAAS
Resource Access

Firewall

Security & connection events

@ Duo

Authentication & compliance

@ XDR

Related Threat Incidents
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Chents < Merakl Dashboard
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Organization

Security "New
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Find in Menu
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Unified Data with
Cross-Product Skills

Cross-product skills unify data
to assess issues more quicky

across siloed tools and systems.

© 2025 Cisco and/or its affiliates. All rights res

&

Lowered MTTR Across
Incidents

Enhanced capabilities of AgenticOps
enables users to identify, link and
resolve incidents faster.

()
\)ooo

D%Ogc

VA

Accelerated Productivity
for Teams

Collaborative investigation and
triaging across teams leads to

more effective troubleshooting.

An opportunity to address the load on ITOps and SecOps

afraln
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Investigate an open ticket from ServiceNow

The Al Assistant guides
interactions with the network in
natural language

Al Canvas reads the ticket and
reasons how to solve the problem

Collects information from tools
like ThousandEyes, Meraki, and
Splunk to troubleshoot the issue

© 2025 Cisco and/or its affiliates. All rights reserved.

el Al Canvas

Al Assistant

Correlation and Potential Issues

Both Meraki and ThousandEyes data indicate
substantial packet loss, suggesting network
congestion or underlying connectivity issues. Tha
significantly higher latency reported by
ThousandEyes relative to Meraki implies that the
problem may worsen beyond the initial connection
point monitored by the Meraki device.

Remediation Suggestions : The path view confirms

our internal network issue. This is completely within

our control to fix. Here are some solutions you can

implement immediately:

+ Configure QoS on the MX device to prioritize the
application traffic.

= Limit non-essential traffic during business hours.

« Add DSCP tags to application traffic for network-
wide priority.

The end-to-end network analysis is complete. Act
on the provided remediation suggestions. Please
escalate to an expert if the problem still persists.

& Qg C

BRKCLD-2081

canvas-2025-07-11-12-25-43

e &+ Generate report

BRANCH-CHI-MDF1.1-MXGBCW - WAN Interface performance (Last 24 hrs)  merki
Performance

Loss Rate

42.78% oo

WM interface lstency  B0.91ms (bassine « S0m]}
dittar 1.1ms {baseling <tms|

<] - B

17221101 BRANCH-CHI-_. 1088.27.154.1

Latency: 87 ms)

fion @ Packet o point

View activity
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Collaboration Across Multiple Teams and Users

Al Canvas canvas-2025-07-11-12-25-43

One shared workspace for
NetOps, SecOps, IT and execs - DESSIY,, . e e i)

Parformanc
Correlation and Potential Issues *

Both Meraki and ThousandEyes data indicate L

substantial packet loss, suggesting network
()
congestion or underlying connectivity issues. The 42, 7 8 A © 5.04%
significantly higher latency reported by
ThousandEyes relative to Meraki implies that the B e

Drag and drop findings t0 persist |t —

point monitored by the Meraki device.

a n d S h a r e With t h e te a m Remediation Suggestions : The path view confirms

our internal network issue. This is completely within

our control to fix. Here are some solutions you can
implement immediately:

+ Configure QoS on the MX device to prioritize the
application traffic.
= Limit non-essential traffic during business hours.
« Add DSCP tags to application traffic for network- i 8

Al evolves Canvas with every S et B

The end-to-end network analysis is complete. Act
" . u u
uestion, insight and action e
q ) g escalate to an expert if the problem still persists.

d 0 g Cc

Packet loss point

ant can make

ol I 1l I h
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What features of the Al Canvas
are you most excited about?

Please rank.
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Unified
Orchestrator

a )

* Guardrails
* Agentic Router

« Disambiguation

» Cisco Doc Agent

N _

© 2025 Cisco and/or its affiliates. All rights reserved.

Al Agents, MCP Servers, Al Gateway & Orchestrator

Al Gateway

—

Skills Search
Skills Executor
Skills Registry
MCP
Authentication

N

-, | BRKCLD-2081

MCP Server
(Meraki)

€
6'
@

L *

MCP Server
(Thousand
Eyes)

=d

)

&)

LEC

MCP Server
(Splunk)

=d

)

&)

7 o
e

[
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Unified Orchestrator

« Centralized Request Processing

« Reasoning Traces Automation Engine
* Intelligent Document Interaction
 Agentic router

* Follow-up and disambiguation agent

Semantic and LLM based Guardrail Agent

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCLD-2081

Unified
Orchestrator

( Guardrails \

Agentic Router

_

Disambiguation

Cisco Doc Ag

ent

J
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Al Gateway

« Centralized Skills/Tools registry

Al Gateway

- MCP Servers Lifecycle Management . Skills Search
- Skills Executor

: - Skills Regist
« MCP Secure Access and Execution . MCP IS
Authentication

/

« Skill Execution

© 2025 Cisco and/or its affiliates. cisco



Model Context Protocol MCP

MCP Server
MCP Host
. jsonRPC20 ~ ~ % x
Claude Desktop MCP Client - -
Tools
s
<> IDE MCP Client € — — -SonRPC20. — — .’
)
Resources
()
AI Agents MCP Client <€« — — —ls& 046 )
Prompts

File System

]
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A quick fact check: When do you think MCP — the open
standard for connecting Al models to external
systems — was first introduced?
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MCP Key Components

« MCP Client/Host
« MCP Server
« Transport Layer

« MCP Gateway

© 2025 Cisco and/or its affiliates. All rights res

| Model Context Protocol (MCP), clearly explained X¢

" MCP Host e )
( . < > @
%Claude mee o ; ® it
Client mce MCP Server —
| S —
N o)
Claude Dekstop Local Filesystem
(=
= 3
<) mce mce L EHE u
- ‘_—_) L4 ‘———_> .I
Client wozzz .
IDE MCP Server Q—J
M Database
e,
mce 3 mce @ ii:
Client \I ®::: Web APIs @
is- “« - - - >
- P
Wiz >
\ AT Tools D, i'i.'.:
MCP Server
Ehtbetean s lioe iy
Internet

rLl(et;g Components}

g

I
AN

mce Client

\ Notification

Sampling
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MCP Transport

Stdio Transport

Uses standard input/output
streams

Ideal for local process

communication

Used in command-line tools and
integrations

Limited to same-machine
operations

HTTP with SSE

Server-Sent Events for

server->client streaming

HTTP POST for client=>server

messages
Enabled remote MCP servers

Requires maintaining constant
connection state

Streamable HTTP

Enables stateless server

architecture

No requirement for long-term

connections

More flexible for cloud and
serverless deployment

|deal for modern web architecture
patterns

Key Benefit: Streamable HTTP enables cloud-native MCP implementations without persistent

connections, making it possible to create serverless MCP servers that scale elastically with demand and

reduce operational complexity.

© 2025 Cisco and/or its affiliates. All rights reserved.
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MCP Servers (Cisco Products)

* Product-Specific Capability Hosting

MCP Server
(Thousand
Eves) poe

4

« Remote Execution Command Receiver | &

 Modular and Scalable Product Integration

 Local Tool Execution Environment

alfbal ]l
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Deep Network Model - 10K Foot View

Summary
* Purpose-built LLM for Networking, trained on Cisco proprietary
data.
» Designed to reason like a seasoned network operator - not just
respond like a chatbot.
* Foundation for autonomous network operations and assistant-
driven automation.

Key Innovations

« DNM-LAPSE: 42X better latency and 100% more accuracy and
reliability over SOTA models for large time series data.

«  DNM-ACE: "Unlimited" context window for hybrid data (language
+ structured data).

Sample Data Snapshot

» Cisco U. course material, RFCs, Meraki & Catalyst
documentation.

« Troubleshooting root-cause analyses documents.

« Ansible playbooks (I0S-XE, NX-OS, Catalyst, Meraki).

« Q&A pairs from CiscoU certification content (ENCOR, CCIE).

« Continuously updated based on novel data sources and learning
from internal usage on curated network telemetry and failures.

© 2025 Cisco and/or its affiliates. All rights reserved.

Powering Al-Canvas Use-Cases for Thousand
Eves, Meraki, and Splunk

App Performance Client Onboarding

Wireless Experience Wired Experience

Splunk Search and
Investigation (GA Focus)




Issue debugging using Al
Canvas

CISCO Live !



Meraki Q searct ®._060.2

Al Canvas New

Al Canvas AIC 2 - Nov 9, 2025 10:32 PM © | & Generatereport || view activity

Network
London v

Secure Connect

Network-wide

Assurance

Security & SD-WAN

Switching

Wireless

Systems Manager

Cameras

Sensors

Insight

Organization

Security (New

Automation . ‘&

Access Manager ' New
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Key Takeaways:

*Unified & Intelligent Workspace: Cisco Al Canvas cuts through IT complexity, providing a
single, intelligent workspace for cross-domain troubleshooting and operations.

*Powered by Advanced Al: Leveraging Agentic Al and Cisco's purpose-built Deep Network
Model (DNM) for expert-level reasoning, precision, and automation.

*Transforms Operational Efficiency: Dramatically lowers Mean Time To Resolution
(MTTR), accelerates team productivity, and fosters seamless cross-team collaboration.
*Seamless Integration: Unifies Al assistants and data from across your Cisco ecosystem
through the Model Context Protocol (MCP), breaking down silos.

*Future-Ready Operations: Paving the way for more autonomous, proactive, and efficient

management of your network and security infrastructure.

ol I 1l I h
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights res
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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