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Agenda Introduction
The game of cricket
Earn the Right!
Webex Al Agent introduction

Scripted Al Agent
Autonomous Al Agent

Cisco Al Security & Guardrails
Run time visibility
System-Level Guardrails
Roadmap
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Let’s talk Cricket!

CISCO Live !



Winning with
Webex Al Agent

A Cricket Game Analogy

© 2025 Cisco and/or its affiliates. All rights reserved. . BRKCCT-255%5 . CIsco



Opponent Analysis: Cricket
Strategy & Webex Al ROI

The Cricket Playbook

Opponent Analysis:
Meticulous study of
batting weaknesses,
bowling patterns, and
fielding gaps.

&

© Targeting
Weaknesses:
Bowlers exploit weak
footwork; captains
adjust to conditions.

Strategic

@ Adjustments:
Dynamic play based
on real-time match
flow to secure
victory.

© 2025 Cisco and/or its affiliates. All rights reserved.

Unlocking ROI

Precision
Assessment: Identify
workflow bottlenecks,
pain points, and
collaboration gaps.

Targeted Solutions:
Identify actionable
insights for measurable
ROI and efficiency
gains.

Business
Optimization:
Transforms
challenges into clear
competitive
advantages.

BRKCCT-2555




The Cricket Pitch & Business Outcomes

K R o
Fast Pitch Spin-Friendly Balanced Surface
Pace bowlers dominate Turn and grip matter All-round capability
Aggressive strategy needed Technical precision wins Adaptability is key

afradn
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Selecting Your Winning Team

Optimizing for peak performance in any environment

Cricket Team Selection

A captain handpicks the
ideal Xl, balancing
individual prowess with
team synergy for victory.

gé;gg Captain's Vision
Selecting the best
Xl players.

}%Vo Specialized Skills

Batsmen,
bowlers, wicket-
keepers.

@ Strategic Positioning
[.» Based on pitch and
opponent.

© 2025 Cisco and/or its affiliates. All rights reserved.

Al Agent Selection

Deploying the right Al
capabillities,
precisely tailored to
achieve business
objectives.

Capability Mapping
Selectin? the
right Al functions.

Specific Functions
Automation, analytics,

( 4
security. | &

§
I

Strategic Deployment

Based on business
needs and ROlI.

BRKCCT-2555
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Earn the Right!




Use case: Pharmacy prescription

S1/minute

“I don’t understand the instructions for my prescription?”

“My pharmacy app keeps logging me out and won’t authenticate?”

“Why is my prescription delayed?”

“I need to change where | can pickup my prescription”

“What is the status of my prescription?”

e [ Total cost to serve: $400 ]

» Incoming call volume distribution, with cost per serve at $1/minute

afraln
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Al is embedded across everything we do

Al assistant for developers | BYO virtual agent

Developers & ecosystem

© 2025 Cisco and/or its affiliates. All rights reserved.

4 NT A
oy 3
Proactive journeys Al agents Human agents
Campaign management Omnichannel, multimodal, & multilingual Summarization | Responses / answers
Al agent linking Scripted & autonomous modes Wellbeing | Performance management
Execute actions & fulfill in
Webex Contact Center

Webex Connect Webex Connect Contact Center Enterprise
N Vi Y,
( - [ ]

Customer experience foundation
L Code generation | Insights & analytics
-
Webex platform

L Noise removal | Prediction | Sentiment | Translation | Summarization

afraln
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Use case: Pharmacy prescription

Outbound notifications and proactive messaging

[

.

@

Proactive
journeys

N\

J
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Campaign management

Al agent linking

@
‘a
© O
=y

b O

~

e ~

The fulfillment of your
prescription has
been delayed.

L |

Cost per serve: S2/min = $0.05
Calc: $S0.05 x 30 = $1.50

“Where is my prescription, why is it delayed?

BRKCCT-2555
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Use case: Pharmacy prescription

© 2025 Cisco and/or its affiliates. All rights reserved.

Conversational automation

-

&

Al
agents

~

-

J

Omnichannel, multimodal, & multilingual
Scripted & autonomous modes
Execute actions and fulfill intents

Omnichannel, multilingual Al agents

Autonomous and scripted modes

N

Fulfill with system integrations

L~

Call Duration: 3min = 2min
Cost to serve: S3 = S0.30
Calc: $S0.30 x 20 = $6.00

“Why is my prescription delayed?”

BRKCCT-2555
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Use case: Pharmacy prescription

")i,, A

© 2025 Cisco and/or its affiliates. All rights reserved.

@

Human
agents

Summarization
Responses / answers
Wellbeing
Performance management

e A

Al agent transfer summary
Dropped call summary
Realtime transcription

Wrap-up summary
Consult transfer summary
Suggested responses

. |

L

Call duration: 10min = 7min
Cost per serve: $S10 > $7.07
Calc: $S7.07 x 10 = S70.70

BRKCCT-2555

e “l don’t understand the instructions for my prescription.”



An Al assistant
that suggests responses

An Al assistant
that wraps up calls

Webex Contact Center Webex Contact Center W N\ /O @ Engaged ©

" ) Michael Littlefoot i chaslLitisioot ; Michael Eittiefoot Q Transfer &8 Conference [ (@ End
P Michael Littlefoot T IVR_Queue_1 - 00:01 ® 01:20

IVR_Queue_1 - 00:01 #® 00:05 [ Wrap Up - 00:01 Agent Answers

Agent Answers

(¥ Contact Summary ow 3 di High Matc

n summan na wr; - ACCOUNT PROTECTION
Contact y and wrap-up « This contact has been escalated to you from a virtual agent.

« Mr. Littlefoot is experiencing suspicious transactions on his account.
+ He’s been in queue for about 2 minutes.

Initiate the dispute: Guide the customer to log into their Online Banking
account on your website and navigate to the ‘Dispute a Transaction"
section and provide necessary information. Or Access the internal
dispute system to initiate the dispute on behalf of the customer by
Initiate the dispute: Gi filling out the .

account on your web: You picked this conversation 11:28 AM

section and provide n) Michael Littlefoot  11:28 AM

dispute system to init

Contact Summary © Positive

Mr. Littlefoot called to inquire about suspicious transactions on his account.

Hi

filling out the ACCOUNT FAQS
You 11 AM

Sandra J. assisted the customer on this call, and she confirmed that Mr.
Littlefoot has already contacted the merchant to resolve the issue. Contact the Merchant: If the suspicious activity involves a specific
transaction or purchase, advise the customer to directly contact the
merchant associated with that transaction.

Hi Michael, | am Eli and I'll be assisting you today.

Sandra then assisted Mr. Littlefoot in disputing the suspicious transaction
through the online banking portal.

You 11:28 AM

Mr. Littlefoot requested assistance with package shipment, and Sandra
directed the conversation with a representative from the logistics department.

Sandra provided some tips to Mr. Littlefoot on how to prevent credit card

Contact the Merchan{]
transaction or purcha
merchant associated

| can see you had some suspicious activity on your account. | am sorry to hear
that. Have you contacted the merchant directly to try and resolve the issue?
Mic ittlefoot  11:29 AM

Yes | have, they asked me to contact you.

gather informatior H @
ACCOUNT PROTECTION
Gather information: Encourage the customer to provide any relevant

documentation or evidence they have, such as transaction records,
emails, or account statements.

fraud, and said she would email him a full guide.

Gather information: E

- documentation or evid
Actions 2 g d

emails, or account sta

¥ Email copy of the guide for ‘How to prevent credit card fraud’ to customer

2 ©®
Wrap-up Reasons Suggested Response:
Hi Michael, | apologize for the inconvenience. To dispute the transaction listed for
$51.52 at Renergize Restaurant please log in to vo N 2 ccount and
navigate to ‘Dispute a Transaction'. | can help you enroll and guide you through the *
process.

Suspicious transaction Travel credit card

Accept and submit

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555 CIsco



Use case: Pharmacy prescription

S60

Total cost Total cost to
to serve: S400 serve: S147.80

NEW Incoming call volume distribution, with cost per serve at S1/minute -

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555 CIsco




Before vs After

Current State

Current:
With Three Al Pillars:

Savings:
$15.8BM annually (303 operating days)

More
interactions

© 2025 Cisco and/or its affiliates. All rights reserved.

ROI: Pharmacy Prescription Analysis

Three Al Pillars Implementation - The Efficiency Breakthrough
Efficiency Breakthrough

Manual Only

150 interactions = $60K

Al + Manual

300 interactions = $§68K

Savings Cost Payback
reduction

iists - it makes them incredibly more efficient.

43%

Lower costs

BRKCCT-2555

ROI Summary

Investment:
Pavback:

Year 1 ROI:

Implementation

Setup:

WxConnect:

Al Platform:
pport:

Capabilities

$644K
0.4 months

2,3651%

$350K
$55K/yr
$64AKyr

$25K yr

Containment

rate

clinical time

]
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Earn the Right !

ol I 1l I h
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Webex Al Agent

Powering human-like interactions across
voice and digital channels

' Omnichannel, multilingual Al agents
| Autonomous and scripted modes

. Fulfill with system integrations

' Integrate with contact centers

' 9 languages supported

© 2025 Cisco and/or its affiliates. All rights reserved.
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Webex Al Agent Studio

Create and Manage Al Agents

Create Knowledgebases

Set Up Guardrails, Actions and
Scripts

Languages

Preview

© 2025 Cisco and/or its affiliates. All rights reserved.

Al agents
Q
Acme Bank Credit
Card Assistant

Autonomous

Updated on January 17, 25
by Dave

/"7\\
( & Import agent ) + Create agent

BRKCCT-2555
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Technical Differences

Training
Inference
Slot filling

State & context
management

Responses

Needs training data - the more, the better
Classical ML algos for intent classification
NLU frameworks

Highly reliant on developer

Pre-defined by the developer

Practical differences

No training - only instructions & examples
Taken care of by the LLM

Taken care of by the LLM

Shared by app framework + LLM

Generated by the LLM at runtime

Benefits

Drawbacks

© 2025 Cisco and/or its affiliates. All rights reserved.

Higher control
Cheaper to run
Faster at runtime

Effort intensive to build
Brittle and rigid IX

BRKCCT-2555

Faster and easier to build
Very natural IX
Scope changes are easier

Slower and more expensive
Lower control, hallucinations, etc
Lack of high explainability

lllllllll
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Technical Differences
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Scripted Al Agent Configuration

What the customer wants

What details to collect

How to respond

<O

& Settings
Testing
g Curation
3 Sessions
(O History

~ Analytics

[ ]
Al Agent Studio Voice Script
Last Updated at 15 Feb, 25 by rtmstestus

Al agent configurations Ready to preview
Change|the agent configurations

Profile ndover

Script ]

| Intents [Entities] [Responses

C, Intent name

Talk to an agent

Thank you

Not helpful

Greetings

Default fallback intent

Goodbye

Help

© 2025 Cisco and/or its affiliates. All rights reserved.

Language

Utterances

28

24

Publish changes

ame this version so that it can be tracked in History.

Version name *

N

| Version name

Required

\ Cancel

A

(O Preview

Q. Response name Last update

Agent handover 15 Feb 25, 1:17 PM
Thank you 15 Feb 25, 1:17 PM
Not helpful 15 Feb 25, 1:17 PM
Greetings 15 Feb 25, 1:17 PM
Fallback message 15 Feb 25, 1:17 PM
Goodbye 15 Feb 25, 1:17 PM
Help message 15 Feb 25, 1:17 PM

BRKCCT-2555

r )
1 Publish

-+ Create intent

Actions
7
g 0
g 0
Z U
7
g 0
7

]
cisco



Use Case:

Company ABC123




Scripted Al Agent Voice Flow

Al Agent Voice Flow
WxCC Flow

Company ABC123
Agent Script Welcome Not Interruptable
If no input and/or not
Hello, Thank you for calling Company ABC 123. ‘Welcome/ Disclaimer message recognised/ wrong input= 3
Your call may be recorded for quality control and training
purposes. After the call you will be offered a survey. l
For Spanish, say Spanish Language Selection
For English, say English Default en-US

How can we help you? W::_gn
‘You can say track my order, schedule a delivery, report a
‘Menu Options Not Hidden and Interruptable shipment delay, changes to my order, customer returns or new
shipment request.
.
1If no input and/or not
> Main Menu wrong input=3 ——/
times Main Menu/ If no input and/or not
Sub Menu lwlndlmm‘ input=3 ——>» Q_Default

Initiated from Intent (embedded Response) l

HTTP Request
Order lookup NO MATCH——————
CONTEXT
Sub Menu

If you would like to schedule ygur home delivery appointment,
you can say home delivery. If you would like to schedule your
pickup appointment say pick up.

Call session ended by Al Agent

Prompted for
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555 CIsco



Scripted Al Agent Voice - Conditions

Flow Conditions

v" Errored Scripted Al Agent Voice should
overflow to WxCC Flow IVR.

v Default Language is English. User can
change the language any time.

© 2025 Cisco and/or its affiliates. All rights reserved.

Errored Scripted

Al Agent

Interactions
Sequence
1
2

3

BRKCCT-2555

WirtualAgentV/...
= gunt

wirual Agent
Outcomes. ~
N Handied
@ MNewPhonaCo
Start Flaw Eacalated
Euvent = MewEhonaContact 4 I
Erroe Hanciing ~

Errored v—‘

I_) ® Welcorme _Dis...
Play Message

Eror Handing ~

Undefined Errar

Track Ords -—
-—

Shaprment
Change ©

(=]

Ermor Handiing -~

ha=input Timaout
Unmatched Entry
Undefined Errar -—I |

c1bd9378-d2a2-4a05-9378-dcf131bef%bc0  *

Activity Name COutcome
NewPhoneContact Success
PlayMessage_jgv Success
VirtualAgentV2_pv2_3s0 Error

]
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Scripted Al Agent Voice - Change Language

: Welcome Message ]

Hello, Thank you for calling
Company ABC123. How can | help

you?
) Spanish
ES_Language Change ] _—

The language will be changed into
Span ISh Custom Event ST TTTTTTTTTTTTTTTTTTT TN
"_) — VirtualAgentV...

=" \irtual Agent V2

Intent: Spanish 1

Event name i
1

Spanish BERTER T i
_\ 1

Oubocomes ~ i

Event payload !
| Handled -

1 {} i
E=scalated .—i

1

1

Error Handling A )

1

1

Errorad -/

\ ’
N, /

g =’

BRKCCT-2555
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Scripted Al Agent Voice - Change Language

Spanish

General information and settings

Configure intent recognition for the agent and link a response.

Intent name *

ES_Language Change

Response Name *

Configure channel-specific responses. Avoid using real customer data.

| Spanish
Settings
. Reset slots after completion .

Context

Entry

i’ ES_Language Change

End conversation ()

English (en) Default Spanish (es)

Default response

Conditions (1) + New

Add input context

= Default (web)

0 items

English (en)

Default °

Intent and utterances
Add utterances to determine the intent. Link &,

Spanish (es)

ities for collecting information. Make sure you don't use real customer data.

| Add utterance /

— Intant Identifis

4 Generate

(oo

Please configure your timeout
response

Allow barge-in (O

DTMF input O

Spanish

4, Spanish language
4 Speaking Spanish

Spanish

esponse

Response name *

( ES_Language Change

No conditions added
Event Name - String
Event Data - JSON
Default response
Triggered when no condition
“ is added or fulfilled

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKCCT-2555

A |
Text — VirtualAgentV...
= wirtual Agent W2
Variant 1
The language will be changed into Spanish - o
Outcomes -~
> Handled P
Ezcalated =
+ Add variant By -
Errorad -
- —’,
Custom Event
Event name
Spanish
Event payload
1 [{}
]
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Scripted Al Agent Voice - Change Language

& Session ID: c20735e2-3dd6-4939-aB862-143835659609 Consumer |D: 9860bd28-db52-46c4-beB7-Be63520d42a2 Total Messages: 17 Last updated at: Feb 18 '25 3:40 PM *

(@

Expand all @
Hello, Thank you for calling Company ABC 123. How can | help you? @ () Intents identified
3:09:04 PM, Feb 18, 2025 Spanish 1)
Txn ID: 550fb354420e410e8065c7caad150482 Slots
@ Mo slots available ,/‘ S
Spanish 2 - \
p : B VirtualAgentV... \
() Entities identified = virtual Agent W2 i
3:09:14 PM, Feb 18, 2025 !
1
(3) Algorithm results Mo description o | i
1
1
The language will be changed into Spanish () Other info st - i
1
{ Processed query: spanish Handled .—i
1
e “Data": { Language detection provider: fastText E H
3 “Params": {} TELEY Ll
} Language detected: English (en) )
f . i
5 “Event_MName": "Spanish" o ing 1
1
6 |} Errorad ey
\\ 'I
O =z >
Response name: ES_Language Change
Respanse type: Londilional response
Response condition: default
3:09:14 PM, Feb 18, 2025
Al Engine: £ Swiftmatch
Txn ID: 84d8347a970a443382b65a167e3aee’?l Multi-lingual model: Polymatch
Min thresheld score:
Hala, gracias per llamar a la empresa ABC 123. ¢Le pueda ayudar en algo? @ Partial match scare difference: 0.05
W
3:09:18 PM, Feb 18, 2025 Debuglogs O

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555 CIsco



Scripted Al Agent Voice

- Change Language

o~ VitualAgenty...
= Virual Agent V2

.3

(Cutzames A
Handied
Escalated

Ermor Handling A

Emored :

Language_Ch...
4

Case
{{VirtiaiAgentli2_Jqp.Stat..
Case A
Spanish

Englh

Confimation_No
& Add hew
Defaut

Emor Handling A

Undefined Errora

)
x
Set Varizble

Global_Language « es-ES

Emar Handing A

Uindefined Errors

—_—
Setlanguage... |

\ I Sutlanguage

Set Variable
iobal_Language = en-US
Eror Handing A

Undefined Errors

General Settings

Acivity Label

Setlanguage_ES

Activity Descrition

Enter a Set Variable Description.

/ﬁable Settings

Variable

Q Global Language

Variable Value
o Set Value

\ 8s-ES

J

s

If typing variables in an expression, use this syntax: _{{yariaﬁlﬁ}

© 2025 Cisco and/or its affiliates. All rights reserved.

/”/ |
P ] |
. —— VirualAgent...
P4 ol [
/ |r 5 Vi Agen V2
|
/ | '
i I '
i | Outoes A
| | |
1 Handled
i NewPhoneC.. | o
i st Bt
H Euent = NewPhoneContact
i g A
E i G Erored
i N ——
Elnteraclions 83df397d-e3d6-45e7-09a8-91589¢13713d x
i
i Sequence  Activity Name Qutcome
Activty Qutputs
2 VirualAgent/2_3gp Success
i 3 Language_Check Success
1
i 4 Sellanguage_3j Success
1
i 5 VirualAgent2_3gp Stccess
i MetaData :{}
=\ b Language_Check Siccess
)
\
\

StateEventName : Spanish

) %

___________________________________________________________________________________________
- ~
- S~

|
Enar Handing g

Undefined Errars

» QueueContac
Queue Contact

Ertor Handling A

i)

Ly iy VinualAgentV
Virtual Agent

Qutcomes A

Handled

Escalated

Error Handlng A

Erored

TranscriptURL hitps:/cjp-ccone-produs1-medi-storage-ecording.53.amazonaws.com/50fc of3-aBe3-49%f-b%bc-
aceeh1009e8/834f307d-e308-457-b98-91589¢1371 3157 db284-T1ce-4180-9153-
7605706d59% rTranscript jsonX-Amz-Algorithm=AWS4- HMAC-SHAZ568.X-Am2 -
Date=20250218T140917Z8X-Ame-SigneaHeaders=host&-Amz- Expires=35998X-Amz-
Credential=AKIATRZUOXQOKWHHEML%2F20250218%2Fus-east-1%aFs3%2Fawsd._requestiX-Amz-

janature=3d0711330968559h95382B50711189584f2caBB5a81 0053448362c 2650022

BRKCCT-2555
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Scripted Al Agent Configuration - Language

L]
£ Al Agent Studio Voice Script
Last Updated at 24 Feb, 25 by rtmstestus1

Al agent configuration Draft

Change the agent configuration

B Testing —_—
Profile Script Handover

@ Curation

i Settings

Choose agent supported languages
£ Sessions

Language Language code Enabled
(O History

English  Default EN
~ Analytics

Spanish ES

Add new languages

elect language and locale

Actions

Select language

Danish da

Dutch nl

English en

French fr

German de

Italian it

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555

—

O Preview

(G Save changes)

-+ Add language
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Scripted Al Agent Configuration - Language

askTrackingNum

Main Menu
Configure channel-specific responses. Avoid using real customer data.

Configure intent recognition for the agent and link a response.

e N
Response Name *

General information and settings
askTrackingMNum

\
Intent name *
Main Menu
. Epfglish {en) Default Spanish (es)
Settings
. Reset slots after completion . End conversation (0 / Default response
Context
Entry Conditions (O + New = Default (web) + Voice @ 0O +

Add input context

0 items

(glish (en) Defaur @ Spanish (es) @ \ Incoming event name O

Incoming event name

h

Intent and utterances
Add utterances to determine the intent. Link entities for collecting information. Make sure you don't use real customer data.
Voice settings

| Add utterance 4 Generate

\,L— Intent Identifier (0 j No conditions added Text
menu principal .
Variant 1

Please say or enter the 9-digit tracking number

]
cisco
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Scripted Al Agent Voice - Shipment Order Status

Welcome Message

Hello, Thank you for calling Company
ABC123. How can | help you?

Slot
: TrackNo

Context Exit
Confirm

askTrackingNum
Please enter the
9-digit tracking
number

Track Shipment

Confirm Tracking Can you help me with tracking my package?
Number ———
The tracking number you entered is,
S{entity.TrackNo} .
Is this correct?

Confirmation- Context Entry
Yes Confirm

f . VirtualAgentV...
= virtual Agent V2

Yes

Check Shipment

Status 7// aaaaaaaa

Please wait while | check the status

of the tracking for you. Provide TrackingDetails
Your package is S{eventStore.status}

at S{eventStore.scheduled} . Is there
anything else | can help you with?

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555 CIsco



Check Shipment Status
Configure channel-specific responses. Avoid using real customer data.

[ Response Name * )
|'. Check Shipment Status
A J
English (en) Default Spanish (es)

Default response

Text

Variant 1

Please wait while | check the status of the tracking for you.

No conditions added

+ Add variant

/" Custom Event >
]
1
! Eventname
1
i shipment_status
1
1
| Event payload
Default response H
Triggered when no condition :\ {"trackingNum":"${entity.TrackNo}"}

is added or fulfilled N S

Scripted Al Agent Voice - Shipment Order Status

'(_‘ VirtualAgentV.. \

Virtual Agent V2

Outcomes ~
Handled q
Escalated

Error Handling A

© 2025 Cisco and/or its affiliates. All rights reserved.
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Scripted Al Agent Voice - Shipment Order Status

- ~

- ~
/’ — & Language_Ch... Interactions 91600393-8cd0-454d-8aB88-0dd10c58e60e = ~
l' Case
1 \ - ©
{{VirtualAgentv'2_3qp.Stat... Sequence Activity Mame Outcome Voelume Gain : 0.0
) P & (T
Case A 2 VirtualAgentV2_3gp Success | Pitch : 0.0
1 Contact Center Al Config : NATIVE_BASIC_VIRTUAL_AGENT
Spanish r
Lo 3 Language_Check Success Speaking Rate : 1.0
English -— Contact Center Al Config Variable :
4 Parse_TrackMo Success Event Data :
CGonfirmation_No —
,,__-;I_i-;;;(;!;[_u--\ o e 5 Case_cxs_edy Success Activity O "
- irtuw e . o . ) ; )
= L TranscriptURL https:{/cjp-ccone-produs1-media-storage-recording.s3.amazonaws.com/50fc 5bf3-a5e3-499f-babe-
Virtual Agent V2 Default L B SetVariable_kj0 Success & A ) p g g )
acZeeb1009e8/91600393-8cd0-454d-BaB8-0dd10c58e60e/0ec5a3bd-c90a-465c-bfdb-
ST - ; hitp_shipmentStatus S cb9013289597 ivrTranscript json?X-Amz-Algorithm=AWS4-HMAC-SHA 25 68X-Amz-Date=20250221T1 30544Z8X-
O - Undefined Errors Amz-SignedHeaders=host&X-Amz-Expires=36008X-Amz-
Handied B SetVariable_glu SlUEEass Credential=AKIATRZUOXQOKWHHE JML%2F 202502 21%2Fus-east-1%2Fs3%2Fawsd _request&X-Amz-
mmmmmm mm = = SO0 WA= 0430206800862 145200906 16602398880 69820854d 1 ddf5 146926007 ddcab)
Escalated 1 RC T ——
‘-l T g hittg_status_trkNurmQuery Success L___hie_ta_D_a:a_._{!r_un.m-u_gﬁ.lﬂ_ 01235574"} :
Errar Handiing ~ > Crueue Contact ¥ StateEventName : shipment
" 10 VirtualAgentV2_pSs Suecoss
\Errr_\reu Mo descript 1 | ‘5 7
4
oS ~ _d”
- .
g ]
o VirtualAgenty... A
1' £ Case_cxs_sdv Wirtual Agent V2 “
Case
{{intent_Output}) 3 () SetVariable_kjo o http_shipmen...
= Parse_TrackNo - Set Variable HTTP Request Clutoomes -
Parse Case - TrackingNumBe4 = ({tracki.. Handled
Input Vanable = Virtusldge. .. Thank you -—
Error Handing - Escalated
Goodbye "
Undefined Errors Exror Handling -
— Errorad
Default —
) SetVariable_glu
Error Handling s Set Varlable .j_) 5'1 http_status_tr...
Undefined Errors 5 W E"" onnectC... datetime = {{Appointment ... CGondition
NHaconnect .
Contact Eror Horling . {ihtto_shipmentStatus.http...
Undefined Errors True -—
False —
\ Error Handling ~ ,Il
AN Undefined Errors 4
N, ,/
\‘~- ==
]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555
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Scripted Al Agent Voice - Shipment Order Status

J

— - Case_cxs_ady

Case

.

Farse

PR

= Parse_TrackMNo

Inpur Varable = Vinuaidge...

Case

Thank you

N o e o o e e

Goodbys

o

Default

{inrant_ Outowr))

Error Handling

Undefined Errors

1

1

——

http_shiprmen...
HTTE Requast

|
SetVariable_kjo
— G 2 - |
Set Varlable i
1
TrackingNumB64 = {ftracki... H
l\
Error Handling -~
Undefined Errars
DisconnectC...
€
Disconnect
Contact

91600393-8cd0-454d-8a88-0dd10c58e60e =

e

Interactions
Sequence Activity Name Outcome

2 VirtualAgentV2_igp Success

\

3 Language_Check Success
4 Parse_TrackNo Success

(

[ = Case_cxs_edv Success
3 SetVarlable_kj0 Success
7 http_shipmentStatus Success
B SetVarlable_glu Success
9 httg_status_trkNurmQuery Success

© 2025 Cisco and/or its affiliates. All rights reserved.

) If.“?a_l"ujarmble _glu
Set Variable

datetime = {{Appointment ...
Error Handing -~

Undefined Errors

|—) hittp _status_tr...
& P

Contact Center Al Config : NATWVE_BASIC_VIRTUAL_AGENT

Speaking Rate : 1.0
Contact Center Al Config Variable -
Ewent Data :

Activity Outputs

TranscriptURL https://cjp-ccone-produs 1-media-storage-reca
499f-b9bc-acleab1009e8/91600393-8cdd-45
465¢c-bidb-cb9013289597 fivrTranscript.json?X-
SHAZ5EEX-Amz-Date=20250221T130544 78X,
Expires=3600&X-Amz-Credential=AKIATRZUOXI
1% 2Fs3%2Fawsd _request&X-Amz-

p——

Signature=dd302068d086a1c52b09d6 1 66dalgt
1
MataData : {"trackingMNum":"8012355747}

1
1
!

StateEventMame @ shipment_status

BRKCCT-2555

I.) = VirtualAgenty...

irtual Agent W2

Outcomes o
Handled
Escalated —
Error Handling A
Errorad

Condition

(et shipmentStatus o,

True

-—
False —
Errcr Handling A

Undefined Emrars

General Settings

Activity Label

Parse_TrackNo

Activity Description

Enter a Description

Input Variable

2 VirualAgentVz_3gp.MetaData
Content Typea

1 JSON

Output Varlable

) rrackingMum

Path Expression (0

~~

-

\ S trackingNum

~
~

<

<

([}

e e e e e e e g

]
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cripted Al Agent Voice - Shipment Order Status

. - e e e e S EEEEEEEESS
] P Ggpéal Settings ‘\\
— . MirualAgenty... rd s
L ﬂg Case_cxs_edy = virtual Agernt W2 l’Acﬁvity Label \‘
o 1
e Sath? K h y descript ! | : VirtualAgentVZ_p8s :
etVariable_kjo http_shipmen... 1 H
Wntent_ Cutour, > x o> 1
— Parse_TrackMNo ffintant_Outpul) {x2 Set Variable HTTF Request Outcomes -~ 1 o o :
Parse - Cans - : Activity Description 1
Br5e TrackingNumBES = (jtracki... Handled M E i
. 1 Enter a Description :
Inpur Vanable = Vimusidge... Thank yaou -— ! 1
Error Handling ~ Escalated " : e :
Goodbye -— , 1 !
Undefined Ermors Error Handing " : :
o . ! H
rrored
\\ /’ : Conversational Experience ~ :
Default - ARy e 1 1
oo SetVariable_glu 1 !
Esroe Handing ~ Set Variable "_]_> & hittp_status_tr... | Choose a Contact Center Al Gonfig from those configured in I
1
Undefined Emors ag DisconnectC... datetime = ({AD, ment .. Conditon : Cor..tn:rl Hub for the conversational experience Use. Global i
I Disconnect . 1 Variakles such as Global_Language and Global_VoiceNamea to :
Contact Erroe Handling ~ {thip_shipmentStatus. hiip... : override the default language and voice name. :
1
1
. 1
Undeded [Ermors Truz . o Static Contact Center Al Config !
1
Falze -— : Wariable Contact Center Al Config :
1
H 1
Erpor Handiing e | Contact Center Al Config i
1
Undefined Errars 1 4
" . H
: 1 Webex Al Agent (Scripted) Y 1
H 1
! i
: Wirtual Agent :
1
\ 3 ]
K| o CompanyABC_Test_AlScriptiCompanyABC_AIScri 7
N L
j\ESiﬁgurc selected Virtual Agent ",/
State Event ~

An event is a configurable event that can be optionally sent to a
third-party Al platform to build the conversational logic. This
event can be invoked to initiate & specific flow or to handle
certain flow behaviours or emor scenarios in the flow.

Event Marme (5

TrackingDetails

r expression. I typing an expression, use this

synitax: [} variable }}

Event Data (o

{"stats""({shipmentStatus)}”, "scheduled™:"{{datetimea}]"}

e

]
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cripted Al Agent Voice - Shipment Order Status

= Parse_TrackMNo

Parse

Inpwr Vanable = Vimuaidge...

Ly Case_cxs_edy
< Case

{fdnrent_ Outpurl]

Caso

Thank you
Goodbye
-+
Default

Error Handling

Undefined Errors

© 2025 Cisco and/or its affiliates. All rights reserved.

1

1

—>

SetVariable_kjo
Set Vanable

{x}
TrackingNuwnEE4 = (ftrackl..

Error Handling A

Undefined Errors

5 g DisconnactC...

Disconnect
Caontact

http_shipmen_..
HTTP Reguest

i

SetVariable_glu
Set Variable

{x}
datetime = {fAppointment ..

Error Handling -

Undefined Ermrars

BRKCCT-2555

B

Errored
\,

T

— VirtualAgenty...
Wirtual Agent W2

BOutcomes -
Handled
Escalated

Error Handling -~

hitp_status _tr...
H‘ Condition

{fhtte_shipmentStatus.ito. ..
True

False
Error Handling -~

Undefined Errors

-—
—

o e e e

Conversational Experlence ~

Choose a Contact Center Al Conhg from those configured in
Contral Hub for the conversational experience. Use Global
Variables such as Global_Language and Global_VoiceMName to
override the default language and voice name.

o Static Contact Center Al Config

Variable Contact Center Al Config

Contact Center Al Config

), Webex Al Agent [Scripted) e

Virtual Agent
), CompanyABC_Test_AlScript{CompanyABC_AlSer)

(7 Configure selected Virteal Agent

An event is a configurable event that can be optionally sent to a
third-party Al platform to build the conversational lagic. This
avent can be invoked to Initiate a specific flow or to handle
certain flow behaviours or error scenarios in the flow.

Event Name ©

TrackingDetails

Enter a static value or expression. If typing an expression, use this
synitee: {{ variable )

Event Data (&

{"status":"{{shipmentStatus}}”, "scheduled":"{{datetime}}"}

Enter & static value or expression that resolves to
If typing an expression, use this ayntex: {[ varable

ON data or peylaad.

e

e e s s r s e e e ————————

\\

]
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Scripted Al Agent Voice - Shipment Order Status

Provide TrackingDetails
Configure channel-specific responses. Avoid using real customer data.

Response Mame *

Provide TrackingDetails

1 =
English (en) Default Spanish (es)
Default response
Conditions © + New = Default (web) [ + Voice @ O ] +

/4 =
4 Incoming event name &

4
1
I

- TrackingDetails

Voice settings

No conditions added

( Toxt D

Wariant 1

Your package is $S{eventStore.status} at S{eventStore.scheduled} . Is there anything else | can help you with?

N J

1
\ 1

\
.| 4+ Add variant !

N,

"
~
S

-
~
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Scripted Al Agent Voice - Shipment Order Status

=
-
P

’
4
’,
I

\ Q_ Search

1
1
I
I

[ Transaction info ]

Hello, Thank you for calling Company ABC 123. How can | help you? g
Y g ek g (%) Intents identified

1:11:05 PM, Feb 21, 2025
Confirmation-Yes

Txn ID: bef1bc8c69Mb48bbafBb44eb6acdeb088 ™

Slots
@‘ Check my shipment No siots avallabie

1:11:15 PM, Feb 21, 2025 © Entities identified

TrackNo: 801235574

Please say or enter the 9-digit tracking number P

() Algorithm results

1:11:15 PM, Feb 21, 2025

() Other info
Txn ID: e9bb9d736dG84e07013aaaaac09a110c
Processed query: yes
@ 801235574 Language detection provider: google

:T1:25 PM, Feb 21, 2025 Language detected: English (en)

t hat

The tracking number you entered is, 801235574 . Is this correct? @

E @

1:11:25 PM, Feb 21, 2025

o

o

esponse name: Check Shipment Status

\ Txn ID: 22168083d8a5440doB693h7e2e8234ab

4 /” Session ID: 67da5418-056¢c-42b/6-370d-b189d74a4672 Consumer ID: 89¢25999-5177-4a70-a5cb-04e58e787318 Total Messages: 11 Last updated at: Feb 21 25 1:11PM C
k4

Expand all (¥

@

Ay
\
\
1
1
1

\ Response type: Conditional response ’
\
A Y
@ Yes v Response condition: default S
& R - a e ,f/
A S~~o '
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555
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Scripted Al Agent Voice - Shipment Order Status

e T
Axn ID: 22168083d8a544ada6693b7e2eB8234ab N
4 Debug logs @& Sl \‘
| |
Log @ | appserver =
1:11:36 PM, Feb 21, 2025 = =) L
@ B f — VirtualAgent...
= Virtual Agent V2
Please wait while | check the status of the tracking for you. s B
1 [
2 "Data": { -
3 “Params": 4 Handled
< “"trackingMum'™: "881235574"
5 T Escalated
[ ¥, ) Error Handling -~
7 "Ewvent_Name'": "shipment_status"
+ h Errored
\ /l
AN 1:11:36 PM, Feb 21, 2025 S
Sso -
<
"Fﬁ; ID: Zbf07e9ca60041cbbc012cb24e549df5 \‘\
2 N
@ Incoming event name \\
TrackingDetails
N
1 [
"scheduled": "Friday 17 January 2825 at 2 36", uUepug 10gs ) ==
“"status": "APPOINTMENT SCHEDULED"
1 | ¥ ) Log @ | appserver A
b f — VirtualAgentV...
= Virtual Agent V2
Outcomes ~
Hanaled
1:11:42 PM, Feb 21, 2025
Escalated
9 Ermror Handling ~
Your package is APPOINTMENT SCHEDULED at Friday 17 January 2025 at 2 36 . Is Ermmored
there anything else | can help you with? y
’
’
~ 1:11:42 PM, Feb 21, 2025 4
\\N ’/
Txn ID: d803def9dabed18dbc2faf891363a08a
@ MNo goodbye |
1:11:55 PM, Feb 21, 2025
Goodbye and take care!
]
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Autonomous Agent

© 2025 Cisco and/or its affiliates. All rights reserved.

Give options and
analyse

Is enough content
available to make a
determination?

Is enough data

available to
execute?

BRKCCT-2555

Escalation Intent

e e——————

Start: New Caller
Connects

Listen & Transcribe

User Utterance

l

Utterance (NLU): Identify
i L

A

Repeated Failure

Queue

Iterate

Yes
v

f@ to Human Agent

Cannot R

ve Err

Intent, Entities,

Is Inipat Clear &
Actionable?

Ask Clarifying
Question /[Re-prompt

s Neces: 1 ion Request Missing
vaijgef€ (e of, Offer #)2 No=> " \nformation
es
Sgflect & Execute
ropriate Tool/API

/ |

%rooss Tool/API Result / Handle
Errors

v

Generate Natural Language
Response

Anything Else? / Further
Request?

No

v

Generate Polite
Closing

A4

End Call

]
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Let’s Create One...

Create an Al agent
Choose how you want to get started

Start from scratch
Build a new Al agent from the
ground up.

Or select a template for a quick setup.

Banking

Scripted
Updated on 9 Aug, 24

© 2025 Cisco and/or its affiliates. All rights reserved.

Start from the

beginning

Updated on & Aug,

24

Telecom

Scripted
Updated on 3 Feb, 25

BRKCCT-2555
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Agent Selection

Create an Al agent
Select the agent type and add the essential details

Select the type of agent you are building

Autonomous Scripted
Uses generative Al to create dynamic Uses natural language processing to follow
responses. vour set logic and responses.

L

{J What to expect from your agent selection

o =  Customer experience:
AUtonomous It IS Natural, flowing conversations that adapt flexibility to different needs. Occasional

inaccuracies can happen because of how generated Al works.

=  Setup:
Define your agent's goal using natural language. Add actions to connect your agent with
external systems, and link a knowledge base to help it answer questions.

Add the essential details

*

Agent name

Enter customer-facing name bs
System ID *
Enter unique system ID =

Al engine *
- ~

| Webex Al Pro 1.0 -

. J

Agent's goal * () Insert example

-

What is your agent's main purpose?

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555 CIsco



Define Al Agent Personality

<Q

& Configuration
0 Sessions
(D History

ul Analytics

Give it a resume

Detailed Instructions

[ ]
hoesser-auton
Last Updated at 4 Apr, 25 by admin

Al agent configuration Draft
Change the agent configuration

Knowledge

Agent name *

Actions Language

URL for agent profile image *

| hoesser-auton X

| https://aiagent.webexbotbuilder.com/static/assets/img/...

System ID *

Al engine *

| hoesser-auton-GGOkmQMK *

~

[ Webex Al Pro 1.0

J

Agent's goal * O

Insert example

Welcome message *

You are a friendly and efficient Al Agent. You are focused on
answering

uct questions, providing answers to general FAQs and managing
he Cisco Store.

~

( Hi there, how can | help you?

J

Instructions O

Insert example

Answer any questions from the user in a friendly and professional
manner, referring to the relevant Knowledge sources as appropriate.
You will also be able to manage any existing orders as follows:
Collect an Order ID Number (" orderld") to be able to determine what
order is being referenced.

hese are your available actions, once the " orderld" is known:

. status] - use the "orderld" to fetch the status of the order.
2. [change™tate] - change the desired delivery date.

3. [safe_area] - add or update the specified safe area for the courier
\_ta leave the nackaae

~

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555 CIsco



Do’s and Don’ts when writing goals

Do’s Don’ts

« Keep the goal short and concise. « Don’t include specific details like dates or user

: information.
* Focus on the overall function or purpose of the Al

Agent. « Avoid mentioning particular actions or

- Consider the end result or benefit for the user. implementation methods.

: « Don’t use technical jargon.
 Use clear and concise language.

) ) ) « Avoid long and complicated goal statements.
 Ensure the goal aligns with the actions and g P 9

capabilities of the Al Agent. « Avoid using ambiguous or vague language.

ol I 1l I h
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Define Actions

Update action
Enable your Al agent to connect with external systems and perform more complex tasks.

General information

Action name *

Detailed
Instructions

( change_Date x|

Action description * O

Collect the orderld (if not already known) and
k the user for their new preferred delivery
he delivery date will be used to
he " deliveryETA" value in this

action. Note that the user can change the

delivery date, even if the order has already
\_heen shinned

Action scope *

" Siot filling and fulfilment -

Define the
Entity st ey

input entities in a table or define input parameters in JSON for siot filling to ensure the Al agent gathers all necessary information.

Entity Name Type Value Description Example Required Controls

Point to the
WxConnect

o

new_deliveryETA string - delivery date in us date format - Yes 7z

Se rvi CG/F'OW orderld string - orderld used to change the the ETA - Yes 75
to execute the
t' ect Flow Builder Fulfillment
acton " e customer requests of resolve issues

(3 Leam more 3 nnect Flow Builder for fuifilment
Select service *

: My First Service -
Select a flow *

j changeDate -

]
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WxConnect as the Orchestrator

Please attend BRKCCT-
2557 Implementing

automation using Al
Agent and Al Assistant
actions.

Create the action
with Al Agent as
the trigger

© 2025 Cisco and/or its affiliates. All rights reserved.

# Dashboard o Flows > Rules <> APl

. Flow Builder Q | sorsy

Flow builder is a visual designer with Flow execution data shown below is for last 30 days

a library of nodes that you can drag

Trigger  Flow

and drop fo create and test
interactive customer journeys with
. v2Auto
little to no code. &

Flow 1d:56720
Check out our guide to building ﬂow;‘.]
here.l

o safe_area

If you've got more questions after Flow 1d:56718
reading through it, just ask. We're
always here to help.

changeDate

Create Flow Flow |d:56715

FetchStatus
Flow |d:56712

SMS Ingress
Flow Id:56666

& Vi
Flow |d:56517

BRKCCT-2555

Status

Live

Live

Live

Live

Live

Live

State

%t Settings

Create Flow

Executions Actions
3 v
0 v
1 v
3 v
2 v
27 v

]
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Data Handling

Data sent to Al Agent

Entity Name Type
iy _deliveryETa string
orderld string

Data returned to Al Agent

HTTP Request

Transition

Make GET, POST, PUT, PATCH and DELETE requests 1o your appication

Methad Endpaint URL
GET - i

Hender Value
Aumorization Boarer hosssar@icisc.com

+ Add Another Hesder

Connaction Timeout Request Timeout

Proxy Address (Optional]

Output Varisbles

® 1s0m aoaL

Output Variahle Namea. Respansa Entity Rszponza Path
consentSMS. Body - S.consentSMS.
safeLocation Bady = §.safeLocation
fhiame Body - § Hame
honeNumber Body . S.BnoneNumtS
ardertd Body - S.ordertd
SeliveryAcaress Body . . celiveryAcaress

Payload

Configure Al
Agent Event

Al Agent initiated flow execution outcome are notified to Al Agent. The default notification payload is configured in the flow
settings. If you want to include additional information in the notification payload, refer to the flow outcome settings. Waiting
operations such as Delay, Social Hour, and Receive nodes are not permitted in Al Agent flows.

‘e

End Paint URL (D)
https:/fhooks.u nect.o 15trigger/aiaged
PROVIDE SAMPLE JSON OUTPUT VARIABLES
1-lf PARSED VARIABLES(2)
2 “new_deliveryETA": ",
i . “orderid: new_deliveryETA:

orderld:

© 2025 Cisco and/or its affiliates. All rights reserved.

|
(onBean) > wmezons 2| [Ewzon
ondegin HTTP anataz oy S

akDate 1 Body - & anDate 1

e S G
HTTP P o =
Request T Sl

C i ition Actions (Opti 1)

Make GET, POST, PUT, PATCH and DELETE requests to your application

Method Endpoint URL
PATCH - https://cjpdata.wbx.ninja?number=_ $(n2.aiAgent.orderld)
Header Value
Content-Type application/json
Authorization hoesser@cisco.com

+ Add Another Header

Body
{
" deliveryETA" : " $(n2.aiAgent.new_deliveryETA)"

Connection Timeout Request Timeout

ms

Proxy Address (Optional)

Outout Variables

BRKCCT-2555

Input Vark

Output Va

&, Import From Sampie ety

Help

40

N

ms

Input Variables
List of variables availa

Q
Custom Variable

Start

]
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Boost the Al Agent with Knowledge

Y Pod1AI Agent owiedgease / Deete
Last Updated at 8 Oct, 25 by admin1 r W 4 & Web preview

Delete ) | Save

£¥ Configuration Al agent configuration | Published 997 prouct isoStore OrdrsandRetums [ Saved

Last updated at 8 Oct, 25 by admint
Q Sessions

® History Profile GUIMELGEM  Actions  Language i,
Inassignet

M Analytics © Product Cisco Store - Orders and Returns

Add actions to connect your agent with external systems, or link a knowledge base to help it answer questions.

o e When will | receive my order?
Knowledge base Cisco Store Orders and Retuns  doc

Tnformaton (88 In-stock products typically ship the next business day after you've placed your order. Once the order has been dispatched, you will automatically be senta

Pod1 Knowledge Base

tracking numbe e email address that you provided during checkout. The delivery time will depend upon your selected shipping method and where the
order is being shipped.

Manage P
g **When will | receive a product if it's on back order? **

We regularty review inventory levels to minimize the number of out-of-stock items. Unfortunately, there can be factors that are outside of our control - such as
the manufacturer having no inventory - which would lead to an item being tempora Cisco® Store. Typically, we receive inventory of back-
ordered items within one to four weeks. Once the item has been dispatched to you, you will be sent an email with the tracking number.

How much is the shipping for my order?

Shipping charges are calculated based upon the total volume and weight of your order. The website has an integration with UPS so that you receive the most
up-to-date freight charges. During checkout, once you've entered your shipping address, you will have a choice of freight services, from Next Day to Ground.
Each of these options will show the related shipping fee.

ol I 1l I h
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Recommendations for managing the Knowledge Bases

» Keep it precise and tailored to the purpose of Al Agent

* Organize content logically. Use categories when creating the KB document in Al Agent studio.
« When uploading files, avoid any conflicting or duplicate information across documents.

* Check the quality of the document before uploading

« Split larger files into smaller if needed for better performance.

» Periodically review the knowledge and update whenever required.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555 Clsco



Preview Al Agent

* Preview allows you to test the Al Agent within the studio

« Al Agent preview provides mechanism to test using both
voice and digital medium.

« Actions are executed as part of the preview testing.

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKCCT-2555

%~ Pod1AI Agent

o

A

Preview Pod1 AI Agent

Start a call or chat to experience a simulated
conversation with this Al agent. A voice
transcript will show here for calls.

) Use a headset for the best experience.

() Start a chat Q Start a call

]
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Analytics

-

Sessions handed over as agent
escalations

N\

-

Al Agent responses to Users Intent

g

© 2025 Cisco and/or its affiliates. All rights reserved.

onfiguration

Q Sessions
@ History

hil Analytics

Overview

A snapshot of the overall agent performance

All Channels

Total sessions

15

10 handled by the AT agent

B &
¥ g

BRKCCT-2555

O

9@Q

Q&

v | 9/14/2025 - 10/14/2025 8 Daily

Total agent handovers

5

'\.
e@Q %@Q fo e‘bQ S e@Q 9@Q (%Q 9®Qra@Q e@? 5QQ 9@Q 9®Q 0° 0 0 0 0 0 0 0 0 0 o W,0 o ¢
Al

"v

av
12

)}
12

0.4

¥ @ @

Sessions handled by agent

Daily Avg. Sessions

Total messages

133

43 human messages

@% 4 4

@ Sessionshandedover -~ agent responses

®

,\

N

Daily Avg. Messages

43

8.87 average messages per session

\?

\b{

lllllllll
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Troubleshooting

+¢ Pod04 AI Agent ( O Preview )

Last Updated at 14 Oct, 25 by admin4

{é} Configuration Sessions m /‘

Sessions capture all interactions with your Al agent, providing insight into what happens behind the scenes.
'4 Sessions

@ History Refine Results Channels Session ID Messages Updated at Metadata

0ol Analytics . )
i Yy | Session ID 14 Oct 25, 12:54

003750eb-9d19-4ebc-8508-274c9cd317af PM O

| Consumer ID

14 Oct 25, 11:10

Obd6c46¢c-e7a2-4c11-b54c-d20443595d0b AM

| Interaction ID

605e8b2f-c125-4916-847c-0bada2b69263 18 Scliza 046
Filter Channels AM

14 Oct 25, 10:20

Select channels to display 21c79107-11c3-4ee4-b566-6fa@5008569b AM

| Last updated )

Metadata
[ ] Hide test sessions
(] Agent handover happened

(] Error occurred

ol I 1l I h
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Troubleshooting

Session ID: 605e8b2f-c125-4916-847c-0bada2b69263

Ej Consumer ID: 9d263bd5-4112-46d5-9304-8038eb3a5226 « Total Messages: 13 G
Last updated at: Oct 14 '25 10:46 AM

Search Collapse all ®

Action performed

X

You do not need to include the country code in your Order ID. Please provide the fetch_status
Order ID in the phone number format, and I will check the status for you.
Slot filling:

10:44:30 AM, Oct 14, 2025

actionName: fetch_status
Txn ID: 883cbbbfa@d145dd9ddacddd9eeb2e37

@ 12163332790 Required: true
Entity Type: string

10:44:40 AM, Oct 14, 2025 Entity description: The value is set to "fetch_status"

. . when this action is called.
Performing action "fetch_status"

G orderId: 12163332790
Hello Mark, thank you for providing your Order ID: 12163332790. Your order for the

Core Trio QI Charger is currently being processed. The estimated delivery date is Required: true

November 1, 2025. You will be notified with a tracking number once your order has Entity Type: string

shipped. Entity description: The "orderId" is used to fetch the
user's order status from the connected Order

Is there anything else I can assist you with regarding your order?
yihing y 9 9y Management Platform.

10:44:45 AM, Oct 14, 2025

. Fulfillment: Success (0.9s)

Txn ID: 9fd4a51624e848748293647b7a5f05f4

ol I 1l I h
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Troubleshooting

Session ID: 605e8b2f-c125-4916-847c-0bada2b69263

ej Consumer ID: 9d263bd5-4112-46d5-9304-8038eb3a5226 - Total Messages: 13
Last updated at: Oct 14 '25 10:46 AM

Ed E i T
Entity description: The "orderId" is used to fetch the
user's order status from the connected Order
Management Platform.

Search

You do not need to include the country code in your Order ID. Please provide the Fulfillment: Success (0.9s)
Order ID in the phone number format, and I will check the status for you.

Service and flow info:
10:44:30 AM, Oct 14, 2025

Service: Pod 04
Txn ID: 883cbbbfa@d145dd9ddacddd9eeb2e37 Flow: Pod®4 All Actions Flow

@ 12163332790

10:44:40 AM, Oct 14, 2025 Fulfillment output:
Performing action *fetch_status™ Transaction ID: b757cfeb-6bbc-49eb-b028-

bde@8al2b3ee

& Size: 494

Hello Mark, thank you for providing your Order ID: 12163332790. Your order for the Output:

Core Trio QI Charger is currently being processed. The estimated delivery date is

November 1, 2025. You will be notified with a tracking number once your order has

shipped.

"Qutcome": "success'",

"altDatel": "12/01/2025",

"altDate2": "1/02/2026",

Is there anything else I can assist you with regarding your order? "consentsMS": “true",
"deliveryAddress': '"300 N

Commons Blvd, Mayfield

Heights, OH 44143",
"deliveryETA": "11/1/2025",
"deliveryStatus":

{1 I S iy | |

10:44:45 AM, Oct 14, 2025

Txn ID: 9fd4a51624e848748293647b7a5f05f4 .

lllllllll
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Troubleshooting

Session ID: 605e8b2f-c125-4916-847c-0bada2b69263

Ej Consumer ID: 9d263bd5-4112-46d5-9304-8038eb3a5226 e« Total Messages: 13
Last updated at: Oct 14 '25 10:46 AM

Search Knowledge utilized

Pod@4 Knowledge Base

You do not need to include the country code in your Order ID. Please provide the Orders and Returns 0.79

Order ID in the phone number format, and I will check the status for you. Page 1: Cisco Store - Orders and Returns When will I
receive my order? In-stock products typically ship the next
business day after you've placed your order. Once the
order has been dispatched, you will automatically be sent a
Txn ID: 883cbbbfa®@d145dd9ddacddd9eeb2e37 tracking number to the email address that you provided
during checkout. The delivery time will depend upon your
@ 12163332790 selected shipping method and where the order is being
shipped. **When will I receive a product if it's on back
order? ** We regularly review inventory levels to minimize
Performing action "fetch_status” the number of out-of-stock items. Unfortunately, there can
be factors that are outside of our control — such as the
Gy manufacturer having no inventory — which would lead to an

Hello Mark, thank you for providing your Order ID: 1216333279@. Your order for the item being temporarily out of stock on the Cisco® Store.
Core Trio QI Charger is currently being processed. The estimated delivery date is Typically, we receive inventory of back-ordered items

November 1, 2025. You will be notified with a tracking number once your order has within one to four weeks. Once the item has been
shipped. dispatched to you, you will be sent an email with the

tracking number. How much is the shipping for my order?
Is there anything else I can assist you with regarding your order? Shipping charges are calculated based upon the total
volume and weight of your order. The website has an
integration with UPS so that you receive the most up-to-
date freight charges. During checkout, once you’ve entered

Txn ID: 9fd4a51624e848748293647b7a5f@5f4 . your shipping address, you will have a choice of freight
services, from Next Day to Ground. Each of these options

10:44:30 AM, Oct 14, 2025

10:44:40 AM, Oct 14, 2025

10:44:45 AM, Oct 14, 2025
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Cisco’s Al Security Protocols

& Guardrails Service!




While Al unlocks new possibilities,
trust is not optional.

That’s why every agent we deploy
is governed by
Cisco's Responsible Al framework
designed for real-world risk.

alfbal ]l
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Each feature powered by Al undergoes an
Al Impact Assessment to ensure adherence to the framework

Responsible Al Framework

Product
Responsible Al development/
Principles deployment

Guidance & Oversight
through a Responsible Al
Committee across domain

expertise

Greater control with regular Incident response system Active engagement in Work with regulatory bodies
assessments of Al use proactively works on industry forums to drive & research institutions to
cases, models & functions remediation steps responsible use of Al develop best practices

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555




This is not a one-time exercise, we take an
always-on approach with real-time and background monitoring.

Threat Detection Instant Action

of user Input & Al Agent requests, prompt injections of threats detected automatically blocks unsafe
Output through Guardrails Al Agent messages

Al Systems

oy L e
Ny "‘
LN nti
.'I.. -'I'

L ] B
.............-...I.IIIIIIIII.IIII-II..-..---'..'

Coming soon

Anomaly Detection Continuous Testing
tracks unusual spikes to detect accuracy of RAG
in unsafe messages and Al Agent outputs

Continuous

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555




Every message is validated by three lines of defense
within our secure Al Agent framework

Guardrall
output

Fallback
response
4 7 RAG ¢ J
User Input —)l Al Agent - service
L l |

Cisco LLM proxy
¥ to interface with —

LLM
response
=7

Guardrail
output

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555




Together, these guardrails protect every exchange
between the user and LLM

Message aligns with agent's task --> conversation Blocked on detection
continues Not sent to LLM for
Message not aligned --> agent keeps conversation generation

focused without engaging off-topic Not sent to user, replaced
Content is not filtered, but saved for compliance with fallback message.

Blocked on detection - Not sent to LLM

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555




Toxicity - Default

Basic toxic speech detection
focused on clearly harmful
content. Detects toxic speech
with a limited set of classes:

toxic
obscene
threat

insult
identity hate

© 2025 Cisco and/or its affiliates. All rights reserved.

Rails available today

Toxicity - Expanded

Enhanced protection including
demographic and identity-

based harmful content. An
expanded toxic speech
detector, including
additional classes beyond
those in toxicity_default:

male

- female
homosexual, gay or
lesbian

. christian

- jewish
muslim
black

+ white
psychiatric or mental
iliness

Harm

|dentifies content that may lead

to harm, such as:

BRKCCT-2555

. violent crimes

non-violent crimes

- sex-related crimes
- child sexual exploitation
. specialized advice

privacy violations
intellectual property
indiscriminate weapons
hate

suicide and self harm
sexual content

Jailbreak

Preventing attempts to
manipulate the LLM's behavior.

Detecting attempts to override
the LLM's core functions and
safety features.




Cisco Guardrails are built for enterprise trust

Built-in enforcement

Guardrails are wired
directly into agent
logic — monitoring

input, output, and tool
use as it happens.

Real-Time Blocking

Guardrails act
immediately —
blocking risk before it
can cause exposure or
impact.

© 2025 Cisco and/or its affiliates. All rights reserved.

Red-Team Validated

Defense is tested

continuously with real-

world threat scenarios
not one-time checks.

Audit-Ready Logging

Customers have
traceability for every
guardrail event,
making oversight and
reporting simple.

1

BRKCCT-2555

Benchmarking
Assessment

Ranks higher on Jailbreaking
than Azure
& scores above 92% for recall
& precision on hate data




Run-Time Visibility




Building trust in Al systems starts with full visibility

Detect errors early
and trigger targeted
remediation

See what the Al agent . . . Ensure adherence to
_ Verify alignment with
did in every olicies & aoals local laws, safety
interaction P 9 standards & norms

Trace how & why

decisions were made

ol I 1l I h
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We already monitor every stage of the Al Agent lifecycle

Pll detection and censoring Harmful content

PFl redaction RAG accuracy
Context deviation

r,

I
|
I
v

aED- e | Comm

Prompt injection/jailbreak attempts Instruction compliance

Toxic/abusive content Instruction deviation

Increased latency

Tool call efficacy

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555




Prompt
injection/jailbreak
attempts

Pll detection

Toxic/abusive
content

Harmful content

Total sessions

Total messages

© 2025 Cisco and/or its affiliates. All rights reserved.

Run-time intelligence available today

Security

User message attempting to override
agent instructions

User or Al agent messages potentially
contain personal info

User or Al agent messages contain
toxic or abusive content

User or Al agent messages contain
the intent to cause harm

General

Flagged sessions Latency

Flagged messages Sentiment

Instruction
deviation

Context deviation

Tool call eficacy

RAG accuracy

Fulfillment error

Fulfillment failure

BRKCCT-2555

Performance

Agent not adhering to configured goals and
instructions. LLM as judge used to detect this.

Al agent output not relevant to the last user
query and conversation context.

How often Al Agents are invoking tools as
needed. 100 - (false positives + false
negatives)/total tool calls

Correct answers/total answers provided using
RAG

Error while making a fulfilment requrest to
connect

Al agent flow didn't proceed forward due to
fulfilment output - either due to API errors or
due to the user providing invalid details

]
cisco




Pro-active notifications to alert admins of critical issues in real-time

Future roadmap

________________________________________________ )

CHANNELS CHANNELS TOOLING

Dedicated Ul to
toggle on/off notification channels
from Al Agent Studio

Al Agent Studio Other Collab Tools

ol I 1l I h
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Validating Guardrails at

System-Level




Planned system-level testing will further strengthen guardrails
against evolving production threats.

Automate adversarial prompt generation Simulate realistic attack conversations,
to probe LLMs for vulnerabilities like mimicking user behavior to uncover evasion
jailbreaks, bias, and data leakage. paths and safety weaknesses.

Chain multiple steps in a conversation to
gradually bypass safety mechanisms.

— Used for continuous regression |
| testing and policy stress-testing across |
model versions.

| — Helps test how guardrails behave under | — Reveals how threats can escalate
| real-world, multi-turn misuse. across longer conversations.

|
|
!

ol I 1l I h
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Together, these will give
full-spectrum oversight of
Al agent risk & reliability —
protecting your Al agents
before, during, and beyond
deployment.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Design-time
testing

Run-time
monitoring

System-level
security

alfhet
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An agentic and intelligent front door for the
modern contact center

KOG A

ECHON

Contact channels

© 2025 Cisco and/or its affiliates. All rights reserved.

Ticketing
servicenow.

C} Documents & files
Proprietary systemy
/(nowledge connectors (URL

‘ Scrapping, SharePoint )
/ Knowledge) — Historical conversations

BYO- data source

\ Customer journey
Gy
\\ Recent interactions

Interop Org policies & settings

A

Webex Al Agent

«<10cUGI»
|
|
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Tech behind Al Agents

A2A

Model Context
Protocol (MCP)

/ Multimodality \
Function Calling (Tools
integration)

Retrieval Augmented Generation
(RAG)

LLM with Deep Language
Understanding and Prompt Engineering

© 2025 Cisco and/or its affiliates. All rig Clsco



Engage via Contact Center

Infermedica Symptom Triage

A
EPIC Integration
Infinitus Insurance Verification
®
MCP
CJDS <« PN o O ® = 0o O
P (]
Prebuilt Action Transfer
Concierge Agen Booking Agent

- (Webex Al Agent)

© 2025 Cisco and/or its affiliates. Al cisco



Proactive Engagement

Medication Refill

MCP WxCC MCP Server
MCP
o O o= =% Human Agent
G Transfer Al Assistant

Proactive Outreach Agent
(Webex Al Agent)

© 2025 Cisco and/or its affiliates. All righ
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New Webex Al Agent Studio: Al Agent Configuration

webex Al Agent Studio

Dashboard

¥ Renergize Healthcare Assistant Drait
‘ Last updated on 05/25/2025 by Henry Riggs

Al Agents.

Al Assistant Skills Sessions  History  Analytics

Knowledge

RS Profile  Knowledge  Actions Languages

(i AlEngine Profile Agent name *

Essential details Renergize Healthcare Assistant

System ID *

RenergizeHealthcareAssistant-uahl3as
URL for agent profile image *

https:/fus.webexbotbuilder.com/static/assets/default_logo

Instruction Al engine *

Choose your Al engine and refine Webex Al Pro 1.0
the goal and instructions to

boost your agent's accuracy. Agent's goal * € Insert example

Assist users with doctor appointments by efficiently guiding them through the necessary steps.

Instructions € Insert example nsert action

Enter step-by-step instructions for your agent to accomplish its goal

Welcome message *

Hi there, how can | help you?

# Renergize Healthcare

]
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New Webex Al Agent Studio: Pre-Interaction

webex Al Agent Studio

Dashboard © Renergize Healthcare Assistant Draft

Al Agents Last updated on 05/25/2025 by Henry Riggs

Al Assistant Skills Sessions  History  Analytics

Knowledge

2 Intagrations Profile ~ Knowledge  Actions  Languages

(i AlEngine Pre-interaction  Mid-interaction  Post-interaction

Pre-interaction actions Add actions

Action neme Created by Description Last updated Action type Provider type Controls

@B Find record Henry Riggs Search and locate specific customer records across connected databases and systems using MCP server integration. 10/13/25, at 1:28 PM Fuifillment MCP [EC|

Add pre-interaction actions
Q0 Search by action name, description, or provider name Create new | -~

All Integration MCP AZA

CJDS: Get customer detail &
From Webex | Integration

Find record €
From Salesforce | MCP

= Send one-time PIN €&
From Duo | Integration

. Verify one-time PIN &
From Duo | Integration

# Renergize Healthcare

]
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New Webex Al Agent Studio: Mid-Interaction

webeX Al Agent Studio

Dashboar © Renergize Healthcare Assistant Draft

Al Agants Last updated on 05/25/2025 by Henry Riggs

Al Assistant Skills Sessions  History  Analytics

Knowledge

< Integrations Profile  Knowledge  Actions Languages

Al Engina Pre-interaction  Mid-interaction  Post-interaction
Mid-interaction actions

Action neme Created by Description Last updated Action type

@B Create case Henry Riggs Generate new customer service cases in connected CRM systems using MCP server framework. 10/13/25, at 1:10 PM Fulfillment

Add mid-interaction actions
Q. Search by action name, description, or provider name Create new |~

All Integration MCP AZA
Cancel reservation €
From Airbnb | MCP

Check availability €
From Google Calendar | MCP

| Consult with "Symptom Triage™ agent &
From Infermedica | A2A

Create case @
From Salesforce | MCP

¥ Renergize Healthcara

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555

Provider type

MCP

Add actions

Controls

E]

&
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New Webex Al Agent Studio: Post-Interaction

webex Al Agent Studio

Dashboard ¥ Renergize Healthcare Assistant Drit

\

Al Agants Last updated on 05/25/2025 by Henry Riggs

Al Assistant Skills Sessions  History  Analytics

Knowledge

 Integrations Profile  Knowledge  Actions  Languages

Al Engine Pre-interaction ~ Mid-interaction  Post-interaction

Post-interaction actions Add actions

Actien name Created by Description Lest updated Action type Provider type Controls

@® AlAssistant: Generate AutoGSAT Henry Riggs Enable intelligant assistant capabilities through connected Al service integrations. 10/13/25, at 1:38 PM Fulfillment Integration E ™

@B AlAssistant: Analyze call sentiment Henry Riggs Enable intalligent assi: ilities through d Al service integrations. 10/13/25, at 1:38 PM Fulfillmeit Integration

Add post-interaction actions
. Search by action name, description, or provider name Create new | -~

All Integration MCP AZA

Al Assistant: Analyze call sentiment €
From Webex | Integration

Al Assistant: Generate AutoCSAT €
From Webex | Integration

Al Assistant: Generate summary &
From Webex | Integration

CJDS: Update customer detail €
From Webex | Integration

Cancel

¥ Renergize Healthcare

]
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New Webex Al Agent Studio: Create a new transfer

Create a transfer action

Set when to transfer, who to transfer to, and what to share with the next agent.

General information

Action name *

Add pre-interaction actions Agent transfer

. Transfer condition * @

. Search by action name, description, or provider name Create new

. Add in custom condition to trigger agent transfer.
All Integration MCP AZA 5 Transfer
C.JDS: Get customer detail & > Consult

From Webex | Integration - . oy :
| g < Fulfillment For example: If verification fails three times, transfer to an agent.
Find record &

From Salesforce | MCP Select how you want to assign an agent *
Send one-time PIN & O Select an Al agent

From Duo | Integration Select an Al agent *

Verify one-time PIN €@

) Select an agent from your organization
From Duo | Integration

Transfer visibility
Cancel G Skip greetings and match voice €

Set custom logic to assign a human o Al agent

Information to share

For faster, more accurate result, choose what to share with the next agent. If you skip this, we'll just include a summary of the conversation.
Entities

Entity name Description Example Required

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555 CIsco




New Webex Al Agent Studio: Create a new consult

Create a consult action

Set when to consult, which agent to consult with, and what to share for collaborative decision making.

General information

Action name *

Add pre-interaction actions Agent consult
A
Q. Search by action name, description, or provider name Create jlew |~ Consult condition * @

. Add in custom condition to trigger agent consultation.
IXB integration MCP  A2A s fansfer ager o

CJDS: Get customer detail & ) Consult
From Webex | Integration = Fulfill t
& Fulilimen For example: when patient symptom are complex, consult with specialist agent.
Find record &

From Salesforce | MCP Consult with Al agent *

Send one-time PIN €

Select an agent *
From Duo | Integration

Select an agent
Verify one-time PIN €@
From Duo | Integration

Cancel Information to share
For faster, more accurate result, choose what to share with the consulting agent. If you skip this, we'll just include a summary of the conversation.
Entities

Entity name Description Example Required

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCCT-2555 CIsco




New Webex Al Agent Studio: Create a new fulfillment

Update action

Enable your Al agent to connect with external systems and perform more complex tasks.

General information

Action name *

Add pre-interaction actions

Action description * @
Q. Search by action name, description, or provider name Create new |~

All Integration MCP AZA > Transfer

CJDS: Get customer detail & I} Lonsult

From Webex | Integration =/ Fulfillment

Find record &
From Salesforce | MCP Action scope *

Send one-time PIN @ Slot filling &
From Duo | Integration ® Fulfilment &

Verify one-time PIN €@
From Duo | Integration

Fulfillment
Cancel 3 5
Determine how to handle customer requests or resolve issues.

Select a fulfillment approach *

© Webex Connect Flow Builder
Build workflows using drag and drop interface with Webex Connect platform.
Custom server
Connect to your own server or external APl endpoint for custom logic processing.

Service *

Wrap up conversations
Flow *

Generate summary

]
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.
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Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights res
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Thank you C1SCO Live !
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