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Traditional era
1980s - 2013

-
CSP domain

Operations
(Processes & people)

BSS

Network
(Physical)

-

J

Digital era
2013 - 2022
CSP domain

Operations
(Processes & people)

Open digital architecture
(new BSS)

OSS
(\EES))

Network
(Programmable)

. J

[Source: - TMF Open Digital Architecture LINK]

91%
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found Culture as the main
barrier for adoption

Networks towards “Al-for-Operations”
Culture, Integrations and regulations are main barriers

Al for Operations

2023 - 2028

Zeo-touch
inter-
operability

v

<4+——Zero-touch partnering

Digital domain

[

»

Partner domains

Al-driven operations
Value-stream and experience driven, augmented

intelligence

Zero-touch operations

Al-driven open digital architecture
Modular, ‘plug and play, micro-service oriented, and

Al-ready

Open Autonomous Infrastructure
Connectivity (5G/6G/fiber/satellite...) cloud, Al, loT

~N

48%

found Integrations as the main
barrier for adoption

[Source: CapGemini Research Jan 2024, 123 Telco surveyed - Transport Domain - LINK]
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https://www.capgemini.com/wp-content/uploads/2024/02/CRI_Autonomous-Network_Final_Web-version-1.pdf
https://www.capgemini.com/wp-content/uploads/2024/02/CRI_Autonomous-Network_Final_Web-version-1.pdf

Journey and drivers for autonomous networking

Autonomous network levels

Manual Assisted Partial Conditional
operation operation autonomy autonomy

A
8 The big disruption 6 ’
LI' e I Y,

High autonomy Full autonomy

of companies are currently aiming to achieve Level 3
at initial levels of autonomy or above by 2028
Network Operational Resource efficiency Experience
Monetization efficiency and energy savings excellence

Source: Cap Gemini “Capgemini Research Institute, Autonomous Telco Networks Survey, December 2023-January 2024

Source: https://inform.tmforum.org/research-and-analysis/reports/autonomous-networks-exploring-the-evolution-from-level-0-to-level-5 | |
aljhab e

© 2025 Cisco and/or its affiliates. All rights reserved. BRKATO-2065 CIsco


https://www.capgemini.com/wp-content/uploads/2024/02/CRI_Autonomous-Network_Final_Web-version-1.pdf
https://www.capgemini.com/wp-content/uploads/2024/02/CRI_Autonomous-Network_Final_Web-version-1.pdf
https://www.capgemini.com/wp-content/uploads/2024/02/CRI_Autonomous-Network_Final_Web-version-1.pdf
https://www.capgemini.com/wp-content/uploads/2024/02/CRI_Autonomous-Network_Final_Web-version-1.pdf

Evolving from reactive to preventative to prescriptive

To succeed we need more intelligent systems

Today | l/ Goal
Reactive Preventive Prescriptive
Minimize the impact Reduce the occurrence Automatically align network
of network incidents of network incidents operations to policy/intent goals
Time series anomaly detection » Toxic factor identification * Operational recommendations
Root cause analysis * Automated maintenance » Co-pilot code and config generation
Improve operational KPIs Improve customer experience Simplify operation lifecycle
and reduce churn and optimize operations and reduce time-to-value

]
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Our Vision for Operational Excellence

From Rules to Al-Agent driven
decision automation

Remedial actions to drive efficiency
and differentiation

Network, end-to-end actiongble
service quality and SLA insjghts

Insights Actions

Assurance / AIOPS Automation

Al-Ready Connectivity
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Autonomous networks requires a system view

Monetization of Operational Resource Experience
network efficiency efficiency excellence

Planning A
Engineering Q
m
DevOps Business
A closed loop F\/)

Network
operations

center A Service
R/) closed loop R/)

Security
operations O Resource operations Resource operations
center A A

Resource (\é’

Closed Loop ﬂ\./)

Application

performance A . .
monitoring DeV|Ce DeV|ce Device Device

Supporting Functions Autonomous domain X Autonomous domain Y Partners and vendors

Transport | RAN | Access | Core | Datacenter | Cloud | Security

Source: "Autonomous Networks Business Requirements & Architecture”, TM Forum
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The Journey from Automation to Autonomy

AUTONOMY

: AUTOMATION i Unlocks long tail of use cases
Limited in scope Observes

' Based on predefined rules ! + Understands

' Does not adapt Adapts

Not rule dependent

>
O
c
)
>
O
o
—
L
)
n
®©
O
)
%)
-

long tail of use cases
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Al Agents are ...

“It is a partially or totally LLM-orchestrated workflow.”

Long-term
memory
feedback

Human in Knowledge Graph
the loop graph reasoning

Agent Agent
evaluation swarms

Knowledge

Observability base

Agent capabilities

alfbal ]l
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What are the high value scenarios?

Operational value TMF-defined Who builds the
A High Value Agents and
scenarios UseCases?
Service
® @ ” provisioning "
) : )
H (SJ Service CSD Root cause
o assurance ) analysis
O 3 A
Complaints
handling
M

Fault Toxic factor
management identification

Network Configuration
change drift

> Energy Metric
L \M |l| efficiency forecasting
Technology feasibility

© 2025 Cisco and/or its affiliates. All rights reserved. BRKATO-2065

IP networks
IP networks

Your
customer’s
roadmap to
autonomous
networking

level 4/5
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The future of Automation at Scale

“Give a man a fish, and you feed him for a day, teach a man to fish, and you feed him for a lifetime.”

- N
&

Public
‘ Encode knowledge: rules

LLM
Autonomous Agent
' ' One rule set per :BZI

use case Private
Skill_1 Skill_2 Skill_3 Teach
oz oz vz v— v— «—| One skill per 3 :

Knowledge Grap

LLM
abilities: skills

0= D 0s o L/ L v A v tool/system Fined-tuned
k Intent Controller / klntent Controller /
* Low scale: 1s/10s of * Each rule-set associated « Large scale: 100s/1000s of « Skills enable Agent to
closed loop use cases with one use case closed-loop use cases interact -> invest in skills
+ Knowledge encoded in « Static, limited + Knowledge compiled in LLM. « Dynamic, autonomous, extensible
rules -> invest in rules * L2/L3 - Autonomous « Context tailors LLM responses. « L4/L5 - Autonomous Network Levels

Network Levels

Phase 2 (2028-2030)
f . Phase 1 (2025-2027) °© .
GI I l oer ‘ L4 Autonomy blueprint Autonomous Agent driven closed loop Multi-agent collaboration for complex

and multi-domain closed loop
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Making Agents Production Ready for Network Automation

Model Contextual Protocol (MCP) ! Agent to Agent Protocol (A2A)

Cisco delivered
agents

oxic Fact®
Detector onfig dri
detection
Event
correlation

4 Crosswork Multi-Agent Framework

Custom & 3" party
agents

Foresight SDK

Agent Ops

Agent catalog

Tool catalog
Agent observability
LLM routing

Agent evaluation

-

~

Multi-Agent

Inter-agent comm.
Routing agent
Knowledge graph

Semantic resiliency

Planning service

-
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Cisco Al Canvas

BRANCH-CH-MOFL1MISSCW - WAN interface performance (Last 24 h3) s

o 5 AlCanvas | ServiceNow Ticket SRTK0023941
M C P « Analyzed the ThousandEyes Network Test e
( \ Results for agent ‘Chicago’ and the Path 42-78% O 5.04%
* Meraki data showed significant packet loss R P——————— Soma.
Thousa nd Crosswork (32.44% 1o 42.78%) and latency (91 ms to 93 -~ -
- AI « ThousandEyes data showed average latency of
238 ms, jitter of 1.5 ms, and packet loss of
Y, 435%
\_ « Correlation between Meraki and ThousandEyes
ata inchcates a network issue atfecting both the

- i J = AlAssstant
Visualization Test Results data
Mera ki ms) over the past 24 hours.
Eyes
local device and the broader network path

Remediation Suggestions : The path view confirms
MCP our Itarnal network lsous. This s completely within

our control to fix. Here are some solutions you can
impiement mmediatery

4 ) . igure QoS on the MX device 10 prioritize the
Controller(s) Monitoring Automation Ut eomt e el e
|\ J
( )
Transport Network
\_ J

PEOPLE + Al AGENTS + DATA

ol I 1l I h
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Al Agent Use Cases

Use case

Toxic Factor Detection

Configuration Drift Detection

Zero-Day Event Correlation

Al Automation Developer
Agent

Network Queries & Reports

Network Troubleshooting &
Root Cause Analysis

© 2025 Cisco and/or its affiliates. All rights reserved.

Description

The goal of this use case is to analyze past network events in order to surface
patterns that may be influencing negatively the network performance. It uses
ML pattern detection algorithms.

Enable a vendor agnostic and template free detection of configuration
anomalies by using ML techniques (Configuration Language Models) that learn
automatically how a configuration is supposed to be in the customer network

Enable high-quality network event correlation and noise reduction using new
techniques such that there is no requirement to implement correlation rules
(hence, enabling zero-day correlation even for unseen events)

Lower the entry barrier for automation artifacts development (yang models,
scripts, templates, workflows) by using Agents that can automate the process
and automatically generate the required artifacts without requiring the user to
have the skills to do this manually

Al-Agent focused on replying to complex network queries and reports

Accelerate troubleshooting processes by implementing Al Agents that evaluate
different troubleshooting trajectories and autonomously identify the root cause.

BRKATO-2065

Expected outcome

Prevent future failures.
Increase Mean Time Between
Failures (MTBF)

Prevent failures triggered by
configuration changes.

Operational noise reduction.
Improve Mean Time to Detect
(MTTD) and Mean Time to
Repair/Resolve (MTTR).

Ease automation adoption
(NSO, WFE, CNC).
Improve time to value

Improve MTTD and MTTR

Improve MTTR.

lllllllll
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Al Agent

Use case

Brownfield Discovery

Compliance &
Reporting

Coordinated
Maintenance

Sustainability
Optimization

Failure Prediction

Design / Operational /
Configuration
Recommendations

© 2025 Cisco and/or its affiliates. All rights reserved.

Use Cases (cont)

Simplify the integration of brownfield infrastructure (devices, configuration,
services) by automating the discovery of key entities using Al Agents in a vendor
agnostic approach.

Use Al Agents to automate the evaluation of network state against compliance
rules. Leverage the flexible nature of Agent based reasoning to accommodate a
wide range of compliance and state verification use cases

Use Al to automate and improve the process of large scale maintenance
processes such as software upgrades by including verification of impact (what-
if) and optimization of scheduling (operational research algorithms for
constrained programming)

Use Al mechanisms to identify power consumption hot-spots and provide
recommendations on how to improve it by: network design, configuration
change, etc.

Use Al mechanisms to help predict certain type of failures. First candidates are
optical transceivers, fiber optics.

Using data collected across customers and our Cisco internal knowledge base,
automatically generate recommendations that will help customers in design /
operational and configuration decisions.

BRKATO-2065

Accelerate automation and
integration over
brownfield.

Improve MTBF and
accelerate change
management.

Prevent maintenance
related failures. Increase
MTBF

OPEX optimization

Prevent failure impact.
Increase MTBF.

Accelerate decisions and
improve decision quality.
Prevent network failures by
aligning with best practices
learned from data.

lllllllll
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description
Detection risk factors that may be influencing negatively the performance of the
network

Toxic Factor Identification

from automation to autonomy

Al Frequent Pattern detection algorithms are used to autonomously
identify any combination of factors that have a negative impact in
the occurrence of network failures

Manually analyze the impact of specific factors such as a
certain software release or hardware in network event

outcomes & benefits N

 No need for manual analysis for each factor. Fmigmm
« Multivendor by architecture. T 5 roue ot &
* Prevention of network failures due to identification of e Dally Full Network anlyis has completed, s rsuls bion.
risk factors associated. Toxic factors. Arspsouy ek b 17204
* |dentification of unknown unknowns. .
* Improved MTBF. e F e
T GRS — T T —
- J
tfected dovicos por i foctor .
*  Crosswork Multi-Agent
Q4 CY25 Platiorm
*  Crosswork Network —— ) (T
Controller 7.2 b0 2026 070000 AT D 0,2088 v 00
N J L o\ J
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Game X: Elevating Customer
Experience via Self-Governed
Converged Networks

© 2025 Cisco and/or its affiliates. All rights reserved.

Champions

colt ™

Tirk Telekom

StC Vverizon

o000 ..
< Telefonica

Participants
W : I ' I ' I '
a\_/S_, & cognizant é |'s é c;
M Ni2

= ETIYA
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1 4 o

Industry blueprint Network domains Open APls
and application

11 15 32

High value
use cases

Al agents People collaborating

© 2025 Cisco and/or its affiliates. All rights resel
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TM Forum Catalyst ecosystem and collaboration to enable
autonomous networking Level 4

Gaming applications on customer portal "’

Tiirk Telekom

Cloud partner

o Service intelligence and closed loop "c||'_,:<':|c',' SPC!EO"IO S L "c||'_,_'<':|c','

user and stC
network ¢
o Resource i) o Resource o Resource ‘ .
. . colt .~ @ cognizant experience
operations cisco operations operations *3° Telefénica

IP domain 1 . | IP domain 2 . | 5G domain verizon

ol I 1l I h
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One Cisco story in action

)

Observe ) ( Plan ) ( Act )
Human operators }-{ Al assistant )

)

s N
< IT services intelligence with Splunk )
<msec network Internet topology Inventory performance Network assurance Mobile KPIs and
performance alerts cloud performance topology and slice alerts: TMF642 and
alerts service health TMF628
provisioning state
4 N N N N )
Reactive and
End-to-end preventive Al
network experience Cloud STC IP domain .
) ) experience assurance Colt IP domain Private 5G Cisco
Cisco Provider assurance experience Crosswork
Connectivity Cisco Cisco Crosswork Multi-Agentic
Assurance ThousandEyes Network Controller Colt NaaS Cognizant Al Framework
. VRN RN J L J L AN Y,
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Demo in a real network

2 Domain resource alerts } 3 Alert: customer impacted

Al: event correlation and 4

1 Incident in the network root cause analysis

g ‘ Al: recommendations
6 Automatic fix | S and fault triage

]
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Al Enabled operations

Cisco Automation and Assurance Update

CISCO Live !
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On Demand

Connections
Activity

Saved requests

]
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splunk>enterprise Apps ~

Service Analyzer~ Entity Overview Alerts and Episodes Glass Tables

Game-X 7

Filter by tags | Select tags to monitor

Deep Dives Dashboards =

Activity ¥ Help » Find

Administrator ¥ 2 Messages ¥ Settings ¥

Configuration = Search

Auto Refresh: 1 minute » ‘ ‘ Last 4 hours~ Save as... ‘

Maximum Depth: All+ KPI Value: Aggregate v

‘ ‘ Created By: All » ‘ ‘ Minimum Severity: None »

Filter services ‘ Game-X X

Go to service Q

Sarme,

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco confidential.

Game-X [2

whvwe
100

KPIs & Episodes Service impact analysis

OKPIs Open all in Deep Dive[2

© Noxkpisfound.

(@® O Critical and High Episodes

o Waiting for data...

View All[2

BRKATO-2065
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sp|unk enterprise Apps ¥ Administrator ¥ 2 Messages ¥ Settings v Activity ¥ Help = Find

GameX Observer Game-X Overview: Experiences Deep Dive Control [2 Analytics Search Datasets Reports Alerts Dashboards

Global Time Range Actions v Edit

Last 60 minutes

IMiForum Moonshot Catalyst M25.0.824 Game X

Combining standardized netwerk APIs and Al orchestration to enable fixed-wireless convergence for ultra-low-latency cloud gaming and immersive applications.

Experience Provisioning State Services State

0.0
< 0
il

P

Al Agent Operations
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AAA BADSERVERTYPEERROR 5 30 90

e Lester William #34899
IP DUPADDR 2 2 4 T Gabriella

& Fretcher #34859
OSPF FLOOD WAR 90 180 3000

e Marcia Banks #348499
INVALIDKEY OSPF 20 40 300

3 Irina Garcia #348149

NACM_INIT 4 7 40

& Javier Griffin #348125
TACACS COMMUNICATION ENGAGE MODEL
Tacacs Communication: includes the correct device IP address and command s|EEVEREEER

Connected to the server. remediation.
D 00:01:33 0.0000
The interface TenGigE 0/0/0/2 is currently administratively down,
significantly impacting critical gustomer services, specifically the
Game-X service connected through is interface. To enable the interface,
use the following commands:

configure terminal
interface TenGigE0/0/0/2
no shutdown

[Youl>
[You]>
[Youl>
[Youl]>
[You]>
[You]l>

& Customize

]
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&€ Chrome File Edit View History Bookmarks Profles Tab Window Help @ B b Q @ ©9 = M wa Q J-+ Fri13Jun 12:02
Bl Gage)( % B Agent X Episode X B Deept X Game Provider X B Experier x O Views © colto X Control X Search +
C © Not Secure  hitps://10.58.239.211/en-US/app/tmf_cisco_gamex_observer_app/gamex_observer?form.global_time.earliest=-60m%40m&form.global_time.latest=now g E} @
[ News [ Popular . Cisco Directory . Cisco.com ||} CEC (™ WebEx [ CECIndexes [ Common Tools [ Internal Support [ Job Role Dashboa.. [J Theatres & Locati... [ All Bookmarks

Last 60 minutes v

Experience Provisioning State Services State

0.0
~ 0
il

P

Al Agent Operations

created by hgehrts@cisco.com
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Cisco Details ‘Salt Typhoon’ Network Hopping Credential
Theft Tactics

Cisco Talos observed Chinese hackers pivoting from a
compromised device operated by one telecom to
target a device in another telecom.

The research team also noted the extensive use

of LOTL techniques, piggybacking on built-in
networking features rather than deploying traditional
malware. The attackers modified router configurations,
altered authentication settings, and used guest shell
environments on Cisco Nexus devices to execute
commands stealthily.

Source; https://www.securityweek.com/cisco-details-salt-typhoon-network-hopping-credential-theft-
tactics/

]
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Before the attack... After the attack...

. router configuration L TR _router configuration

errdisable link-flap-setting max-flaps 5 time 60

no feature telnet vrf management

feature ssh vrf management

feature tacacs+ vrf management

tacacs-server login host 10.15.1.1@ vrf management segq-num 1 key 7 0x960c890aa7261@d6aca@ port 1623
tacacs-server login host 10.15.1.11 vrf management segq-num 2 key 7 0x960c890a27261@d6aca@ port 1623
aaa local authentication unlock-timeout 1

aaa authentication login default vrf management group tacacs+ local

snmp-server enable snmp vrf management

snmp-server view all .1 included vrf management

snmp-server community test group network-operator vrf management

feature tacacs+ vrf management

tacacs-server login host 10.15.1.10 vrf management seq-num 1 key 7 ©x96@0c890aa72610d6aca® port 1623
tacacs-server login host 1@0.15.1.15 vrf management seq-num 2 key 7 @x96@c890a272610d6aca® port 1623
aaa local authentication unlock-timeout 1

aaa authentication login default vrf management group tacacs+ local

snmp=server enable snmp vrf management

snmp-server view all .1 included vrf management

snmp-server community test group network-operator vrf management

snmp-server host 10.15.1.12 traps version 2c test udp-port 162 vrf management

snmp-server host 10.15.1.13 traps version 2c test udp-port 162 vrf management
feature ntp vrf management

ntp enable vrf management

ntp server 10.15.1.14 vrf management

username admin role network-admin password encrypted $1hde642ysfh5eyw3

no username ios

feature rsyslog vrf management

logging server 10.15.1.15 5 facility local® vrf management
1

\ logging server 10.15.1.15 5 facility local® vrf management /
\\\\, A,/// :

snmp-server host 10.15.1.12 traps version 2c¢ test udp-port 162 vrf management
snmp-server host 10.15.1.13 traps version 2c¢ test udp-port 162 vrf management
feature ntp vrf management

ntp enable vrf management

ntp server 10.15.1.14 vrf management

username admin role network-admin password encrypted $1lhde642ysfh5eyw3

username admin2 role network-admin password encrypted $1hdsgsdfhfdghw4l «
no username ios

feature rsyslog vrf management

All authentication configuration settings are Authentication configuration was ’silently’
defined as expected changed. A new user is configured.

Access compromised, attackers can potentially
jump across devices.

If the change goes ‘unnoticed’ it may stay for
days, weeks or months.

]
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With configuration drift detection Al Agent, integrated with
Cisco Al Assistant

router configuration

/ no errdisable cause stp-bpdu-guard \ Pcs Cisco Networking Technology

errdisable link-flap-setting max-flaps 5 time 60

Al Assistant
no feature telnet vrf management o

feature ssh vrf management
feature tacacs+ vrf management 8 [
tacacs-server login host 10.15.1.10 vrf management seq-num 1 key 7 0x960c890aa72618d6aca® port 1623 Result overview on-dmand Download resuits
tacacs-server login host 10.15.1.11 vrf management seq-num 2 key 7 0x960c890a272618d6aca@ port 1623
aaa local authentication unlock-timeout 1 235 123 13

aaa authentication login default vrf management group tacacs+ local el etdenees - dmiinenses
snmp-server enable snmp vrf management
snmp-server view all .1 included vrf management Dethils

snmp-server community test group network-operator vrf management With anomalies 13 result
snmp-server host 10.15.1.12 traps version 2c test udp-port 162 vrf management
snmp-server host 10.15.1.13 traps version 2c test udp-port 162 vrf management S —— P —— G ASRI00D P p—
feature ntp vrf management cisco-xr2-nyc © 2anomaiies
ntp enable vrf management cisco-xr3-nye © danomaties
ntp server 10.15.1.14 vrf management cisco-xrd-nyc © 13 anomaties
username admin role network-admin password encrypted $1lhde642ysfh5eyw3 '

(@ wewwesa

Qe

O AlAssistant @ Analysis complotod 11055m

Config Drift Agent: On-demand analysis has completed, see result below

Device name. Result Device model Vendor Network Role

Cisco Core

tacacs-server login host 10.15.1.10 vrf management seq-num 1 key 7 @x960c890aa72610d6aca@ port 1623
tacacs-server login host 10.15.1.11 vrf management seq-num 2 key 7 @x960c890a272610d6aca® port 1623
aaa local authentication unlock-timeout 1

logging server 10.15.1.15 5 facility local® vrf management aaa authentication login default vrf management group tacacs+ local
\ 1 / snmp-server enable snmp vrf management

snmp-=server view all .1 included vrf management

snmp-server community test group network-operator vrf management
snmp=server host 10.15.1.12 traps version 2c test udp-port 162 vrf management
snmp-server host 10.15.1.13 traps version 2c test udp-port 162 vrf management
feature ntp vrf management
ntp enable vrf management

username admin2 role network-admin password encrypted $1hdsgsdfhfdghw4|
no username ios
feature rsyslog vrf management

ntp server 10.15.1.14 vrf management
username admin role network-admin password encrypted $1hde642ysfh5eyw3

Config drift no username ios
AI Agent feature rsyslog vrf management

logging server 10.15.1.15 5 facility local® vrf management
1

afra]n
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With configuration drift detection Al Agent, integrated with

Cisco Al Assistant

no feature telnet vrf management
feature ssh vrf management
feature tacacs+ vrf management
tacacs-server login host 10.15.1.10 vrf management seq-num 1 key 7 @x960c890aa72610d6aca® port 1623
tacacs-server login host 10.15.1.12 vrf management seg-num 2 key 7 @x960c890a272610d6aca@ port 1623
aaa local authentication unlock-timeout 1

/ router configuration

snmp-server community test group network-operator vrf management

snmp-server host 1@0.15.1.12 traps version 2c test udp-port 162 vrf management
snmp-server host 10.15.1.13 traps version 2c test udp-port 162 vrf management
feature ntp vrf management

ntp enable vrf management

ntp server 10.15.1.14 vrf management

e Cisco Networking Technology

Al Assistant

O (@rewivess)
G oy

&  Config Drift: On-demand

O AlAssistant @ Analysis comploted

Config Drift Agent: On-demand analysis has completed, see result below

Result overview On-demand

Device name.

aaa authentication login default vrf management group tacacs+ local 235 123 13

wimenonales  llaldevies dedcis whh anowals
snmp—server enable snmp vrf management
snmp-server view all .1 included vrf management

Detdils

with anomalies v

Result

Device model Vendor

1105 3m

Download resuits

Network Role

> cisco-xri-nyc
cisco-xr2-nyc

cisco-xr3-nyc

cisco-xrd-nyc

© 3anomalies
© 2anomalies
© 4danomaiies

© 13 2nomalies

Cisco ASR 9000 Cisca

Core

Core

Core

Care

© G anomaes - -

username admin role network-admin password encrypted $1hde642ysfh5eyw3
no username ios

feature rsyslog vrf management

logging server 1@.15.1.15 5 facility local® vrf management

N J

© 1enomalies P o

ip name-server vrf management 8.8.8.9
errdisable cause link-flap

no errdisable cause stp-bpdu-guard
errdisable link-flap-setting max-flaps 5 time 6@
no feature telnet vrf management

feature ssh vrf management
feature tacacs+ vrf management
tacacs-server login host 10.15.1.10 vrf management seq-num 1 key 7 @0x960c890aa7261@d6aca®@ port 1623

aaa local authentication unlock-timeout 1
aaa authentication login default vrf management group tacacs+ local
snmp-server enable snmp vrf management

snmp-server view all .1 included vrf management

snmp-server community test group network-operator vrf management

snmp-server host 10.15.1.12 traps version 2c test udp-port 162 vrf management
snmp-server host 10.15.1.13 traps version 2c test udp-port 162 vrf management

Config drift
Al Agent
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emo Configuration Drift

ork Netwark Contr

Al Assistant
s} [& New thread
Q
@

How can | help today?

Choose a suggestion or use the text field to ask a question. | have limitations
and won't always get it right, but your feedback will help me improve.

I want to check the config for a number of devices I want to list all scheduled config drift analysis

© 2025 Cisco and/or its affiliates. All rights reserved. BRKATO-2065
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Agentic Playground Workshop/Lab

ol I il I I Agent components Query Agent Deep Troubleshooting Agent Agent observability
Cisco

Al Agent Playground version: 2.1-internal nlllnlllu AI AGENT PLAYGROUND "
cisco « Automation Developer Days

Deep Traubleshooting Agent

AGENT SETTINGS » Cisco Live

LLM settings ~

e How can | help you?
» Autoconf

The isis adjacency between routers node-6 and node-T is down. | need to know why

Available at:

CIRCUIT ~

Enterthe LLM you want ta use: . ) .
Evaluating the following hypothesis:There is a mismatch in ISIS authentication configuration between node-6 and node-T interfaces used for the adjacency, causing the 1SIS

gpt-4.1 adjacency to fail.

Query agent operational settings. v Held on, analyzing your request

Pl dtob | ith A ti
g e ST R - My next step: Query the graph G to identify all interface pairs where one interface belongs to node 6 and the connected peer interface belongs to node 7, using the F ra I I leWo rk

‘connects_to_peer_interface’ relationship.

Click to activate and verify Al agent readiness

My next step: Query the graph G to obtain the management IP address and Netmiko device type for router node-6.

Query Agent simulations i My next step: Query the graph G to obtain the management IF address and Netmiko device type for router node-7.

Deep Troubleshaoting Agent simulations ~

- e Regular workshops with customers
using Cisco dcloud virtual labs

My next step: Connect to node-6 using 55H, and run the CLI command 'show running-config interface GigabitEthernet0/0/0/7' to retrieve the full interface configuration, which

will include any ISIS authentication settings relevant to the interface connecting node-€ and node-7.

o

My next step: Connect to node-T using SSH, and run the CLI command "show running-config interface GigabitEthernet0/0/0/6' to retrieve the full interface configuration, which

will include any ISIS authentication settings relevant to the interface connecting node-T te node-6.

]
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Al Agent Roadmap

2HCY25 2HCY26

Reactive * Network troubleshooting
and root cause analysis
» Brownfield discovery.

Preventive *|_Toxic Factor Detector « Compliance & reporting
[ Configuration Drift (Agent based)
Detection ) » Coordinated maintenance

« Sustainability optimization
* Brownfield discovery

Prescriptive [ ] * Device migration

Framework « Baseline for first two SDK
agents

Committed - Planning - Radar NSO

© 2025 Cisco and/or its affiliates. All rights reserved. BRKATO-2065

2027

* Failure prediction

* Network Design recommendations
» Configuration recommendations

* Operational recommendations.

* Multi-layer optimization




Orchestrated
execution of scripts

Topology Visualization

Brownfield Discovery

Workflow Management

Element Management

Service Provisioning

Real-time Optimization

Toxic Factor Detect. Classification & Decomposition to Al agents

Root cause analysis troubleshooting and

1| Configuration Drift

i i remediation
v i Orchestrated network i SDN Path Compute Congestion Mitigation Agent SDK I ' :
= 'l Provisioning ! ! | Al agents consuming time series metric for
C;) i i | Traffic Engineering Event correlation predictive modelling and automated planning
0 'l Planning and Design ! | ! I
8 ! ' | Automated Assurance ' NLP info search Failure prediction ! !
ot | | i | | |
O i i | Fleet Upgrade || Configuration and optimization recommendation i i
| | O : ' '
. . i | Closed loop from policy based to multi agent based
| | T : : y
! ! ' Coord. Maintenance and change management
Sensor Collection and |i| Policies and Alerts i | Baselines and dynamic || Fault to Incident i | User Experience Network Intelligence . | Proactive
Dashboarding i ' | thresholds | correlation i | Assurance
'| Metadata-based ! ! '| Al Assistant / Al Canvas for NLP RCA ' | (SLAand SLO
| Correlation | Metric Correlations ' | Root Cause Analysis i | | guarantees)
: : ' | across FM/PM ' Agentic Assurance
| . | Topology correlation ! ! i )
: : 1 1 1 II
Splunk Platform 1| Visualization, Analytics i | Splunk Machine learning toolkit
| Data Management | and Automation ' r ' ' 4
g ! 1| Al Assistant ' Splunk Deep Learning Toolkit
Q ' 1 | Splunk ITSI application
n | | . . . |
i i i i Splunk MCP Server
Delivered Next release Roadmap
[ I [ l [
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Al Enabled operations

Cisco Automation and Assurance Update




Cisco Automation And Assurance

p
@ Most Comprehensive Functions
.

p
Gﬂﬂf Intent-driven Automation Operational Task
\\

Automation 5> Visualization

/L

Ve

A\ ) .
mfﬂ Modular, Multi-vendor & Extensible

J

Ve

o ® .
Orchestration A / Enabled : @ ' Automated Assurance
C/é;D Multi-agentic Al = Decisions

<f>;> Low-code/ No-code Experience

. J

D Planning

it

Optimization

% Scalable, Resilient & Secure

Deep Visibility & Analytics

. J
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Consistent investment speeding innovation

2016 2018 2021
leawa LUXTERA Plasase

Next Gen Silicon for
Routing/Switching

Automation of SiP
manufacturing process

coherent optics

Innovative high-

2023

ACCEDIAN §

Network Performance
Monitoring & Analytics

speed

2023

Security & Observability
Platform

2017

\) APPDYNAMICS

Cloud application and
business monitoring platform

2014
tail-f

Network orchestration for
multi-vendor networks

© 2025 Cisco and/or its affiliates. All rights reserved.

<

ThousandEyes

Deep visibility and insights
into applications &
services

BRKATO-2065

2021
' sedona
A systems

Hierarchical SDN
Controller
(Optical and IP Networks)

2023 2024
Samknows I o
ISOVALENT

Broadband network mo
nitoring with global
internet health

Multicloud security and
networking, delivering
secure SDN innovations

High- Observability Orchestration
performance and automation alal
sustainable cisco

networks



Towards Al for Operations

( Insights > ( Decisions ( Actions >
( Human Operators }"-C l Cisco Al Assistant / Al Canvas )

C | | Splunk | e R

) Hierarchical Controller - multilayer / \ ______________ o ____
Crosswork Planning | multi-domain

| Al

|
: Autonomous
Provi - Workflo S
( ro"'iiﬁg:::?t'v'ty > ( Crosswork Network Controller + Element Management D VD) NSO ) Agents

manage (Crosswork
——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————— Multi-Agent

|
| Framework)
50+ uSec Service Model :
KPls Resolution Health driven :
3 party I I
SRuG Closed controllers
loop |

C Active sensors | SR-PM | IPM | hw probes | gnmi Network Infrastructure CLI | Netconf | openconfig | ...>““

.
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
I
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Sub-
second
sampling

User
Experience

]
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Introducing Crosswork Planning

Predictive Al

Predict the impact of
network changes, traffic
growth, new services, and
potential failures

Where should | add capacity to minimize costs?
How can | meet resilience constraints?
How can | ensure that latency is below a given threshold

Capacity Planning

Leverage measured or
simulated traffic data for
accurate predictions

Services Optimization

Optimize network design for

efficiency and reliability

© 2025 Cisco and/or its affiliates. All rights reserved.
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ﬁBenefits

Reduced operational costs
Improved network performance
Enhanced agqility

Proactive planning

Qimplified Capacity planning

= Network Design Setting
—
us_wan txt X atlantic.txt x +
2
ot Show Pt vew %
vosen [(actams + ] (oyees ) (somastea vattic < ] (st opens ] (0 % Swdviews [ Soectasamaven -
srewen - ® <
Deien
3
o8 e
Catcr
e
a O Gk
- o~
P HeTT b
=i i v
: p- =_ o 4
. ° i
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~ e .
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We're Still Pushing Boundaries

Optimistic transactions

9X Performance

JO
Scalable database
3X Scale

\

@

Multi-vendor support
across protocols

_/

\

©)

Operational performance

10X Less downtimes

< Bp >

Out-of-band service
protection

More use cases, less ups!

J

© 2025 Cisco

and/or its affiliates. All rights reserved.
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Where are customers using Cisco NSO - TOP uses

Wide Area Networks

Al Datacenters/Cloud

Security

« MPLS / SR / SRv6 Networks

- All your B2B automation

- Could include CPE
- Mobile Backhaul

- Expand to LAN Area Networks and
Datacenter interconnects.

- Expand to SD-WAN
- Expand to Microwaves

- Expand to Optical Services

© 2025 Cisco and/or its affiliates. All rights reserved.

- DC Fabric automation

- Direct device access or via

controller

- NaaS solutions with security and

load-balancing

- NFV Orchestration (NFVO and

CNFO)*

BRKATO-2065

- Compliance reports

- Firewall Management

- ACL, IPS, WebfFiltering rules

- Standalone, as part of DC or Mobile

GiLAN

]
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« NSO will integrate the Agentic Al-ops backend
Crosswork Al that we have developed to enable Al-
enabled capabilities that align with NSO’s areas of
focus

» Details of our initial agents follow

AI_EnabIed FunCtionaIity » Al Assisted service creation
(Planned / Roadmap) . MCP server

» Cisco Al Assistant
» Leverage Crosswork Al use cases

* Documentation search, sample code search

Al Package wizard: https://www.youtube.com/watch?v=0Y80oWcN122E

]
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CNC: Service and Device Lifecycle Automation

OSS/BSS and/or Hierarchical Controller

REST/RESTCONF Model-based

Crosswork Network Controller

®
. L2VPN, L3VPN, SR-TE, SRv6, RSVP-TE, Tree-SID and more NSO

Programmable to support new services and devices

Visualization

Service, network, and device views » Traffic engineering dashboard » Transport slices and slice catalog
End-to-end dynamic path and policy view  Flexible algorithm * Inventory, fault, performance

Closed-loop

Embedded probes | External probes automation

CLI
NETCONF, gNMI

PCEP Telemetry

OO0 D
©

© 2025 Cisco and/or its affiliates. All rights reserved. BRKATO-2065 CIsco
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CNC: Service Lifecycle Automation

Provisioning, Visualize, Control and Assurance

"tiseh’ Crosswork Network Controller

[ VPN Services

Dashboard

@ | show: VPN Services

::[ Device groups: Location v l [ Select endpoints ]

Topology Location

- (VR

Services &
Traffic
Engineering

Device
Management

Barcelona-52

Alerts

Administration Bergen-113

© 2025 Cisco and/or its affiliates. All rights reserved.

«

Show: (] Participatingonly | ] CE | [[] Extended overlay

o}

<> VPN services

Provisioning

D Lastupdate: 28-Mar-2025 10:17:46 AM CEST t} Refresh

[@ Saved views ‘\ Select a saved view v

Refined by: All endpoints

Health (Monitoring: 22
Services)

In-Pr

34
S“ﬂ s Show
O A

erin & Device Groups All Lec

Node-1

3 hede-8

Node-4

/ \
n hi\ 2
o \ /

IE
© Qo L)
¥ t Ak Oper Dow
Crest g E)’
Meade Enopo Color Adm
3
" v
N » ¢ [¢)
N )
Node-4 o
o
» . 1 ()
3 7]
0 No Node o
Noge-d4 Mo o
4 4 Nc o
Auro-Fe
! ()
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<« > C © Not Secure  hitps://172.20.163.92:30603/crosswork-home/#{app-dashboard

vl Crosswork Network Controller

G Dashboard

Dashboard

o

Topology

Workflows

Services &
Traffic
Engineering

-
Workflow
Automation

o O

Device Total Workflows

Management

Alerts

——
= p—
—

Administration

Tasks

General Traffic_Utilization_Dashboard

N

@ Ppublished

@  workflows WiP

Services_Dashboard

[¢ Saved views [ Select a saved view v J [ Save view v ]

+ Add dashboard

© Last update: 22-May-2025 01:02:50 PM CEST ' Refresh | Edit dashboard J [ Make a copy ]

Adapters Workers

In use 3

3

Adapters

3 @ Active 3

Installed 3
Warkers @ waiting 0

Not in use 0
D Failed 0

& © 6 ©

Activities 0

Zero touch provisioning

d

© 2025 Cisco and/or its affiliates. All rights reserved.
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Migration Process Automation Workflow

/ Crosswork Network Controller (CNC)

Customer

Config
mmmg discovery

Operational Workflow (CWM) MOP
Old device

— Config
New Device
Configuration Management (NSO)
\ Cisco I0S-XR CLI NED Cisco 10S-XR NETCONF NED

Order

Parameter

Changes

received

~

/

CRS 8608 Devices

© 2025 Cisco and/or its affiliates. All rights reserved. BRKATO-2065
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Provider Connectivity Assurance solution overview

High-level view

Open automation Open data
& APls & alerts

Cloud-Native Platform: Time series and Events ‘

Management, automation, data collection and data analytics -

User Personas

I & Use Cases
I I I - End customers
Software Sensor ; i ' Service managers
Lo Hardware Sensor Metrics from other Routing an_d Path . Engineering
v Layer sources Analytics . Operations
Containerized & With embedded PM gNMI, SNMP, REST - Capacity planning
horizontally scalable Topology-aware . IT and network

Tl% @ @l [O0 aod] assurance

]
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Customers References - Colt

AUV TTMTOCOnNN N

THE NETWORK AUTOMATION CONFERENCE

Stage 0

Engineers

JOAN ESPIN GARCIA

686>

P Pl W) 244:56/3:3205 @ (= O
https . //WWW YO lLUbe 2 (_:O m /WatC h ?V = \_JV5xn PG Oq 5| Automation Developer Days Stockholm May 21, 2025 — Morning

*é?;\ Cisco Automation Developer Hub
i/

2.13K subscribers

£\ Subscribed \/ 512 GP £ Share 1 Download 3¢ clip

ol I 1l I h
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https://www.youtube.com/watch?v=Jv5xnPG0g5I

Colt’s automation journey so far

Explicit path
re-calculation

: Automated : gPlatform Validationé Ethernet & IP
. Device Upgrades : Dev Model ' : Access
.. \scripts) . Agileintro. - Activation ready
: : : Smart Path i
Options
____________________________________________________________________________________________________________________ . ASUSTaiNability)
Foundation : ; : Assistive DevOpsm""""""E """""" """""""""""""""
DevOps Network .~ . Environment @
Framework : @ Tools : . Auto. Testing |
Pre-2021 May’22 Feb’23 Apr'25
Stage 0 Stage 1 Stage 2 Stage 3
Ad-hoc Task Process Enabling
Automation Automation Automation Orchestration
Engineers Scripts & Workflows Network APIs,
Tools Service Models

© 2025 Cisco and/or its affiliates. All rights reserved. BRKATO-2065

Agentic Al
for SDN PoC

Stage 4
Closed Loop
and M2M

KPlIs, SLA
and Policies

Stage 5
Leveraging
Al / AlOps
Experience
Multipliers
e’



Colt Example: Path Details and ECMP Compare

Provider Connectivity Assura: X

25 glimpse.colt-psinno.analytics.accedian.io,

I Employee Connect... [ Home-Cisc Skyiight Analy MIG Routing PMIT... @ PLM Tea ravel_Appr Kylight Ar My vive %5 Accedian Sky Skylight Internal ple, Profitabilt.. 7 y ' and pre "
. . * On Off 7D &, H ™
BB Provider Connectivity Assurance e 03 i Mo 2055 15.02 o
l - Segment Routing — Core Topology
d
O, Search, e.g. LA, LANYC minPathPropagationDelay
5
= 290 ms
® minPathPropagationDelay
o« All
34.4ms 268ms
0%

minPathPropagationDelay by Cities

Kfu:

Ops

smstordam E E TR |
EN_ EEEEEN__ EEEN
EoEm EE N
8o " E ]
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O]
c N EEEEEEN  EESEE EEE
; O = =
b E m EE = [
0a ] 1 EN ]
B N = Em
o T
E m EE- N ] ‘
Seneva [ ] = B
f o ] O
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Infrastructure for Al: Measure and optimize Al performance

o

Al assistant

& {a)

Al assistant

O

eEmMI=le

Al assistant

l% Al agents
1=] >

Edge data center LLM-aaS

|%lglilélAl Models
IE s N

Edge data center GPU-aaS

Low Latency Network KPIs to DCs

< »
< »

LLM KPIs from network to LLM providers

End-to-End LLM KPIs

© 2025 Cisco and/or its affiliates. All rights reserved.
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LLM + Network Performance Correlation

Key LLM Performance Metrics

~ N [
Request Latency Time To First Token Time Per Output Token
This is the amount of The amount of time the The amount of taken to
time each request takes LLM takes to return the generate each token
to process by the LLM first token in a response after the first token
from start to finish. to a request. (a.k.a. inter-token
latency) in a response.
- J

© 2025 Cisco and/or its affiliates. All rights reserved.
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Token Latency

The amount of time
taken to generate each
token in the response
(request latency / total
number of tokens).

]
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Using

Provider Connectivity Assurance for network

- Provider Connectivity Assurance

Request Latency (s)

RouteLLM Performance Summary

Time Per Output Token (ms)

Failures (%)

failure_percentage

and LLM Experience

B Provider Connectivity Assu

23 cisco-rcdn-lab.analytics.accedian.io/monitoring/07BE960E-24EE-67DD-A96B-ECDSCAAD76517granularity=P T1M&refresh=true&relative=PT8H&static=17"

Token Latency (ms)

Time To First Token (ms)

P99

56924346-1752585724346&200m=57.04545454584067-95

8H ¢, M

& Reset

Jul 15, 2025 05:55 - Jul 15, 2025 08:58

TTFT

time_to_first_tokens_p99

S et
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Summary

- Operators face a Perfect Storm of handling Complexity, Increasing consumer
expectations, Knowledge contention & OpEx constraints

- Cisco is investing heavily on multi-vendor network automation and assurance
platforms, including additional Al capabilities to address any customer
requirement

- We are actively working with our SP customers to explore, define and develop
the Automation Use Cases that will accelerate their journey to a Systems-led
operating model

© 2025 Cisco and/or its affiliates. All rights reserved. BRKATO-2065 CIsco



Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved
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Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights res
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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