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What makes up Cisco SSE

Cisco SSE
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Cisco Secure Access
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Single Unified Agent

. i Ciso secre clent - X @ Cisco Secure Client — %
Cisco Secure Client & s

Suite of Security Service Enablement Modules

AnyConnect VPN:
Ready to connect.

« AnyConnect VPN (Core) P—

+ Network Access Manager (NAM) ._|_>

- ISE Posture C

| 267 - Auto Select Nearest Locati -

- HostScan (aka: ASA posture) (No Ul)
- Secure Endpoint (AMP) @

ZTNA:
Registration is required to access secure resources.,
Ready to enroll: Cisco SSE

- Umbrella Module e

- Cloud Management Module (No Ul)

|  Envol

+ Network Visibility Module (NVM) (No Ul)

- Diagnostics and Reporting Tool (DART)
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Cisco Secure Access:
architecture and features
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«—> Private Traffic

() Secure Tunnel

Architecture Overview

Breakout (unmonitored internet and trusted Saa$)

@ Public Applications
— = . :
E— ) N Unified Dashboard Unified Security
Managed Private Applications

Endpoint *|dentity and Posture based *Flexible ingress/egress connectivity Internet/Saa$S
I~ Clientless Controls * Consistent inspection for all traffic
© | e o < ——
*Single SLA *Granular context-based control Applications
Unmanaged ZTNA Private Public/Private
*Single Policy Applications via Cloud
Public App|icati0ns App Connector or
( 0 *Magnetic Design System Backhaul VPN _
000 [-=]
al: — —
(P 1] POPs in Public Cloud z22[==2|=
On Prem|§e, DC/Colo/
Users, Devices Branch
& Things

Devices

#CiscoLiveAPJC LTRSEC-3075 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cijséo Confidential



Internet Traffic

Architecture Overview > Private Trafic
() Secure Tunnel

Breakout (unmonitored internet and trusted Saa$)
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Internet Traffic

. . «—> Private Traffic
Architecture Overview e

Breakout (unmonitored internet and trusted Saa$)

Cisco Secure Access
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Cloud Security Services

Internet Traffic

Private Traffic

Secure Tunnel

Cisco Secure Access
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Optional
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POPs in Public Cloud
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«— Internet Traffic

<—> Non Web Traffic
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Secure Internet Access

. Office 365
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Internet Traffic

Secure Internet Access 0 D

Secure Internet Access (typically coupled with Secure Private Access via VPN)

Breakout (unmonitored internet and trusted SaaS)

Internet/SaaS

Public Applications ‘

Device

Support Posture Services

Router

Optional Backhaul VPN

POPs in Public Cloud

- « SAML 2.0 + cert-based authentication - Application polic
Capabilities PP poey

- Posture verification (optional)
- IPS

Single in-line inspection
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Secure Private Access = i

via VPN

Cisco Secure Access

U = Y

VPN Private Applications

Public/Private Cloud

@9 E't‘ﬁ IPsec backhaul Private Applications

Device Posture Services L3/4/7
Support and Health Router Firewall

------------- Optional ------------

POPs in Public Cloud

DC/Colo/
Branch

. + SAML 2.0 + cert-based authentication - Start before logon
Benefits o _
- Posture verification (optional) - IPS
+ Trusted Network Detection + Granular context-based control
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Secure Private Access (Client-based ZTNA) A

ZTNA supported Apps via IPsec backhaul

Cisco Secure Access

Appl.demo.com

U
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appl.demo.com
All ports and protocols

____________________________

T | @ '\ ?
App2.demo.com Device Posturé @9

MFA i
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‘\----i‘i??_r_ _______________ A Firewall
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POPs in Public Cloud app2.demo.com
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Secure Private Access (Client-based ZTNA) A

ZTNA supported Apps with App Connector

Cisco Secure Access

Public/Private Cloud

appl.demo.com

S ]

All ports and protocols

---------------------------- — *—>$<—
| QuIC ._,—> ! @ 1 Resource Connector — IE e jl
1 H DTLS Tunnel coo —
: Device Posturé @ app2.demo.com
MFA i

{  Support and Health § Services L3/4/7

QUIC 0 | 2 Router Firewall

App3.demo.com Optional
POPs in Public Cloud

DC/Colo/
Branch

]

app3.demo.com

Benefits - Improved end-user experience - Performance benefits QUIC & MASQUE - No routing/network modification on client
- Improved Security step up auth - Per App tunnels « App specific access
- Always on access + Cloud bypass for sensitive apps (future)
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Secure Private Access (] secure Tune
No VPN, No Client

Clientless Access

Cisco Secure Access

Clientless Access
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Optional

POPs in Public Cloud

DC/Colo/
Branch

A + Clientless - Least privileged user access
Capabilities

+ App-specific access - Reduced threat surface

- Undiscoverable IP address
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with
Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and
Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

N

.,

—

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

)

/
e
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

> Complete a minimum of 4 session surveys and the Overall Event Survey to
~ claim a Cisco Live T-Shirt.

:@,\7:] Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education with
DevNet, Capture the Flag, and Walk-in
Labs

Continue \\

vour education

- Visit the On-Demand Library
for more sessions at
www.Ciscolive.com/on-demand
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