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• Cisco Umbrella: Overview

• Cisco Secure Access: overview

• Cisco Secure Access: architecture 
and features 

• Q&A
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What makes up Cisco SSE

Cisco SSE

Integrated security 
platform

XDR
DNS-layer
security

Cloud-delivered
firewall (w/ IPS)

Secure 
web
gateway

Cloud access
security broker

Interactive 
threat 
intelligence

Remote browser
Isolation

Data
loss
prevention

Cloud 
malware 
detection

SD-WAN ON/OFF NETWORK DEVICES

Zero Trust 
Network 
Access (ZTNA)

VPN as a 
Service
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Cisco Secure Access 
Overview
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Cisco Secure Access
Go beyond core Secure Service Edge (SSE) to better connect and protect your business

CSPMDUO MFA/
SSO

Firewall as a Service 
(FWaaS) and IPS

Secure Web 
Gateway (SWG)

Cloud Access Security 
Broker (CASB) and DLP

Zero Trust Network 
Access (ZTNA)

Cisco delivers the core and more in a single subscription…

Core SSE

DNS
Security

Remote 
Browser 

Isolation*

Multimode 
DLP

VPN as a 
Service

SandboxAdvanced 
Malware 

protection

Talos Threat 
Intelligence

Digital 
Experience 

Monitoring*

Add-on solutions

SD-WAN XDR
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Transition to Single Unified Client

Single Unified Agent

12© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   

Cisco Secure Client
Suite of Security Service Enablement Modules

• AnyConnect VPN (Core)

• Network Access Manager (NAM)

• ISE Posture

• HostScan (aka: ASA posture) (No UI) 

• Secure Endpoint (AMP)

• Umbrella Module

• Cloud Management Module (No UI)

• Network Visibility Module (NVM) (No UI)

• Diagnostics and Reporting Tool (DART)
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Cisco Secure Access:
architecture and features
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Architecture Overview
Internet Traffic

Private Traffic

Secure Tunnel

Breakout (unmonitored internet and trusted SaaS)

Public Applications

Private Applications

Clientless 
Access

ZTNA Private 
Applications via 
App Connector or 
Backhaul VPN

Public Applications

DC/Colo/
Branch

Cisco Secure Access

POPs in Public Cloud

Internet/SaaS

Public/Private 
Cloud

Private 
Applications

On Premise,
Users, Devices 

& Things

Managed 
Endpoint

Unmanaged

Unified Dashboard

•Identity and Posture based 

Controls

•Single SLA

•Single Policy

•Magnetic Design System

Unified Security

•Flexible ingress/egress connectivity

•  Consistent inspection for all traffic

•Granular context-based control

How What
Users & 
Devices
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Architecture Overview
Internet Traffic

Private Traffic

Secure Tunnel

Breakout (unmonitored internet and trusted SaaS)

Public Applications

Private Applications

Clientless 
Access

ZTNA Private 
Applications via 
App Connector or 
Backhaul VPN

Public Applications

DC/Colo/
Branch

Cisco Secure Access

POPs in Public Cloud and Cisco Edge Data Centers

Internet/SaaS

Public/Private 
Cloud

Private 
Applications

On Premise,
Users, Devices 

& Things

Managed 
Endpoint

Unmanaged

Unified Dashboard

•Identity and Posture based 

Controls

•Single SLA

•Single Policy

•Magnetic Design System

Unified Security

•Flexible ingress/egress connectivity

•  Consistent inspection for all traffic

•Granular context-based control

Users & 
Devices
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Architecture Overview
Internet Traffic

Private Traffic

Secure Tunnel

Breakout (unmonitored internet and trusted SaaS)

Public Applications

Private Applications

Clientless 
Access

• App Connector 
• Backhaul VPN

Public Applications

DC/Colo/
Branch

Cisco Secure Access

POPs in Public Cloud and Cisco Edge Data Centers

Internet/SaaS

Public/Private 
Cloud

Private 
Applications

On Premise,
Users, Devices 

& Things

Managed 
Endpoint

Unmanaged

Unified Dashboard

•Identity and Posture based 

Controls

•Single SLA

•Single Policy

•Magnetic Design System

Unified Security

•Flexible ingress/egress connectivity

•  Consistent inspection for all traffic

•Granular context-based control

What
Users & 
Devices
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Cloud Security Services

Cisco Secure Access

POPs in Public Cloud

Auth

Device 
Posture
& Health

MFA
Support

Optional

Services
Router

CASBSWG DLP

L3/4/7 
FW IPS

NAT

Traffic 
Acquisition 

(CNHE)

ZTNA
Proxy

Network
Tunnel

ZTNA
Clientless

Remote
VPN

Internet Traffic

Private Traffic

Secure Tunnel
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DC/Colo/
Branch

Secure Branch
Internet Traffic

Non Web Traffic

Secure Tunnel

Secure Internet Access

L3/4/7 
Firewall

Cisco Secure Access

POPs in Public Cloud

Internet/SaaS

Private Applications

SWG DLP CASB NAT

Services
Router

On Premise,
Users, Devices 

and Things

Office 365

Google

Dropbox

Salesforce
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Secure Internet Access
Internet Traffic

Non-Web Traffic

Secure Tunnel

Secure Internet Access (typically coupled with Secure Private Access via VPN)

Breakout (unmonitored internet and trusted SaaS)

Public Applications

POPs in Public Cloud

Internet/SaaS

VPN
Auth

Device 
Posture
& Health

MFA
Support

Optional

Services
Router

CASBSWG DLP

L3/4/7 
FW IPS

NAT

Backhaul VPN

Capabilities
• SAML 2.0 + cert-based authentication

• Posture verification (optional)

• IPS

• Single in-line inspection

• Application policy

Cisco Secure Access

LTRSEC-3075 16



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Secure Private Access Private Traffic

Secure Tunnel

via VPN

Benefits
• SAML 2.0 + cert-based authentication

• Posture verification (optional)

• Trusted Network Detection

• Start before logon

• IPS

• Granular context-based control

Private Applications

L3/4/7 
Firewall

Cisco Secure Access

POPs in Public Cloud
DC/Colo/

Branch

Public/Private Cloud
Private Applications

MFA
Support

Device Posture
and Health

VPN

Services
Router

Optional

Auth

IPsec backhaul
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Secure Private Access (Client-based ZTNA) Private Traffic

Secure Tunnel

L3/4/7 
Firewall

Cisco Secure Access

POPs in Public Cloud

MFA
Support

Device Posture
and Health

Services
Router

Optional

Auth

All ports and protocols

ZTNA

QUIC
ZTNA
Proxy

App1.demo.com

App2.demo.com

QUIC

ZTNA supported Apps via IPsec backhaul

app1.demo.com

DC/Colo/
Branch

Public/Private Cloud

app2.demo.com
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Secure Private Access (Client-based ZTNA) Private Traffic

Secure Tunnel

Benefits

L3/4/7 
Firewall

Cisco Secure Access

POPs in Public Cloud

MFA
Support

Device Posture
and Health

Resource Connector 
DTLS Tunnel

Services
Router

Optional

Auth

All ports and protocols

QUIC
ZTNA
Proxy

app1.demo.comApp1.demo.com

• No routing/network modification on client

• App specific access

QUIC

ZTNA supported Apps with App Connector 

Redirect

• Performance benefits QUIC & MASQUE

• Per App tunnels

• Cloud bypass for sensitive apps (future)

• Improved end-user experience

• Improved Security step up auth

• Always on access

DC/Colo/
Branch

Public/Private Cloud

App2.demo.com

app3.demo.com

app2.demo.com

App3.demo.com
QUIC

ZTNA
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Secure Private Access Clientless Access

Secure Tunnel

No VPN, No Client 

Capabilities
• Clientless

• App-specific access

• Undiscoverable IP address

• Least privileged user access 

• Reduced threat surface

DC/Colo/
Branch

Public/Private Cloud
Private Applications

Clientless Access

HTTPs

Browser
IPsec backhaul
Or
Resource ConnectorL3/4/7 

Firewall

Cisco Secure Access

POPs in Public Cloud

MFA
Support

Device Posture
and Health

Services
Router

Optional

Auth

ZTNA
Proxy
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Q & A
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Complete Your Session Evaluations

24

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education with 
DevNet, Capture the Flag, and Walk-in 
Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

25LTRSEC-3075

http://www.ciscolive.com/on-demand
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